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Russian cyber war on Ukraine: repercussions and preventive
measures

Abstract

This study deals with the Russian cyber war on Ukraine: the
repercussions of that war, its repercussions, and preventive measures against
it. The inductive and historical approach and the content analysis approach
were applied. In addition to the introduction, this study includes five parts
and a conclusion. The first part discusses the main concepts of cyber warfare
by highlighting the most comprehensive definitions of the topic, This is side
by side with the most prominent historical developments of the Russian cyber
wars on Ukraine. The second part discusses the nature of the Russian cyber
threats to Ukraine, and the third part presents the goals of Russian cyber
operations in Ukraine as well as identifying the repercussions of the cyber
attacks of the Russian-Ukrainian war, and finally addressing Ukraine’s
measures against Russian cyber attacks. The study concluded that, coinciding
with the outbreak of war in Ukraine, more than 200 cyber attacks had
occurred on Ukraine since the start of the Russian war on Ukraine, targeting
approximately 70 Ukrainian government entities. The evolving nature of
Russian cyber threats was also characterized by constantly changing tactics
and new attack vectors. And variable motives, These include attacks on
critical infrastructure, espionage, disruption of services, information warfare,
disinformation campaigns, and intellectual property theft. As a result of its
use of cyber warfare against Ukraine, Russia targeted several goals, including
(psychological warfare, strategic deception, disrupting the equation of
Western support for Ukraine, undermining confidence in the Ukrainian
regime, war of narratives, and erosion of trust). Regarding the repercussions
of cyber attacks in the Russian-Ukrainian war, they were: (influencing public
opinion, weakening the morale of the Ukrainian population, targeting civilian
infrastructure, hitting Ukraine economically, and weakening confidence in
the Ukrainian government. Ukraine took measures against Russian cyber
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attacks by following the rule that says the best way is To defend is to attack,
as Ukraine has carried out a number of cyber attacks on Russian facilities.

Keywords: Cyber war, cyber attacks, Russian-Ukrainian conflict,
repercussions and preventive measures
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