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Abstract :

The purpose of the current research is to study crimes and risks in the metaverse
ecosystem and emerging technologies. The research seeks to provide a sociological analysis of the
metaverse and its applications, and aims to anticipate and predict crimes related to the metaverse
and emerging technologies. The research attempts to answer the following questions: What are
the potential crime threat scenarios committed through the metaverse and emerging technologies?
What are the potential risks that children are likely to be exposed to through the metaverse and
emerging technologies? What are the factors that drive crimes through the metaverse and
emerging technologies? What are the mechanisms and solutions to combat these crimes? To what
extent is the belief that the metaverse and emerging technologies lead to abuse and harassment?
What is the extent of concern about data and privacy through the metaverse and emerging
technologies? What are the categories of potential perpetrators who commit crimes through the
metaverse and emerging technologies? What are the potential victims of crimes related to the
metaverse and emerging technologies? Based on a systematic review of previous literature, the
research sought to combine quantitative and qualitative methods to achieve methodological
integration and comprehensiveness in data collection. The researcher used the social survey
method on a simple random sample of young people using the Metaverse, numbering (404) users.
She also conducted interviews with a sample of (41) experts and elites in various professions, who
are related to the Metaverse and emerging technologies.

The research results showed that, by consensus among experts and young users of the
Metaverse, The threat of financial crimes is the strongest threat of potential crimes committed
through emerging technologies, with an average of (2.73) for experts and an average of (1.85) for
users. Sexual crimes threats are followed by experts, with an average of (2.71), and users, with an
average of (1.79). Threats of crimes against persons came in third place for experts, with an
average of (2.65), and users, with an average of (1.80). Other crime threats came in fourth place
for experts, with an average of (2.63), and users, with an average of (1.80). Property crime threats
came in fifth place for experts, with an average of (2.62), and users, with an average of (1.80) of
the potential crime threat scenarios committed through the metaverse and emerging technologies,
from the perspective of experts and users. Regarding the scenarios of risks that children may be
exposed to through the Metaverse and emerging technologies, the research results revealed that
the threats of content risks (meaning the risks in which the child is exposed to inappropriate or
illegal content) and psychological risks (frustration, anxiety, depression) have the strongest
impact on the risks that children are likely to be exposed to according to the consensus of experts’
opinions with an average of (2.85), while from the users’ point of view, it was found that the
threats of psychological risks (frustration, anxiety, depression) have the strongest impact
according to the consensus of users’ opinions with an average of (2.07). Regarding the factors
driving the occurrence of crimes through the Metaverse and emerging technologies, the research
results showed that, by consensus of experts and users, global factors are the strongest factors
driving the occurrence of crimes through the Metaverse and emerging technologies with an
average of (2.88) for experts, and an average of (2.41) for users, followed by individual factors
with an average of (2.76) for experts, and an average of (2.17) for users, and finally, societal
factors came with an average of (2.70) for experts, and an average of (2.08) among users.
Regarding the proposed solutions and mechanisms to address crimes and risks associated with the
metaverse and emerging technologies, the research results showed that legal and technical
solutions are the most powerful solutions to address crimes and risks associated with the
metaverse and emerging technologies, with an average of (2.97) from the perspective of experts.
Legal solutions are the most powerful solutions to address crimes and risks associated with the
metaverse and emerging technologies, with an average of (2.80) from the perspective of young
users.

Keywords: Crimes, Risks, Perpetrators, Victims, Metaverse, Emerging Technologies.
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