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The Effectiveness of Using Blockchain Technology in Protecting
and Managing Intellectual Property Assets in Egypt
Farag Ahmed Mohamed Abulhoda

Introduction:

In the digital era, the illegal copying and unauthorized use
of digital intellectual property rights (IPRs) became an unprecedent
problem especially with the advent of file sharing technologies.
Digital IPRs, such as movies, songs, books, electronic games and
computer programs are more vulnerable to be stolen or at least used
without authorization of their owners. Acts of piracy over the internet
and cyber-attacks have negative impacts on consumers, producers,
and the economy as a whole.

Due to the widespread use of the internet and globalization,
traditional methods of protecting digital IPRs have become
insufficient or inadequate to provide the necessary protection. Digital
products are easily copied and disseminated through the internet and
sites of social media. This is considered an infringement of creators’
rights with loss of revenues. Therefore, there is a need for alternative
means for protecting digital IPRs from internet piracy or cyber-
attacks. This necessitates the use of the power of technology to
protect the creative work of innovators. This research focuses on
demonstrating the possibility of using blockchain technology in the
field of registering, protecting and managing IPRs and the types of
challenges facing adopting such revolutionary technology in the field
of IP in Egypt.

The research problem:
The ultimate aim of the law of intellectual property rights
(IPRs) is to encourage innovation and creativity, through providing

VY -
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protection for intellectual property.’ The underlying question of this
research is whether blockchain technology can contribute to
achieving that goal? The research problem lies in finding a proper
technological method of protecting IPRs especially digital rights
from piracy, cyber-attacks, illegal copying or unauthorized usage.
The research tries to find answers to the following questions:

Y- Could blockchain technology provide an adequate protection
and anti-infringement method to IPRs in general and to
digital IPRs in particular?

Y- Could blockchain technology be used in managing IPRs and
collecting royalties?

Y- What are the benefits of applying blockchain technology by
Egyptian IP offices and what are the challenges facing the
adoption of such technology?

The Purpose of the research:
This research tries to achieve the following objectives:
- Determining the possibility of applying blockchain
technology for the protection and management of IPRs in Egypt.
- ldentifying the benefits and challenges facing applying
blockchain technology in the field of IP in Egypt.
The Significance of the research
The significance of the research is twofold:
Theoretically:
- The newness of the blockchain technology as it appeared a
decade ago and its ability to be applied to several fields
including IP.

' Girkaynak, Goneng, (and others), "Intellectual property law and practice in the

blockchain realm" Computer Law and Security Review, Y¢ (Y+A), Elsevier Ltd, p
ATY
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- There is a scarce in the previous literature in the subject
matter of the research in general and in the Arabic literature
in particular.” As such, the research may contribute to the
existing knowledge and literature and open the door for future
studies in the field.

Practically:

The results of this research might encourage the decision
makers to change the legal framework in order to facilitate the
recognition of such beneficial technology by the judiciary which will
accelerate the adoption of blockchain in Egypt, not only in the field
of IP, but in other fields as well.

Research Hypothesis:
There is a positive correlation between using blockchain
technology by IP offices and the protection and reservation of IPRs

in Egypt.

Research methodology:
The researcher followed the descriptive analytical approach
in addition to the comparative approach to conduct this research.

Research structure of contents:

Section One: The Nature and characteristics of blockchain
technology

Section Two: The Application of blockchain technology in the
field of IP in Egypt.

Section Three: Blockchain Challenges in the field of IP in Egypt.

Research results and recommendations

List of references
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Section One
The Nature and Characteristics of Blockchain Technology

A- The blockchain technology as a distributed ledger:

The world knew about Blockchain technology in Y++A by a
white paper written by “Satoshi Nakamoto” titled “Bitcoin: A Peer-
to-Peer Electronic Cash System.' Blockchain technology can be
defined as "an open distributed ledger or database with peer-to-peer
communication that allows for the transfer not only of information
but of value as well. Transactions are recorded in blockchain
database as blocks with time-stamps and protected by encryption so
that those blocks cannot be modified after they are verified by all
nodes participating the blockchain network. Each verified block is
added to the other blocks in the form of chain. In blockchain, each
block is attached to the previous one and to the next one by a hash
forming a chain of blocks (blockchain)"."

In blockchain, the distributed ledger is maintained by all
network participants (nodes) which makes it tamperproof where any
change or any subsequent transaction cannot be done without the
consensus of these participants.” Each block has a cryptographic key
that acts as a digital identification and is connected to the block
before it, forming a chain.” Blockchain can be used to record several

Nakamoto, Satoshi, Bitcoin: A Peer-to-Peer Electronic Cash System,
https://bitcoin.org/bitcoin.pdf.
" Singh, B P, (and others), Blockchain Technology and Intellectual Property
Rights, Journal of Intellectual Property Rights Vol Y¢, The Patent Office, New
Delhi, India, January-March Y+Y4, p £V,
" Shairwal, Sakshi, (and others), Blockchain & IPR a breakthrough collaboration,
https://www.lexology.com/library/detail.aspx?g=ace ¢cb¢d-ib¢V-£lad-Aat-
ccefYAbd - f47, last accessed on March Y€, YY),
* Michigan Technology Law Review, Can Blockchain Technology Change How IP

Rights are Granted and Sold? https:/mttlr.org/Y+Y9/+ %/can-blockchain-
_Yo._



https://bitcoin.org/bitcoin.pdf
https://www.lexology.com/1267187/author/Sakshi_Shairwal/
https://www.lexology.com/library/detail.aspx?g=ac54cb4d-9b47-46ad-81a4-55ef28bd0f96
https://www.lexology.com/library/detail.aspx?g=ac54cb4d-9b47-46ad-81a4-55ef28bd0f96
https://mttlr.org/2019/09/can-blockchain-technology-change-how-ip-rights-are-granted-and-sold/
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types of data such as data files, photographs, images, designs,
transaction data, as well as data related to transfer of ownership.’

B- Characteristics of Blockchain technology:

Blockchain technology has some distinctive characteristics
which include the following:"

Y- The elimination of the role of third parties (e.g., banks, public
registries, etc.) in the transfer of value.

Y- It provides the parties involved in the transaction with absolute
confidence in the validity and security of the transaction due to
the cryptographic proof of authenticity provided by the
blockchain technology.

Y- It creates immutable data by storing transactions in a
timestamped way that even the slightest manipulation to its
content is noticeable via hashing.

C- Advantages of blockchain technology:
Blockchain provides its users several advantages which
include the following:"
a- It guarantees authenticity by identifying the right-holder and
the time of creation of his/her rights.
b- It allows for provenance as usage and ownership can be
recorded on blockchain with a timestamp.

technology-change-how-ip-rights-are-granted-and-sold/, last accessed on March

YE YY),

' Prowse, Sarah, Beyond Bitcoin: A Literature Review of Blockchain Technology,
MSc dissertation, Dept. of Computer and Information Sciences, University of
Strathclyde, Glasgow, Scotland, August Y+ YV, p. YV,

Y .

Drescher, op. cit., p. Yee,

" Treiblmaier, Horst, (and others), Business Transformation through Blockchain

Volume I, Y+Y4, p¥Y.,
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c- It can facilitate the management of IPRs and the faster and
more efficient payment of royalties directly to owners
without the intervention of intermediaries.

d- The blockchain technology is tamperproof as data put in to
the blockchain cannot be tampered without being noticed.

D- Types of blockchain:
There are mainly three types of blockchain, they are:’

V- Public blockchains or permissionless, in which anyone can
join as a new user or node miner and all participants can
perform operations such as transactions or contracts.

Y- Private blockchains (permissioned) in which only allowed
users have access to the network operations.

Y- Federated blockchains which is a hybrid combination of
public and private blockchains where a set of nodes, named
leader nodes, is selected instead of a single entity to verify the
transaction processes.

Section Two
The Different Roles of Blockchain in the Field of IP

The blockchain technology may be used throughout the life
cycle of IP rights whether in registering, licensing, contractual
agreements and enforcement. '

A- Blockchain as a registration system:

IP offices usually maintain paper or electronic records of IPRs.
Blockchain technology can be used in IPRs registration, whereby IP
offices can ensure the correctness of data and real time update of

' Casino, Fran, (and others), A systematic literature review of blockchain-based
applications: Current status, classification and open issues, Telematics and
Informatics, Volume Y1, Y«Y4, p. oV,

" Singh, B P, op. cit. p. £Y.
VA
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records in case of transfer of right. Due to the above-mentioned
characteristics of blockchain, data verification will be much simpler
as it will be totally tamperproof.’ Blockchain can make the
registration process much easier, faster and cost-effective thanks to
the simplicity of verification and tracking processes of the right
throughout its life cycle. The blockchain technology creates a
permanent and public cost-efficient method of recording information
and it provides a non-disputed method to prove its existence.’

Benefits of using blockchain technology as a registration system
by IP offices in Egypt:

Benefits of blockchain vary according to the type of IP right
whether registered or unregistered.
a) Registered IP assets
V- Patents

Blockchain technology could be beneficial in providing an
evidence of first inventorship. The immutable nature of records
maintained in the blockchain makes such records impossible to be
changed without consensus of all participants in the network. The
timestamped chronological registration of invention life cycle with a
tamperproof cryptography provides strong evidence of the existence
of an invention.”
Y- Trademarks

Blockchain provides a strong evidence of the person who has
used a trademark first by generating immutable and timestamped
proof of the date of usage.

" Singh, B P, op. cit. p. £Y.

" Riviére, Jean-Maxime, Blockchain technology and IP: investigating benefits and
acceptance in governments and legislations, Junior Management Science Y(}),
Technical University of Munich, Y+YA, p. V.

" Blockchain Use in Intellectual Property, University of Nicosia, Cyprus,

https://block.co/blockchain-use-in-intellectual-property/, last accessed March ) ¢,
Yoy,

-VYA -
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b) Unregistered IP assets:
Blockchain technology can also play an important role as an
evidence of creatorship within the context of unregistered IPRs.

V- Copyright:

Under Article (¢) of Berne Convention for the Protection of
Literary and Artistic Works YAAT copyright is not a registrable IP
right. As such, it can be disputed in courts regarding the real author
or owner of such works. In this regard, blockchain can have a chief
role in providing courts with a strong evidence of authorship. This
can be done by the author through registering his work in the
blockchain network with timestamp that will provide evidence of the
creator of the work and the time it which it was created.

Y- Trade secrets:

Trade secrets are very important IP asset to their owners and as
such, they should be kept secret from outsiders. Trade secrets can be
stored in blockchain database and protected by cryptography to
ensure they are not used by unauthorized users. Owners of trade
secrets can share such information with licensed persons through
blockchain and in the meantime are kept secured from infringement
of third parties.’

Y- National traditional knowledge and traditional cultural
expressions:

Blockchain can be useful in preserving and recording
traditional knowledge and traditional cultural expressions in the
blockchain thereby preventing third parties from claiming title or
even use such rights without authorization. Recording such rights on
a blockchain database help in preserving them from being lost and

' Shairwal, Sakshi, op. cit.
-va -
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preventing others from claiming any rights regarding such national
cultural heritage.

B- Blockchain as a management system:

The most beneficial effect of blockchain technology concerns
the management of copyright. The management of IP rights includes
activities such as licensing and transferring of those rights.

The Role of Smart Contracts

Smart contracts are software codes into which contractual
clauses can be embedded. The terms of the agreement between
contracting parties are written directly into lines of code in the form
of (if ....., then ....) which makes such contracts self-executing. The
primary function of smart contracts is to automate the execution of
contracts.” Smart contracts embedded in the blockchain could be
used to establish and enforce IP agreements such as licenses and
allow the transmission of payments in real time to IP owners.” Smart
contracts allow automatic payments for transactions between users
and rights holders without the need for intermediaries, thereby
reducing the fees of management.”

C- Blockchain as a protection and enforcement system:
Blockchain technology can be useful in detecting counterfeit
products and reducing fraud in the market. By using blockchain,
transaction can be recorded at each stage of the chain which will help
custom authorities detect counterfeit goods and prevent their entry in

' Giirkaynak, Génenc, op. cit. p. A£9,

" Clark, Birgit, Blockchain and IP Law: A Match made in Crypto Heaven,
https://www.wipo.int/wipo _magazine/en/Y « YA/« Varticle + ««o.html#:~:text=The’
Y «potentialZY «to”ZY «use’Y «blockchain,into’ZY « ZEY/ZA «Z4Csmart/Y « IPZY « rights
%EYZAZAD.&text=Confidentiality”ZY «concerns’Y +on’Y « the’ZY «side,by”Y ran’¥
+0pt/ZYDin’Y +scheme. Last accessed on March V¢, Y+ Y9,

" Blockchain Use in Intellectual Property, op. cit.
“ A
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local market.' In addition, blockchain can help law-enforcement
institutions such as police, customs and judiciary to settle IP disputes
quickly. Installing a QR code on every product and registering them
all in the blockchain would enable custom authorities to trace and
track the products even after they have been sold."

D- Blockchain as a payment system:

Blockchains can be used as a payment mechanism for IP
transactions using digital cryptocurrencies. sing smart contract can U
to each right be useful as well in distributing royalties and shares

.digital wallet with the agreed percentage her/holder to hisTherefore,
transactions related to IPRs might be carried out in an electronic
environment using blockchain technology.

Section Three
Challenges Facing the Application of Blockchain in the field of
IP in Egypt

Blockchain technology faces various challenges that might
hinder its adoption in the field of IP in Egypt.

A- Legal challenges

The main problem is the lack of legislative regulation and the
absence of a proper legal framework with regard to blockchains. This
means that judiciary will not recognize records of blockchain
databases as acceptable in court of law which hinder the use and
spread of this beneficial technology. In addition, for the effective use
of blockchain technology, the legislature has to recognize
cryptocurrencies as a legal payment system.

' Shairwal, Sakshi, op. cit.
" Giirkaynak, Géneng, op. Cit., p. AT+,
SAY -
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B- Institutional challenges:

IP offices needs to install a private (permissioned) blockchain
system that will be used in recording all IP data. IP office staff will
need proper training on how to use the new technology in a
simplified way to decrease the level of resistance of applying the new
technology.

C- Technical challenges
‘- The fundamental problem currently facing blockchain
concerns the speed with which transactions can be processed
through blockchain technology.
Y- Due to the immutable nature of data recorded on the
blockchain, it is difficult to edit such data which constitute a
problem when such data needs to be edited or even deleted.’

Research Results and Recommendations

This research shows that Egypt can immensely benefit from
blockchain technology in the field of registering and protecting IPRs
to promote and foster its economic goals. Using blockchain
technology will prevent the infringement of IPRs and will improve
the competitiveness and economic growth of Egypt which will
contribute positively in the realization of the Egyptian strategy for
sustainable development. The research concludes that blockchain is a
revolutionary technology which would be useful in providing better
protection to the intellectual property.

The researcher proposes that blockchain technology could be
used by IP offices in Egypt. The idea is to develop a private
permissioned blockchain platform not a public blockchain platform

' Giirkaynak, Géneng, op. Cit., p. A®A,
SAY -
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as is used in the cryptocurrency market. This private blockchain
platform allow only permissioned users to get access to the network
and its operations.

-AY -
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