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Abstract:

In the current digital age, cyber risks and threats are escalating, posing a
global threat to societies amidst the rapid expansion of smart tools,
technologies, and digital platforms. These technologies often necessitate data
exchange among users in ways that may compromise privacy or the security of
information assets, exposing communities to a range of cyber threats. This
situation calls for the development of effective strategies to enhance public
awareness, ensuring a secure and sustainable community digital security
framework for the future. This study aims to analyze the factors influencing
cybersecurity awareness in communities, employing predictive modeling to
map the determinants impacting community digital security awareness for
future sustainability. Focusing on Khorfakkan City as a case study, the research
proposes a theoretical model to identify the path coefficients of potential
determinants that influence awareness of future cyber threat exposure. The
findings highlight the significant role of cultural, religious, environmental,
educational, training, and ethical determinants in shaping community digital
awareness of cyber risks and threats. These determinants emerged as the most
critical in distinguishing between different levels of awareness. The study also
revealed that industrial and innovation determinants have the most substantial
impact on cybersecurity awareness, with a path coefficient of 0.414, followed
by environmental determinants at 0.241. The overall correct classification rate
of the discriminant analysis model was 88.7%, with the medium and very high
potential impact groups achieving perfect classification accuracy (100%), while
the high potential impact group had the lowest accuracy (61.5%). The path
coefficients were 0.414 for industrial and innovation determinants, 0.241 for
environmental determinants, 0.210 for ethical determinants, and 0.134 for

social determinants. The study provides a set of recommendations for
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policymakers, planners, and stakeholders in cybersecurity and public
awareness. These include developing targeted awareness programs for the most
vulnerable populations, prioritizing initiatives to ensure a digitally secure and
sustainable community, enhancing the social and cultural dimensions in
cybersecurity strategies and legislation, and developing diagnostic mechanisms

to assess awareness levels.

Keywords: Predictive Modeling, Path Analysis, Cyber Threats and Risks,
Community Digital Security, Khorfakkan.
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X11 = pur X1 P12 Xz +p113 X3+ pra Xa +p11s Xs +P116 Xe +P117 X7 +P1s Xs
+P119 Xo +p11v Xv ...2)

Y = py1 X1 +py2 Xz +py3 Xs+ pys Xa +pys Xs +Pys Xe +Py7 X7 +Ppys Xg +pyg Xo +
Py10 X10+ Py11 X11 +Pyw Xw..(3)

Oy Stepwise 4k alaiiuly (Multi-Regression saiall lasa¥) 4yl gada (GG
e el dlegin lal) da yiEdl i)l GValee e Ailee JS 3h5 da g jiall 8
33 () Apsinall (5 sise DMA G iy calall Valas G (Rilan) AV L ) 4 sinal
iy Lagd A8l DA Akl ci¥alea (e Adlee JS Crn 3 sl 8 purile (S0 BBl 4 gina
@A Aul ol s pandl @l o(f) Abal) laad¥l COllae addl 3kl Beta Cililaa o
Ay e bl e ol bl A 03 5 sl dd) G L) aal o Le st ) Gangy
doa J kil g AalaBY) g daclaiaV¥ly o) Glaasall e de gena G Gl g e lal)
Ssime o oo sl Clhsiue a3 Gy ¢ Alall @l sl e b e 5 Al 5 4 gl
ol zsal Aadal) alatiuly Al pped) Glyngtl s Ll i) Adialy adiaal 5) il
Jolas Ao Clusia} Jlani¥) ¢yl 8 Gl 5 Bt GLlas o) 8 flean ) 4 jad) e ading
odlel (Y) ad, il 3 da el alladll ci¥alee (e Adles S (5 sise e R-Square waaill
da e lasil Adlee JS i i) Al )yl 4 aabos Lo o 51 3 5080 Lgren il Cun
A i) Gl e 8 (55 5al Cihaasdl) Auljall o kil UY) (38 o i) Sl b
Ay 3l ) (OS85 58 3 Al pend) LA ) gl G pedl Adldaly el a5 (s i)
Lad lasiV) ¥ alas daede (s2e e Ja5 a5 e, 00 e Jil (5 giose e Ailoan) AYa I3 La g
galail i) Uad o cuia LS Aglian ) @l e V) ¢ g A 23 sl calis ) @l ppaiall G
(Std. Error of the Estimate) il Ja¥) cowa allaill & Leaidl jlaai¥) SYales
L gira (sda lasniy) d:\h:v@t’uwc.\.auus _G.J)A..\n Q\)m.\‘_g@;ffﬁa 6 siua il ypasill
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G QS 8 Clanal a3 goa s Ll dea s ey Lo ((Alad) LA 5 Cilayagal
il (S8 acinall a1 e sl

Pij = 30 &8 8 oy seilly )l Ol il g R apoatll clalea e leliyg
Gl g ¢ lani¥) z3lad Ay Aaladl J) 53 O Clasial 6 gum b ziliill casls 385 /1 — R2
) il e

Adad) Al Y1 a1 Al il -

ol Ay gl o 3 isall il piial) aaf pandl ssaial) jlaady) Jalad il (Y 0) Jgan
Sk p1S3) cilaaaal

(S lhaY) sl8)) Ciladaa yiia 1X10)

std il _rial)
Sig. | t-test | Beta Etrr.o . |B @ B
Fagall)

.255 1.143 - .828 947 | (Constant)

Claasall

Lalal)

.000 | 15.157 | .802 .054 .816 Ayl

(X7)

Claasall

.015| 2.450| .130 .058 142 | dadgssill

(Xa)

Power of the derived model (r = 905 | R? = 0.819| Adjusted

R?=0.817 | F = 352.930%)

Dependent Variable: X10- elilaay) olSA cilaass

SPSS gl y s Az puaall -
.~,n° w&iﬁy)&%mhﬁ%(*)
Aalaal bl Al lasiy) Ally Cladial -

Rl dagly i) e 3 sigall il il ab] (eadl il laad¥) Julad il (Y1) Jgan
JSEN g slial) ghill cfaasal

(Y19 bl kil cilaana yitia :X11)
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Std <) _rial)
Sig. | t-test | Beta Etrrbr B @ B
Egadll
428 -.795 - .888 -.706 | (Constant)
Clanall
Ll
.000| 11.912| .740 .068 .804 s il
(X7)
Clanaall
.003 3.024 | .188 073 222 el
(X3)
Power of the derived model (r = 903 | R? = 0.815| Adjusted
R? = 0.812 = 343.030%)
Dependent Variable: X11- JSi¥ly geliall ) ghaill ilaass

SPSS gl s il jaa 1 ydaal) -
a0 0 e J8AIYY (5 s die 4 gina (%)

bl Allad A sy Al sl -

Aol il dagly suilll e B 5 al) il paial) aal pandl adatiall jlaady) Jalad ailii (VV) Jgaa
Ll i)
(A ) il agaill (2 jal) Allaia¥ (S ) 0 (& o 5l Aa 1Y)
std &) _dial)
Sig. | t-test | Beta E ' B G Bl
rror 2isall

976 .030 .682 | .021 | (Constant)
CHlddaa

skl

.000| 7.388 | .414 .053| .391 seliall
s

(X11)

000| 3.792| 241| .063| 239| =

: ' : ' ' (Xg) 4
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.006 | 2.782 | .210 078 | .216 * T EQY
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Silaasall
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Power of the derived model (r = 937 | R2 = 0.878|
Adjusted R2 = 0.874 = 276.090%*)

Dependent Variable: Y- JSé s G4 el 4n 0
Al sl Glaagill (i jeill A llaia

SPSS gabi_p a3 1 yuaall -
00 e B ANV (5 slie vie 4y gina (¥)
N sail) e (5 kil (5 23 gaill Aadad 3l el O e 203 3 el
Xi0= 'Y+ Xs4+0.802 X7+0.425 X,
X11=0.188 X3+0.740 X7+ 0.434 Xy
Y =0.134 X3+ 0.241 X+ 0.210 Xg+ 0.414 X1 +0.355 Xy

Z-Score 4 el Ladlall Glaa o3 4l (VV) Jsan 8 daca sall il DA e i S8

Jalaall () 6SH iy Beta daleay (oo be 58 9 g5l HlaniV 3 gad Aalaa calia 3 &) jpaiall
l) Aalaall iy A G piall e Jiise e JS (g ol HY) Jalae dagl U slose Alad) o28
i s (Al juad) il g gl Adlaialy o sl (s i) i) ysiall ae (3 5all Cilaaaall
O dS o Cus Al @l prdall 4y jlmall 2l BB e pdl) il 4y lnal) adlly gl
2alS (X3 elaia¥l & (g < Xg AEAY) Xp Al «Xpp JSEY 5 eliall ) shill) il
O Bl (5 sie die Aglian) AV @13 L jlasi) i llae s 73 saill (85 ji5all il jpaiall sl ol sl
Al ol il (3 SEY) Cuall L JSIYI eliall kil Glbase S a0, 00
ol sall aaali (2l 5y small sall (Say le 525 ¢4, YE) oty Al Claaaal) g3l 385 <0.414
Aainy aainall 5 a8V g siae o dlall o gl (s giue @l o) JSi 8 A ol

aYoYe dapl AUN g alla (Ye) dmdl o (V)) Alaal) 5 _yalaall 4 jladl) cibud jalf dlaa
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X3: Social

X4: Technological Py,w=0.355

X6: Environmental

X7: Educationa

X8: Moral

P11,7=0.740

Legend
X10=0.130 X4 + 0.802 X7 + 0425 Xu [ Explanatory Variables (X3-X)
X11=0.188 X3 + 0.740 X7 + 0.434 Xv [I Intermediate Variables (X10-K11)
Y = 0.134 X3 + 0.241 X6 + 0.210 X8 + 0.414 X11 + 0.355 Xw ] Residual Variables (Xu, Xv, Xw)

Jlad aladiuly ol (o ) i gadl) B Aladaial) il jlacall Clalaa ) Al (¥) Al JSA)
Jheal)
sdac i) ciladaal) &l jlasa Jalali ()
0.134 = (Al yuudl Glusgily o ) Y e (Aaclaial) claasall) X3 J i) Y1
O (A madl Glagilly el Y e (delaia¥) Claasdll) Xa 4 bl e 5V
0.078 = (JSu¥ly eliall ) ohaill) Xy Joa

sho o il Cilaanial) &l jlena Jalal (¥
b= (Al gl e ) Y e (G s) S Claaadl) Xg 4 a5 m
0.130 = ((eelikuall ¢lS3 Clasae) X0 ol (R sl lanaall) Xg d 2l Y1 o

sAaial) Culadaal) il e Judas (¥
VYY) = (Al Glaagly o g Y e (did) claasal) Xg d bl Y
0 = (A8 yaead) Glangdly e 6ll) Y Ao (Al claaaall) Xg 4 sl e Y
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;%Jﬂb w\ Glddacal) @ gl Jalad (¢
0 = (Aol Dlangilly e 5l Y e (Ran,all s dpadedl) cilaaall) X7 3 jdbuall 5Y1
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0.802

:AENAY) cilasaal) il s Julal (0
GYY = () Glangilly e ) Y e (RENAY) Claasall) Xg I bl 51
= (Gl Olaagily e 5l Y Sle (RBAY) Chasdl) Xg 4 pdlall e Y1
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NSl kil Bl gae peSey Lae 0,414 &ls il el X11)) i)y deliall
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a8 (X3) delaia¥ly (X8) 48l sl L Aalall Gl ) 488D S dyia) il jladll
Ladinall ol o ) el Les (s o ¢,V TE5 0.210) Aasale 3800 ol il s
Claasall o i ey Al Shlaadl Qi 8 Gy Sle JS6 A8AY1 S slall
sSA Claasa B i LS claagilly ol e pdle ST L 0K o (X4) A sl
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AENAY) AAEN G i o YD a0 AL Al i) ) Aalad) il o2 eS| pilie e
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sila sial) g Cilaa il

N 5 e s 3y ety Aeall <l Aol cilgall s cplaladiall 5 ) Al glia 385555 ua -
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