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The Relationship Between Cybersecurity Breaches, and their
Disclosure on Investment Decisions in Egyptian Companies, and the
Moderating Role of Cybersecurity Risk Management Disclosure - An

Empirical Study

Abstract:

The research aims to analyze and test the moderating effect of disclosing
cybersecurity risk management on the relationship between cybersecurity breaches
and their disclosure, and the investment decision in Egyptian companies. The
researcher relied on a (2x2x2) experimental design for a sample of 52 academics
and graduate students as representatives of non-professional investors, with
additional analysis of the factors affecting the disclosure of cyber breaches, and the
factors affecting the disclosure of cybersecurity risk management.

The results showed a significant negative impact of both cyber breaches and their
disclosure on the investment decision and value of Egyptian companies. There was
a non-significant negative impact of the moderating role of cybersecurity risk
management disclosure on the relationship between cyber breaches and investment
decisions. Moreover, A significant impact of the moderating role of cybersecurity
risk management disclosure on the relationship between cyber breaches disclosure
and the investment decision and value of the companies

Furthermore, the additional analysis results concluded the importance of the
level of confidence in the board of directors, the company's importance in its
operating sector, and the strength of the internal control system in the breached
company, on cyber breach disclosure. The results indicated the importance of the
weakness effect in the company's internal control system and the absence of an
independent external auditor verifying the company's systems in increasing the
likelihood of cyber breaches in the company. The study also concluded the
importance of having strict laws or regulations, detailed policies for cybersecurity
risk management, the investment in cybersecurity risk management in the
company, the strength of the company's control systems on the disclosure of
cybersecurity risk management. The study's results also indicated that the most
important sectors for cyber breaches and cybersecurity risk management
disclosures are the financial and banking sectors, followed by the
telecommunications sector.

Keywords: Cybersecurity Breaches, Cybersecurity Breach Disclosure,
Cybersecurity Risk Management Disclosure-Investment Decision.
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