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Administrative Protection Of The Public

System From Electronic Risks

Hassan Muhammad Abdul mawgoud Ahmed Shaheen
Department of Public Law, Faculty of Law, Aswan University,

Egypt.
E-mail: 01120099620h@gmail.com

Abstract:

The importance of administrative protection of public order is
increasing at the present time, especially with the dependence of the state
and its public institutions on cyberspace in managing their activities,
which rely heavily on information and data. Any failure to secure this
information is therefore a threat to the state's fundamental online
interests. This reflects a new shift in the concept of public order within
the state, which has a new form that is manifested in cyberspace.

It is also noted that there are many risks resulting from the negative
use of the Internet by humans, which threaten public security, such as its
use to spread rumors or plan terrorist operations. Thus, it is necessary to
protect the traditional public order from cyber risks. The state-owned
information system, which relies on the provision of public services in a
programmed manner and continuous communication with individuals
regarding electronic transactions, also needs protection. Of course,
administrative control powers are not absolute, as they are directly related
to the rights and freedoms of individuals. These powers must therefore be
constrained to strike a balance between maintaining public order and
ensuring the general freedoms of individuals. Such restriction must be
made in accordance with the laws and in accordance with the principle of
legality.

Therefore, cybersecurity 1is an indispensable necessity for
management. With the rapid and increasing developments in smart
systems and electronic devices, and the consequent risks, attacks and
cybercrimes. If the administration is unable to maintain its cybersecurity,
this may lead to frequent disruptions in its networks, negatively affecting
the accuracy and credibility of data and information and reducing its
intertradability.

Keywords: Cyberspace, Risk And Cyber Security, Electronic
Administrative Control, Cyber Attacks, Public Order.
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(3) Conseil d'Etat frangais, Rapport Public 2001 Jurisprudence et avis de 2000,

Les autorités administratives indépendantes, La Documentation francgaise, Paris,
2001, p. 271.
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al'azhar ghazati, silsilat aleulum al'iinsaniati, almujaladil?,
aleadad? (bi), 2015.

e 11-du/muhamad eali hasuwnat, hudud sulutat aldabt al'iidarii
wa'atharuha ealaa alhuriyaat aleamati, almajalat alganuniati,
jamieat alqahirat, almujaladil4, aleudadul, nufimbir2022.

* 12-marim bin eabaas, aleanasir alhadithat lilnizam aleami fi
alganun al'iidari, majalat albahith lildirasat al'akadimiati, jamieat
batnat, aljazayar, almujalad 7,aleadadul, alsanatu2020.

* 13-d/yasir muhamad eabd alsalam rajaba, dawr aldabt al'iidarii fi
alraqabat alsiybiraniat watahyiat albiyat alsiybiraniat al'umanat,
majalat alqanun waltiknulujia, almujalad 2, aleudadul, 'abril 2022.
6:- aldasatir walqgawanin

* 1-distur misr alhalii alsaadir fi 2014 wfqan liltaedilat aldusturiat
alati 'udkhilat ealayh fi 23 "abril 2019m.
http://alamiria.com/Sec/Home mawqie almatabie alamiriat ealaa
alaintirnit tarikh alziyarat 3/12/2023.

* 2-qanun hayyat alshurtat ragm 109 lisanat 1971.
http://alamiria.com/Sec/Home mawqie almatabie alamiriat ealaa
alaintirnit tarikh alziyarat 3/12/2023.

* 3-qanun tanzim alaitisalat raqm 10 lisanat 2003.
http://alamiria.com/Sec/Home mawqie almatabie alamiriat ealaa
alaintirnit tarikh alziyarat 10/12/2023.

* 4-ganun mukafahat jarayim tigniat almaelumat ragm 175 lisanat
2018.

http://alamiria.com/Sec/Home mawqie almatabie alamiriat ealaa
alaintirnit tarikh alziyarat 15/12/2023.

* 5-gqanun ragm 180 lisanati2018 bitarikh27/8/2018 bishan aisdar
qanun tanzim alsahafat walaeilam walmajlis alaeilaa litanzim
alaeilam .
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* http://alamiria.com/Sec/Home mawqie almatabie alamiriat ealaa
alantirnit tarikh alziyarat 20/12/2023.

 6-ganun himayat albayanat alshakhsiat ragamal5 11sanat2020.
http://alamiria.com/Sec/Home mawqie almatabie alamiria

« ealaa aliantarnit tarikh alziyarat 3/12/2023.

7:- alqararat

* l-garar majlis alwuzara' 2259 lisanat 2014 bishan ‘iinsha'
"almajlis al'aelaa lil'amn alsiybranii"http://alamiria.com/Sec/Home
mawqie almatabie alamiriat ealaa alaintirnit tarikh alziyarat
3/11/2023.

8: altaqarir:

* l-alastiratijiat alwataniat lil'amn alsiybiranii lilfatrat 2017-2021
wizarat alaitisalat watiknulujia almaelumati, mutah ealaa alraabit
https://mcit.gov.eg/Ar/Publication/Publication Summary/6132,
tarikh alziyarat 26 yuliu 2024.

* 2-alastiratijiat alwataniat lil'amn alsiybiranii lilfatrat 2023-2027.
wizarat alaitisalat watiknulujia almaelumati, mutah ealaa
https://mcit.gov.eg/ar/Publication/Publication Summary/10492,
tarikh alziyarat 26 yuliu 2024.

9: mawagie ilintarnit

* 1-mawqie almatabie alamiriat ealaa alantirnta.
http://alamiria.com/Sec/Home

 2-mawqie wizarat alaitisalat watiknulujia almaelumat center/pre -
www.mcit.gov.eg/Ar/media

» 3-almawgqie al'iiliktruniu alkhasu bialmarkaz alearabii li'abhath
alfada' al'uilikturunii
https://www.accronline.com/#google vignette

* 4- mawqie bawaabat niqabat almuhamin alganuniat walqadayiyat
ealaa alantirnta.

https://www.laweg.net/Default.aspx?action=HP
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