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The Impact of Artificial Intelligence on Patterns of Cybercrime

"A Field Study on a Sample of Victims"

Abstract:

The research aims to identify the role of artificial intelligence in
committing cybercrimes, as well as to study the reasons leading to the commission
of these Al-supported crimes from the victims' perspective. It also seeks to
identity the various risks and challenges faced by victims as a result of their
exposure to such crimes, analyze their stance and methods of dealing with them.
Furthermore, the research aims to present proposals that may contribute to
protecting individuals from Al-supported cybercrimes, from the perspective of
the victims themselves.

The research adopted the case study method, applied to a purposive sample
selected using the snowball sampling technique. The sample included (20) cases
of victims of Al-supported cybercrimes in Qalyubia Governorate.

The research found that all cases in the field study were exposed to various
forms of Al-supported cybercrimes, including blackmail, defamation, bank

account theft, sexual extortion, reputation damage, and electronic hacking
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(hackers). It was also revealed that the mechanisms of these crimes varied, as

criminals exploited emotional relationships with victims to gain their trust,

subsequently using them financially or extracting sensitive information.

Regarding the causes of Al-supported cybercrimes:

« Social causes: Included family disintegration, weak parental supervision, and
lack of societal control.

« Economic causes: Consisted of financial pressures, the desire for quick
wealth, and unemployment.

o Cultural causes: Were linked to rapid technological advancements, negative
cultural influences, and the spread of an impunity culture.

« Personal causes: Included the oftender’s desire to prove themselves, gain
social status, seek revenge or entertainment, and harm victims.
As for the risks and challenges victims face, they included multiple impacts:

« Social impacts: Social isolation, destruction of personal and professional
reputation, and threats to family relationships.

« Economic impacts: Direct financial losses, loss of jobs and career
opportunities, and high legal costs resulting from attempts to restore rights.

« Psychological impacts: Continuous anxiety and stress, along with deep
psychological eftects that may lead to emotional disorders.

Regarding the victims’ responses to cybercrimes, they went through
several stages: shock and confusion, seeking support and assistance, and finally,

taking security and legal measures to confront the consequences of the crime.

Keywords: Artificial Intelligence, Cybercrimes, Victims.
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