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Abstract

The research focused on the issue of cyber-attacks as a
kind of new war in the field of international conflicts, to
reveal its dangers and future dimensions, and how the
Kingdom can address them. The study relied on the data of
the National Cyber Security Center and some studies of
Prince Nayef University for Security Sciences, using a
descriptive-analytical approach. The study concluded that
there is a relationship between the Kingdom’s national
security and cybersecurity, in light of the Kingdom’s
strategic interests being exposed to continuous cyber
dangers and threats. The study also showed some of the
attacks the Kingdom was subjected to, and the cyber war
launched against it, such as sending Shamoon 2, which
disabled 30,000 devices in Saudi Aramco, the main oil
sector in the Kingdom, and attacks on oil facilities, the
Khurais and Abgaiq facilities of Saudi Aramco. The study
also concluded that there are thorny issues closely related to
cyberattacks, such as smuggling, begging, terrorism, and
human trafficking. The study also highlighted the role of
GIS in analyzing systems that are potentially at risk and
discovering the value of spatial and geographic property in
analyzing and solving multiple problems in cybersecurity

The study recommended the importance of supporting
national interests through capacity building, transfer, and
localization of technologies that can be used securely to
protect data, achieve information security, and identify the
basics of laws related to cybercrimes within a legal
framework that clarifies the penalties and threats to the
Kingdom is exposed to.

Keywords: Cyber security, cyber war, political geography.
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