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The Social Effects of Social Engineering in the Digital Space on Saudi

Society: A Descriptive Study on a Sample of Students at King Abdulaziz
University in Jeddah
By
Saleh Mohammed H. Alamri Prof. Abdulrahman Abdullah Alamri

Faculty of Arts and Humanities, Faculty of Arts and Humanities,
King Abdulaziz University King Abdulaziz University
Abstract

This study aimed to achieve a main goal of identifying the social effects of social
engineering in the digital space on Saudi society, and several sub-objectives emerged
from it, namely identifying the extent of university students’ awareness of the

dangers of social engineering. Identify the extent of the impact of social media
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programs (Twitter, Instagram, Tik Tok, Snapchat, WhatsApp) on the spread of social
engineering; and learn about the role of university students in confronting social
engineering. This study is one of the descriptive studies that adopted the social
survey as a method, using the questionnaire as a tool to collect data from a sample
of 98 male and female students at King Abdulaziz University, selected using a
stratified random sampling method. The most important findings of the study were
that most of the sample members were not aware of the concept of social
engineering, while they were aware of protecting their data and personal
information on social networking sites, but this awareness comes in an indirect way,
and the methods of social engineering that are based on Technical. The majority of
the sample indicated the harms resulting from social engineering on social
networking sites, such as isolation from society, defamation of reputation, blackmail,
and fragmentation of family relationships. The results of the study also indicated that
what social media celebrities offer may sometimes affect family stability in addition
to its impact on the behaviors of community members. The results also indicate that
what social media celebrities offer affects the limits of the culture of shame in our
society. The results of the study also indicated the diversity of methods used by
sample members to protect their accounts from social engineering. The results of the
study also indicated the diversity of methods used by sample members in choosing
their passwords for their electronic accounts. The study concluded with a number of
recommendations, including working to enact social controls and legislation related
to controlling the participation of social media celebrities to reduce the negative
social effects that may result from their activity in the field of social media, and that
the various university majors should include some courses as a compulsory
requirement for university students through which they can Employing awareness

methods to inform young people of the dangers of social engineering.

KEYWORDS: Social Engineering, Digital Space, Social Media Sites.
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