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Martin Anderson: Deepfaked Voice Enabled $35 Million Bank Heist
in 2020, Available at; https: //www-unite—

ai.translate.goog/deepfaked-voice—enabled—35-million-bank-
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@ Nguyen, Thanh & Nguyen, Cuong M. & Nguyen, Tien & Duc,
Thanh & Nahavandi, Saeid. Deep Learning for Deepfakes Creation
and Detection: A Survey.2019. Available at;
https://arxiv.org/pdf/1909.11573.pdf

() Lyu, S. Detecting deepfake videos in the blink of an eye. (29,

August 2018). Available at; http://theconversation.com/detecting—

deepfake-videosin—the—blink—of-an—-eye—-101072
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0 Chesney, R., and Citron, D. Deepfakes and the new
disinformation war: The coming age of post-truth geopolitics.
Foreign Affairs, 2019, 98, 147.

() Stephen Davies. Deepfakes are the evolution of fake news and
are equally as dangerous. Available at;
https://www.stedavies.com/deepfakes/
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@ The term deepfake is mostly used to refer to Al-generated
video—graphic media. Deepfakes are commonly seen as a specific
branch of a broader spectrum of computer—generated content

known as
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'synthetic media'. The meaning of the word 'synthetic' in this term is
similar to 'synthetic rubber'. It signals that the term encompasses
imitations of text, audio—, photo— and video—graphic materials that
are perceived as authentic. In popular media, the terms deepfake
and synthetic media are seemingly interchangeable, for example,
describing Al-generated voice as 'deepfake voice' or 'synthetic
voice'. Tackling deepfakes in European policy, Panel for the Future
of Science and Technology, European Parliamentary Research
Service, Scientific Foresight Unit (STOA), PE 690.039 - July 2021,
p.2.
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(1) Deepfake video of Zelenskyy could be 'tip of the iceberg' in info

war, experts warn, Bobby Allyn, , Available at:

March 16, 2022,

https: //www.npr.org/2022/03/16/1087062648 /deepfake—video—

zelenskyy—experts—war—manipulation—ukraine-russia
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Damiani, J. A voice deepfake was used to scam a CEO out of
$243,000. Available at

https: //www.forbes.com/sites /jessedamiani/2019/09/03/a—

voicedeepfake-was-used-to—scam-a-ceo—out-0f-243000/

2 pave Gershgorn, Google Gave the World Powerful Al Tools, and
the World Made Porn with Them, QUARTZ. Available at: Google

gave the world powerful open source Al tools, and the world made

porn with them — Quartz (gz.com)
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() M. Caldwell, J. T. A. Andrews, T. Tanay, L. D. Griffin. Al-
enabled future crime. Crime  Science, 2020, 9 (1)
DOI: 10.1186/s40163-020-00123-8. Available at:
https://crimesciencejournal.biomedcentral.com/articles/10.1186/s40
163-020-00123-8

) VAN MEHTA. A new study says nearly 96% of deepfake videos
are porn. Oct 7, 2019. Available at:
https://thenextweb.com/apps/2019/10/07/a—new-study—says-

nearly-96-of-deepfake—videos—are—porn/
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(1) Ally Foster, Picture Reveals Sickening Online
Secret, NEws.coM.AU (JUNE 30, 2018, 7:33AM), , Available at:

https: //www.news.com.au/technology/online/security /teens—

google—search-reveals—sickening—online—secret-about—

herself/news—story/ee9d26010989c4b9a5c6333013ebbef2.
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0 Hogan Lovells, Penelope Thornton, Patrick Fromlowitz, Aissatou
Sylla, Rachel Shelbourne Fleeson and Margaret (Maggie) Kathryn
Pennisi. Deepfakes: An EU and U.S. perspective, July 24 2020,
Available at:
https://www.lexology.com/library/detail.aspx?g=8f038b17-al24-
46b2-85dc-374f3ccf9392

() CHAPTER 490; An Act to amend and reenact § 18.2-386.2 of

the Code of Virginia, relating to unlawful dissemination or sale of
images of another person; penalty.
Be it enacted by the General Assembly of Virginia:

.1That § 18.2-386.2 of the Code of Virginia is amended and
reenacted as follows:

.386.2-18.2 §Unlawful dissemination or sale of images of another;

penalty.
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A. Any person who, with the intent to coerce, harass, or intimidate,
maliciously disseminates or sells any video graphic or still image
created by any means whatsoever that depicts another person who
is totally nude, or in a state of undress so as to expose the
genitals, pubic area, buttocks, or female breast, where such person
knows or has reason to know that he is not licensed or authorized
to disseminate or sell such video graphic or still image is guilty of a
Class 1 misdemeanor. However, if for purposes of this subsection,
"another person" includes a person whose image was used in
creating, adapting, or modifying a video graphic or still image with
the intent to depict an actual person and who is recognizable as an
actual person by the person's face, likeness, or other distinguishing
characteristic.

B. If a person uses services of an Internet service provider, an
electronic mail service provider, or any other information service,
system, or access software provider that provides or enables
computer access by multiple users to a computer server in
committing acts prohibited under this section, such provider shall
not be held responsible for violating this section for content
provided by another person.

B. C. Venue for a prosecution under this section may lie in the
jurisdiction where the unlawful act occurs or where any video
graphic or still image created by any means whatsoever is
produced, reproduced, found, stored, received, or possessed in
violation of this section.

C. D. The provisions of this section shall not preclude prosecution

under any other statute.
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() S.B. No. 751: AN ACT relating to the creation of a criminal
offense for fabricating a deceptive video with intent to influence the
outcome of an election.

BE IT ENACTED BY THE LEGISLATURE OF THE STATE OF
TEXAS:

SECTION 1. Section 255.004, Election Code, is amended by
adding Subsections (d) and (e) to read as follows: (d) A person
commits an offense if the person, with intent to injure a candidate
or influence the result of an election:

(1) creates a deep fake video; and

(2) causes the deep fake video to be published or distributed
within 30 days of an election.

(e) In this section, 'deep fake video' means a video created with
artificial intelligence that, with the intent to deceive, appears to
depict a real person performing an action that did not occur in
reality.

SECTION 2. This Act takes effect September 1, 2019.
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()" Matthew Ferraro. Texas Law Could Signal More State, Federal
Deepfake Bans, Reprinted with Permission from Law360, Available
at:

https://www.jdsupra.com/legalnews /texas—law—could—-signal-more—

state-37742/

@ - SECTION. 3. Section 20010 of the Elections Code is

amended to read:

20010. (a) Except as provided in subdivision (b) a person, firm,
association, corporation, campaign committee, or organization shall
not, with actual malice, produce, distribute, publish, or broadcast
campaign material that contains (1) a picture or photograph of a
person or persons into which the image of a candidate for public
office is superimposed or (2) a picture or photograph of a candidate
for public office into which the image of another person or persons
is superimposed. “Campaign material” includes, but is not limited
to, any printed matter, advertisement in a newspaper or other
periodical, television commercial, or computer image. For purposes
of this section, “actual malice” means the knowledge that the image
of a person has been superimposed on a picture or photograph to

create a false representation, or a reckless disregard of whether or
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not the image of a person has been superimposed on a picture or
photograph to create a false representation.

(b) A person, firm, association, corporation, campaign committee,
or organization may produce, distribute, publish, or broadcast
campaign material that contains a picture or photograph prohibited
by subdivision (a) only if each picture or photograph in the
campaign material includes the following statement in the same
point size type as the largest point size type used elsewhere in the
campaign material: “This picture is not an accurate representation
of fact.” The statement shall be immediately adjacent to each
picture or photograph prohibited by subdivision (a).

(¢) (1) Any registered voter may seek a temporary restraining order
and an injunction prohibiting the publication, distribution, or
broadcasting of any campaign material in violation of this section.
Upon filing a petition under this section, the plaintiff may obtain a
temporary restraining order in accordance with Section 527 of the
Code of Civil Procedure.

(2) A candidate for public office whose likeness appears in a
picture or photograph prohibited by subdivision (a) may bring a civil
action against any person, firm, association, corporation, campaign
committee, or organization that produced, distributed, published, or
broadcast the picture or photograph prohibited by subdivision (a).
The court may award damages in an amount equal to the cost of
producing, distributing, publishing, or broadcasting the campaign
material that violated this section, in addition to reasonable

attorney’s fees and costs.
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(d) (1) This section does not apply to a holder of a license granted
pursuant to the federal Communications Act of 1934 (47 U.S.C.
Sec. 151 et seq.) in the performance of the functions for which the
license is granted.
(2) This section does not apply to the publisher or an employee of
a newspaper, magazine, or other periodical that is published on a
regular basis for any material published in that newspaper,
magazine, or other periodical. For purposes of this subdivision, a
“newspaper, magazine, or other periodical that is published on a
regular basis” does not include any newspaper, magazine, or other
periodical that has as its primary purpose the publication of
campaign advertising or communication, as defined by Section
304.
(e) This section shall become operative on January 1, 2023.
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(1 Franks (M.—A.), The Crime of “Revenge Porn”, In: Alexander
(L.), Ferzan (K.-K.)(eds.), The Palgrave Handbook of Applied
Ethics and the Criminal Law, Palgrave Macmillan, 2019, p.663.
@ Flynn (A.) & Henry (N.), Image-Based Sexual Abuse: An
Australian Reflection, Women & Criminal Justice, 2019, pp.2 et s.
() Edvinas Meskys, Julija Kalpokiene, Paulius Jurcys, Aidas
Liaudanskas; Regulating Deep Fakes: Legal and Ethical
Considerationsm Journal of Intellectual Property Law & Practice,
Volume 15, Issue 1, January 2020, P.7.
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https://www.leparisien.fr/elections/municipales/direct-retrait-de—

benjamin—griveaux—a—paris—-reunion—de—crise-chez-lrem-a-14-
heures—14-02-2020-8259573.php
) sales (J.) & Magaldi (J.), 'Deconstructing the Statutory

Landscape of 'Revenge Porn": An Evaluation of the Elements That
Make an Effective Nonconsensual Pornography Statute', American
Criminal Law Review, Vol. 57(4), 2020, p.1505.
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()" Connecticut General Statutes Title 53A. Penal Code § 53a-
189c. (a) A person is guilty of unlawful dissemination of an
intimate image when (1) such person intentionally disseminates by
electronic or other means a photograph, film, videotape or other
recorded image of (A) the genitals, pubic area or buttocks of
another person with less than a fully opaque covering of such body
part, or the breast of such other person who is female with less
than a fully opaque covering of any portion of such breast below
the top of the nipple, or (B) another person engaged in sexual
intercourse, as defined in section 53a-193, (2) such person
disseminates such image without the consent of such other person,
knowing that such other person understood that the image would
not be so disseminated, and (3) such other person suffers harm as
a result of such dissemination. For purposes of this subsection,
“disseminate” means to sell, give, provide, lend, trade, mail, deliver,
transfer, publish, distribute, circulate, present, exhibit, advertise or
otherwise offer.

(b) The provisions of subsection (a) of this subsection shall not
apply to:

(1)Any image described in subsection (a) of this section of such
other person if such image resulted from voluntary exposure or
engagement in sexual intercourse by such other person, in a public

place, as defined in section 53a—181 , or in a commercial setting;
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(2)Any image described in subsection (a) of this section of such
other person, if such other person is not clearly identifiable; or
(3)Any image described in subsection (a) of this section of such
other person, if the dissemination of such image serves the public
interest.
(c) Unlawful dissemination of an intimate image is a class A
misdemeanor.
(d) Nothing in this section shall be construed to impose liability on
the provider of an interactive computer service, as defined in 47
USC 230, an information service, as defined in 47 USC 153, or a
telecommunications service, as defined in section 16-247a, for
content provided by another person.
() 644:9 Violation of Privacy. — I. A person is guilty of a class
A misdemeanor if such person unlawfully and without the consent
of the persons entitled to privacy therein, installs or uses:
(@) Any device for the purpose of observing, photographing,
recording, amplifying, broadcasting, or in any way transmitting
images or sounds of the private body parts of a person including
the genitalia, buttocks, or female breasts, or a person's body
underneath that person's clothing; or
(b) In any private place, any device for the purpose of observing,
photographing, recording, amplifying or broadcasting, or in any way

transmitting images or sounds in such place; or
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(c) Outside a private place, any device for the purpose of hearing,
recording, amplifying, broadcasting, observing, or in any way
transmitting images, location, movement, or sounds originating in
such place which would not ordinarily be audible, visible, or
comprehensible outside such place.

II. As used in this section, "private place" means a place where one
may reasonably expect to be safe from surveillance including public
restrooms, locker rooms, the interior of one's dwelling place, or any
place where a person's private body parts including genitalia,
buttocks, or female breasts may be exposed.
[ll. A person is guilty of a class A misdemeanor if that person
knowingly disseminates or causes the dissemination of any
photograph or video recording of himself or herself engaging in
sexual activity with another person without the express consent of
the other person or persons who appear in the photograph or
videotape. In this paragraph, 'disseminate’ and 'sexual activity"
shall have the same meaning as in RSA 649-A:2.

[llI-a. A person is guilty of a misdemeanor if, for the purpose of
arousing or gratifying the person's sexual desire, he or she
knowingly views another person, without that person's knowledge or
consent, in a place where one would have a reasonable
expectation of privacy. For purposes of this paragraph, 'views'
means looking at another person with the unaided eye or any
device intended to improve visual acuity.

IV. A person is guilty of a misdemeanor if such person knowingly
enters any residential curtilage, as defined in RSA 627:9, |, or any

other private place as defined in paragraph Il of this section,
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without lawful authority and looks into the residential structure
thereon or other private place with no legitimate purpose.
V. Paragraphs | and Il shall not be construed to impair or limit any
otherwise lawful activities of law enforcement personnel, nor are
paragraphs | and Il intended to limit employees of governmental
agencies or other entities, public or private, who, in the course and
scope of their employment and supported by articulable suspicion,
attempt to capture any type of visual image, sound recording, or
other physical impression of a person during an investigation,
surveillance, or monitoring of conduct to obtain evidence of
suspected illegal activity, the suspected violation of any
administrative rule or regulation, a suspected fraudulent insurance
claim, or any other suspected fraudulent conduct or activity
involving a violation of law, or pattern of business practices
adversely affecting the public health or safety.

Source. 1971, 518:1. 1995, 280:9. 2003, 256:1. 2004, 212:1, 2.
2005, 264:1. 2008, 334:7. 2012, 76:1, eff. Jan. 1, 2013.

() Ruobing Su, Tom Porter, and Michelle Mark: Here's a map
showing which US states have passed laws against revenge porn
— and those where it's still legal, Available at:
https://www.businessinsider.com/map-states—where—revenge-
porn—-banned-2019-10

@) Art 226-1; Modifié par LOI n°2020-936 du 30 juillet 2020 - art.

17; Est puni d'un an d'emprisonnement et de 45 (000 euros
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damende le fait, au moyen d'un procédé quelconque,
volontairement de porter atteinte a l'intimité de la vie privée
d'autrui:

1° En captant, enregistrant ou transmettant, sans le consentement
de leur auteur, des paroles prononcées a titre privé ou confidentiel
2° En fixant, enregistrant ou transmettant, sans le consentement de
celle—ci, l'image d'une personne se trouvant dans un lieu privé.

3° En captant, enregistrant ou transmettant, par quelque moyen
que ce soit, la localisation en temps réel ou en différé d'une
personne sans le consentement de celle—ci.

Lorsque les actes mentionnés aux 1° et 2° du présent article ont
eté accomplis au vu et au su des intéressés sans qu'ils s'y soient
opposeés, alors qu'ils étaient en mesure de le faire, le consentement
de ceux-—ci est présumé.

Lorsque les actes mentionnés au présent article ont été accomplis
sur la personne d'un mineur, le consentement doit émaner des
titulaires de l'autorité parentale.

Lorsque les faits sont commis par le conjoint ou le concubin de la
victime ou le partenaire lié a la victime par un pacte civil de
solidarité, les peines sont portées a deux ans d'emprisonnement et

a 60 000 euros d'amende.
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() Art 226-2 : Est puni des mémes peines le fait de conserver,
porter ou laisser porter a la connaissance du public ou d'un tiers ou
d'utiliser de quelque maniére que ce soit tout enregistrement ou
document obtenu a Il'aide de I'un des actes prévus par l'article 226—
1.

Lorsque le délit prévu par l'alinéa précédent est commis par la voie
de la presse écrite ou audiovisuelle, les dispositions particulieres
des lois qui régissent ces matiéres sont applicables en ce qui
concerne la détermination des personnes responsables.

@)Art 226-2-1 : Lorsque les délits prévus aux articles 226-1 et
226-2 portent sur des paroles ou des images présentant un
caractére sexuel prises dans un lieu public ou privé, les peines
sont portées a deux ans d'emprisonnement et a 60 000 €
d'amende.

Est puni des mémes peines le fait, en I'absence d'accord de la
personne pour la diffusion, de porter a la connaissance du public
ou d'un tiers tout enregistrement ou tout document portant sur des
paroles ou des images présentant un caractére sexuel, obtenu,
avec le consentement exprés ou présumé de la personne ou par

elle-méme, a l'aide de I'un des actes prévus a l'article 226-1.
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() Maeve Maddox, The Difference Between Extortion and
Blackmail, Available on: site
https: //www.dailywritingtips.com/extortion—and-blackmail/  visited
on: 1-1-2018.
@) C.A. Paris, 11° chambre, 25 mai 1999.
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The Code of Laws of the United States of America [1] (variously
abbreviated to Code of Laws of the United States, United States
Code, U.S. Code, U.S.C., or USC) is the official compilation and
codification of the general and permanent federal statutes of the
United States. It contains 53 titles (Titles 1-54, excepting Title 53,
it being reserved). [2] [3] The main edition is published every six
years by the Office of the Law Revision Counsel of the House of
Representatives, and cumulative supplements are published
annually. [4] [5] The official version of those laws not codified in the
United States Code can be found in United States Statutes at
Large, Available on: https://en.wikipedia.org/wiki/United States
Code site visited on: 1-1-2018.
() CFR (Title 25) Chapter I(Subchapter B) Part 11) Subpart
D(Section 11.417.
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M Art 312-1; L'extorsion est le fait d'obtenir par violence, menace
de violences ou contrainte soit une signature, un engagement ou
une renonciation, soit la révélation d'un secret, soit la remise de
fonds, de valeurs ou d'un bien quelconque.
L'extorsion est punie de sept ans d'emprisonnement et de 100 000
euros d'amende.
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Hall (M.) and Hearn (J.), «<Revenge pornography: gender, sexuality
and motivations», Routledge, 2018, p.27; Martinez (C.), An
argument for states to outlaw ,revenge porn® and for congress to
amend 47 U.S.C. §230: how our current laws do little to protect
victims, Pittsburgh Journal of Technology Law & Policy, vol. 14 (2),
2014, p. 242.
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ou partie d'un systtme de traitement automatisé de données est
puni de deux ans d'emprisonnement et de 60 000 € d'amende.
Lorsqu'il en est résulté soit la suppression ou la modification de
données contenues dans le systéeme, soit une altération du
fonctionnement de ce systéme, la peine est de trois ans
d'emprisonnement et de 100 000 € d'amende.

Lorsque les infractions prévues aux deux premiers alinéas ont été
commises a l'encontre d'un systéme de traitement automatisé de
données a caractére personnel mis en ceuvre par I'Etat, la peine
est portée a cing ans d'emprisonnement et a 150 000 € d'amende.
() 18 U.S. Code § 1030 - Fraud and related activity in connection
with computers; (a) Whoever- .....

(7)with intent to extort from any person any money or other thing
of value, transmits in interstate or foreign commerce any

communication containing any—

(B) threat to obtain information from a protected computer without
authorization or in excess of authorization or to impair the
confidentiality of information obtained from a protected computer

without authorization or by exceeding authorized access; or
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