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Virtual Currencies and Related Crimes
Bitcoin as a Model
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Abstract:

Idea: The idea of virtual currencies is based on encryption,
anonymity, and decentralization, as exchange between parties
occurs on peer-to-peer basis without any central authority
control or supervision. The research discusses crimes that
could be committed through virtual currencies in addition to
Egyptian law rules in such regard.

Value: Jurisdictions are varied in regulating Bitcoin and
virtual currencies. In spite of ambiguity due to anonymity,
using virtual currencies is widely spreading and expanding,
and the dollar-based price also is increasing steadily and
rapidly.

Problem: Exchange by virtual currencies is convenient and
fast, but it is still ambiguous and unclear. Such system may
facilitate commission of crimes due to parties’ anonymity.
Objectives: The research aims to define criminal activities
related to virtual currencies, as a mean or an object, in order to
suggest an optimal legislative regulation of virtual currencies,
considering security, privacy, and preserving the national
economy.

Scope: The research is limited to studying the criminal aspects
related to dealing in virtual currencies, without addressing
traditional digital exchange or dealing in electronic money.
Methodology and Approach: The research adopts a
descriptive approach in extrapolating criminal activities whose
subjects or means are virtual currencies. It also follows
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deductive methodology through applying Egyptian law rules to
the acts of dealing in Bitcoin and virtual currencies.
Significant Findings: Virtual currencies have become a
reality that could not be denied. Therefore, the legislator has to
regulate dealing in virtual currencies by compulsory criminal
rules, and to take necessary measures to preserve the economy.

Keywords:

Virtual currencies — Encryption — Bitcoin — Blockchain —
Digital Exchange
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(Y)Alexander P. Reed: Money and the Global Economy, CRC Pr., UK,
1998, P.15.

(?See: Larry Allen: The Encyclopedia of Money, ABC-CLIO Pub., USA,
2" ed.2009, P.xiii.
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saall sa il yiey oy e 2lig L dedsall dadll e Ladlan of o3
(el g 30 lgh 035 A Al e Sy 4 i 38,0 agiall J5Y)

35aall 430, 55alld L o gaall Ayl Boalls ddudagll s (e Ggalua®Y) i
adlpal Lgashs asmil) Baiias o () cJghnn ey (52 (o Bpainan 09SO o
Ugllae (i JS meoal Wlg cohyll 6 lgllantind o i dakll 351 LgisS
el 8 4wy L s of 4

O S ) dialls (lanadl) sda Glhia ) sasgll 8 358 Col

e cAaitll e agice 0585 o gl cdaadagll 3a (5055 o Sy Clagasally alud)

(*)Frederic S. Mishkin: The Economics of Money, Banking, and Financial
Markets, Op. Cit., P.46-47.

(®)See: Larry Allen: The Encyclopedia of Money, Op. Cit., P.xiii.
(®)Frederic S. Mishkin: The Economics of Money, Banking, and Financial
Markets, Op. Cit., P.47.
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Dl aaly ash (sl aa ) 1) Ly (s mily gl 400, a0
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250 Lalea) 8 Y] Ay el ) skl e 33U (53555 - el

(MLiquidity.

(®)Frederic S. Mishkin: The Economics of Money, Banking, and Financial
Markets, Op. Cit., P.47. Larry Allen: The Encyclopedia of Money, Op. Cit.,
P.264.

()Inflation.

(“)Hyperinflation.
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b 35l Glad) Jad e 9o daiill g agise el 258 Caay of daaally
O Lipe) 2 250lld LAl Hoy 3pae (o Ladly daill L aginee Canad gl
Aaill e 3gie Cinaal gl @l iy Vs Loy Lgy CilieY)
tasdlll (ailad GG

o giyaig gl Andlay .ciillag ¢ a5 gl o yal o e WS
i o) ng Lo (b Jalgal) s2ag (gl Jalse o g L) Lgiillag ol
dasSa Al (o st ) (B J3aE pailaadll sday . ailad (e 35l
353 Oy esldaal Uiy lajlaaal 05 oly cAaiSoadl gy Cipns La ol 33

CilgeYy Jl

(Y)Frederic S. Mishkin: The Economics of Money, Banking, and Financial
Markets, Op. Cit., P.47-48. See: Ludwig von Mises: The Theory of Money
and Credit, Translated from the German by H. E. Batson, Op. Cit., P.I11.13.9
et seq. Barbara Friedberg: Personal Finance, an Encyclopedia of Modern
Money Management, Op. Cit., P.203 et seq.

(®)Volatility.

(*)George Macesich: Political Economy of Money, Emerging Fiat
Monetary Regime, Praeger Pub., USA, 1999, P.112-113.
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1385 . o5 Sal Lajlen Agall La¥sm of camy Laily cdalal] LS i o180
sl sang 585 (63 Spall clily Lalatl Cagynall o asSall Slgall
gl Hlaal (aidallg

Lo ) lanite Graall aniall & juan & 22l 5angd gy 5o LSy
GSSall i) i Yoy s Dl Vg ) Gelal e (0V) salall Wy ellig ¢ 53
) pad) Slealls

Al o (e radl Sleally (el ciadl G5ilE (e (1) salall i
& ¥V by (Apaaally (sl ol Al Guiad ) Gagr (55l
Baled) i ccalaal) @l 3ns Jues By < Alell Aalall Apola®Y) daland) )

Gatal Ao P lalaia¥) aaen (3l clidl Laly of e (gl g (V)

()Philip Arestis and Malcolm Sawyer: A Handbook of Alternative
Monetary Economics, Op. Cit., P.258.
(®)Ibid., P.259.
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CibaeY) Lgle aniiay La V) Ll el ¥ bl o Hlae (o0 dalilY1 ol 4840
Gihaey) Gladay aoeal) Loy o daalll 0520 68 25 (g ¢ b)) e s Sall
gy as<all

dasSall Qbalas Gum ibagl) (sgieaal) o Youka day acagll @lld Gl 13
) sl e GlliS 5% o) ASEIl S clgatl] o Cpaially Leidlse
bl sule @lSHally ddgall Hlasll Hlimily Jeall G gl Jl

Loilee aui b Aoyl @llia Asn IS b +dagany Al sae @lld Lo iy
) e Ades S ey 3 L $0paYl Joall cBlae dad )l
Lo sl cre dga JS ey (o3l Lag $onAY) e (uldlg Wgilee A8 i
Cran ol Lo gl ey (gial dnil 530 g raaad A3 Gl (e oL
¢olin

Ugia dals ) goalo COlaall ands ) dalall ciyela dlly e 2lug
Sans Alasy Allal) 038 3 Jlaedl) 138 psis lasiate s lelleninls Galle

Vs dlee JS a0 dulad o 21y cdabiad) Jeall cDlae Gy bl

(*)Fiat Money.

()Commodity Money.

(®)See: Larry Allen: The Encyclopedia of Money, Op. Cit., P.xiii.
(“)Frederic S. Mishkin: The Economics of Money, Banking, and Financial
Markets, Op. Cit., P.469.
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coadll b i L) ellae Alall s Uatiye 3680 laua] aal o 0ha
cadll Sy (e 0dgh aadaiad Lo Jilke (B 25811 (e Dlasg dlgall Hauand

O csiranll Sleadls (Sl il (gils e (1Y) salall gt Glld
i) 2illy Cadll (e (19Sa drim)y 4ad aig A dbeay reaall Sl Jila;
Cliee (gly AiaYlg L yand) duasSall Gsi1g ciladly sl LW GlyeY
2ailly Rl g ags «gilal) (e (1Y) Balall Lagy A sSall lgiaad (5)a Lyune
o 8l b ol aplally () il 8 sl elaad A3sKall Joeals aiad)
Zaal) yame Bojsgan gola Auial) dgnll 5 (G ) ol Asaal) il
calaly (G)Sall il anls Hlay) sy BV Gulae lgale @ils Al

23 O ) - dsal) o pails v 5580 sgall adl) elUaall et o
e @8 Jead) dorad o S5aY) saaiall LVl cae Ui alg aie 1al)
cadlly S Vead) Hlaeas Ciyay L i) SLEN cllarll Jlasiud
O gl Dl dalall cyal) el cuie ellyg (Magy ogmy Ll oxtia

Ol ASya¥) Basiall LVl A58 Gy ¢ K] Vsalls Jsall clae i o

(“)Bretton Woods Agreement, 1944,
(®)Philip Arestis and Malcolm Sawyer: A Handbook of Alternative
Monetary Economics, Op. Cit., P.11-12.
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(*)Frederic S. Mishkin: The Economics of Money, Banking, and Financial
Markets, Op. Cit., P.470.

(%)See: Larry Allen: The Encyclopedia of Money, Op. Cit., P.156.

()Philip Arestis and Malcolm Sawyer: A Handbook of Alternative
Monetary Economics, Op. Cit., P.11.

(YYMatoko Itoh and Costas Lapavitsas: Political Economy of Money and
Finance, Palgrave Macmillan Pub., UK, 1998, P.5.

f ]



‘éw‘c«}gn}‘—\"Yi‘,cjﬁ‘)‘u\«ol—@33&‘:M‘—&‘ﬂ‘cj‘):\l@

Deda U8 e Ll LeSy Lin rag - abd) (o il agill o damally in
LeisSs . Aatll g agiae Le3o€ g Aaitll o) ol (ulie il liie) oy G
e a8 iy gaas gl lgmsis a gils aLudIS Jala gl iy Gl ¢ 3 gne
L)l aldas amg ) il ) gl ag L AT Y i

Ciallagll ) d8lia] cagiill (gyal ddulay QLI (aas Chaay ll] oy
O (5 daill g agiinny Gluall Basngy Jalidd Tavag Lgsh g ddg jeall EDU
cdagall gdal) aile <5y Blaae 9S5O (o Ay Aiidag (5355 O s 254l
2o 5lg bl Lgnad (uiiy w258 Jgajian O Igtanim ol (ol e 12gh
s Ggurall Jang (53 (b)) pay (Adled dad J8 gasie o Y (sl
Dol Glaa o Ga 4y 00

cile clalinn ) oliy a8 a5fgal) aUs agag Gaalyitl ga Lia dhllaall o<1
Wl daday shicll Callia el gag caiill alsl (gas) Bilal) s

o) g agicen ¥ Aaill (alie sl ey e gl Of (o Lald (L] LSS WS
250U by . Aad ol Lgaadt 252l Lgia degiandl) salall (50 21 La g
oala 298 Ll aalai®y) diey Lo gag IS unail) cpalaall (e de giadl)

eyl Jslll 2okl jsa3 of - ¥

(M)See: Larry Allen: The Encyclopedia of Money, Op. Cit., P.xiii.
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(Y)Daniel Drescher: Blockchain Basics, Apress Pub., USA, 2017, P.187.
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()Noah Vardi: Bit by Bit, Assessing the Legal Nature of Virtual
Currencies. In: Gabriella Gimigliano et al.: Bitcoin and Mobile Payments,
Constructing a European Union Framework, Palgrave Macmillan Pub.,
2016, P.61.
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Available at: 9 AM, 28 Sept. 2023.
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David Yermack: Is Bitcoin a Real Currency? An Economic Appraisal. In:
David Lee Kuo Chuen et al.: Handbook of Digital Currency, Bitcoin,
Innovation, Financial Instruments, and Big Data, Elsevier Pub., UK, 2015,
P.41-42.
(®)Susannah Hammond and Todd Ehret: Cryptocurrency Regulations by
Country, Thomson Reuters Pub., 2022, P.11.
()Article 1(2)(d) of the Amendments to the Fourth EU Anti-Money
Laundering Directive. See: Nicholas Aquilina and Martin Pichler: Austria.
In: Michael S. Sackheim and Nathan A. Howell: The Virtual Currency
Regulation Review, Op. Cit., P.20.
(“)Loredana Maftei: Bitcoin, Between Legal and Informal, CES Working
Papers, Vol.6:3, Alexandru loan Cuza Univ. of lasi, Romania, 2014, P.55.
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See: Reeta Sahoo and Gagan Sahoo: Computer Science with Python, New

Saraswati House Pub., India, Rev. ed.2016, P.113.
(®)Satoshi Nakamoto.
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US District Court: Kleiman v. Wright, Case No0.18-cv-80176-
BLOOM/Reinhart, Southern District of Florida, SD. Fla., Sep. 18™ 2020.
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England and Wales High Court: Wright & Ors v. BTC Core & Ors, [2023]

EWHC 222 (Ch), 7™ Feb. 2023.
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Michael A. Stelzner: How to Write a White Paper, a White Paper on White
Papers, 2007, Pass.
Available at: https://acs.ist.psu.edu/ist413/papers/whitepapers.pdf
Available: 11 AM, 12 July 2023.

(®)David Lee Kuo Chuen et al.: Handbook of Digital Currency, Bitcoin,
Innovation, Financial Instruments, and Big Data, Op. Cit.,, P.15. Tiana
Laurence: Blockchain for Dummies, Wiley Pub., 2017, P.41-42.
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(Y)David Chaum: Blind Signatures for Untraceable Payments. In: David
Chaum et al.: Advances in Cryptology, Proceedings of Crypto 82, Springer
Pub., 1983, P.202.
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See: Franziska Boehm and Paulina Pesch: Bitcoin, a First Legal Analysis.

In: Rainer Bohme et al.: Int, Conf. on Financial Cryptography and Data
Security, Vol.8438, Springer Pub., 2014, P.48.

(®)David Lee Kuo Chuen et al.: Handbook of Digital Currency, Bitcoin,

Innovation, Financial Instruments, and Big Data, Op. Cit., P.11. Don

Tapscott and Alex Tapscott: Blockchain Revolution, Penguin Random
House Pub., USA, 2016, P.286.
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(MInitial Coin Offering, 1CO. See: Michael S. Sackheim and Nathan A.

Howell: The Virtual Currency Regulation Review, Op. Cit., Pass.

(*)Don Tapscott and Alex Tapscott: Blockchain Revolution, Op. Cit., Pass.

()Internet Cloud or Storage Drive.
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(°)Kiana Danial: Cryptocurrency Investing, Wiley Pub., 2019, P.96 et seq.

Arvind Narayanan et al.: Bitcoin and Cryptocurrency Technologies, a
Comprehensive Introduction, Princeton Univ. Pr., 2016, P.80 et seq.
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(®)Lauren Troeller: Bitcoin and Money Laundering, Rev. of Banking and
Financial L., Vol.36:1, L. Sch. Boston Univ., USA, 2016, P.161.
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(Y)See: Tara Mandjee: Bitcoin, Its Legal Classification and Its Regulatory
Framework, Bus. & Sec. L. J., Vol.15:2, L. Col. Mich. St. Univ., USA,
2016, P.163-164.

(*)See: Hubert de Vauplane and Victor Charpiat: France. In: Michael S.
Sackheim and Nathan A. Howell: The Virtual Currency Regulation Review,
Op. Cit., P.114.

(*)See: Tara Mandjee: Bitcoin, Its Legal Classification and Its Regulatory
Framework, Op. Cit., P.163-164. Dean Armstrong et al.: Blockchain and
Cryptocurrency, International Legal and Regulatory Challenges,
Bloomsbury Professional Pub., 2™ ed.2022, P.41.
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David Yermack: Is Bitcoin a Real Currency? An Economic Appraisal. In:
David Lee Kuo Chuen et al.: Handbook of Digital Currency, Bitcoin,
Innovation, Financial Instruments, and Big Data, Op. Cit., P.35.
(®)Nirupama Devi Bhaskar and David Lee Kuo Chuen: Bitcoin Exchanges.
In: David Lee Kuo Chuen et al.: Handbook of Digital Currency, Bitcoin,
Innovation, Financial Instruments, and Big Data, Op. Cit., P.571.
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(Y)David Yermack: Is Bitcoin a Real Currency? An Economic Appraisal.
In: David Lee Kuo Chuen et al.: Handbook of Digital Currency, Bitcoin,
Innovation, Financial Instruments, and Big Data, Op. Cit., P.35.

(®)Brian Kelly: The Bitcoin Big Bang, How Alternative Currencies Are
About to Change the World, Wiley Pub., 2014, P.126.

(*)David Yermack: Is Bitcoin a Real Currency? An Economic Appraisal.
In: David Lee Kuo Chuen et al.: Handbook of Digital Currency, Bitcoin,
Innovation, Financial Instruments, and Big Data, Op. Cit., P.37.

vy )

\ )



‘éw‘c«}gn}‘—\"Yi‘,cjﬁ‘)‘u\«ol—@33&‘:M‘—&‘ﬂ‘cj‘):\l@

Pluadl Baa o< (aeSinl) — ¥

bl 5o ao€ Jlall cadigh 6 Janiad (g Sl o) HLS) o <ar Y
lie A5 o eboaslly abudl cre daall ilie A Jaies o LgiSas (paoSaalls
Oadly cally g ysally sl ¢l dpulinl) <Dlaal)

AL G5S of amad Cluall Bang (3555 of (e 808 L Al ol g
— il A4 Aee GpSiadly L Jlall o) (e et (Say (s Al
adla e a0 N 5 ey — (Sl el Slang ) puadl (5Si (S
() lall Bas oS

BansS saun CilS LalS Lgiad 6 G 4500 dalodl cony il LAl cllng
claaally alodl Ly Lgilae vie lgale alae¥) Allall o3a 8 <o 3 o bl
) jlacad 13 8 13 Caadl) IS Gl

Glang ey Ob Gals adeatl) o e (e )5 colal) 13
Glalid) i a8 sl aad Aslad) of A8l asall e luall (5)al

Al 5y prasaios Ll (gl — Al e i 0oy 1309 gy 3yl laal

(Y)David Yermack: Is Bitcoin a Real Currency? An Economic Appraisal.
In: David Lee Kuo Chuen et al.: Handbook of Digital Currency, Bitcoin,
Innovation, Financial Instruments, and Big Data, Op. Cit., P.41.

()Hanna Halaburda and Miklos Sarvary: Beyond Bitcoin, the Economics
of Digital Currencies, Palgrave Macmillan Pub., 2016, P.25.

()Ibid., P.30.
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()Brian Kelly: The Bitcoin Big Bang, How Alternative Currencies Are
About to Change the World, Op. Cit., P.127.

()David Yermack: Is Bitcoin a Real Currency? An Economic Appraisal.
In: David Lee Kuo Chuen et al.: Handbook of Digital Currency, Bitcoin,
Innovation, Financial Instruments, and Big Data, Op. Cit., P.40.
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()Brian Kelly: The Bitcoin Big Bang, How Alternative Currencies Are
About to Change the World, Op. Cit., P.127. Tara Mandjee: Bitcoin, Its
Legal Classification and Its Regulatory Framework, Op. Cit., P.168.
()Hanna Halaburda and Miklos Sarvary: Beyond Bitcoin, the Economics
of Digital Currencies, Op. Cit., P.28.

()Noah Vardi: Bit by Bit, Assessing the Legal Nature of Virtual
Currencies. In: Gabriella Gimigliano et al.: Bitcoin and Mobile Payments,
Constructing a European Union Framework, Op. Cit., P.61.

(Y)Andrea Borroni: Fuzzy Set in the Legal Domain, Bitcoins According to
US Legal Formants. In: Gabriella Gimigliano et al.: Bitcoin and Mobile
Payments, Constructing a European Union Framework, Op. Cit., P.115.
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(Y)Hanna Halaburda and Miklos Sarvary: Beyond Bitcoin, the Economics
of Digital Currencies, Op. Cit., P.20.

(%)Peer to Peer.

(*)Aljosha Judmayer et al.: Blocks and Chains, Introduction to Bitcoin,
Cryptocurrencies, and Their Consensus Mechanisms, Morgan & Claypool
Pub., 2017, Pass.
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(Y)Pedro Franco: Understanding Bitcoin, Cryptography, Engineering and
Economics, Wiley Pub., 2014, P.3 et seq. Richard Caetano: Learning
Bitcoin, Packt Pub., 2015, P.79. Siraj Raval: Decentralized Applications,
Octal Pub., 2016, P. 6 and 28. Aljosha Judmayer et al.: Blocks and Chains,
Introduction to Bitcoin, Cryptocurrencies, and Their Consensus Op. Cit.,
Pass.

(®)Sidechains.
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(Y)See: Tara Mandjee: Bitcoin, Its Legal Classification and Its Regulatory
Framework, Op. Cit., P.163-164.
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(MKelly McConnell: Best Practice for Bitcoins, Regulatory, Legal and
Financial Approaches to Virtual Currencies in a Hesitant Global
Environment, Thesis, Monash Univ., Australia, 2014, P.15.

(®)Christian Stoll et al.: The Carbon Footprint of Bitcoin, Joule J., Vol.3:7,
Elsevier Pub., USA, 2019, P.1654.

(*)Makoto Nishibe: The Enigma of Money, Gold, Central Banknotes, and
Bitcoin, Springer Pub., 2016, P.50.
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(Y)Don Tapscott and Alex Tapscott: Blockchain Revolution, Op. Cit., Pass.
Lauren Troeller: Bitcoin and Money Laundering, Op. Cit., P.161.

(®Brian Kelly: The Bitcoin Big Bang, How Alternative Currencies Are
About to Change the World, Op. Cit., P.13.

(®)See: Tara Mandjee: Bitcoin, Its Legal Classification and Its Regulatory
Framework, Op. Cit., P.159-160.

(YPayPal.

(°)See: bid., P.159.
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(M)See: lan Gauci et al.: Malta. In: Michael S. Sackheim and Nathan A.
Howell: The Virtual Currency Regulation Review, Op. Cit., P.201. Dean
Armstrong et al.: Blockchain and Cryptocurrency, International Legal and
Regulatory Challenges, Op. Cit., P.52.

()Edward Castronova: Wildcat Currency, How the Virtual Money
Revolution Is Transforming the Economy, Yale Univ. Pr., UK, 2014, P.xiii.
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()See: Loredana Maftei: Bitcoin, Between Legal and Informal, Op. Cit.,
P.55.
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(Y)David Yermack: Is Bitcoin a Real Currency? An Economic Appraisal.
In: David Lee Kuo Chuen et al.: Handbook of Digital Currency, Bitcoin,
Innovation, Financial Instruments, and Big Data, Op. Cit., P.42.
(®)QuadrigaCX.

(®)Jae Hyung Lee: Systematic Approach to Analyzing Security and
Vulnerabilities of Blockchain Systems, Massachusetts Inst. of Tech., 2019,
P.49.

(Y)David Carlisle: Virtual Currencies and Financial Crime, Challenges and
Opportunities, Royal United Services Institute Pub., UK, 2017, P.19.
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(M)England and Wales High Court: Wright & Ors v. BTC Core & Ors,
[2023] EWHC 222 (Ch), 7 Feb. 2023.
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())See: Noah Vardi: Bit by Bit, Assessing the Legal Nature of Virtual
Currencies. In: Gabriella Gimigliano et al.: Bitcoin and Mobile Payments,
Constructing a European Union Framework, Op. Cit., P.61. Lauren Troeller:
Bitcoin and Money Laundering, Op. Cit., P.169. Tara Mandjee: Bitcoin, Its
Legal Classification and Its Regulatory Framework, Op. Cit., P.166-167.
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(Y)David Yermack: Is Bitcoin a Real Currency? An Economic Appraisal.
In: David Lee Kuo Chuen et al.: Handbook of Digital Currency, Bitcoin,
Innovation, Financial Instruments, and Big Data, Op. Cit., P.41-42.

(%)See: Fernando Mirandez Del Nero Gomes et al.: Brazil. In: Michael S.
Sackheim and Nathan A. Howell: The Virtual Currency Regulation Review,
Op. Cit.,, P.65. Tara Mandjee: Bitcoin, Its Legal Classification and Its
Regulatory Framework, Op. Cit., P.165-167. Graham Lim and Sharon Yiu:
Hong Kong. In: Michael S. Sackheim and Nathan A. Howell: The Virtual
Currency Regulation Review, Op. Cit., P.148.

(*)Susannah Hammond and Todd Ehret: Cryptocurrency Regulations by
Country, Op. Cit., Pass.

()Ibid., P.4.

(°)Andrea Borroni: Fuzzy Set in the Legal Domain, Bitcoins According to
US Legal Formants. In: Gabriella Gimigliano et al.: Bitcoin and Mobile
Payments, Constructing a European Union Framework, Op. Cit., P.96.
(°)Lauren Troeller: Bitcoin and Money Laundering, Op. Cit., P.171. Tara
Mandjee: Bitcoin, Its Legal Classification and Its Regulatory Framework,
Op. Cit., P.160.
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(YYMakoto Nishibe: The Enigma of Money, Gold, Central Banknotes, and
Bitcoin, Op. Cit., P.53.

(®)Andrea Borroni: Fuzzy Set in the Legal Domain, Bitcoins According to
US Legal Formants. In: Gabriella Gimigliano et al.: Bitcoin and Mobile
Payments, Constructing a European Union Framework, Op. Cit., P.95.

()Lei n° 12.865, de 9 de outubro de 2013: Article 6-VI. Primavera De
Filippi: Bitcoin, a Regulatory Nightmare to a Libertarian Dream, Internet
Policy Review, Vol.3:2, 2014, P.5.

(Y)Andrea Borroni: Fuzzy Set in the Legal Domain, Bitcoins According to
US Legal Formants. In: Gabriella Gimigliano et al.: Bitcoin and Mobile
Payments, Constructing a European Union Framework, Op. Cit., P.96-97.
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()Primavera De Filippi: Bitcoin, a Regulatory Nightmare to a Libertarian
Dream, Op. Cit., P.5.

(%)See: Vaibhav Parikh, Jaideep Reddy and Arvind Ravindranath: India. In:
Michael S. Sackheim and Nathan A. Howell: The Virtual Currency
Regulation Review, Op. Cit., P.155.

(®)Supreme Court of India: Internet and Mobile Association of India V.
Reserve Bank of India, Civ. N0.528 and 373 of 2018, 4 May 2020.

(Y)Nishith Desai Associates: Bitcoins, a Global Perspective, Indian Legal
and Tax Considerations, India, 2015, P.11.

(°)Andrea Borroni: Fuzzy Set in the Legal Domain, Bitcoins According to
US Legal Formants. In: Gabriella Gimigliano et al.: Bitcoin and Mobile
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Payments, Constructing a European Union Framework, Op. Cit., P.96.
Primavera De Filippi: Bitcoin, a Regulatory Nightmare to a Libertarian
Dream, Op. Cit., P.5.
(Y)Susannah Hammond and Todd Ehret: Cryptocurrency Regulations by
Country, Op. Cit., P.6.
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(®)Susannah Hammond and Todd Ehret: Cryptocurrency Regulations by
Country, Op. Cit., Pass.
(“)Loredana Maftei: Bitcoin, Between Legal and Informal, Op. Cit., P.54
and 58.
(°)Primavera De Filippi: Bitcoin, a Regulatory Nightmare to a Libertarian
Dream, Op. Cit., P.6.
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(Y)Susannah Hammond and Todd Ehret: Cryptocurrency Regulations by
Country, Op. Cit., P.9.

(®)Lei n° 12.865, de 9 de outubro de 2013: Article 6-VI. Primavera De
Filippi: Bitcoin, a Regulatory Nightmare to a Libertarian Dream, Op. Cit.,
P.5. Nishith Desai Associates: Bitcoins, a Global Perspective, Indian Legal
and Tax Considerations, Op. Cit., P.7.

(*)Susannah Hammond and Todd Ehret: Cryptocurrency Regulations by
Country, Op. Cit., P.5.

(Y)Juan M Diehl Moreno: Argentina. In: Michael S. Sackheim and Nathan
A. Howell: The Virtual Currency Regulation Review, Op. Cit., P.1-5.
(°)See: Matthias Berberich and Tobias Wohlfarth: Germany. In: Michael S.
Sackheim and Nathan A. Howell: The Virtual Currency Regulation Review,
Op. Cit., P.124.
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(MKlaus Henrik Wiese-Hansen and Vegard André Fiskerstrand: Norway.
In: Michael S. Sackheim and Nathan A. Howell: The Virtual Currency
Regulation Review, Op. Cit., P.224-225.

(%)See: Graham Lim and Sharon Yiu: Hong Kong. In: Michael S. Sackheim
and Nathan A. Howell: The Virtual Currency Regulation Review, Op. Cit.,
P.148.

(®)See: Ulvia Zeynalova-Bockin: Azerbaijan. In: Michael S. Sackheim and
Nathan A. Howell: The Virtual Currency Regulation Review, Op. Cit., P.35
et seq.

(Y)Dax Hansen and Joshua Boehm: Treatment of Bitcoin Under US
Property Law, Perkins Coie Pub., 2017, P.7 and 13.

(°)See: Maura McLaughlin et al.: Ireland. In: Michael S. Sackheim and
Nathan A. Howell: The Virtual Currency Regulation Review, Op. Cit.,
P.166.

(°)England and Wales Court of Appeal: AA v. Persons Unknown & Ors, Re
Bitcoin, [2019] EWHC 3556 (Comm), Case No: CL-2019-000746,13 Dec.
2019. Singapore International Commercial Court: B2C2 Ltd v. Quoine PTC
Ltd, [2019] SGHC (I) 03, Suit No. 7 of 2017, 14 Mar. 2019.

(")US District Court: Securities and Exchange Commission v. Shavers and
Bitcoin Savings and Trust, No. 4:13-CV-416 (E.D. Tex.), USA, 6 Aug.
2013.
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(M)See: Michiel Van Roey and Louis Bidaine: Belgium. In: Michael S.
Sackheim and Nathan A. Howell: The Virtual Currency Regulation Review,
Op. Cit., P.49.

(“)Primavera De Filippi: Bitcoin, a Regulatory Nightmare to a Libertarian
Dream, Op. Cit., P.6. Lauren Troeller: Bitcoin and Money Laundering, Op.
Cit., P.1609.

(®)See: Tara Mandjee: Bitcoin, Its Legal Classification and Its Regulatory
Framework, Op. Cit., P.165.

(“)Nishith Desai Associates: Bitcoins, a Global Perspective, Indian Legal
and Tax Considerations, Op. Cit., P.10.

(°)O. S. Bolotaeva et al.: The Legal Nature of Cryptocurrency, 0P Conf.
Series Earth and Envir. Sci., Vol.272:3, Russia, 2019, P.2.

(°)Conseil d'Etat: 82me - 3éme chambres réunies, N° 417809, Publié au
recueil Lebon, 26 avril 2018.

(")Court of Justice of the European Union, CJEU: Skatteverket v. David
Hedqvist, C-264/14, 22 Oct. 2015.

(®)Bitlegal.

(*)Bloomberg.
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()Immaculate Dadiso Motsi-Omoijiade: Cryptocurrency Regulation, A
Reflexive Law Approach, Op. Cit., Pass.

(®)Sidley Austin: United States. In: Michael S. Sackheim and Nathan A.
Howell: The Virtual Currency Regulation Review, Op. Cit., P.374.

(®)See: Deemple Budhia and Tom Hunt: New Zealand. In: Michael S.
Sackheim and Nathan A. Howell: The Virtual Currency Regulation Review,
Op. Cit., P.217.
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Howell: The Virtual Currency Regulation Review, Op. Cit., P.12.
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(*)Peter Chapman and Laura Douglas: United Kingdom. In: Michael S.
Sackheim and Nathan A. Howell: The Virtual Currency Regulation Review,
Op. Cit., P.322-323 and 328.

()See: Matthias Berberich and Tobias Wohlfarth: Germany. In: Michael S.
Sackheim and Nathan A. Howell: The Virtual Currency Regulation Review,
Op. Cit., P.124 and 140.

(*)See: David Moalem and Kristoffer Probst Larsen: Denmark. In: Michael
S. Sackheim and Nathan A. Howell: The Virtual Currency Regulation
Review, Op. Cit., P.105-107.

(YKlaus Henrik Wiese-Hansen and Vegard André Fiskerstrand: Norway.
In: Michael S. Sackheim and Nathan A. Howell: The Virtual Currency
Regulation Review, Op. Cit., P.224-225.

(°)See: Jean-Louis Schiltz and Nadia Manzari: Luxembourg. In: Michael S.
Sackheim and Nathan A. Howell: The Virtual Currency Regulation Review,
Op. Cit., P.196.

(P)See: Michiel Van Roey and Louis Bidaine: Belgium. In: Michael S.
Sackheim and Nathan A. Howell: The Virtual Currency Regulation Review,
Op. Cit., P.52.

(")See: Nicholas Aquilina and Martin Pichler: Austria. In: Michael S.
Sackheim and Nathan A. Howell: The Virtual Currency Regulation Review,
Og). Cit., P.20 et seq.

(")Niclas Rockborn: Sweden. In: Michael S. Sackheim and Nathan A.
Howell: The Virtual Currency Regulation Review, Op. Cit., P.277-278.
()Olivier Favre et al.: Switzerland. In: Michael S. Sackheim and Nathan A.
Howell: The Virtual Currency Regulation Review, Op. Cit., P.288.

(*%)See: Pilar Lluesma Rodrigo and Alberto Gil Soriano: Spain. In: Michael
S. Sackheim and Nathan A. Howell: The Virtual Currency Regulation
Review, Op. Cit., P.265-266.

(*)See: lan Gauci et al.; Malta. In: Michael S. Sackheim and Nathan A.
Howell: The Virtual Currency Regulation Review, Op. Cit., P.203.

(*?)See: Fernando Mirandez Del Nero Gomes et al.: Brazil. In: Michael S.
Sackheim and Nathan A. Howell: The Virtual Currency Regulation Review,
Op. Cit., P.66-67.
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(Y)See: Ulvia Zeynalova-Bockin: Azerbaijan. In: Michael S. Sackheim and
Nathan A. Howell: The Virtual Currency Regulation Review, Op. Cit., P.35
et seq.

(%)See: Adrian Ang et al.: Singapore. In: Michael S. Sackheim and Nathan
A. Howell: The Virtual Currency Regulation Review, Op. Cit., P.257.
(®)See: Graham Lim and Sharon Yiu: Hong Kong. In: Michael S. Sackheim
and Nathan A. Howell: The Virtual Currency Regulation Review, Op. Cit.,
P.151.

(“)See: Maura McLaughlin et al.: Ireland. In: Michael S. Sackheim and
Nathan A. Howell: The Virtual Currency Regulation Review, Op. Cit.,
P.166-167.

(°)See: Hélder Frias and Luis Alves Dias: Portugal. In: Michael S.
Sackheim and Nathan A. Howell: The Virtual Currency Regulation Review,
Op. Cit., P.235-237.

(°)Hoge Raad der Nederlanden: nr. S 10/00101  J,
ECLI:NL:HR:2012:BQ9251, 31 januari 2012. Annelieke Mooij: Regulating
the Metaverse Economy, How to Prevent Money Laundering and the
Financing of Terrorism, Springer Pub., 2023, P.90.
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(M)See: A.Y. Bokovnya et al.: Legal Measures for Crimes in the Field of
Cryptocurrency Billing, Utopia y Praxis Latinoamericana, Vol.20:7,
Universidad del Zulia, Venezuela, 2020, P.273. Maxim Pervunin and
Tatiana Sangadzhieva: Russia. In: Michael S. Sackheim and Nathan A.
Howell: The Virtual Currency Regulation Review, Op. Cit., P.246.

(%)See: Maxim Pervunin and Tatiana Sangadzhieva: Russia. In: Michael S.
Sackheim and Nathan A. Howell: The Virtual Currency Regulation Review,
Op. Cit., P.243.

(*)Case of Silk Road.

(Y)Internal Revenue Service, IRS.

(°)US District Court: United States of America v. Ross William Ulbricht,
14-cr-68, Southern District of NY, SDNY, Feb. 5", 2015. US Court of
Appeals: United States of America v. Ross William Ulbricht, No.15-1815-
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()Primavera De Filippi: Bitcoin, a Regulatory Nightmare to a Libertarian
Dream, Op. Cit., P.6. Lauren Troeller: Bitcoin and Money Laundering, Op.
Cit., P.169.
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Circ., F 14-2923, 22 July 2016. See: Brandon M. Peck: The Value of
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Courts, Op. Cit., P.220.
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(Y)John Collins: Crypto, Crime and Control, Cryptocurrencies as an Enabler
of Organized Crime, Global Initiative Against Transnational Organized
Crime Pub., 2022, P.17.

(A)Allinvain.
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See: Tacey Steele and Tetsuo Morishita: Lessons from Mt Gox, Practical
Considerations for a Virtual Currency Insolvency. In: Douglas W. Arner et
al.: Research Handbook on Asian Financial Law, Edward Elgar Pub., UK,
2020, P.479-480.
(®Jae Hyung Lee: Systematic Approach to Analyzing Security and
Vulnerabilities of Blockchain Systems, Op. Cit., P.40.
(®)Bitomat.pl.
(“)Jae Hyung Lee: Systematic Approach to Analyzing Security and
Vulnerabilities of Blockchain Systems, Op. Cit., P.40. See: Yasin Sebastian
Qureshi and Benjamin Bilski: Financial Revolution on the Horizon,
FinanzBuch Verlag, Germany, 2019.
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(M)Bitcoin?.

(®)Jae Hyung Lee: Systematic Approach to Analyzing Security and
Vulnerabilities of Blockchain Systems, Op. Cit., P.40. Wawrzyniec
Michalczyk: Cryptocurrencies in the Global Economic and Financial
System, Wroctaw Univ. of Eco. and Bus. Pub., 2021, P.37.

(*)Slush Pool.

(Y)Bitcoinica.

(°)Jae Hyung Lee: Systematic Approach to Analyzing Security and
Vulnerabilities of Blockchain Systems, Op. Cit., P.40. See: Yasin Sebastian
Qureshi and Benjamin Bilski: Financial Revolution on the Horizon, Op. Cit.

(°)Jae Hyung Lee: Systematic Approach to Analyzing Security and
Vulnerabilities of Blockchain Systems, Op. Cit., P.41.
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(MBitfloor.

(®)Chris Skinner: Digital Bank, Strategies to Launch or Become a Digital
Bank, Marshall Cavendish International Pub., Singapore, 2014, P.123.
Wawrzyniec Michalczyk: Cryptocurrencies in the Global Economic and
Financial System, Op. Cit., P.37. Kohei Arai et al.: Proceedings of the
Future Technologies Conference, FTC 2018, Vol.2, Springer Pub., 2019,
P.376.

()Bitinstant.

(“)Instawallet.

(°)Ozcoin.

(°)See: Ghassan Karame and Elli Androulaki: Bitcoin and Blockchain
Security, Artech House Pub., 2016, P.149. Jae Hyung Lee: Systematic
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Approach to Analyzing Security and Vulnerabilities of Blockchain Systems,
Op. Cit., P.41.

(")Bitcoin Central.

(®)Jae Hyung Lee: Systematic Approach to Analyzing Security and
Vulnerabilities of Blockchain Systems, Op. Cit., P.42.

C)Vircurex.

(Y)Jae Hyung Lee: Systematic Approach to Analyzing Security and
Vulnerabilities of Blockchain Systems, Op. Cit., P.42. Wawrzyniec
Michalczyk: Cryptocurrencies in the Global Economic and Financial
System, Op. Cit., P.38.

(°)Bitfunder.

(®)Gerard Comizio: Virtual Currency Law, The Emerging Legal and
Regulatory Framework, Aspen Pub., 2022, P.114. US District Court: United
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States of America v. Jon E. Montroll, 18-cr, Southern District of NY,
SDNY, Feb. 2018. US District Court: Security and Exchange Commission v.
Jon E. Montroll, Case 1:18-cv-01582, Southern District of NY, SDNY, Feb.
2018.

()Nishith Desai Associates: Bitcoins, a Global Perspective, Indian Legal
and Tax Considerations, Op. Cit., P.7.

(®)Inputs.io.

()Jae Hyung Lee: Systematic Approach to Analyzing Security and
Vulnerabilities of Blockchain Systems, Op. Cit., P.42.

(Y)Bidextreme.pl.

(°)Jae Hyung Lee: Systematic Approach to Analyzing Security and
Vulnerabilities of Blockchain Systems, Op. Cit., P.42. Wawrzyniec
Michalczyk: Cryptocurrencies in the Global Economic and Financial
System, Op. Cit., P.37.
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(*)PicoStocks.

(®)Jae Hyung Lee: Systematic Approach to Analyzing Security and
Vulnerabilities of Blockchain Systems, Op. Cit., P.43.

()Silk Road 2.

(Y)Jae Hyung Lee: Systematic Approach to Analyzing Security and
Vulnerabilities of Blockchain Systems, Op. Cit., P.43.

(°)Jiarun Hu et al.: The Fluctuations of Bitcoin Price during the Hacks, 3"
Inter. Conf. on Business, Management, and Economics, Hungary, 2020,
P.69. Michael P. Malloy: There are no Bitcoins, Only Bit Payers, Law,
Policy and Socio-Economics of Virtual Currencies, Athens J. of L., Vol.1:1,
2015, P.30.
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(*)FlexCoin.

(®)CoinEX.

()Poloniex.

(Y)Dogevault.

(°)Jae Hyung Lee: Systematic Approach to Analyzing Security and
Vulnerabilities of Blockchain Systems, Op. Cit., P.43. Kohei Arai et al.:
Proceedings of the Future Technologies Conference, Op. Cit., P.376.
(®)Cryptsy.

(")Mintpal.

(®)Vericoin.
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(Y)NXT Cryptocurrency.

(®)BTER.

(*)See: Kapil Sharma: Blockchain, A Hype or a Hoax, CRC Press, 2023,
P.107. Kohei Arai et al.: Proceedings of the Future Technologies
Conference, Op. Cit., P.374. Jae Hyung Lee: Systematic Approach to
Analyzing Security and Vulnerabilities of Blockchain Systems, Op. Cit.,
P.44.

(Y)Cryptothrift.

(°)Justcoin.

(°)BTC-E.

(")Bitpay.

(®)Jae Hyung Lee: Systematic Approach to Analyzing Security and
Vulnerabilities of Blockchain Systems, Op. Cit., P.44-45.

(®)Bitstamp.
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(*)LocalBitcoins.

(®)Jae Hyung Lee: Systematic Approach to Analyzing Security and
Vulnerabilities of Blockchain Systems, Op. Cit., P.45. Wawrzyniec
Michalczyk: Cryptocurrencies in the Global Economic and Financial
System, Op. Cit., P.37.

(*)KipCoin.

(“)Jae Hyung Lee: Systematic Approach to Analyzing Security and
Vulnerabilities of Blockchain Systems, Op. Cit., P.45-46. Kohei Arai et al.:
Proceedings of the Future Technologies Conference, Op. Cit., P.376.

(°)Cryptonic.

(®)Allcrypt.

(")Coinapult.
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(M)Bitfinex.

(°)David Gerard: Attack of the 50 Foot Blockchain, Bitcoin, Blockchain,
Ethereum and Smart Contracts, 2017, P.43. Jae Hyung Lee: Systematic
Approach to Analyzing Security and Vulnerabilities of Blockchain Systems,
Op. Cit., P.46.

()Cointrader.

(Y)Shapeshift.io.

(°)Ethereum.

(®)Gatecoin.
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()Jae Hyung Lee: Systematic Approach to Analyzing Security and
Vulnerabilities of Blockchain Systems, Op. Cit., P.47. Kohei Arai et al.:
Proceedings of the Future Technologies Conference, Op. Cit., P.375.
(%)Steemit.

()BitGo.

(Y)Bitcurex.

(°)Jae Hyung Lee: Systematic Approach to Analyzing Security and
Vulnerabilities of Blockchain Systems, Op. Cit., P.48.
https://money.cnn.com/2016/08/03/technology/Bitcoin-exchange-bitfinex-
hacked/

Available: December 18", 2021.
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()Yapizon.

(®)Jaxx.

(*)Jae Hyung Lee: Systematic Approach to Analyzing Security and
Vulnerabilities of Blockchain Systems, Op. Cit., P.48-50. Kohei Arai et al.:
Proceedings of the Future Technologies Conference, Op. Cit., P.374.

(Y)Enigma.

() Tether.

(®)Umit Hacioglu: Blockchain Economics and Financial Market Innovation,
Financial Innovations in the Digital Age, Springer Pub., 2019, P.431. Jae

[ voy |

\ )



‘éw‘s«}gn}‘—\"Yi‘,cjﬁ‘)‘u\«ol—@33“‘:M|—&‘ﬂ|cj‘):\l@

zabn gt Lidsle b claal i g Vi ileasl cransn naws s
COlae diaiall s 285 cdcal i) COlaall Z LY (paatl) L0308 Crgals
sl gy daie caBpdl) RS Voo Gsala VO o Lgiad a0h Al
Gcal i) e By IS (e oilg eyl pubs Wl cipe lly ((Dapgia)
(3550 e Lgadld) daial cuilels ¢ Vg sle V0 Lgiad Jalas
G ol Le (LG drcal i8] COlanl) (Bgus 28 Yo VA Gle Jilsl i
Aus culal Aahua Slass Ao drcal iV Claal cra (Sipal JYsd e
Al sl o€ Laie (e dpal il cDlae By ol by i L) gl
s sl A aie cuapal He sl @b gL Vea Osale T v Lgied Jala
A A58l Caaaly J¥ss Gl €0 Leiad (gl Al CDlee A

Hyung Lee: Systematic Approach to Analyzing Security and Vulnerabilities
of Blockchain Systems, Op. Cit., P.50.

(Y)Nicehash.

(®)Youbit.

(*)Rosario Girasa: Regulation of Cryptocurrencies and Blockchain
Technologies, Springer Pub., 2018, Pass. Jae Hyung Lee: Systematic
Approach to Analyzing Security and Vulnerabilities of Blockchain Systems,
Op. Cit., P.50-51.

(Y)See: Ken Kawai and Takeshi Nagase: Japan. In: Michael S. Sackheim
and Nathan A. Howell: The Virtual Currency Regulation Review, Op. Cit.,
P.170.

(°)CoinCheck.

(°)Blackwallet.

(")Jae Hyung Lee: Systematic Approach to Analyzing Security and
Vulnerabilities of Blockchain Systems, Op. Cit., P.51.
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(M)BitGrail.

(*)Bee.

(*)Nano Cryptocurrency.

(Y)Syren Johnstone: Rethinking the Regulation of Cryptoassets,
Cryptographic Consensus Technology and the New Prospect, Edward Elgar
Pub., 2021, P.121. Jae Hyung Lee: Systematic Approach to Analyzing
Security and Vulnerabilities of Blockchain Systems, Op. Cit., P.51.

(°)CoinSecure.

(°)MyEtherWallet.

(")\Jae Hyung Lee: Systematic Approach to Analyzing Security and
Vulnerabilities of Blockchain Systems, Op. Cit., P.51-52. Kohei Arai et al.:
Proceedings of the Future Technologies Conference, Op. Cit., P.375.
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(M)Taylor.

(*)Kapil Sharma: Blockchain, A Hype or a Hoax, Op. Cit., P.105.
()Coinrail.

(Y)Bithumb.

(°)Jae Hyung Lee: Systematic Approach to Analyzing Security and
Vulnerabilities of Blockchain Systems, Op. Cit.,, P.52. Kapil Sharma:
Blockchain, A Hype or a Hoax, Op. Cit., P.105.

(°)Cryptopia.

(")See: Deemple Budhia and Tom Hunt: New Zealand. In: Michael S.
Sackheim and Nathan A. Howell: The Virtual Currency Regulation Review,
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Op. Cit., P.220. Kapil Sharma: Blockchain, A Hype or a Hoax, Op. Cit.,

P.105.

()Coinbin.

(°)DragonEx.

(*)Binance.

(Y)GateHuB.

(°)Bitrue.

(°) Emilia Balas Valentina et al.: Handbook of Research on Blockchain
Technology, Elsevier Pub., 2020, P.24. Kapil Sharma: Blockchain, A Hype
or a Hoax, Op. Cit., P.103-104.

(")Bitpoint.

©)VinDAX.

(*)Upbit.
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(Y)Kapil Sharma: Blockchain, A Hype or a Hoax, Op. Cit., P.103.

(®)Altsbit.

(®)Peter Kent and Tyler Bain: Bitcoin for Dummies, Wiley Pub., 2022,
P.89. Kapil Sharma: Blockchain, A Hype or a Hoax, Op. Cit., P.103.
(Y)Bitcoin Association for BSV & Ofrs.

(°)Craig Wright.

(®England and Wales High Court: Tulip Trading Ltd. v. Bitcoin
Association for BSV & Ors et al., [2022] EWHC 667 (Ch), Case No: BL-
2021-000313, 25 Mar. 2022. England and Wales Court of Appeal: Tulip
Trading Ltd. v. Bitcoin Association for BSV & Ors et al., [2023] EWCA Civ
83, Case No: CA-2022-001050-CA-2022-001062-CA-2022-002184, 3 Feb.
2023.
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(Y)Dark Figure of Crimes.

(%)David Smith: Criminology for Social Work, Macmillan Pub., 1995, P.16.
()Lesley Noaks and Emma Wincup: Criminological Research,
Understanding Qualitative Methods, SAGE Pub., 2004, P.11-12. James
Treadwell: Criminology, SAGE Pub., 2006, Pass.

(Y)David Carlisle: Virtual Currencies and Financial Crime, Challenges and
Opportunities, Op. Cit., P.14 et seq.

(°)Monica V. Achim and Sorin N. Borlea: Economic and Financial Crime,
Corruption, Shadow Economy, and Money Laundering, Springer Pub.,
2020, P.6. Joshua Baron et al.: National Security Implications of Virtual
Currency, Examining the Potential for Non-State Actor Deployment, RAND
Corporation Pub., 2015, Pass.
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(1)Nick Tilley: Crime Prevention, Willan Pub., UK, 2009, P.17.

(%)See: Neal Shover and Andy Hochstetler: Choosing White-Collar Crime,
Camb. Univ. Pr., 2006, P.40. Petter Gottschalk: Financial Crime and
Knowledge Workers, Palgrave Macmillan Pub., 2014, P.26-27. Lucy Evans:
Representation of White-Collar Crime in the Caribbean. In: Dan Jasinski et
al.: Organised Crime, Financial Crime, and Criminal Justice, Theoretical
Concepts and Challenges, Routledge Pub., 2023, P.160 et seq.
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()Stephen E. Brown et al.: Criminology, Explaining Crime and Its
Context, LexisNexis Group Pub., 7" ed.2010, P.101-102. Nick Tilley:
Crime Prevention, Op. Cit., P.8 et seq.
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()Nick Tilley: Crime Prevention, Op. Cit., P.12.
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()Jae Hyung Lee: Systematic Approach to Analyzing Security and
Vulnerabilities of Blockchain Systems, Op. Cit., P.53.
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()See: Michiel Van Roey and Louis Bidaine: Belgium. In: Michael S.
Sackheim and Nathan A. Howell: The Virtual Currency Regulation Review,
Op. Cit., P.52.

(©)John Collins: Crypto, Crime and Control, Cryptocurrencies as an Enabler
of Organized Crime, Op. Cit., P.17.

(®)See: Neal Shover and Andy Hochstetler: Choosing White-Collar Crime,
Op. Cit., P.40. Petter Gottschalk: Financial Crime and Knowledge Workers,
Op. Cit., P.26-27. Lucy Evans: Representation of White-Collar Crime in the
Caribbean. In: Dan Jasinski et al.: Organised Crime, Financial Crime, and
Criminal Justice, Theoretical Concepts and Challenges, Op. Cit., P.160 et
seq.

yav

—
| —



‘éw‘c«}gn}‘—\"Yi‘,cjﬁ‘)‘u\«ol—@33&‘:M‘—&‘ﬂ‘cj‘):\l@

pemalia (s () iyl ¢ Gaciall calanl) (sginsall (53 Ganss sl Y| il
_(‘);L:bw)j\

A5l apme pailiad (e s 23a3 (8 2k Caapaall s Jals
& Ondiagally ehyaall Hilgn Y a8 disee &g 4)lge A yra (psSiull Qiha allam
ceaoleiSil el e Shad cplal) (g iy Jand o obeans ol ¢l caciaal
caball e gaill 138 S5 by L)l (e Bole agiay

= sandl )b WS Ghnad) ajaaly ¢ Shae arne 98 GasSial) ajaa ol 3
ClSall @la) (8 ahlee ditien 3 e8I (e B 0k pid ayae 8 = B
& pSaally ilaglaally @bl G335 A Jgeaslly s pall GlalSy cidll HuSy
gl Claal aainall 8 B (555 (e lad) 8 4 LS (i€l dakasf
2l

Baaly degane 8 elcanll QUL (650 (e Gaayaall pan dagraa al g
sliand) LI (563 ety — Crubeaill G ) gl sae il oY) cBae
Ggin pdima 2o o Oglianyy cdin £0 = Y1 g L Qe aajlac] gl —

sland) QUL 553 Cpayaally L ilgins © = ¥ (e o)y B2l agdildng (glading

(*)Neal Shover and Andy Hochstetler: Choosing White-Collar Crime, Op.
Cit., P.4-5.
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(M)Petter Gottschalk: Financial Crime and Knowledge Workers, Op. Cit.,
P.7.

(®)Nick Tilley: Crime Prevention, Op. Cit., P.18-19.

(*)US District Court: United States of America v. Jon E. Montroll, 18-cr,
Southern District of NY, SDNY, Feb. 2018. US District Court: Security and
Exchange Commission v. Jon E. Montroll, Case 1:18-cv-01582, Southern
District of NY, SDNY, Feb. 2018.

(Y)US District Court: United States of America v. Ross William Ulbricht,
14-cr-68, Southern District of NY, SDNY, Feb. 5", 2015. US Court of
Appeals: United States of America v. Ross William Ulbricht, No.15-1815-
cr., 2d Cir., May 31%, 2017.
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(Yhttps://sherloc.unodc.org/cld/en/case-law-
doc/cybercrimecrimetype/usa/2017/united_states_of america_v. ross_willi
am_ulbricht_no. 15-1815-cr_2d_cir._may 31 2017.html
https://caselaw.findlaw.com/court/us-2nd-circuit/1862572.html

Available: July 12", 2023.

()US Court of Appeals: United States of America v. Shaun W. Bridges, DC
No. 3:15-cr-00319-RS-1, No. 15-10590, 9™ Cir., 2017. US District Court;
United States of America v. Ross William Ulbricht, 14-cr-68, Southern
District of NY, SDNY, Feb. 5™, 2015. US Court of Appeals: United States
of America v. Ross William Ulbricht, No.15-1815-cr., 2d Cir., May 31
2017.
(®)https://www.justice.gov/opa/pr/former-secret-service-agent-sentenced-
scheme-related-silk-road-investigation

Available: July 12", 2023.

(Y)US District Court; United States of America v. Carl Mark Force et al.,
No. I5CR319RS, No. 15-mj-70370, Northen District of California, 2015.
US District Court: United States of America v. Ross William Ulbricht, 14-cr-
68, Southern District of NY, SDNY, Feb. 5™, 2015. US Court of Appeals:
United States of America v. Ross William Ulbricht, No.15-1815-cr., 2d Cir.,
May 31%, 2017.
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(M)https://oig.justice.gov/press/2015/2015-10-19b.pdf
Available: July 12", 2023.

(®)U.S. District Court: United States of America v. Aaron Michael Shamo,
et al., No. 2:16-cr-00631, District of Utah, Oct. 15", 2020. U.S. Court of
ApEeaIs: United States of America v. Aaron Michael Shamo, No. 20-4116,
10" Cir., June 10", 2022.

(®)https://www.justice.gov/usao-ut/pr/aaron-shamo-s-co-defendants-
sentenced-dark-web-narcotics-distribution-case
Available: July 12", 2023.

(Y)US District Court: United States of America v. Nathan Wyatt, Case No.
4:17 CR00522 RLW/SPM, E.D. Missouri, 8 Nov. 2017. England and Wales
High Court: Wyatt v. Government of United States of America, [2019]
EWHC 2978, Admin, Case No: CO/1327/2019, 6 Nov. 2019.

(°)Florida Circuit Court: State of Florida v. Michell Abner Espinoza, 11"
Circ., F 14-2923, 22 July 2016. Florida Court of Appeal: State of Florida
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v. Michell Abner Espinoza, 3" Dist., 264 So. 3d 1055, Fla. Dist. Ct. App.,

30 Jan. 20109.

A phal )l ol Sai5al) ¢ lasleall aymall 1Sl e a2 Lo elly & k()
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()Ronald L. Akers: Criminological Theories, Introduction and Evaluation,

Routledge Pub., USA, 2nd ed.2012, P.37. Martin O’Brien and Majid Yar:

Criminology, The Key Concepts, Routledge Pub., USA, 2008, P.11.

Stephen E. Brown et al.: Criminology, Explaining Crime and Its Context,

Op. Cit., P.197.

(*)Hans J. Eysenck.

(“YWilliam A. Belson.

(°)Hans J. Eysenck and Gisli H. Gudjonsson: The Causes and Cures of

Criminality, Springer Pub., 1989, Pass. James Treadwell: Criminology, the

Essentials, SAGE Pub., UK, 2" ed. 2013, P.27.
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(Y)Erica Stanford: Crypto Wars, Faked Deaths, Missing Billions and
Industry Disruption, Kogan Page Pub., UK, 2021, P.20.

(®)U.S. District Court; United States of America v. Aaron Michael Shamo,
et al., No. 2:16-cr-00631, District of Utah, Oct. 15", 2020. U.S. Court of
ApEeaIs: United States of America v. Aaron Michael Shamo, No. 20-4116,
10" Cir., June 10", 2022.
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()See: Hubert de Vauplane and Victor Charpiat: France. In: Michael S.
Sackheim and Nathan A. Howell: The Virtual Currency Regulation Review,
Of' Cit., P.115 et seq.

()Hanna S. Kassab and Jonathan D. Rosen: Illicit Markets, Organized
Crime, and Global Security, Springer and Palgrave Macmillan Pub., 2019,
P.2 and 160. David Carlisle: Virtual Currencies and Financial Crime,
Challenges and Opportunities, Op. Cit., P.15.

(*)Europol: Cryptocurrencies, Tracing the Evolution of Criminal Finances,
2021, P.16.
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(Y)Lauren Troeller: Bitcoin and Money Laundering, Op. Cit., P.159.
Europol: Cryptocurrencies, Tracing the Evolution of Criminal Finances,
2021, P.11.

(®)See: Michiel Van Roey and Louis Bidaine: Belgium. In: Michael S.
Sackheim and Nathan A. Howell: The Virtual Currency Regulation Review,
OB Cit., P.52.

(*)Dean Armstrong et al.: Blockchain and Cryptocurrency, International
Legal and Regulatory Challenges, Op. Cit., P.41.

(“)See: Tara Mandjee: Bitcoin, Its Legal Classification and Its Regulatory
Framework, Op. Cit., P.163-164.

(°)Europol: Cryptocurrencies, Tracing the Evolution of Criminal Finances,
2021, P.7 et seq.
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(M)See: Virginia Comolli: Organized Crime and lllicit Trade, Palgrave
Macmillan Pub., 2018, P59.

()MyBitcoin.

(*)Er-Rajy Latifa et al.: Blockchain, Bitcoin Wallet Cryptography Security,
Challenges and Countermeasures, Journal of Internet Banking and
Commerce, Vol.22:3, 2017, P.3. Jae Hyung Lee: Systematic Approach to
Analyzing Security and Vulnerabilities of Blockchain Systems, Op. Cit.,
P.40.
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(®)Jae Hyung Lee: Systematic Approach to Analyzing Security and
Vulnerabilities of Blockchain Systems, Op. Cit., P.41.

(®)Bitcash.cz.

(Y)Jae Hyung Lee: Systematic Approach to Analyzing Security and
Vulnerabilities of Blockchain Systems, Op. Cit., P.42. Kapil Sharma:
Blockchain, A Hype or a Hoax, Op. Cit., P.108.

(°)David Carlisle: Virtual Currencies and Financial Crime, Challenges and
Opportunities, Op. Cit., P.19.

(°)Erica Stanford: Crypto Wars, Faked Deaths, Missing Billions and
Industry Disruption, Op. Cit., P.20.
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(M)Zcoin.

(®)Jae Hyung Lee: Systematic Approach to Analyzing Security and
Vulnerabilities of Blockchain Systems, Op. Cit., P.48.

(®)Coindash.

(YAlex Preukschat and Drummond Reed: Self-Sovereign Identity,
Decentralized Digital Identity and Verifiable Credentials, Manning Pub.,
2021, P.71. Jae Hyung Lee: Systematic Approach to Analyzing Security and
Vulnerabilities of Blockchain Systems, Op. Cit., P.49.
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(M)See: Ken Kawai and Takeshi Nagase: Japan. In: Michael S. Sackheim
and Nathan A. Howell: The Virtual Currency Regulation Review, Op. Cit.,
P.178.

(®)See: lan Gauci et al.: Malta. In: Michael S. Sackheim and Nathan A.
Howell: The Virtual Currency Regulation Review, Op. Cit., P.204-205.
(®)See: Jung Min Lee et al.: Korea. In: Michael S. Sackheim and Nathan A.
Howell: The Virtual Currency Regulation Review, Op. Cit., P.188.
(Y)CentraTech.
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(Y)Manhattan Federal Court: SEC v. Sharma et al., No. 1:18-cv-02909
(S.D.N.Y. Apr. 2, 2018); Complaint, U.S. v. Sharma et al., 18-MAG-2695.
2 Apr. 2018.

(%)Europol: Cryptocurrencies, Tracing the Evolution of Criminal Finances,
2021, P.17.
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(Y)US District Court: United States of America v. Ross William Ulbricht,
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cr., 2d Cir., May 31%, 2017.
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(Y)US District Court; United States of America v. Carl Mark Force et al.,
No. I5CR319RS, No. 15-mj-70370, Northen District of California, 2015.
US Court of Appeals: United States of America v. Shaun W. Bridges, DC
No. 3:15-cr-00319-RS-1, No. 15-10590, 9" Cir., 2017. US District Court;
United States of America v. Ross William Ulbricht, 14-cr-68, Southern
District of NY, SDNY, Feb. 5", 2015. US Court of Appeals: United States
of America v. Ross William Ulbricht, No.15-1815-cr., 2d Cir., May 31%,
2017.

(®)Gerald Cotten.

(*)Matthias Artzt and Thomas Richter: Handbook of Blockchain Law, A
Guide to Understanding and Resolving the Legal Challenges of Blockchain
Technology, Wolters Kluwer Pub., 2020, Pass. Daniele D’Alvia: The
Speculator of Financial Markets, How Financial Innovation and Supervision
Made the Modern World, Springer Pub., 2023, P.224. John Collins: Crypto,
Crime and Control, Cryptocurrencies as an Enabler of Organized Crime,
Op. Cit., P.14.
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(M)S. Elsayed: Cryptocurrencies, Corruption and Organised Crime,
Transparency International Pub., 2023, P.7.

Available at:
https://knowledgehub.transparency.org/assets/uploads/helpdesk/Cryptocurre
ncies-corruption-and-organised-crime PR _28.03.2023.pdf

Last seen:15 Jan.2024.

(®)Ibid., P.8.
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(®)Lamiha Oztiirk and Ece Sulungir: The Regulation Problem of
Cryptocurrencies. In: Cihan Cobanoglu and Valentina Della Corte:
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Advances in Global Services and Retail Management, Vol.:2, USF M3 Pub.,
2021, P.8.

(“)Liberty Dollar.

()US District Court: United States v. Bernard von NotHaus, Crim.
5:09CR27-RLV WDNC, 10 Nov. 2014.

(®)18 U.S. Code § 470 et seq.

(Y)Craig K. Elwell et al.: Bitcoin, Questions, Answers, and Analysis of
Legal Issues, Congressional Research Service Pub., 2015, P.15-16. Rain
Xie: Why China Had to Ban Cryptocurrency but the US Did Not, A
Comparative Analysis of Regulations on Crypto-Markets Between the U.S.
and China, Wash. Univ. Global Stud. L. Rev., Vol.18:2, 2019, P.467.
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()Malware.
(*)Phishing Emails.
(“)Jae Hyung Lee: Systematic Approach to Analyzing Security and
Vulnerabilities of Blockchain Systems, Op. Cit., P.59-60.
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(*)1bid., P.60.

(%)European Blockchain Partnership.

)My Health My Data, MHMD.

(Y)Dean Armstrong et al.: Blockchain and Cryptocurrency, International
Legal and Regulatory Challenges, Op. Cit., P.56 et seq.

(°)Ibid., P.44.
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SAle g ol e JSE coaand (Sa ) e el ety dilaie il

coAT by Gy L L)l Gk e

(Y)Dynamic IP Adress.
ey Ll Bla caiagead LSLaY LalaY) dog€all o olsea Al 8 cadl oIS ()
pB Al o) adlse e gAYy caagalay paldll jundl GUaill Olsies 3l Glesles
S eladll Jal a8y L cleglaal ey Al A€ol cilungall Llinly el zolsll
Olsins BlEaY) o gaSa 8 dugys¥) Joall daSaa ) 5 2Agyo¥) Jaall deSaa ) dlse s
e duadall Gl e placl elaiy of Gg deadll (ads cllie) e Gl ye g asu)l)
cadiiuall Auadd dijee aDIA (e oSl
Court of Justice of the European Union: Patrick Breyer v. Bundesrepublik
Deutschland, Case C-582/14, 19 Oct. 2016.
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a0 a8 LS Oy clangll e danlll Aliadl jlage Ciyan oty ¢aeadiiaall

(Y)Ransomware.

(%)Europol: Cryptocurrencies, Tracing the Evolution of Criminal Finances,
2021, P.16.

()llias Kapsis: Crypto-Assets and Criminality. In: Dan Jasinski et al.:
Organised Crime, Financial Crime, and Criminal Justice, Theoretical
Concepts and Challenges, Op. Cit., P.124.

(“)Linode.

(°)Jae Hyung Lee: Systematic Approach to Analyzing Security and
Vulnerabilities of Blockchain Systems, Op. Cit., P.40.

(®)Cavirtex.
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(O

()Cloudminr.io.

(®)Jae Hyung Lee: Systematic Approach to Analyzing Security and
Vulnerabilities of Blockchain Systems, Op. Cit., P.45-47. Kohei Arai et al.:
Proceedings of the Future Technologies Conference, Op. Cit., P.376.

()BitQuick.

(Y)Coinwallet.co.

(°)Coinkite.

(°)Jae Hyung Lee: Systematic Approach to Analyzing Security and
Vulnerabilities of Blockchain Systems, Op. Cit., P.47.

("YWannaCry Ransomware.

(®)Europol: Cryptocurrencies, Tracing the Evolution of Criminal Finances,
2021, P.18.
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(Y)Hongmu Lee: Risk Management, Fundamentals, Theory, and Practice in
Asia, Springer Pub., 2021, P.238. Edward J. Swan: Cybercurrency Law, A
Guide to Digital Asset Regulation Around the World, Wolters Kluwer Pub.,
2023, 8§ 9.02. Jae Hyung Lee: Systematic Approach to Analyzing Security
and Vulnerabilities of Blockchain Systems, Op. Cit., P.49.

(®)https://cointelegraph.com/news/bithumb-found-partially-liable-for-a-
2017-hacking-incident
Last seen: Feb. 2024.

()Jae Hyung Lee: Systematic Approach to Analyzing Security and
Vulnerabilities of Blockchain Systems, Op. Cit., P.50.
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()Coinmama.

(®)Kapil Sharma: Blockchain, A Hype or a Hoax, Op. Cit., P.103.

(*)England and Wales High Court: PML v. Person(s) Unknown, [2018]
EWHC 838 (QB), Case No: HQ18M01069, 17 Apr. 2018.

(Y)US District Court: United States of America v. Nathan Wyatt, Case No.
4:17 CR00522 RLW/SPM, E.D. Missouri, 8 Nov. 2017. England and Wales
High Court: Wyatt v. Government of United States of America, [2019]
EWHC 2978, Admin, Case No: CO/1327/2019, 6 Nov. 2019.

(°)NetWalker RaasS.
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) ail uall Slidl 3 (5551 diaen (o Aunslsn dien LlaY) L) dilis)
&b Ay B Jhe s (8 Y 2 Lg aSan AN ulail) (e oo

(i my) ciladaia)

AN derd w3y — Ransomware-as-a-Service — il ) — RaaS — ddlS i,
.z\eA.d\ QL&A}‘)ﬂS
(Y)DNA Data Bank.

(%)Ontario Court of Justice: R v. Vachon-Desjardins, 2022 ONCJ 43, 1 Feb.
2022.
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(M)England and Wales Court of Appeal: AA v. Persons Unknown & Ors, Re
Bitcoin, [2019] EWHC 3556 (Comm), Case No: CL-2019-000746,13 Dec.
2019.

(®)Tulip Trading Ltd.

(*)Bitcoin Association for BSV & Ors.

(Y)Craig Wright.
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(M)England and Wales High Court: Tulip Trading Ltd. v. Bitcoin
Association for BSV & Ors et al., [2022] EWHC 667 (Ch), Case No: BL-
2021-000313, 25 Mar. 2022. England and Wales Court of Appeal: Tulip
Trading Ltd. v. Bitcoin Association for BSV & Ors et al., [2023] EWCA Civ
83, Case No: CA-2022-001050-CA-2022-001062-CA-2022-002184, 3 Feb.
2023.
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(M)See: lan Gauci et al.: Malta. In: Michael S. Sackheim and Nathan A.
Howell: The Virtual Currency Regulation Review, Op. Cit., P.206.
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(*)Lauren Troeller: Bitcoin and Money Laundering, Op. Cit., P.159.
Alial) Aubd) s 8 dacal 5V1 el Sl opal) Geed g sl [0 1k ()
.Ya ) ‘é.}\.«.u o

(*)Michel Dion et al.: Financial Crimes, Psychological, Technological, and
Ethical Issues, Springer Pub., 2016, P.367.
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(MArticle 1(2)(d) of the Amendments to the Fourth EU Anti-Money
Laundering Directive. See: Nicholas Aquilina and Martin Pichler: Austria.
In: Michael S. Sackheim and Nathan A. Howell: The Virtual Currency
Regulation Review, Op. Cit., P.20.

(®)Lauren Troeller: Bitcoin and Money Laundering, Op. Cit., P.163.
(*)Europol: Cryptocurrencies, Tracing the Evolution of Criminal Finances,
2021, P.12.

(“)1bid., P.15.
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(M)Liberty Reserve.

(®)David Carlisle: Virtual Currencies and Financial Crime, Challenges and
Opportunities, Op. Cit., P.15.

(*)AML, Anti-Money Laundry.

(Y)KYC, Know Your Customer.

(°)Ross Anderson et al.: Making Bitcoin Legal. In: Vashek Maty4s et al.:
Security Protocols XXVI, 26" International Workshop, Camb. Univ., UK,
Springer Pub., 2018, P.244.

(®)The Anti-Money Laundering and Counter-Terrorism Financing Act
2006, AML/CTF Act 2006.
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()Anne Imobersteg Harvey: Anti-money Laundering and Counter-
terrorism Financing Law and Policy, Koninklijke Brill Pub., Netherlands,
2019, P.37-42.

(%)See: Vaibhav Parikh, Jaideep Reddy and Arvind Ravindranath: India. In:
Michael S. Sackheim and Nathan A. Howell: The Virtual Currency
Regulation Review, Op. Cit., P.157.

(®)See: Ken Kawai and Takeshi Nagase: Japan. In: Michael S. Sackheim
and Nathan A. Howell: The Virtual Currency Regulation Review, Op. Cit.,
P.173.

(“)See: Jung Min Lee et al.: Korea. In: Michael S. Sackheim and Nathan A.
Howell: The Virtual Currency Regulation Review, Op. Cit., P.183-185.
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(Y)See: Tara Mandjee: Bitcoin, Its Legal Classification and Its Regulatory
Framework, Op. Cit., P.163-164.

(®)US District Court: United States of America v. Ross William Ulbricht,
14-cr-68, Southern District of NY, SDNY, Feb. 5", 2015. US Court of
Appeals: United States of America v. Ross William Ulbricht, No.15-1815-
cr., 2d Cir., May 31%, 2017. N0.18-691, Jan. 24", 2019.
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(M)Jay D. Kenigsberg: United States v. Ulbricht, Dread Pirate Roberts
Pushes the Envelope of the Fourth Amendment, Pratt’s Privacy &

(A )

\ )



‘éw‘c«}gn}‘—\"Yi‘,cjﬁ‘)‘u\«ol—@33&‘:M‘—&‘ﬂ‘cj‘):\l@

AIE] axd L pall Gyl il o JalS JS8 alla 2 o1 bl oS

(Lgle Oslany 1S oA Blial (any a8 YV Y g€l 8 juall (1) daie
aibynn (i A el 3iyb daie sliil «0y ATy 2l Gla sl
b Jal S LS i) s 3l ) ol Gosh adina
b Jolally Jaad) 3985 Liad oa 8)slanall aludly cpsSind) <l ¢ J5Y) daiall
Gilaady Lidll sl malyg 8y55all 3ill calyadall Lo (Al Lol
— A e zalym Aalesg Luady Lgasint] Jafind Loaial) il Loyt g Jlsa) Juk
Clita hgay Jueat ) dilaly Aoyl nalnY) dibal) Ak 5e % VO
29 Adlia] igas 408 diaiall Cued i) @y e andn dagads (psSinl)
S Gy dalss sl Ay (gl a9y (3 A Ay g (DAY A
Gk O OpSinl) s s Jaeall o ddady (gl a9ag (8T (grdally
i clgleny (M legang Bale) o3 5ae jabias e £V (psSiall @Olee Lk
Gk L] (e et am () YoV il g L )deas Ay am elly oSa

A aaled a3 a5l 8 il 3 s (gla o (il a3 S )

Cybersecurity Law Report, VVol.3:7, LexisNexis Pub., 2017, P.251. Lauren
Troeller: Bitcoin and Money Laundering, Op. Cit., P.162. David Yermack:
Is Bitcoin a Real Currency? An Economic Appraisal. In: David Lee Kuo
Chuen et al.: Handbook of Digital Currency, Bitcoin, Innovation, Financial
Instruments, and Big Data, Op. Cit., P.35.

()Tumbler.
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(Y)High Court of Ireland: Attorney General v. Davis, [2016] IEHC 497, 12
Aug. 2016.

()US District Court: United States of America v. Davis, No.1:13-CR-950-
2, Southern Dist. of NY, SDNY, Jul. 25", 2019.
https://sherloc.unodc.org/cld/case-law-
doc/cybercrimecrimetype/usa/2019/united states of america_v. davis _no.
113-cr-950-2 s.d.n.y. jul. 26 2019.html
Available: July 12" 2023.

(®)AlphaBay.

(Yhttps://sherloc.unodc.org/cld//case-law-
doc/cybercrimecrimetype/usa/2020/united_states of america_v. shamo et
al. no. 216-cr-00631-
dak d. utah may 31 2017.html?Ing=en&tmpl=sherloc
https://casetext.com/case/united-states-v-shamo-4
Available: July 12" 2023.

(°)U.S. District Court: United States of America v. Aaron Michael Shamo,
et al., No. 2:16-cr-00631, District of Utah, Oct. 15™, 2020.
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()U.S. Court of Appeals: United States of America v. Aaron Michael
Shamo, No. 20-4116, 10" Cir., June 10", 2022.

(®)Hydra.

(*)Europol: Cryptocurrencies, Tracing the Evolution of Criminal Finances,
2021, P.16-17.
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(")Cour d'appel de Paris: 8 fév. 2022. Cour de cassation: Crim., N° de
pourvoi: 22-81.326, 15 fév. 2023.
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(M)See: Dean Armstrong et al.. Blockchain and Cryptocurrency,
International Legal and Regulatory Challenges, Op. Cit., P.64. Hubert de
Vauplane and Victor Charpiat: France. In: Michael S. Sackheim and Nathan
A. Howell: The Virtual Currency Regulation Review, Op. Cit., P.116 et seq.
()New York s BitLicense.

()Uniform Law Commission: Uniform Regulation of Virtual Currency
Business Act, the Uniform Act.

(Y)Sidley Austin: United States. In: Michael S. Sackheim and Nathan A.
Howell: The Virtual Currency Regulation Review, Op. Cit., P.349.
(°)BitLicense.

(®)Dax Hansen and Joshua Boehm: Treatment of Bitcoin Under US
Property Law, Op. Cit., P.13.
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(*)Franziska Boehm and Paulina Pesch: Bitcoin, a First Legal Analysis. In:
Rainer Bohme et al.: Int, Conf. on Financial Cryptography and Data
Security, Op. Cit., P.44.

(%)Electronically Recorded Transferable Rights, ERTRSs.

(*)See: Ken Kawai and Takeshi Nagase: Japan. In: Michael S. Sackheim
and Nathan A. Howell: The Virtual Currency Regulation Review, Op. Cit.,
P.172.

(“)See: lan Gauci et al.: Malta. In: Michael S. Sackheim and Nathan A.
Howell: The Virtual Currency Regulation Review, Op. Cit., P.204-205.

(°)Financial Service Providers (Registration and Dispute Resolution) Act
2008, FSP Act. Deemple Budhia and Tom Hunt: New Zealand. In: Michael
S. Sackheim and Nathan A. Howell: The Virtual Currency Regulation
Review, Op. Cit., P.213.
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()Olivier Favre et al.: Switzerland. In: Michael S. Sackheim and Nathan A.
Howell: The Virtual Currency Regulation Review, Op. Cit., P.280.

(®Niclas Rockborn: Sweden. In: Michael S. Sackheim and Nathan A.
Howell: The Virtual Currency Regulation Review, Op. Cit., P.277-278.
(*)See: David Moalem and Kristoffer Probst Larsen: Denmark. In: Michael
S. Sackheim and Nathan A. Howell: The Virtual Currency Regulation
Review, Op. Cit., P.107.

(Y)See: Adrian Ang et al.: Singapore. In: Michael S. Sackheim and Nathan
A. Howell: The Virtual Currency Regulation Review, Op. Cit., P.258.
(°)Norwegian Financial Undertakings Act. Klaus Henrik Wiese-Hansen and
Vegard André Fiskerstrand: Norway. In: Michael S. Sackheim and Nathan
A. Howell: The Virtual Currency Regulation Review, Op. Cit., P.224.
(°)See: Hélder Frias and Luis Alves Dias: Portugal. In: Michael S.
Sackheim and Nathan A. Howell: The Virtual Currency Regulation Review,
Op. Cit., P.234.
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(M)Mining.

(®Initial Coin Offering, ICO.

(*)See: Michael S. Sackheim and Nathan A. Howell: The Virtual Currency
Regulation Review, Op. Cit., Pass.

(Y)1bid., Pass.

C)Pilar Lluesma Rodrigo and Alberto Gil Soriano: Spain. In: Michael S.
Sackheim and Nathan A. Howell: The Virtual Currency Regulation Review,
Op. Cit., P.265.
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Michael S. Sackheim and Nathan A. Howell: The Virtual Currency
Regulation Review, Op. Cit., P.158.
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See: Xuan Luo et al.: Application and Evaluation of Payment Channel in
Hybrid Decentralized Ethereum Token Exchange, J Blockchain, Research
and Applications, Vol.1:1-2, Elsevier Pub., 2020, P.1 et seq. Yuxi Chen et
al.: A Review of Crypto-Trading Infrastructure, World Federation of
Exchange, 2023, P.7 et seq. Andrea Barbon and Angelo Ranaldo: On the
Quality of Cryptocurrency Markets, Centralized Versus Decentralized
Exchanges, Swiss Finance Institute Research Paper No. 22-38, 2021, Pass.
Dean Armstrong et al.: Blockchain and Cryptocurrency, International Legal
and Regulatory Challenges, Op. Cit., P.31.
https://www.outlookindia.com/business-spotlight/how-to-start-a-crypto-

exchange--news-316819
Last seen: 9 PM, 5 Oct. 2023.
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See: Anil Diggiwal: The Future of Crypto, Trends, Opportunities, and
Challenges, BlueRose Pub., UK, 2023, P.100 et seq.
https://www.outlookindia.com/business-spotlight/how-to-start-a-crypto-
exchange--news-316819
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(*)Peter Chapman and Laura Douglas: United Kingdom. In: Michael S.
Sackheim and Nathan A. Howell: The Virtual Currency Regulation Review,
Op. Cit., P.320.

(“)Bitstamp Europe SA.

(*)See: Jean-Louis Schiltz and Nadia Manzari: Luxembourg. In: Michael S.
Sackheim and Nathan A. Howell: The Virtual Currency Regulation Review,
Op. Cit., P.191.

f ]
| AYY )



‘éw‘c«}gn}‘—\"Yi‘,cjﬁ‘)‘u\«ol—@33&‘:M‘—&‘ﬂ‘cj‘):\l@

Yoou alad Gl isas dail€es JIse¥) Jue 09l (i Ll Ay
Claadl Johiy Bl Lasd (et o Joandl Jolall Gledd et e
glayly Jolall i cdaydl) 13g) auads lgiwmy dhadsl Gl aang cdacal V)
cileadl) iy Al i1 CBlenll Qigad deadt A saslall by 3 Jalailly
COlanlly daleiall Jlaall Ciladdg docal i) C el G CliShan dalxidl)
RPN
1)) C Laally ddlaial)l Aadsl) Lati-o

SaiVly Yl as cabaY) slall Bane jpm ) gl L
lalall jseall e Gl o (S Lo Jglaill leate Jiads sl eliaily g il
23 (g9 g Aalial) Ahal) M Beea prdall S A L abaY) ol
lajlac b leal) L of oSa 53Y) gpuall @lliy L \ginul o Aaial) o2 dalal
ol Al dueyds dglae dllly oy L ehall doldl dalal) 5)5.all
L Blasl ) g Blaa] jiias o (90 el miY) cBlealls et 8 Y (58]

.L@Jj\ﬂ cleatia d:m:ﬂj ;1.54.\1 ji L@j \3:\3)3 ji

(Y)Ara Margossian et al.: Australia. In: Michael S. Sackheim and Nathan A.
Howell: The Virtual Currency Regulation Review, Op. Cit., P.12.
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