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Abstract:
The study aims to enhance the role of audit committees as one of the

governance mechanisms to facecybersecurity risks in Egyptian banks. In order
to achieve the objectives of the study and test its hypotheses, the researcher
designed a theoretical and a field study, where the theoretical study included
three axes, in which the researcher dealt with the general framework of the
study, cybersecurity risks, and ways to face them in Egyptian banks, and
previous studies related to the research problem.

In order to test the validity of the study hypotheses, the researcher
designed a field study where the researcher dealt with the survey list, which
consisted of three main axes, and the size of the study sample was (388)
responses were randomly selected from the study community, and statistical
tests and analyzes were conducted.

The theoretical study found that cybersecurity dangers continue to rise,
and that cyber-attacks result in significant harm and financial losses for
businesses and the global economy. Cybersecurity also helps organizations
protect their assets and resources from the organizational, human, financial,
technical, and informational aspects and allows them to continue their
missions. Its primary objective is to prevent permanent damage, to minimize
the likelihood of nonperformance or the emergence of any threat, and to limit
the damage resulting from it, as well as to ensure that normal operations are
restored within a reasonable time and at a reasonable price after a security
incident.

The field study concluded that all hypotheses of the study were rejected.

The results of the statistical analysis showed that there were statistically
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significant differences between the mean ranks of the study sample according
to the variable of the employer. These differences were in favor of workers in
the banking sector, regarding their opinions about cybersecurity risks and ways
to confront them. Also, their opinions about the role of the characteristics of
Audit committees and its mechanisms in enhancing the ability of Egyptian
banks to face cybersecurity risks.

In the end, the researcher suggested a set of recommendations, including
increasing interest in educating workers in the banking sector about the
importance of cybersecurity so that they can face the challenges and risks
resulting from the information technology environment. He also recommended
preparing community awareness programs for citizens to learn about the
importance of cybersecurity. In addition to developing cyber infrastructure
within banking institutions to reduce from penetration, espionage and
electronic piracy, and a management of electronic applications must be
established to review and test everything new before launching it in the market.
The systems of banking institutions must be evaluated periodically and plans to
remedy the gaps in them and follow up on their implementation.

Keywords: audit committees, cybersecurity, cybersecurity risks, ways to

face cybersecurity risks.
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