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Abstract

Information between risk and crime in the digital environment

Technological developments have had a significant impact in all fields,
especially in the field of information. Technology has helped to preserve
and disseminate information more easily and faster than the traditional
system. With the advent of these developments, many tools and motives
have emerged that threaten the security of information and seek to
obtain information by illegal means.

The aim of the study is therefore to identify the most important types of
information crime, the tools used to commit it, the characteristics that
distinguish it from other traditional crimes, as well as the systems for
combating information crime and the most important bodies for
combating it, and to develop solutions to reduce the risks and risks of
information crime.

The study was based on a descriptive and analytical approach that
seeks to solve problems and offer them a set of innovative solutions. The
study found many results, the most important of which are:

The need to protect Egyptian infrastructure through continuous training
of cadres specialized in combating and prosecuting criminals and the
establishment of other information systems containing the highest levels
of safety and the security and protection of information tools must be
provided through the preparation and storage of backups in other safe
places with plans to deal with sudden crises that may disturb the
information system, and the need for international cooperation to develop
an effective system through which expertise can be exchanged among
specialists and mechanisms to reduce international information crime
and its risks to States and a set of competitive competitions for talent
with high technical potential aimed at allocating valuable prizes to the
most talented who set up a security system or programs to protect
systems hacked by criminals.
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