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A proposed program to combat information wars for developing
awareness of cybersecurity and technical enlightenment dimensions
for Faculty of Education students at Psychology and Sociology
Departments.

The research aimed at measuring the effectiveness of a proposed
program to combat information wars for developing awareness of
cybersecurity and technical enlightenment dimensions for Faculty of
Education students at Psychology and Sociology Departments. The
research utilized the descriptive and the experimental approach. The
research tools consisted of a list of information war issues, a list of
technical enlightenment dimension, a list of cybersecurity dimensions, the
proposed program, cybersecurity awareness scale, and technical
enlightenment scale. The research tools were pre and post administered to
the research group consisting of 30 students from the second year of the
psychology and sociology departments for the academic year 2022-2023.
The results of the research revealed that there is a statistically significant
difference at the level (0.01) between the mean scores of the research
group in the pre and post administrations of the cybersecurity awareness
scale as a whole and in each of its three dimensions (cognitive -
behavioral - emotional) in favor of the post administration. Also, there is
a statistically significant difference at the level (0.01) between the mean
scores of the research group in the pre and post administrations of the
technical enlightenment scale as a whole and in each of its three
dimensions (cognitive - behavioral - emotional) in favor of the post
administration. The research also recommended the necessity of
educating students about the danger of information wars and the
consequent threat to society, national security, and state institutions. Also,
the necessity to know the appropriate ways of combating these wars.
They must know their rights, responsibilities, the use of personal safety
means, and ways to protect their information borders.

Keywords: combating information wars - awareness of cybersecurity

- dimensions of technical enlightenment.
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