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Cyber terrorism in the shadow of COVID-19 virus

crisis: patterns ... implications
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Abstract:

The Corona pandemic, which struck most of the countries of the world, has
imposed a global challenge that countries must face, whether over a short time
or long ago, as this crisis has created a state of confusion and uncertainty
about ways to deal with this infection, prevention and treatment mechanisms,
as well as the economic and social repercussions of this crisis. This did not
discourage countries and extremist organizations from practicing terrorist acts.
In light of this pandemic, the world has witnessed an increase in the number of
cyber attacks with the emergence of new types of terrorism and extremism that
depend on employing modern technologies to broadcast hate speech and
promote destructive ideas to attract the largest number of Supporters of these
ideas and to undermine confidence in governments in a way that destabilizes

the security and stability of the country. Therefore, this study came to shed
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light on the repercussions of the Coronavirus crisis on the phenomenon of
cyber—terrorism, by defining the concept of cyber terrorism, and the most
important characteristics that distinguish this phenomenon, which was reflected
on the nature of cross—-border cyber attacks, while highlighting the nature of
cyber attacks in light of the pandemic, which It witnessed an increase in that
period in a way that leads to an increase in the intensity of conflicts and
threatens the security and stability of the country. This requires securing
information systems in various countries to prevent their penetration and
countries cooperating with each other to confront these electronic threats. The
study highlighted the need for the international community to join together and
collective efforts to enact Deterrent international legislation capable of
confronting cyber—terrorism crimes.

Key Words: terrorism, cyber terrorism, cyber terrorism crimes, economic,
social, security implications.
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