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Abstract: 
   With the rising significance of energy sector as engine of development, 

and its direct impact on enhancing or threating state’s national security. 

It has become a strategic target for various intruders, whether from 

states that use it as a political weapon to weaken their opponents, or 

from other non-state actors such as hackers who seek to obtain money as 

ransom in exchange for restarting control systems within energy 
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facilities, or terrorist and political organizations that seek to achieve 

political and ideological goals.  

  In this context, energy sector infrastructure faced a fierce attack on all 

continents and regions, including the most developed ones, especially in 

North America, Europe, the Middle East, and Latin America. These 

attacks varied in their intensity, effects, and consequences. However, it 

served as alarm to various states, that pushed them to reconsider their 

confrontation cyber-attacks strategies in general, and those directed at 

the energy sector in particular. From this standpoint, this paper seeks to 

reveal the most prominent cyber-attacks that hit the energy sector at the 

global level, in addition to monitoring and analyzing international 

efforts that have been taken in the framework of countering such 

operations. As well as shed light on the most prominent obstacles that 

faced international cooperation in this regard. 
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