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Abstract

The first Internet Protocol was introduced at an international telecommunications
conference over forty years ago. But it wasn’t available to the public until the 1990s. Since
then, the Internet has infiltrated virtually every industry and revolutionized all areas. This
research addresses the definition and fundamental characteristics of blockchain technology
and its own mechanisms, as well as standard applications such as cryptocurrency and smart

contracts.

Blockchain technology, or Internet dealings, is one of the most important technological
solutions associated with the fourth industrial revolution in the modern world. It is a
secure cloud network through which transactions of all kinds are recorded, verified, and
implemented information  which is also a series of blocs whose function is to certify,
restore and transmit information created or modified electronically. On the other hand,
the blockchain above all prepares a database of all operations such as general ledger, land

registry, classification protection, and intellectual property.

Today, more than 100 blockchain projects created to transform government systems are
being conducted in more than 30 countries. Governments around the world are starting the

explore the potential benefits and concerns of integrating blockchain-based applications into
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the public-private sector. What leads countries rapidly initiate blockchain projects? I argue
that it is because blockchain is a technology directly related to social organization, unlike

other technologies, a consensus mechanism forms the core of blockchain.
key Words: Blockchain, Bitcoin, Lex cryptographic, Ethereum, Smart Contract.
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Legal and Technical Challenges, Journal of legal, Ethical and Regulatory Issues, Volume 22, Special Issue 1, 2019, p.3.
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ssrn.com/abstract=2538290. On the new politics of cryptocurrencies see Primavera De Filippi and Benjamin Loveluck,
“The Invisible Politics of Bitcoin: Governance Crisis of a Decentralised Infrastructure”, (2016 5 Internet Policy Review).
“Directive (EU) 2018/843 of the European Parliament and of the Council of 30 May 2018 amending Directive (EU)
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“”jeroen naves, benedetta audia, marjolein busstra, koen Lukas hartog, yoshiyuki yamamoto, olivier rikken, and Sandra
van heukelom-verhage, legal aspects of Blockchain, downloaded from http://www.mitpressjournals.org/doi/pdf/10.1162/
inov_a_00278 by guest on 11 february 2022 Innovations / volume 12, number 3/4 89, p.92.

®YBarthout, C.‘French court clarifies the nature of bitcoins: A consumable, fungible, intangible asset, DLA Piper, accessed
on July 15, 2021 at https://www.dlapiper.com/en/us/insights/publications/2020/05/blockchain-and-digital-assetsnews-and-
trends-may-2020/french-court-clarifies-the-nature-of-bitcoins-a-consumable-fungibleintangible-asset/

“JEric Alston, opict, p. g ¥
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(36

'John Salmon and Gordon Myers, opcit, p.6.

(37

'John Salmon and Gordon Myers, opcit, p.6.
®the private and mostly technical framework that effectively governs the blockchain, consists in an amorphous and
highly decentralised set of sociotechnical agencements (supporting a range of application protocols) that sit on top of the
transportation layer of the Internet network (the TCP/IP stack) and cannot be linked to a central node that can be easily
identified and eventually regulated, by a national or international legal framework. See, Primavera De Filippi & Aaron

Wright, Blockchain and the Law (Harvard Univ. Press, 2018), 48-49, 144.
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®Katrin Becker, Blockchain Matters—Lex Cryptographiaand the Displacement of Legal Symbolics and Imaginaries,

accepted: 22 December 2021 / Published online: 6 January 2022, p.124, https://doi.org/10.1007/s10978-021-09317-8.
“"Satoshi Nakamoto, Bitcoin: A Peer-to-Peer Electronic Cash System, BITCOIN (2008), https://bitcoin.org/bitcoin.pdf
[https://perma.cc/SNSW-6F3L

“DSee: https://www.statista.com/statistics/326707/bitcoin-price-index/
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(42

'A pair of telecom researchers first described the blockchain platform in 1991 in their effort to satisfy “a need to certify
the date a document was created or last modified,” such as when an inventor puts a patentable idea into writing.9 They
analogized their time-stamping idea to dating daily entries in lab notebook. Stuart Haber & W. Scott Stornetta, How to

Time Stamp a Digital Document, journal of cryptography, Jan. 1991, at 1.
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“Hanane boujemi, policy and regulatory challenges to deploying blockchain technologies, dissertation submitted in

partial fulfilment of the requirements for the degree of master of arts in contemporary diplomacy (internet governance),
university of malta, december 2017, p.47.

“IThe sec was also among the first to be involved in cryptoasset regulation in the form of warnings, having issued a
statement warning investor about the dangers of investing in bitcoin; see sec, investor alert: bitcoin and other virtual
currency-related investments, sec.gov, (May 7, 2014), https://www.sec.gov/oiea/investor-alerts-bulletins/investoralertsia_
bitcoin.html. The european banking authority (eba) also issued a warning in 2013 regarding cryptocurrencies raising
the issues of monetary loss due to fraud, price instability, theft and users’ inexperience that makes consumers unable to
adequately assess the risk of purchasing and using cryptocurrencies; see european banking authority, eba warns consumers
on virtual currencies, (eba.europa.eu, december 13, 2013), http://www.eba.europa.eu/-/eba-warns-consumers-on-virtual-
currencies. Many agencies in eu member states have followed the lead of the eba and have issued similar warnings; see, e.g.,
the warning of the bank of france, les dangers liés au développement des monnaies virtuelles: lexemple du bitcoin, (banque-
france.fr, 5 december 2013), focus no. 10, https://publications.banque-france.fr/les-dangers-lies-au-developpement-des-
monnaies-virtuelles-lexemple-du-bitcoin.

“'New York Codes, Rules and Regulations (NYCRR), “Part 200 Virtual Currencies’, http://www.dfs.ny.gov/legal/
regulations/adoptions/dfsp200t.pdf.

(46,

'Some other States also seem to be following the same path; see California: California Legislature, “Virtual Currency;’
Assembly Bill 1326 (27 February 2015).
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“7Bill No. A09862 (Urban planning and cryptomining), https://nyassembly.gov/leg/?bn=A09862&term=2017.

“9Georgios Dimitropoulos, opcit, p. 50.

“The Australian Securities and Investment Commission (ASIC) has also launched an Innovation Hub to help FinTech

start-ups on compliance matters; moreover, it established a regulatory sandbox for digital services participants.
“"Florence Guillaume, Biockchains, Smart Contracts, Decentralised AutonoAspects of private international law related to
blockchamous Organisations and the law, Edited by Daniel Kraus, Thierry Obrist, and Olivier Hari, Chapter 3, January
2019, DOL; 10.4337/9781788115131, p.53.

®YBitcoin project, how does bitcoin work, bitcoin, https://bitcoin.org/en/how-it-works [https://perma.cc/v9y2-b59x].
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©%j.p. Morgan deploys blockchain with new correspondent banking network, j.p. morgan (oct. 16, 2017), https://www.

jpmorgan.com/country/us/en/detail/1320562088910[https://perma.cc/7yf4-uchr].
®Jthe enterprise ethereum alliance is an organization that connects ethereum experts to Companies seeking to implement
blockchain solutions in their businesses. See generally rakesh Sharma, what is the enterprise ethereum alliance? investopedia
(march 3, 2018), Https://www.investopedia.com/tech/what-enterprise-ethereum-alliance/ [https://perma.cc/bl5m-xp 3f].
©YNev. Rev. Stat. § 719.090 (2017), Nev. Rev. Stat. § 719.250 (2001).

©“H.B. 2417, 53rd Leg. Reg. Sess., (Ariz. 2017); H.B. 2603, 53rd Leg. 2d Reg. Sess., (Ariz. 2018).

9S.B. 69, 149" Gen. Assemb. (Del. 2017).

®”Nathan Fulmer, Exploring the Legal Issues of Blockchain Applications, Akron Law Review, Vol. 52 [2019], Iss. 1,
Arthttps://ideaexchange.uakron.edu/akronlawreview/vol52/iss1/5,p.164.

®9“Minimizing payments in the global payments process” J.P. Morgan, supra note 21.
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®Bitcoin Project, How Does Bitcoin Work, BITCOIN, https://bitcoin.org/en/how-it-works [https://perma.cc/V9Y2-B59X].

(60,

'John salmon and Gordon myers, Blockchain and Associated Legal Issues for Emerging Markets, Emcompass, Note 63,
jan 2019, p.7.
““John salmon and gordon myers, opcit, p.5.

“? Already in force from 24may 2016 - that applicabled on 25 May 2018.
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CMlolel) el Gliy Y1 € sy YV & 8yoLall [Y+] Y+1€/21 + No 03y 395591 slool dosY Cd s a8
the Electronic Identification (¥ Article) gol (e dgsSIYI dyga)l Lo LI Solb) § dog ASUYI
As Follows “Means The Process Of Using Person Identification Data In Electronic Form
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.“A Legal Person

b paxd sl gilasl pasd ol Grub pasid SO clgw JosSJ) USiin duasd OULy plasc]
Llood dolwl do5WI slszsl me « Privacy by Design Tud Olyghs Clas a8 . Waslasl pasd Jig

(63

'Article 17: the right to have personal data erased when they are no longer necessary for the purposes for which they were

collected and there is no legal ground for their maintenance.

Y Article 18: the right to restrict data processing where the data is inaccurate, its collection unlawful, or it's processing no

longer required.

“ Article 22: the right to not be subject to legal outcomes that rely solely on automated data processing.

““In 2012 the global standards initiative on internet of things (iot-gsi) the internet of things (iot) defined the iot as the
infrastructure of the information societyl” Not that the iot phenomenon is realised only when two or more objects
are linked to each other in a network such as the internet. Apart from this kind of connection, an object could Also be
indirectly linked to a person, thereby setting up a ring network among objects and people. Its very simple, for example, to
imagine a ring network that could link a person with one or more objects (a clock, a chair, a lamp, etc.) System (rfid, near
field communication nfc, etc.).

“’Hanane boujemi, opcit, p.47.

“Nicola Fabiano, Internet of Things and Blockchain: legal Issues and privacy. The challenge for a privacy standard, April

IJDJL | 51



¥ave o) dusd) 0 wowad Bradly sladll g agal) ddgul) dswl)

YN ale § bidl e Lss9 YoV T ple 3 9391 Oyl S e UL
s Jold) Oliubasy Slelasel lasle
Lol Ololasad) -

S ad=lls .y A4S sd=ll » es wiliie Sin (ndS Il duds plaseial o (el gladll §
bl ads ) ellhol 3 ol §yme pais drgs M8 (3ymdl imbl $3 ey dadid] IS ks g0
sl lale Boasdl plaell Gl

by clagl 5,me 4 sBoll oy A3 ) Josil) diy,b ga oid Jsldl plusawly SV aisl
(oWl @85kl e aul jasy (BT (o e Bodme

G 4l Sy lgo)ds doglall delsll eed e (52508 (i Jslly SN el Ol 03 (a9
ol Jo5 O so d5aill Ll dudsall sgisll 3as) oo Jadd SN Ssislls walh ¥ asdl i) ladgs
.(Autonomous Organizations (DAO dlitudl 435,01 Sledak) pghs J] s goig Bl §
laals 3axl) Sl polad e oniS Isldl 21 8y880 uslsd (e DAO dalaie (5539 Decentralized
dalail) § delall Cloal U (e

s Jia lplonaY Bodo Ghst U 383 e Ssall g Olobatl poi Oke Yl s 1S &9
Ys daboé § Oleball o3 LIl Oleg ikl Olojide e Cogat] § $od) JBb dusw e . Cogatll
398 (3o dhakir UM (30 lgunds 295 LY » Alitns » (48 - 5aY) § oSty OLS 51 &35y dalu dzgy
Vg azdl lpasy J] i3 Slsbl oo degame (o gazs Wl ing » delate » a5 oy dlatl) S
Oledazal) gudlidl psaall 5] § Slabaill oo g ol 1o gy

L sJoiSS Budatd (6,591 Buslgll CVlb] (g ) ol Caaill 3w CMSie ds i 03 o9
dosled) CMalably dlall OIS Olighil zues dowssll Gleusdly SlusYl dude yl5] o sl
Wil

30, 2017, International Conference on Internet of Things (iThings) and IEEE Green Computing and Communications
(GreenCom)and IEEE Cyber, Physical and Social Computing (CPSCom) and IEEE Smart Data (SmartData), p. 727.

' Tsormpatzoudi, Pagona & Berendt, Bettina & Coudert, Fanny. (2016). Privacy by Design: From Research and Policy to
Practice - the Challenge of Multi-disciplinarity. 9484. 199-212. DOI:10.1007/978-3-319-31456-3_12

“"The concept of the smart contract was developed in the mid-1990s. It was introduced and developed by cryptographer
Nick Szabo in various publications during the Nineties; see Nick Szabo, Smart Contracts: Building Blocks for Digital Markets
(1996)  http://www.fon.hum.uva.nl/rob/Courses/InformationInSpeech/CDROM/Literature/LOTwinterschool2006/szabo.
best.vwh.net/smart_contracts_2.html.

M According to the world economic forum, “[r]educing supply chain barriers to trade could increase global gross domestic

product (gdp) by nearly 5% and global trade by 15%.”
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"'Wang, yingli, han, jeong hugh and beynon-davies, understanding block chain technology for future supply chains: a

systematic literature review and research agenda. Supply chain management: an international journal 24, (1), pp. 62-8
4.10.1108/scm-03-2018-0148 file, 2019, p.21.
“Governments may be big backers of the blockchain, the economist (june 1, 2017) https://www.economist.com/news/

business/21722869-anti-establishment-technology-faces-ironic-turn-fortune-governments-may-be-big-backers.
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(74)According to former Estonian President Toomas Hendrik Ilves, “Estonia is now a blockchain nation;” see https://

medium.com/e-residency-blog/welcome-to-the-blockchain-nation-5d9b46c06fd4
Moo ¥V Gleid] dlos (JiS) dlud i3 Jols ygile dosa 5

79See https://www.smartdubai.ae/initiatives/blockchain.

“’Dubai has developed the umbrella initiative of Smart Dubai that includes such other initiatives as Startup Support, the
Happiness Agenda, the AI Lab, as well as the Dubai Blockchain Strategy. It has moreover established the Global Blockchain
Council founded by the Dubai Future Foundation.

“Dubai Economy Launches Partnership to Expedite emCash” (Altcoin News, 26 September 2017), https://www.
cryptocoinsnews.com/emcash-dubais-first-official-state-cryptocurrency/.

“See https//:cointelegraph.com/news/georgia-becomes-first-country-to-register-property-on-blockchain, Article was

published on Feb 08, 2017, Last visit on june 15, 2022.
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sConsolidation of patient records
*Increased transparency and data security
*Increased interoperability within the sector

=

= Monitoring vehicle's life cycle
Faciliating vehicular
ecosystem’s data transaction
* Regularizing insurance
payments and accident claims

= Verification of Transcripts
» Identity management
* Secure storage of student and faculty

records
@ 'ond&Property

- Verif |cat|on o‘ Do:u"nems
+ Identity management & Fraud preve
+ Facilitate automated payments

9
Finance Management @

& extended services Transformation
of Government
Sectors with
Blockchain

Trade finance, intercompany
transactions, and reconciliation .
Other supported services : supply
chain management, asset

v
~

%

s Topr n T n r
tracking, warranty service, and p?e?fael;::; '?,?fo'f:r[;?augve
regulatory compliance are

enhanced . * Greater convinience
L Y . * Reduced redundancy
B ET—— s )

= Improved security to prevent online

.....

frauds * Increased transparency
= Digital identity management for citizens * |Improved efficiency
& expats = Transparency in tax collection and solving
disputes

Source: Shafaq Khan, Mohammed Shael, Munir Majdalawieh, Nishara Nizamuddin and Mathew Nicho, Blockchain for Governments: The Case

of the Dubai Government, May 2022, Sustainability 14(11):6576, p.4.

®See  https://www.worldbank.org/en/news/press-release/2019/08/16/world-bank-issues-second-tranche-of-blockchain-
bond-via-bond-i, Article was published on August 16, 2019, Last visit on June 4, 2022.
oy

Georgios Dimitropoulos, opcit, p.22.23.
®Kamshad Mohsin, Blockchain Law: A New Beginning January 2021 SSRN Electronic Journal, p.3
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AMLD
ASIC
DAPPS
DLT

DPIA
DPBDABD
EBA

EID

GDPR

10T

IRS
NYCRR
PBD

NSA

PMS
PBOC

SEC
UNCITRAL
WEFP
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Anti-money laundering directive

The australian securities and investment commission
Decentralised apps

Distributed ledger technology

Data protection impact assessment

Data protection by design and by default

European banking authority

Electronic identity

Regulation general data protection regulation
Internet of things

The internal revenue service

New york codes, rules and regulations

Privacy by design

National security agency

Privacy management system

The people’s bank of china

Securities and exchange commission

The United Nations commission on international trade law

The world food programme



