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Abstract 

Blockchain technology has resulted in drastic changes in business opera-
tions and is now being applied in different areas, such as government opera-
tions, financial operations, and supply chain management. Blockchain has its 
own advantages, such as offering tamper-proof audit evidence, decentraliza-
tion, immutability, and accountability. However, it exposes businesses to dif-
ferent security risks. It is expected that external and internal auditors will re-
spond to this disruptive technology by upgrading their technical skills and un-
derstanding of this technology. In addition, auditors will be requested to pro-
vide new consulting and assurance services related to this technology when 
they audit the companies’ financial statements.  

The objective of this research is to investigate the impact of the consulting 
and assurance roles of internal auditors regarding blockchain-related internal 
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controls in the Egyptian Customs Authority (ECA hereafter) on the decision-
maker's perception of information quality, completeness, confidentiality, 
timeliness, accuracy, validity, reliability, and security, in case the blockchain 
application is outsourced versus when it is developed in-house by the ECA. 
Using a two independent experiments, the researchers found that the internal 
auditor’s assurance / consulting role regarding blockchain related internal con-
trols has a positive and significant effect on users’ perception of information 
quality. In addition, the positive effect of internal auditors’ assurance / con-
sulting role on users’ perception of information quality is more pronounced 
when the blockchain application is developed in-house by the ECA than 
when it is developed and managed by an external party.  

This research adds experimental evidence to prior literature investigating 
the added value of internal auditors’ assurance and consulting roles. The re-
search results will be of interest to decision makers in the ECA and other pub-
lic units trying to rely on blockchain technology in their operations. In addi-
tion, the results of the research will be of interest of academics, auditors, and 
policymakers. 

Keywords: Blockchain Technology, Internal Auditors, Consulting, Assur-
ance, Egyptian Customs Authority, Outsourcing. 
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أثر تفعيل الدورين التوكيدى والاستذارى للسراجع الداخلى فى مجال 
السدتخدمين إدراك ة سلدة الكتل على شيالرقابة الداخلية ذات الرلة بتق

 دراسة على مرلحة الجسارك السررية -لجودة السعلومات
 ملخص البحث

لتذغيمية نظرا لتطبيقهاا االعدياد تقشية سمدمة الكتل لحدوث العديد من التغيرات الجذرية فى العسميات ا دتأ
وبااالش ر ماان السجااالت السختموااةى والتااى مشهااا  العسميااات الحياميااةى العسميااات الساليااةى ود.ار  لدمدااة التاريااد  

فيتزااإ ستدااامها االعديااد ماان السشااافع الشايسااة تاان تطبيقهااا عتقاادب  أ.لااة مرايعااة برااع  لتقشيااة سلداالة الكتاال 
فاا   وعلاى الاارمن مان ذلا  ياار أو التعاديل واللامرعزياة والقادر  تمااى السداا لة  التلاتا  وتادا القادر  تماى التغي

ف ناام مااان الستا ااع أ  بداااتجي  السااارايعين وبالتاااالى تطبيقهااا بعااارر الذاارعات لمعدياااد ماان السخاااا ر ا مشيااة  
فها  تما   الداخميين والخارييين لمسخا ر التكشالايية من خلال تشسية مهاراته  التكشالايياة وزياا.   ادرته  تماى

سيتطم  ذل  من السرايعين تافير العديد من الخادمات التاعيدباة والستذاارية ذات  بالإضافة إلى ذل التقشية  
 الرمة بتم  التقشيةى تشد القيا  اسرايعة القاائ  السالية لمذرعات السطبقة لها   

رلا لمسارايعين الاداخمييين التحقق من أثار توعيال الادورين التاعيادلا والستذااوعليه يدتهدف هذا البحث، 
فى مجال الر ااة الداخمية ذات الرامة بتقيشاة سمدامة الكتال فاى مرامحة الجسااري السراريةى تماى س.راي متخاذ 

الكتسااالى الةقااةى الا تيااةى الد ااةى الرااد ى سميانيااة التتسااا.ى  معباارا عشهااا بناال ماان القاارار لجااا.  السعماماااتى 
سمدااة الكتاال مقاباال تطايردااا وتقاادبسها ماان  باال مراامحة الجساااري  سسااشا. تطبيااق تقشيااةوذلاا  فااى  اال وا ماانى 

وياا. تايثير وقاد تولال البااناال إلاى تماى ااالتى تجارييتين مداتقميين ولتحقيا  ذلا  تان الاعتسااد السررية  
سبجابى ومعشالا لتوعيل الدورين التاعيدلا والستذارلا لمسرايع الاداخمى فاى مجاال الر اااة الداخمياة ذات الرامة 

زياا.  التايثير سبجاابى لتوعيال الادور فزا  عان سمدمة الكتل تمى س.راي السداتخدمين لجاا.  السعماماات   بتقشية
التاعيدلا / الستذارلا تمى س.راي السدتخدمين لجا.  السعمامات فاى لال تطااير تقشياة سمدامة الكتال مان  بال 

 مرمحة الجساري السررية بدل من تطايردا ود.ارتها من  بل  رف خاريى  

فاا   البحااح الحااالى بزاايج .لياال تجريباال لمدراسااات الدااااقة اذااي  التحقااق ماان القيسااة السزااافة ليااه وع
ذلاا  البحااح ماهااع ادتساااا لستخااذلا  . لااذا سااتكول جتااا  لماادورين التاعياادلا والستذااار  لمساارايعين الااداخميين

ى تقشية سمدمة الكتل القرار فى مرمحة الجساري السررية والجهات الحيامية ا خرلا التى تدعى للاتتسا. تم
فااى مختماال تسمياتهااا التذااغيمية  فزاالا تاان عانهااا ماهااع ادتسااااى أبزاااى ماان  باال ا كااا.بسينى والساارايعينى 

 وواهعى الدياسات  

تقشياااة سمدااامة الكتااالى السااارايعين الاااداخميينى الااادور الستذاااارلاى الااادور التاعيااادلاى  تااياااة فالكلساااات الس
 مرمحة الجساري السرريةى السشا.  
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1. Introduction 
Digital technologies, as part of the fourth industrial revolution, such as ar-

tificial intelligence and machine learning have resulted in disruptive changes 
in business operations and have changed whole industries (Kloch and Little, 
2019). The advancement in information technology has resulted in the devel-
opment of several applications that affected businesses’ operations worldwide. 
Blockchain application is one of these developments that caused drastic 
changes in businesses. Blockchain started in 2008, when Satoshi Nakamoto 
published his white paper on cryptocurrency. It is one of the currently trend-
ing artificial intelligence applications   ema  nkova  , 2019). 

Blockchain was initially introduced to deal with transactions involving 
cryptocurrencies, such as Bitcoin, and then it was used in business practices, 
especially in tracking goods and services (Liu, et al., 2022). It is considered to 
be one of the main pillars of industry 4.0 (Deloitte, 2019). Blockchains can be 
classified into three main types according to the permission to access and edit. 
The first type is the permissionless or public blockchain, which is open to all 
participants to read and write and the identity of participants is anonymous. 
The second type is the permissioned blockchain, where only approved partic-
ipants are eligible to read and/or write and the identity of those participants is 
known. The third and last type is the private or the permissioned blockchain, 
where its access is centralized to one entity, and parties outside this entity are 
not allowed to participate (Deloitte, 2019; Liu, et al., 2022).  

Blockchains have their unique characteristics, which are decentralization, 
immutability, accountability, and offering tamper-proof audit evidence. The-
se characteristics provide advantages to this technology. For instance, offering 
tamper proof audit evidence and immutability will prevent any changes or 
modifications in the data stored on the blockchain and this will enhance the 
integrity of the information provided by the network. The infrastructure of 
the blockchain enhances the auditability of information. Information in elec-
tronic documents recorded in the blockchain is traceable and immutable, and 
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this allows auditors to test the completeness of the information (Dai and 
Vasarhelyi, 2017).  

Despite its advantages, in the form of decentralization, tamper-proof audit 
evidence, immutability, and so on, there are cybersecurity and privacy con-
cerns (Hasan, 2022). Also, blockchain technology exposes organizations to 
new and different risks (Deloitte, 2020), such as the risk of error coding, and 
51% attack. Accordingly, blockchain users might request advisory or consult-
ing services and assurance services related to blockchain application-related 
internal controls.    

Nowadays, companies are moving towards adopting blockchain technol-
ogy to benefit from its unique features and advantages. The decision to adopt 
this technology is that of the companies’ management and it is also the man-
agement’s responsibility to design and operate an effective internal control 
system. The existence of a high-quality internal audit is crucial for the effec-
tive implementation of blockchain-related internal controls.   

According to the new definition of internal auditing, internal auditors are 
expected to play new and value-added roles nowadays. These roles are be-
coming a necessity with the introduction of artificial intelligence applications, 
specifically with the introduction of Blockchains and smart contracts1. As 
blockchain applications are having several advantages, they are also having 
some security concerns. These concerns necessitate the development of 
unique internal controls that reduce and manage the control risk related to 
these applications. It is expected that internal auditors can fulfill their roles by 
providing consulting services on corporate governance, internal controls, and 
risk management related to blockchain applications. On the other hand, in-
ternal auditors may provide assurance services on whether the internal con-
trols, corporate governance, and risk management related to blockchains are 
designed and operating according to the appropriate criteria and standards.   

                                                           
1
 Smart contract is a computerized transaction protocol that performs certain actions on 

behalf of the user based on pre-determined terms (Szabo, 1994; Rozario and Thomas, 

2019) 
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It is necessary that internal auditors keep pace with information technolo-
gy advancements and focus on newer technologies (Deloitte, 2019). Accord-
ingly, they are required to adapt themselves to the opportunities and risks re-
lated to blockchain technology (Deloitte, 2019). It is expected that internal 
auditors provide their traditional assurance service, provide their trusted busi-
ness advice and participate in the anticipation and evaluation of blockchain 
risks (Deloitte, 2019).  

Internal auditors’ consulting and assurance roles on blockchain applica-
tions will add value to the organizations and will have a positive effect on the 
users’ perception of the quality of information generated from the blockchain. 
However, as information technology is becoming more complicated and re-
quires a higher level of expertise and initial investment cost, many organiza-
tions are moving towards outsourcing blockchain applications. The Egyptian 
Customs Authority is one of these organizations. Given this information, how 
will the positive effect of internal auditors’ consulting and assurance roles on 
blockchain-related internal controls will differ when these applications are 
outsourced versus the development and management of these applications by 
the Egyptian Customs Authority.  

The research questions may be formulated as follows: 

- Will the internal auditor’s assurance role on blockchain application-related 
internal controls adopted by the ECA enhance the user’s perception of in-
formation quality, in comparison with the case when there is no assurance? 

- Will the internal auditor’s consulting on blockchain application-related in-
ternal controls adopted by the ECA enhance the user’s perception of infor-
mation quality, in comparison with the case when there is no assurance? 

- Does the impact of the internal auditor’s assurance on the blockchain appli-
cation-related internal controls adopted by the ECA on the user’s percep-
tion of information quality differ in case the Blockchain application is in-
house developed versus it is outsourced? 
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- Does the impact of the internal auditor’s consulting on the blockchain ap-
plication-related internal controls adopted by the ECA on the user’s per-
ception of information quality differ in case the Blockchain application is 
in-house developed versus it is outsourced?  

This research aims to investigate the impact of internal auditor assur-
ance and consulting roles on the blockchain application-related internal con-
trols adopted by the ECA on the user’s perception of information quality, 
completeness, confidentiality, timeliness, accuracy, validity, reliability, and 
security. The researchers will analyze whether the internal auditor’s assurance 
and consulting roles on the blockchain application-related internal controls 
will enhance the usefulness of the information provided by this application 
and whether this effect will differ whether this application is outsourced or in-
house developed by the ECA.    

The importance of this research stems from the research gap related to 
the impact of blockchain technology and the related internal auditors’ con-
sulting and assurance roles on users’ perception of information quality. Prior 
studies (for example, Garanina, et al., 2021) called for future research focusing 
on the effect of blockchain on the timeliness of disclosures and noted that the 
dilemma of blockchain application in auditing lies in reaching the right 
tradeoff between the confidentiality of the information and its transparency.  

In addition, this research is of great significance due to its application to 
one of the most important governmental sectors in Egypt, which is the Egyp-
tian Customs Authority. This authority is the first one to rely on blockchain 
technology in collecting the required documents and information.  

To fulfill the research objective and to answer its questions, the 
rest of the research will be organized as follows: Section 2 will provide 
an overview of the Egyptian Customs Authority, analyze prior literature re-
lated to blockchain technology and the internal auditors’ consulting and assur-
ance roles in this regard and develop the research hypotheses. Section 3 will 
present the research methodology and experimental design. Section 4 will 
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analyze the experimental results. Section 5 will conclude and present the re-
search recommendations and implications for future research.  

2. Literature Review and Hypotheses Development 

2.1. Egyptian Customs Authority 

The Egyptian Customs Authority (ECA) is one of the bodies affiliated 
with the Ministry of Finance in accordance with Law no. 66 of 1963 and Law 
no. 12 of 1964 and their amendments. Its role extends from collecting fees 
and taxes to monitoring goods imported and exported to Egypt and from 
abroad. The ECA launched its National Single Window for Foreign Trade 
Facilitation (NAFEZA) in 2021 and the Misr Technology Services (MTS) co-
operated with CargoX to provide the Customs authority with public Ethere-
um Blockchain services for the coming five years. Permissionless or public 
blockchains are quite common in government applications so that services are 
available to all people (Bonyuet, 2020) 

According to the new Customs Law No. 207 of 2020 (Article 83), the 
minister of Finance decisions No. 222, 328, 340, and 490, of 2021, especially 
regarding the pre-registration systems of shipments, the ECA applies block-
chain technology and use CargoX as the official online document transfer 
platform as of 1/10/2021. Accordingly, Egypt is one of the first countries to 
adopt a digital ACI (Advance Cargo Information) system using blockchain 
technology. This new system is implemented to improve processing and 
clearance time and reduce costs for companies exporting goods to Egypt.  
Since the launching of this automated system, the customs processing time has 
improved by 55% (www.bloomberg.com). 

2.2. Overview of Blockchain Technology  

Blockchain technology or distributed ledger technology (Ramachandran, 
et al., 2023) is one of the key pillars of industry 4.0 (Deloitte, 2019). It is one 
of the currently trending artificial intelligence applications (Zema  nkova  , 2019) 
that started when Satoshi Nakamoto published his white paper in 2008 
(Nakamoto, 2008), introducing Bitcoin. Gurtu and Johny (2019, p. 883) de-

http://www.bloomberg.com/
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fined blockchain as “a chain of interconnected encrypted blocks”. Fanning 
and Centers (2016, p. 53) defined blockchain as “a distributed database that 
maintains a continuously growing list of data records that are hardened against 
tampering and revision, even by operators of the data store’s nodes”. It is a 
distributed ledger, where transactions and related data are stored in a series of 
blocks that form a chain. These blocks are ordered according to the transac-
tion time. The transaction in the blockchain starts when the sender creates a 
transaction and sends it to the network. Then the participants (nodes) in the 
network start to validate the transaction and a block is created and added to 
the blockchain once it is validated (Owens, 2017).  

There are unique features of blockchain technology. Blockchain technol-
ogy is cryptographic, as transactions recorded and stored in the blockchain are 
encrypted using public-private keys. Also, blockchain technology provides 
real-time transaction records because the transactions are announced on the 
network once they occur. Finally, blockchain technology hosts smart con-
tracts by using programming codes that enable transactions to be executed 
once certain conditions appear.  

Also, blockchain is also characterized by its immutability, decentralization, 
and accountability. Immutability means that when the block is completed and 
added to the blockchain, it can’t be reversed. Decentralization is achieved 
when all participants have access to the blockchain ledger. Accountability is 
achieved when the digital signature of the user binds him to the transaction 
(Rozario and Thomas, 2019). These features make this technology appealing 
for assurance purposes by providing near real-time financial reports, a secure 
set of records, a tamper-resistant audit trail, and transparency (Rozario and 
Thomas, 2019).     

There are different types of blockchains according to the permission to 
access and edit. The first type is the permissionless or public blockchain, 
which is open to all participants to read and write and the identity of partici-
pants is anonymous. In this case, the participants in the network are having 
the same copy of the ledger, and any entity (individual or organization) can 
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use its computer or mobile phone to access and participate in the network 
(Liu, et al., 2022). Despite its advantages, public blockchains have a speed 
limit in processing a large number of transactions. Bitcoin and Ethereum are 
examples of permissionless blockchains. The second type is the permissioned 
blockchain, or what is called the “semi-public”, where only approved partici-
pants are eligible to read and/or write and the identity of those participants is 
known. The third and last type is the private or the permissioned blockchain, 
where its access is centralized to one entity, and parties outside this entity are 
not allowed to participate (Deloitte, 2019).   

There are several advantages lying behind using blockchain technology in 
government applications. These advantages involve combating government 
corruption, by eliminating intermediaries and third parties, enhancing trans-
parency, reducing costs, and improving efficiency by relying on consensus 
algorithms and providing faster, permanent, and auditable reconciliation, and 
finally enhancing security by storing and managing confidential and sensitive 
information. 

Furthermore, blockchain technology, or distributed ledger technology, 
has different benefits as a result of its unique characteristics. It is expected that 
the adoption of this technology, will enhance the information quality stored 
on the blockchain (Liu et al., 2022) and will, in turn, helps in decision-
making (Ramachandran, et al., 2022).  

First, the adoption of blockchain technology will reduce the level of in-
formation asymmetry between different parties (Lev and Gu, 2016; 
Kurpjuweit, et al., 2021) because once the transaction is validated and added 
to the network, it will be available to all parties in the same form and content. 
This provides security and transparency, as any change in the data will be de-
tected easily (Rudra, 2020) and anomalies and suspicious behavior can be de-
tected easily using data analytics (Liu et al., 2022)  

Second, blockchain technology increases the level of accuracy on the 
transaction processing level (Elommal and Manita, 2022), and this will in-
crease the accuracy, reliability, and faithful representation of information rec-
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orded on the blockchain (Kokina and Davenport 2017; McCallig et al., 
2019).  

Third, the immutability feature of blockchain technology will ensure that 
information added to the blockchain will not be altered for any reason or at-
tacked by any attackers (Rudra, 2020). This feature will increase the integrity 
and precision of the information recorded on the network and will reduce the 
risk of fraud (Abdennadher et al., 2022) and earnings management (Liu et al., 
2022).  

Fourth, because of the cryptographic encryption technology, blockchain 
technology ensures financial data privacy as external participants can only ac-
cess it with authorization (Zhang and Shah, 2022). Consequently, it is ex-
pected that the accuracy of the information recorded on the blockchain will 
help managers in making better decisions and in their future projections.  

Finally, because data on the blockchain is available in real-time and users 
can access it at any time, it is expected that blockchain technology will in-
crease financial reporting timeliness (Liu, et al., 2022) 

On the other hand, blockchain technology can impose different risks. ID 
theft is one of those risks, if the private key is lost or stolen, no one can recov-
er it. Also, some legal activities, such as illegal drugs or weapons can’t be 
traced because sellers and buyers are anonymous. Although it is difficult to 
hack the records stored on the network, the programming codes and systems 
may be hacked. Also, the network is subject to a 51% attack2, which might 
occur if the hash value is short, or the number of participants is not large 
enough to avoid this attack (Li, 2017). Also, scalability is one of the problems 
related to blockchain technology, which refers to the ability of the system to 
work in case the size or volume of transactions increases. It means that the 
processing time of the blockchain will not increase even if more resources are 
added to the network (Noh, et al., 2020). In addition, one of the main chal-

                                                           
2
 51% attack or the majority rule attack means that any group with 51% computational 

power may have the opportunity to modify the history of the blockchain and insert inac-

curate data to form fraudulent transaction (Bonyuet, 2020) 
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lenges that impede the adoption of blockchain technology is the trade-off be-
tween transparency and confidentiality, as all participants in the public block-
chain have a copy of every transaction (Wang and Kogan, 2018). Finally, pro-
gramming errors and systems weaknesses are other practical problems (Ze-
ma  nkova  , 2019). Collusion risk might happen when most of the blockchain 
users control the network and retroactively change the transactions (Rozario 
and Thomas, 2019). 

In addition, the decentralization, and the absence of a third party might 
result in no one being accountable for wrong things. Also, the complexity 
behind the blockchain technology means that it will be difficult to find ex-
perts and so it will be difficult for managers to oversee the application and use 
of blockchain (Deloitte, 2020). 

Companies adopting blockchain technology will need to analyze the risks 
that are related to blockchain technology adoption and design and operate 
appropriate internal controls to address those risks and ensure that the compa-
ny will fulfill its objectives. For example, to reduce fraud and cybersecurity 
risks, organizations should operate access controls and implement suitable seg-
regation of duties between those who authorize the transaction and those 
who record it. Also, organizations should adopt preventive and detective 
controls to prevent intruders from accessing the network or detect any intru-
sion into it. Furthermore, companies should take steps to manage access to 
their private keys and implement suitable internal controls to validate the ef-
fective design and implementation of smart contracts (Deloitte, 2020). 

Blockchain technology is used in different areas, such as finance, electron-
ic voting, smart contracts, public and tax administration, and supply chain 
management. According to Francisco and Swanson (2018), blockchain tech-
nology enhances the level of supply chain transparency that allows supply 
chain managers to acquire the information that consumers are asking for and 
this will in turn will add to the company's competitive advantages. In addi-
tion, this technology will enable firms to mitigate supply chain risks by offer-
ing reliable ways to track the products throughout the supply chain process. 
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Trust is a key feature of blockchain because the data integrity and distributed 
nature of blockchain will enable its users to transact with a high degree of trust 
based on the information provided by the blockchain. Furthermore, the elim-
ination of intermediaries and third parties will reduce human errors. In this 
field, it is important to know the ownership histories, and blockchain tech-
nology will help in improving supply chains by providing a suitable infra-
structure to certify, register and track goods and services as they move 
through the supply chains (Owens, 2017). Blockchain may be suitable for 
supply chain management, as shipping companies using this technology can 
share shipping documents, such as bills of lading, sales contracts, certificates of 
origin, and other related documents immediately and safely (Gurtu and Johny, 
2019). This will help in tracking participants performing every action, ship-
ments, and deliveries without the need for intermediaries (Gurtu and Johny, 
2019). As a result, the levels of efficiency, trust, and transparency will increase 
and the cost and risk of documents being delayed, falsified, or modified will 
decrease (Kshetri, 2018). Blockchain technology will improve trust, security, 
and transparency (Gurtu and Johny, 2019; Hew et al., 2020) and will improve 
supply chain visibility and help in supply chain traceability (Francisco and 
Swanson, 2018). 

Based on this discussion, the researchers can conclude that blockchain 
technology is a disruptive technology that affects business processes and is ap-
plied in different areas. It has its own characteristics that result in its ad-
vantages, such as decentralization, immutability, accountability, cryptography, 
and tamper-proof audit evidence. It is expected that the adoption of block-
chain technology will enhance the qualitative characteristics of the infor-
mation recorded on the blockchain by enhancing its accuracy, timeliness, va-
lidity, security, reliability, and confidentiality. Despite these advantages, 
blockchain technology exposes companies adopting it to different technologi-
cal and security risks. As a result, companies adopting blockchain applications 
will need to design and implement controls that minimize those risks and will 
seek advisory and assurance services to ensure that suitable internal controls 
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are being designed and operating in a way that reduces the effect of such risks 
and to ensure that the organizations are fulfilling their objectives. It is im-
portant to highlight that this new technology has implications and conse-
quences on the responsibilities of both the external auditors and internal audi-
tors and the services they offer to the companies adopting this technology. 
Accordingly, this research paper focuses on the effect of adopting blockchain 
technology on the internal auditors’ assurance and consulting role in this re-
gard.   

2.3. Analysis of Internal Auditors’ Role in the Era of Block-

chain Technology and Hypotheses Development  

According to the IIA’s International Professional Practices Framework 
(IIA, 2017), “Internal auditing is an independent, objective assurance and 
consulting activity designed to add value and improve an organization's pro-
cesses. It helps an organization accomplish its objectives by bringing a system-
atic, disciplined approach to evaluate and improve the effectiveness of risk 
management, control, and governance processes”. This definition implies that 
the role of internal auditors is not limited to financial checks, however, they 
can play a vital role in their organizations by offering their added value assur-
ance and consulting services in different areas, risk management, control, and 
governance.  

Internal auditors’ role has been exemplified with the development of in-
formation technology and the automation of business processes. Before dis-
cussing the internal auditors’ consulting and assurance role in the blockchain 
era, it is important to analyze how this technology will affect the internal au-
ditors’ skills and work and emphasize that the role of auditors won’t disappear 
with the adoption of blockchain technology. Auditors are still required to 
provide their professional judgments and need to upgrade their skills as advi-
sors and consultants regarding different issues, such as depreciation and amor-
tization methods, accounting policies related to inventories and fair value ac-
counting, and how to recognize and report the different kinds of cryptoassets 
and transactions (Garanina, et al., 2021). Internal auditors should have an ap-
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propriate background in internal audit and accounting background and spe-
cific technical skills such as coding and cybersecurity, which are necessary to 
deal with this technology (Kloch and Little, 2019). In addition, they need to 
update their understanding of the internal and external risks related to block-
chain technology and develop their own framework to verify the blockchain 
components and to make sure that functioning correctly, such as access rights, 
encryption, smart contract transaction codes, and control and security proce-
dures (Kloch and Little, 2019; Zhang and Shah, 2022). 

It is expected that the adoption of blockchain technology will change the 
way audit and control activities will be implemented (Gauthier and Brender, 
2021). This technology will increase the auditability of accounting infor-
mation (Dai and Vasarhelyi, 2017) and auditors can benefit from this technol-
ogy from different perspectives.  

First, blockchain technology improves the reliability of the accounting in-
formation system (Alles, 2018) and the generated audit evidence, by enhanc-
ing its relevance (quality) and sufficiency (quantity). It enhances the integrity 
of audit evidence because using automated tools will increase the reliability of 
the data collection process than using traditional data collection methods. 
Blockchain technology will eliminate the need for confirmations and will in-
crease the accuracy of audit valuation and estimates (Zema  nkova  , 2019). It 
provides auditors with a tamper-proof audit trail and enhances the reliability 
of internal and external audit evidence (Rozario and Thomas, 2019). Also, 
blockchains enable auditors to store financial and nonfinancial information 
from different sources (Rozario and Thomas, 2019). 

Second, the availability of data in blockchain will make auditors save time 
spent in traditional auditing procedures, such as reconciliations and confirma-
tions, and instead will devote more time to areas that need a higher level of 
professional judgment (Kokina and Davenport, 2017), thus enhancing the 
level of audit quality. Also, they will have more time to analyze and interpret 
data, which makes it more useful for management and other decision-makers 
(Elommal and Manita, 2022).  
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Third, blockchain technology will make auditors focus on control testing 
instead of testing transactions and test all client data instead of relying on sam-
pling (Elommal and Manita, 2022; Hasan, 2022), thus enhancing the level of 
audit efficiency.  

Fourth, blockchain technology will increase financial reporting timeliness 
and reduce audit lag, as auditors’ demand for internal and external audit evi-
dence will be reduced because all data is available on the blockchain (Liu et 
al., 2022). As a result, audit efforts and fees are expected to be lower in case 
the firm being audited is using blockchain. Furthermore, blockchain technol-
ogy will help auditors to move toward continuous auditing by offering real-
time access to transaction data and records (Liu, et al., 2019; Zhang and Shah, 
2022). This will result in the instant detection of errors and anomalies and im-
provement in the related internal controls (Elommal and Manita, 2022) and 
will allow for real-time monitoring and auditing (Sheldon, 2019; Garanina, et 
al., 2021; Hasan, 2022). In addition, auditors will be able to monitor the 
changes in the blockchain continuously all over the year, and they can offer 
faster assurance and can provide timely financial information to managers and 
other internal stakeholders, and this will in turn enhance the timeliness and 
relevance of financial information recorded and used in the decision-making 
process.  

Finally, blockchain technology will push auditors towards more consult-
ing and advisory services (Bakshi, 2021). They will provide more value-added 
services and become more IT-oriented and future-looking (Brender et al., 
2019). Here, auditors can help their companies in implementing new tech-
nologies and systems, can assess the risk management process related to block-
chain, and give their companies advice to improve the internal control and 
risk management programs (Elommal and Manita, 2022) and solutions to is-
sues related to blockchain applications, such as control design, change man-
agement, and governance of blockchains. In addition, auditors might be re-
quested to provide their assurance services concerning the reliability, credibil-
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ity, and authorization process of blockchain transactions in the future 
(Garanina, et al., 2021). 

Internal auditors will offer consulting and assurance services in the new 
digitalized environment. Although the assurance role of internal auditors is 
considered an important one, however, it is expected that the internal audi-
tors’ consulting role will increase as a result of the development in the eco-
nomic and regulatory environment. Despite this, it is important to note that 
offering both roles will increase role ambiguity and will threaten the internal 
auditors’ independence and objectivity. Internal auditors’ role and scope have 
changed with digitalization. The demand for internal auditors’ consulting 
roles has increased and for internal auditors to become business partners and 
not just controllers. However, because the independence and objectivity of 
internal auditors might be threatened, it is suggested that internal auditors 
provide their advisory role without bearing any responsibility. Internal audi-
tors are in an advantageous position in the organization, as they have access to 
all systems and they are inside the organization and report to the audit com-
mittee directly (Betti and Sarens, 2020).    

Assurance services involve internal auditors’ evaluation of evidence related 
to an entity, operation, function, process, system, or any other subject matter 
in order to offer an opinion or conclusion concerning this subject matter. In-
ternal auditors determine the nature and the scope of the assurance service. 
Here, there are three parties involved in this engagement, the party that is in-
volved directly with the subject matter, the internal auditor offering the assur-
ance service, and the party that relies on the internal auditor’s assurance re-
port. Prior research investigated the added value of internal auditors’ assurance 
services and found that these services have affected the financial performance 
of the companies positively (Newman and Comfort, 2018), are perceived to 
add value from the investors’ and stakeholders’ perspectives and increase their 
confidence (Caratas and Spatariu, 2004). 

Concerning internal auditors’ role in assessing blockchain-related con-
trols, it is expected that internal auditors will play an important role in evalu-
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ating the internal controls related to the adoption of this technology. Regard-
ing the data related to blockchain, internal auditors may need to understand 
the data stored in the related blocks and review the volume of data stored and 
the speed to process this data. Also, internal auditors will need to verify the 
appropriateness of the codes to the intended purposes and verify data confi-
dentiality and privacy and validate that related structures are working proper-
ly. Concerning data storage, internal auditors are expected to evaluate the data 
storage controls and business continuity plans. Also, internal auditors will 
need to evaluate the access controls and make sure that they are adequate and 
being implemented (Kloch and Little, 2019).   

In this research, the three parties involved in the assurance on the block-
chain-related internal controls in the Egyptian Customs Authority will be: the 
blockchain adopter or manager (which might be CargoX in case of outsourc-
ing and CustomsX in case of insourcing), the internal auditor, and the deci-
sion maker in the Egyptian Customs Authority who relies on the internal au-
ditor’s assurance report to evaluate the quality of information on the block-
chain. It is worth noting that internal auditors’ assurance role in the block-
chain era might be in the form of assuring the effectiveness of the internal 
controls related to blockchain and risk management programs designed and 
operating to mitigate the different types of risks related to the adoption and 
application of blockchains. It is important to note also that although block-
chain technology features, such as decentralization, irreversibility, transparen-
cy, and tamper-proof data enhance the information quality from its users' 
point of view, there are several risks related to this technology. These risks 
might include common IT risks, coding errors, cybersecurity risks, confiden-
tiality risks, risks of fraud, and risks of data manipulation (Corazza, et al., 
2023). These risks might reduce the value of information quality stored on the 
network.  

Internal auditors might help in this regard and offer value-added services 
to their company by offering their assurance service on blockchain-related 
internal controls. Their assurance role will enhance the effectiveness of the 
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internal control system and the users’ reliance on the information presented in 
the financial statements. As a result, the financial reporting quality, measured 
by the quality of accounting information, in terms of its completeness, confi-
dentiality, timeliness, accuracy, validity, reliability, and security will be en-
hanced, and the blockchain users’ perception of the information quality is ex-
pected to be affected positively.  

Based on the discussion above, the first research hypothesis (H1) is stated 
as follows: 

H1: Internal auditor’s assurance role on blockchain application-related inter-
nal controls will have a significant positive effect on user’s perception of 
information quality in the ECA. 

On the other hand, consulting and advisory services are offered based on 
the request of the engagement client or management, who determines the 
nature and the scope of the consulting engagement. In the consulting en-
gagement, there are only two parties involved in this engagement, the en-
gagement client, who requested the consultation or advice, and the internal 
auditor who offers this advice. In this research, the Egyptian Customs Au-
thority will be the party asking for consulting services concerning blockchain-
related internal controls and the internal auditor will be the party offering this 
service. It is important to note that consulting services involve advisory-type 
services that add value to the organization and contribute toward improving 
the organization’s processes related to governance, risk management, and 
controls without having management responsibility on the side of internal 
auditors (IIA, 2017; Newman and Comfort, 2018). They may be requested to 
provide consulting services and recommendations to help management in im-
proving the control system in certain areas (Shahimi, et al., 2016) because 
they have adequate knowledge of the company they support (Rooney, et al., 
2017). 

Accordingly, it is expected that internal auditors’ consulting and advisory 
services related to blockchain application-related internal controls will have a 
positive effect on enhancing the effectiveness of the internal control system, 
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which in turn will increase the users’ reliance on the financial statements and 
their contents. As a result, the financial reporting quality, in terms of its com-
pleteness, confidentiality, timeliness, accuracy, validity, reliability, and securi-
ty will be enhanced and accordingly, the blockchain users’ perception of in-
formation quality is expected to be affected positively.  

Based on the discussion above, the second research hypothesis (H2) is stat-
ed as follows: 

H2: Internal auditor’s consulting role on blockchain application-related 
internal controls will have a significant positive effect on user’s perception of 
information quality in the ECA. 

Outsourcing3 information technology processes is an important issue to 
highlight. As blockchain technology is a new and complicated technology, 
some companies might go for outsourcing its application and management, as 
required technological skills might not be available in their information tech-
nology team. It is important to discuss the pros and cons related to outsourc-
ing blockchain technology and its insourcing. 

Concerning outsourcing information technology, prior research 
(Pankowska, 2019; Mtsweni, et al., 2021) discussed the advantages and disad-
vantages of outsourcing information technology. The advantages of infor-
mation technology outsourcing involve easier access to technical experts and 
programmers and no need for recruiting highly technical human resources.  
On the other hand, outsourcing information technology means losing control 
of the IT process (Mtsweni, et al., 2021). In addition, outsourcing might re-
sult in the loss of organizations’ valuable and confidential information, as a 
result of equipment theft or information security breaches, or lack of com-
mitment from the service provider’s side  Mtsweni, et al., 2021) that might 
put the company at risk and might expose the company to the risk of service 
provider failure (Pankowska, 2019). Also, the reliability of outsourced service 

                                                           
3
 Outsourcing is defined as “subcontracting service and manufacturing works to external 

business units” (Pankowska, 2019, p. 2) 
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is not guaranteed as it depends on the service provider (Mtsweni, et al., 2021). 
There are several barriers that may prevent the company from adopting 
blockchain technology, such as a lack of blockchain-skilled specialists or ex-
perts in the labor market or firm internal technical expertise (Kurpjuweit, et 
al., 2021)      

As for insourcing information technology, prior research concluded that 
the advantages of having information technology processes in-house involve 
more control of the processes' application and management and more techno-
logical independence. On the other hand, insourcing information technology 
requires high investment costs and the recruitment of highly technical experts 
in information technology.   

Accordingly, it is expected that internal auditors’ consulting and assurance 
services concerning blockchain internal control applications will increase the 
effectiveness of the internal control system. Also, it is expected that internal 
auditors’ roles will enhance the users’ reliance on the financial statements and 
the information provided and as a result, the financial reporting quality, and 
the accounting information, in terms of its completeness, confidentiality, 
timeliness, accuracy, validity, reliability, and security will be enhanced and 
accordingly, the blockchain users’ perception of information quality is ex-
pected to be affected positively.  However, because auditors will be highly 
concerned with the blockchain administrator, who is responsible for the 
blockchain operation and security (White, et al., 2020), and given the pros 
and cons of IT outsourcing, this positive effect might differ when the ECA 
outsources its blockchain applications than when these applications are devel-
oped and managed by the authority. Outsourcing blockchain applications 
might expose the related information to confidentiality risk and the ECA will 
lose control over the blockchain and related documents.  

Based on the discussion above, the third and fourth research hypotheses 
are stated as follows: 

H3: The significant positive effect of the internal auditor’s assurance role on 
blockchain application-related internal controls on user’s perception of 
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information quality in the ECA will differ when the blockchain applica-
tion is outsourced than when it is developed in-house. 

H4: The significant positive effect of the internal auditor’s consulting role on 
blockchain application-related internal controls on user’s perception of 
information quality in the ECA will differ when the blockchain applica-
tion is outsourced than when it is developed in-house. 

3. Research Methodology 

3.1. Participants  

The initial target population of this study was the managers and decision 
makers at the ECA in Egypt. After making a pilot study on the targeted deci-
sion makers, the response rate was very low, and it was difficult to conduct 
the experiment on the targeted participants. As a result, the researchers chose 
the MBA students and the faculty members at the Faculty of Business, Alex-
andria University as a proxy of managers and decision makers to conduct the 
experimental study (Besuglov and Crasselt, 2021).  

The initial sample was 134 participants (84 MBA students with profes-
sional background and 50 faculty members). After excluding the participants 
who failed to answer at least one of the two manipulation check questions 
correctly, the final sample was 105 participants (70 MBA students and 35 fac-
ulty members) distributed among two groups: Group (1) which is the Assur-
ance Group and it includes 60 participants, and Group (2) which is the 
Consulting Group, and it includes 45 participants.   

3.2. Experimental Task and Design 

To test the research hypotheses and investigate the effect of internal audi-
tors’ assurance and consulting roles regarding blockchain application related 
internal controls on users’ perception of information quality, two 3X1 within 
subjects experimental design were designed. The first experiment was for the 
assurance role of internal auditors and the second one was for the consulting 
role of internal auditors.   
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The two independent experiments were being conducted parallel to each 
other and run through three stages (cases) as follows, where each stage is rep-
resenting a specific case:  

- Stage (1) (No Internal Audit):  

Participants in both experiments were presented with the materials explaining 
the case of the ECA and its reliance on the blockchain application supported 
by an external party (CargoX Company) to benefit from its advantages and 
reduce the risk of incomplete or incorrect data. After the participants read the 
case and understand it thoroughly, they are requested to answer the related 
questions which are divided into two parts, the first one is dealing with their 
understanding of the case and how they evaluate the situation of the ECA. 
Participants are asked to evaluate the risk level, the situation of the ECA as a 
result of using blockchain technology, the advantages related to using block-
chain in the forms of tracking goods in real-time and reducing the potential of 
fraud. The second part of the questions is related to their reliance on CargoX 
report to take their decision and their perception of information quality (relia-
bility, confidentiality, accuracy, completeness, validity, timeliness, and securi-
ty) (Rasool and Warraich, 2018; Al-Dmour, et al., 2019). 

- Stage (2) (Internal Audit – Outsourcing):  

Participants were presented with an additional information related to internal 
auditor’s role, where the case shows that the board of the ECA asked the in-
ternal audit department to offer an assurance (consulting) service related to the 
blockchain application related controls hosted by CargoX company. After 
reading the case, participants were asked a manipulation check question relat-
ed to the type of the internal auditor report (whether an assurance report or a 
consulting report) to make sure that they have read and understood the case 
presented to them. Then participants were asked to evaluate the risk level that 
ECA is facing on a scale ranging from 0 to 100, and whether they agree on 
the statement saying that ECA is in advantageous position and to what extent 
they can rely on CargoX report and the related assurance (consulting) internal 
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auditor report to take their decisions. Finally, they are asked to evaluate the 
different information characteristics related to information quality in this case. 

- Stage (3) (Internal Audit – Insourcing):  

Additional information related to the development of the blockchain applica-
tion was presented to participants, where in this stage, the ECA is able to de-
velop the blockchain application by the information technology team (in-
sourcing) instead of outsourcing it to an external party (CargoX). In this case 
the blockchain application will be given a new name which is CustomsX. Af-
ter that, participants were asked a manipulation check question so as to make 
sure that they have read the case carefully and understood it. The manipula-
tion check question was related to the developer of the blockchain application 
(whether it is an external party or the IT team at the ECA). Then participants 
were asked again to evaluate the risk level, whether the ECA is in an advanta-
geous position and their reliance on the CustomsX report delivered by the 
internally developed blockchain application and the internal auditor’s report 
in taking their decisions. Finally, participants were asked to evaluate the char-
acteristics of information quality as a result of this added information. 

It is important to mention that when the researchers test their research 
hypotheses related to the impact of internal auditor’s role  whether assurance 
or consulting role) on the user’s perception of information quality, they com-
pared the responses of the participants related to the questions of risk level and 
reliance on CargoX report to support their justification of their results. This is 
in addition to the significant differences in the participants responses related to 
the characteristics of information quality. It is expected that if participants 
viewed the value-added role of internal auditors (whether the assurance or the 
consulting role), they will reduce their assessment to the risk level that the 
ECA is facing and will increase their reliance on the CargoX report. In addi-
tion, users’ perception of information quality will be significantly higher 
when the internal auditor’s report is added to the CargoX report than when it 
is not available. 
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Figure 1: Experimental Groups 

Source: The Researchers 

Concerning the moderating effect of outsourcing the blockchain applica-
tion on the relationship between the internal auditor’s role and the user’s per-
ception of information quality, the researchers are expecting that the risk level 
assessed by the participants will be reduced significantly as a result of develop-
ing and managing the blockchain application by the IT team at the ECA in-
stead of outsourcing it so as to maintain the confidentiality and security of re-
lated information. In addition, the researchers are expecting that the reliance 
on the CustomsX report will be significantly higher than that on the CargoX 
report and the participants’ perception of information quality will be higher in 
the insourcing case than that in the outsourcing case. 

Based on Figure (1), it can be noted that the following experimental cases are 
developed: 

- Case (1) when there is no internal audit report available and the blockchain 
application is outsourced (NO),  

- Case (2) when the internal audit report is presented to the participants of the 
assurance group (AO), and the consulting group (CO), and   

- Case (3) when the developer of the blockchain application is the IT team at 
the ECA and the internal audit report is presented to the assurance group 
(AI) and the consulting group (CI).  

Outsourcing of 

Blockchain 

Application 

Internal 

Auditor’s Role 
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3.3. Research Variables: 

3.3.1. Independent Variables: 

-  Internal auditors’ assurance role on blockchain application-related 
internal controls:  

This variable was manipulated when the experimental case developed will 
show that the internal auditor is presenting an assurance report on the block-
chain application related internal controls. The researchers will compare the 
average user’s responses to the information quality-related questions in case 
the internal auditor is providing an assurance report on blockchain application 
(AO) than when this assurance report is not provided (NO) (Stevenson, 
2020). 

- Internal auditors’ consulting role on blockchain application-related 
internal controls:  

This variable was manipulated when the developed experimental case shows 
that the internal auditor is presenting a consulting report on the blockchain 
application related internal controls. The researchers will compare the average 
user’s responses to the information quality-related questions in case the inter-
nal auditor is providing a consulting report on blockchain application (CO) 
than when this consulting report is not provided (NO) (Stevenson, 2020). 

3.3.2. Dependent variable: 

-  User’s perception of information quality:  

This variable will be measured by the average responses of participants on the 
following statements: 

1) Please assess the degree of the reliability of data provided to the ECA rang-
ing from low to high. 

0 ------10------20------30------40------50------60------70------
80------90------100 
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2) Please assess the degree of the confidentiality of data provided to the ECA 
ranging from low to high. 

0------10------20------30------40------50------60------70------
80------90------100 

3) Please assess the degree of the accuracy of data provided to the ECA rang-
ing from low to high. 

0 ------10------20------30------40------50------60------70------
80------90------100 

4) Please assess the degree of the completeness of data provided to the ECA 
ranging from low to high. 

0 ------10------20------30------40------50------60------70------
80------90------100 

5) Please assess the degree of the validity of data provided to the ECA ranging 
from low to high. 

0 ------10------20------30------40------50------60------70------
80------90------100 

6) Please assess the degree of the timeliness of data provided to the ECA rang-
ing from low to high. 

0 ------10------20------30------40------50------60------70------
80------90------100 

7) Please assess the degree of the security of data provided to the ECA ranging 
from low to high. 

0 ------10------20------30------40------50------60------70------
80------90------100 
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3.3.3. Moderating variable: 

- Outsourcing of Blockchain application:  

This variable was manipulated by changing the developer of the blockchain 
application, where users are presented with information showing that the de-
veloper of the blockchain application is CargoX company (outsourcing) or 
the information technology team at the ECA (CustomsX) (insourcing). 

The researchers will compare the participants’ responses to the information 
quality related questions in the second case, when blockchain application is 
outsourced (AO) (CO) with that in the third case when the application is in-
house developed (AI) (CI) respectively (Stevenson, 2020). 

Research Model 

 
Figure 2: Research Model 

Source: The Researchers 

4. Experimental Results 

4.1. Manipulation and Attention Check Questions 

The researchers asked participants in the two groups one manipulation 
check question in Case (2) (Outsourcing) regarding the type of the internal 
audit report presented to them so as to make sure that participants know the 
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role of internal auditors inside the ECA and another manipulation check 
question in Case (3) (Insourcing) regarding the developer of the blockchain 
application so as to make sure that they understood that the developer in the 
third case has changed to be the IT team at the ECA.  

Also, participants of both groups were asked in Case (1) (NO) only to as-
sess the potential of fraud and benefits associated with using blockchain tech-
nology in the form of data transparency, and real time tracking of goods so as 
to make sure that they understood the pros and cons of relying on such tech-
nology. In addition, participants of both groups were asked to assess the risk 
level that the ECA is facing, to what extent they can rely on CargoX report 
(in cases 1 and 2) and on CustomsX report (in case 3) and on the internal audit 
report (in cases 2 and 3) to take their decisions. 

Then to test the users’ perception of information quality, the researchers 
asked the participants to assess the reliability, confidentiality, accuracy, com-
pleteness, validity, timeliness, and security of data under the three different 
experimental cases (Stevenson, 2020). 

4.2. Descriptive Statistics 

In this section, the researchers will present the descriptive statistics of the 
participants’ demographic data of both groups and their responses to the dif-
ferent questions. 

It is clear from Table (1) (Panel A) that there are 70 participants out of 105 
participants (66.7%) with professional background. 40% of the participants has 
less than 10 years of experience in their work. Only 16.2% of the participants 
hold certified degrees, while 83.8% don’t hold any professional certificates. 65 
males (61.9%) participated in the experimental study. 80% of the participants 
are having an average or above average experience in IT. As for the experi-
ence in blockchain technology, it can be noticed that 42.9% of the partici-
pants are having an average or above average experience.  

Concerning the average responses of the participants on the supplemen-
tary questions in Case (1), it can be observed that in this case, when the Car-
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goX report is available while the internal audit role doesn’t exist, participants 
perception regarding the advantageous position of the ECA is ranging from 2 
to 3 and they agree that using blockchain technology will help in data trans-
parency and tracking goods in real time (median = 4), however, participants 
are still concerned that the potential of fraud is likely (median = 4). 

Table 1: Descriptive Statistics 

Panel A: Demographic Data 

Variable  Frequency Percent Cumulative 

Percent 

Background 

Professional 70 66.7 66.7 

Academic 35 33.3 100 

 105 100.0  

Years of Ex-

perience 

Less than 5 years 20 19.0 19.0 

From 5 years to less than 

10 years 
22 21.0 40.0 

From 10 years to less than 

15 years 
39 37.1 77.1 

From 15 years and over 24 22.9 100.0 

 105 100.0  

Certification 

Yes 17 16.2 16.2 

No 88 83.8 100.0 

 105 100.0  

Gender 

Male 65 61.9 61.9 

Female 40 38.1 100.0 

 105 100.0  

Experience 

in IT 

Much worse than average 6 5.7 5.7 

Worse than average 9 8.6 14.3 

Somewhat worse than 

average 
6 5.7 20.0 

Average 41 39.0 59.0 

Somewhat better than av-

erage 
19 18.1 77.1 

Better than average 23 21.9 99.0 

Much better than average 1 1.0 100.0 

 105 100.0  

Experience 

in Block-

chain Tech-

nology 

Much worse than average 15 14.3 14.3 

Worse than average 33 31.4 45.7 

Somewhat worse than 

average 
12 11.4 57.1 

Average 30 28.6 85.7 

Somewhat better than av-

erage 
6 5.7 91.4 

Better than average 6 5.7 97.1 

Much better than average 3 2.9 100.0 

 105 100.0  
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Panel B: Categorical Variables (Supplementary Questions)  

 Whole Sample Assurance sample Consulting sample 

 Median 
Standard 

Deviation 
Median 

Standard 

Deviation 
Median 

Standard 

Deviation 

Advantageous 

position 
2.00 1.03 2.00 0.93 3.00 1.12 

Information 

transparency 
4.00 0.89 4.00 0.85 4.00 0.94 

Real-time track-

ing goods 
4.00 0.78 4.00 0.88 4.00 0.62 

Potential of fraud 4.00 0.79 4.00 0.82 4.00 0.74 
 

Panel C: Continuous Variables (Main Questions) - Assurance Group 

 Case (1) Case (2) Case (3) 

 Mean 
Standard 

Deviation 
Mean 

Standard 

Deviation 
Mean 

Standard 

Deviation 

Risk level 74.33 21.10 46.67 22.89 39.50 31.54 

Reliance on CargoX 

(CustomsX) report 
44.83 21.03 66.50 17.55 79.00 18.75 

Reliance on Internal 

audit report 
  72.67 15.17 80.00 17.07 

Reliability 45.00 20.46 70.33 14.84 81.17 16.98 

Confidentiality 40.83 26.44 57.67 25.40 82.33 17.31 

Accuracy 47.17 21.32 68.67 15.89 81.67 16.48 

Completeness 54.83 23.25 70.00 17.47 79.75 18.56 

Validity 47.50 20.39 69.67 15.83 81.50 16.96 

Timeliness 61.17 22.18 73.17 15.13 82.17 14.97 

Security 39.00 25.82 61.67 23.37 82.67 17.55 

Quality of information 47.93 17.92 68.25 13.70 81.60 15.80 
 

Panel D: Continuous Variables (Main Questions) - Consulting Group 

 Case (1) Case (2) Case (3) 

 Mean 
Standard 

Deviation 
Mean 

Standard 

Deviation 
Mean 

Standard 

Deviation 

Risk level 69.78 19.01 51.33 19.38 44.00 28.56 

Reliance on CargoX (Cus-

tomsX) report 
56.89 19.40 62.89 17.27 76.44 18.24 

Reliance on Internal audit 

report 
  70.22 17.25 75.56 19.25 

Reliability 56.89 22.14 62.22 18.57 78.22 14.19 

Confidentiality 46.89 26.36 55.11 24.09 80.44 16.09 

Accuracy 59.33 23.49 64.67 17.40 80.44 12.96 

Completeness 58.67 23.41 65.78 18.28 79.33 13.04 

Validity 58.00 23.32 63.78 16.28 81.11 13.69 

Timeliness 70.44 22.76 72.89 15.61 81.11 13.01 

Security 50.22 25.27 57.78 22.95 81.56 15.66 

Quality of information 57.20 20.63 64.07 15.54 80.32 12.65 
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As for the main questions related to users’ perception of information 
quality and supporting questions relating to their evaluation of risk level and 
reliance on the blockchain report and internal audit report, it can be noticed 
that in Panels C and D, which show the average participants’ responses of the 
assurance and consulting groups respectively on the aforementioned questions 
in the three cases, participants’ evaluation of risk level facing the ECA is high-
er in Case (1) and then it is reduced in Case (2) and is reduced again in Case 
(3). Also, participants’ reliance on CargoX report is higher in Case  2) when 
the internal audit report is presented than that in Case (1) when there is no 
internal audit report. Their reliance on CustomsX report increased signifi-
cantly in Case (3) in comparison to their reliance on CargoX report in Case 
 2). Also, participants’ reliance on internal audit report is greater in Case  3) in 
comparison to that in Case  2). As for the participants’ evaluation of the dif-
ferent information quality characteristics, Table (1) revealed an increase of the 
participants’ perception of all information quality characteristics as we move 
from Case  1) towards Case  3). It is important to note that the participants’ 
evaluation of information confidentiality and security have shown a noticea-
ble increase as participants move from Case (2) to Case (3), which is as ex-
pected because the ECA starts to develop the blockchain application in-house 
instead of outsourcing it. 

Reliability Statistics 

The researchers checked the reliability of participants’ responses on the 
different questions related to the three cases using Cronbach’s Alpha. As 
shown in Table  2), Cronbach’s Alpha statistic is higher than 89% for all ques-
tions and for the main questions (related to information quality characteristics) 
of the whole sample and for the assurance sample (Group 1) and the consult-
ing sample (Group 2) (Suryandari and Yuesti, 2017).  
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Table 2: Reliability Statistics 

 Cronbach’s Alpha 
Number of 

items 

No. of 

cases 

All sample (main questions) 0.929 21 105 

All sample (all questions) 0.912 35 105 

Group (1) Assurance (main 

questions) 
0.915 21 60 

Group (1) Assurance (all 

questions) 
0.895 35 60 

Group (2) Consulting (main 

questions) 
0.949 21 45 

Group (2) Consulting (all 

questions) 
0.933 35 45 

  

Sampling Adequacy and Factor Analysis  

To test the sampling adequacy and check whether the 7 questions related 
to information quality characteristics are measuring one variable, which is the 
user’ perception of information quality, so as to compute a score or an index 
of the participant’s responses  average of responses of each participant of the 7 
questions), the researchers made a factor analysis and calculated the KMO 
measure of sampling adequacy for each of the three cases. It is clear from Ta-
ble (3) (Panel A) that the KMO statistic is high (ranging from 88.3% to 93.2%) 
and significant (Sig. = 0.000), indicating that the samples for the three cases are 
adequate for analysis (Oberoi, et al., 2022). 

In addition, the factor analysis in Table (3) (Panel B) which is made on the 
participants’ responses to the information quality characteristics questions in 
the three cases showed that there is one variable, which is the user’s percep-
tion of information quality. Accordingly, a new variable is developed which is 
the user’s perception of information quality through averaging the partici-
pant’s responses to the 7 questions related to information quality in each case. 
This variable resulted in a level of user’s perception of information quality in 
the three experimental cases. 
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Table 3: Sampling Adequacy and Factor Analysis 

Panel A: KMO and Bartlett's Test 

  
No Internal 

Audit 

Internal Audit 

- Outsourcing 

Internal Audit 

- Insourcing 

Kaiser-Meyer-

Olkin Measure of 

Sampling Ade-

quacy. 

 0.887 0.883 0.932 

Bartlett's Test of 

Sphericity 

Approx. 

Chi-Square 
556.892 558.073 919.785 

 df 21 21 21 

 Sig. 0.000 0.000 0.000 

Panel B: Component Matrix 

 
No Internal Au-

dit 

Internal Audit - 

Outsourcing 

Internal Audit 

- Insourcing 

 1 1 1 

Reliability 0.871 0.857 0.939 

Confidentiality 0.778 0.708 0.890 

Accuracy 0.916 0.926 0.945 

Completeness 0.837 0.898 0.933 

Validity 0.903 0.877 0.925 

Timeliness 0.654 0.615 0.878 

Security 0.838 0.806 0.919 
 

4.3. Preliminary Analysis 

To make a preliminary analysis and investigate whether there are signifi-
cant differences between the participants’ perception of information quality in 
the three dependent experimental cases in the two experimental groups (As-
surance and Consulting), the researchers used Friedman test, which is a non-
parametric test used to investigate the significant differences between more 
than 2 dependent samples. 

As presented in table (4), there are significant differences in the responses 
of the participants in the assurance group concerning their evaluation of the 
information quality. It is clear from the table that the participants’ evaluation 
of information quality is higher in the second case (AO) (2.13) than that in the 
first case (NO) (1.08) and their evaluation in the third case (AI) (2.78) is high-
er than that in the second case (AO) and the differences in the participants’ 
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evaluation of information quality between the three cases are significant (Chi-
Square = 88.300, Asymp. Sig. = 0.000).  

Table 4: Friedman Test Results Comparing the Participants’ 

Evaluation of Information Quality among the Three Cases        

(Assurance Group) 

 Mean Rank N Chi-Square df Asymp. Sig. 

Quality of Information 

(NO) 
1.08 

60 88.300 2 0.000 
Quality of Information 

(AO) 
2.13 

Quality of Information 

(AI) 
2.78 

 

Additionally, there are significant differences in the responses of the par-
ticipants in the consulting group concerning their evaluation of information 
quality. Table  5) revealed that the participants’ evaluation of information 
quality is higher in the second case (CO) (1.80) than that in the first case (NO) 
(1.46) and their evaluation in the third case (CI) (2.74) is higher than that in 
the second case  CO) and the differences in the participants’ evaluation of in-
formation quality between the three cases are significant (Chi-Square = 
41.699, Asymp. Sig. = 0.000).  

Table (5) Friedman Test Results Comparing the Participants’ 

Evaluation of Information Quality among the Three Cases      

(Consulting Group) 

 Mean Rank N Chi-Square df Asymp. Sig. 

Quality of Information 

(NO) 
1.46 

45 41.699 2 0.000 
Quality of Information 

(CO) 
1.80 

Quality of Information 

(CI) 
2.74 

 

4.4. Hypotheses Testing 

4.4.1. Testing (H1) 

To test the first research hypothesis (H1), which expects that the assurance 
role of internal auditor is valued from the users’ point of view and will signifi-
cantly and positively affect their perception of information quality, the re-
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searchers developed a score for the information quality. This score is the aver-
age of each participant’s responses to the questions related to the characteris-
tics of information quality (reliability, confidentiality, accuracy, completeness, 
validity, timeliness, and security). In addition, the researchers compared the 
participant’s responses concerning the evaluation of his/her evaluation of risk 
level that the ECA is facing and his/her reliance on the CargoX report as a 
result of issuing the assurance report by the internal auditor in the second case 
(AO) with his/her responses to the same issues in the first case (NO).  

The researchers used Wilcoxon Signed rank test, which is a nonparamet-
ric test used to test whether there are significant differences in the responses of 
two dependent samples, to test the significance of the differences in the users’ 
responses on the risk level, reliance on CargoX report and their perception of 
the information quality between the first case (NO) and the second case (AO). 

Table 6: Wilcoxon Signed Ranks Test Results Comparing the    
Users’ Perception of Information Quality in the Assurance –    

Outsourcing (AO) Case / No Internal Audit (NO) Case 

  N 
Mean 

Rank 

Sum of 

Ranks 
Z 

Asymp. Sig. 

(2-tailed) 

Risk level (AO) - 

Risk level (NO) 

Negative 

Ranks 
48

a 
30.20 1449.50 

-5.334
j 

0.000 
Positive 

Ranks 
8

b 
18.31 146.50 

Ties 4
c 

  

Total 60   

Rely on CargoX 

(AO) - Rely on 

CargoX (NO) 

Negative 

Ranks 
8

d 
18.50 148.00 

-5.256
k
 0.000 

Positive 

Ranks 
47

e 
29.62 1392.00 

Ties 5
f 

  

Total 60   

Quality of infor-

mation (AO) - 

Quality of Infor-

mation (NO) 

Negative 

Ranks 
2

g 
11.25 22.50 

-6.571
k
 0.000 

Positive 

Ranks 
58

h 
31.16 1807.50 

Ties 0
i 

  

Total 60   

 



Dr. Hebatallah Badawy, Dr. Noha Mohamed Zaki                                                The Effect of Internal Auditor Assurance…… 
 

 

37 
 

As shown in Table (6), there is a significant difference between the partic-
ipants’ evaluation of the risk level that the ECA is facing    = -5.334, Asymp. 
Sig. = 0.000) and the participants’ evaluation of the risk level is at a lower level 
in the second case (AO) than that in the first case (NO), indicating that the 
internal auditor’s report contributed towards reducing the participants’ per-
ception of the risk level that the ECA is facing. In the same context, there is a 
significant difference in the participants’ reliance on the blockchain report is-
sued by CargoX company in the second case (AO), when internal auditors 
issue their assurance report than that in the first case (NO) when the internal 
audit report is not available (Z = -5.256, Asymp. Sig. = 0.000). This result is 
consistent with the participants’ evaluation of information quality which is 
significantly higher (Z = -6.571, Asymp. Sig. = 0.000) in case the assurance 
report is issued by the internal auditors in the second case than that when it is 
not available in the first case, which implies that internal auditors’ assurance 
service is highly valued by decision makers and users of blockchain reports.   

This result is in line with prior research findings (Caratas and Spatariu, 
2004; Newman and Comfort, 2018) which provided evidence that the inter-
nal auditors assurance services have a positive effect on their companies’ fi-
nancial performance and investors’ and other stakeholders’ confidence and 
add value to their users and decision makers.  

Accordingly, the first research hypothesis (H1), which states that “Internal 
auditor’s assurance role on blockchain application-related internal controls 
will have a significant positive effect on user’s perception of information 
quality in the Egyptian Customs Authority” is supported. 

4.4.2. Testing (H2) 

To test the second research hypothesis (H2), which expects that the con-
sulting role of internal auditor is valued from the users’ point of view and will 
significantly and positively affect their perception of information quality, the 
researchers used Wilcoxon Signed rank test to test the significance of the dif-
ferences in the users’ responses on the 7 questions related to information qual-
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ity between the first case (NO) and the second case (CO) of the second ex-
periment.  

As presented in Table  7), participants’ perception of the risk level the 
ECA is facing is significantly reduced (Z = -4.365, Asymp. Sig. = 0.000) when 
the consulting report is issued by the internal auditors. Consistently, their reli-
ance on the CargoX report (Z = -1.876, Asymp. Sig. = 0.061) and their per-
ception of information quality (Z = -3.043, Asymp. Sig. = 0.002) have in-
creased significantly when the internal auditors’ consulting report accompa-
nied the CargoX report issued on the blockchain application related internal 
controls (CO) in comparison to that in the case when the internal auditor re-
port is not provided (NO). This result indicates that users of blockchain re-
ports perceive the consulting and advisory services of internal auditors as value 
added services that contribute towards increasing their trust and confidence in 
the blockchain output and related internal controls.  

This result is consistent with prior research findings (Newman and Com-
fort, 2018) which demonstrate that internal auditors’ consultative roles are 
perceived to add value to their organizations. 

Accordingly, the second research hypothesis (H2), which states that “In-
ternal auditor’s consulting role on blockchain application-related internal 
controls will have a significant positive effect on user’s perception of infor-
mation quality in the Egyptian Customs Authority” is supported. 

 

 

 

 

 

 



Dr. Hebatallah Badawy, Dr. Noha Mohamed Zaki                                                The Effect of Internal Auditor Assurance…… 
 

 

39 
 

Table 7: Wilcoxon Signed Ranks Test Results Comparing the   

Users’ Perception of Information Quality in the Consulting -       

Outsourcing (CO) Case / No Internal Audit (NO) Case 

  N 
Mean 

Rank 

Sum of 

Ranks 
Z 

Asymp. 

Sig. (2-

tailed) 

Risk level (CO) 

- Risk level 

(NO) 

Negative 

Ranks 
32

a 
19.03 609.00 

-4.365
j
 0.000 Positive Ranks 4

b 
14.25 57.00 

Ties 9
c 

  

Total 45   

Rely on CargoX 

(CO) - Rely on 

CargoX (NO) 

Negative 

Ranks 
12

d 
16.83 202.00 

-1.876
k
 0.061 Positive Ranks 23

e 
18.61 428.00 

Ties 10
f 

  

Total 45   

Quality of in-

formation (CO) - 

Quality of In-

formation (NO) 

Negative 

Ranks 
15

g 
14.73 221.00 

-3.043
k
 0.002 Positive Ranks 28

h 
25.89 725.00 

Ties 2
i 

  

Total 45   

 

4.4.3. Testing (H3) 

To test the third research hypothesis (H3), which assumes that the signifi-
cant and positive effect of the internal auditor’s assurance role concerning the 
blockchain application related internal controls will differ when the block-
chain application is developed by an external party (CargoX) than when it is 
developed and managed by the ECA (CustomsX), the researchers used Wil-
coxon Signed rank test to test whether there are significant differences in the 
participants’ responses concerning their evaluation of the risk level the ECA is 
facing, reliance on blockchain report and perception of information quality in 
the third case (AI) with that in the second case (AO) of the first experiment.  

Table  8) shows that participants’ perception of the risk level the ECA is 
facing is significantly reduced (Z = -2.037, Asymp. Sig. = 0.042) when the 
blockchain application is insourced (AI) than that when it is outsourced (AO). 
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Consistently, their reliance on the CustomsX report (Z = -4.194, Asymp. Sig. 
= 0.000) and their perception of information quality (Z = -5.360, Asymp. Sig. 
= 0.000) have shown a significant increase when the blockchain application is 
developed and managed by the ECA and the assurance report is issued by the 
internal auditors on the blockchain application related internal controls (AI) 
than that when the blockchain application is hosted by an external party 
 AO). This result is consistent with the researchers’ expectation that infor-
mation users will have more trust in the blockchain application related inter-
nal controls when the application is developed in-house. Confidentiality of 
information is of paramount importance to decision makers at the ECA, espe-
cially that this information is highly confidential and requires higher security 
levels.  

Table 8: Wilcoxon Signed Ranks Test Results Comparing the    

Users’ Perception of Information Quality in the Assurance –      

Insourcing (AI) Case / Assurance – Outsourcing (AO) Case 

  N 
Mean 

Rank 

Sum of 

Ranks 
Z 

Asymp. Sig. 

(2-tailed) 

Risk level (AI) - 

Risk level (AO) 

Negative 

Ranks 
33

a 
24.71 815.50 

-2.037
j 

0.042 
Positive 

Ranks 
16

b 
25.59 409.50 

Ties 11
c 

  

Total 60   

Rely on Cus-

tomsX (AI) - 

Rely on CargoX 

(AO) 

Negative 

Ranks 
9

d 
20.33 183.00 

-4.194
k 

0.000 
Positive 

Ranks 
39

e 
25.46 993.00 

Ties 12
f 

  

Total 60   

Quality of infor-

mation (AI) - 

Quality of Infor-

mation (AO) 

Negative 

Ranks 
10

g 
18.70 187.00 

-5.360
k 

0.000 
Positive 

Ranks 
50

h 
32.86 1643.00 

Ties 0
i 

  

Total 60   
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Accordingly, the third research hypothesis (H3), which states that “The 
significant and positive effect of the Internal auditor’s assurance role on block-
chain application-related internal controls on user’s perception of information 
quality in the Egyptian Customs Authority will differ when the blockchain 
application is outsourced than when it is developed in-house” is supported. 

4.4.4. Testing (H4) 

To test the fourth research hypothesis (H4), which assumes that the signif-
icant and positive effect of the internal auditor’s consulting role concerning 
the blockchain application related internal controls will differ when the 
blockchain application is developed by an external party (CargoX) than when 
it is developed and managed by the ECA (CustomsX), the researchers used 
Wilcoxon Signed rank test to test whether there are significant differences in 
the participants’ responses concerning their evaluation of the risk level the 
ECA is facing, reliance on Blockchain report and perception of information 
quality in the third case (CI) with that in the second case (CO) of the second 
experiment.  

As shown in Table  9), participants’ perception of the risk level the ECA is 
facing is significantly reduced (Z = -2.017, Asymp. Sig. = 0.044) when the 
blockchain application is insourced (CI) than that when it is outsourced (CO). 
Consistently, their reliance on the CustomsX report (Z = -4.021, Asymp. Sig. 
= 0.000) and their perception of information quality (Z = -5.035, Asymp. Sig. 
= 0.000) have increased significantly when the blockchain application is de-
veloped and managed by the ECA and the consulting report is issued by the 
internal auditors on the blockchain application related internal controls (CI) 
than that when the blockchain application is hosted by an external party 
(CO).  

This research finding confirmed prior research results (Mtsweni, et al., 
2021) which highlighted that possibility of losing confidential information as a 
disadvantage of outsourcing information technology applications. Users and 
decision makers of IT applications value the confidentiality and security of 



Dr. Hebatallah Badawy, Dr. Noha Mohamed Zaki                                                The Effect of Internal Auditor Assurance…… 
 

 

42 
 

information when these applications are developed and managed in-house 
than when they are outsourced to an external party.  

Table 9: Wilcoxon Signed Ranks Test Results Comparing the   

Users’ Perception of Information Quality in the Consulting –     

Insourcing (CI) Case / Consulting – Outsourcing (CO) Case 

  N 
Mean 

Rank 

Sum of 

Ranks 
Z 

Asymp. Sig. 

(2-tailed) 

Risk level (CI) - 

Risk level (CO) 

Negative 

Ranks 
26

a 
22.48 584.50 

-2.017
j 

0.044 
Positive 

Ranks 
15

b 
18.43 276.50 

Ties 4
c 

  

Total 45   

Rely on Cus-

tomsX (CI) - 

Rely on CargoX 

(CO) 

Negative 

Ranks 
9

d 
11.61 104.50 

-4.021
k 

0.000 
Positive 

Ranks 
30

e 
22.52 675.50 

Ties 6
f 

  

Total 45   

Quality of infor-

mation (CI) - 

Quality of Infor-

mation (CO) 

Negative 

Ranks 
5

g 
8.40 42.00 

-5.035
k 

0.000 
Positive 

Ranks 
36

h 
22.75 819.00 

Ties 4
i 

  

Total 45   

 

Accordingly, the fourth research hypothesis (H4), which states that “The 
significant and positive effect of the Internal auditor’s consulting role on 
blockchain application-related internal controls on user’s perception of in-
formation quality in the Egyptian Customs Authority will differ when the 
blockchain application is outsourced than when it is developed in-house” is 
supported.   

4.5. Other Analyses 

In this section, the researchers will made additional analyses to add more 
insights to the research results. These analyses involve using parametric test 
which is t-test so as to test the significant differences between the participants’ 
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responses in the different experimental cases. Also, the researchers will inves-
tigate the significant differences between the internal auditors’ assurance and 
consulting roles on the users’ perception of information quality. Finally, the 
researchers will investigate whether the effect of internal auditors’ roles on the 
users’ perception of information quality will differ according to participants’ 
experience level (experienced versus inexperienced) and according to their 
background (professional versus academic). 

4.5.1. Using T-Test to Test the Research Hypotheses (Assurance Role) 

After using one sample t-test to examine the added value of the internal 
auditor assurance role regarding the blockchain related internal controls 
(Sanchez, et al., 2012), Table (19) confirms the research results and provided 
evidence that the internal auditors’ assurance role has a positive and significant 
effect on users’ perception of information quality (Mean = 68.25, t = -9.108, 
Sig. = 0.000). 

Table 10: T-Test Results Comparing the Effect of Internal Auditors’ 

Assurance Role on Users’ Perception of Information Quality  

Paired Samples Statistics 

  Mean N Std. Dev Std. Error Mean 

Pair (1) 

Quality of Information 

(NO) 
47.9295 60 17.92137 2.31364 

Quality of Information 

(AO) 
68.2500 60 13.69688 1.76826 

Pair (2) 

Quality of Information 

(AO) 
68.2500 60 13.69688 1.76826 

Quality of Information (AI) 81.6073 60 15.79449 2.03906 

Paired Samples Test 

     

95% Confidence 

interval of the 

differ 

t df 
Sig. (2-

tailed) 

  Mean 
Std. 

Dev 

Std. 

Error 

Mean 

Lower Upper    

Pair 

(1) 

Quality of Infor-

mation (NO) - 

Quality of Infor-

mation (AO) 

-20.32 17.28 2.23 -24.78 -15.86 
-

9.108 
59 0.000 

Pair 

(2) 

Quality of Infor-

mation (AO) - 

Quality of Infor-

mation (AI) 

-13.36 14.66 1.89 -17.14 -9.57 
-

7.058 
59 0.000 
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Concerning the moderating effect of outsourcing the blockchain applica-
tion, the researchers run t-test to investigate whether insourcing the block-
chain application will have a significant effect on the users’ perception of in-
formation quality and found that there is a significant difference in the users’ 
perception of information quality when the internal auditor is providing an 
assurance report and the blockchain application is developed by the ECA ver-
sus when it is outsourced (t = -7.058, Sig. = 0.000).  

4.5.2. Using T-Test to Test the Research Hypotheses (Consulting Role) 

After using one sample t-test to examine the added value of the internal 
auditor consulting role regarding the blockchain related internal controls 
(Sanchez, et al., 2012), the results presented in Table (11) confirm the research 
results and provided evidence that the internal auditors’ consulting role has a 
positive and significant effect on users’ perception of information quality 
(Mean = 64.0742, t = -3.714, Sig. = 0.001).  

Regarding the moderating effect of outsourcing the blockchain applica-
tion, the researchers run t-test to investigate whether insourcing the block-
chain application will affect the users’ perception of information quality and 
found that there is a significant difference in the users’ perception of infor-
mation quality when the internal auditor is providing a consulting report and 
the blockchain application is developed by the ECA versus when it is out-
sourced (t = -6.950, Sig. = 0.000). 

 

 

 

 

 

 

 

 

 



Dr. Hebatallah Badawy, Dr. Noha Mohamed Zaki                                                The Effect of Internal Auditor Assurance…… 
 

 

45 
 

Table 11: T-Test Results Comparing the Effect of Internal Audi-

tors’ Consulting Role on Users’ Perception of Information Quality 

Paired Samples Statistics 

  Mean N Std. Dev Std. Error Mean 

Pair (1) 

Quality of Information 

(NO) 
57.2060 45 20.62542 3.07466 

Quality of Information 

(CO) 
64.0742 45 15.53994 2.31656 

Pair (2) 

Quality of Information 

(CO) 
64.0742 45 15.53994 2.31656 

Quality of Information 

(CI) 
80.3171 45 12.65310 1.88621 

Paired Samples Test 

     

95% Confi-

dence interval 

of the differ 

t df 
Sig. (2-

tailed) 

  Mean 
Std. 

Dev 

Std. 

Error 

Mean 

Lower Upper    

Pair 

(1) 

Quality of In-

formation (NO) - 

Quality of In-

formation (CO) 

-6.87 12.41 1.85 -10.60 -3.14 -3.714 44 .001 

Pair 

(2) 

Quality of In-

formation (CO) - 

Quality of In-

formation (CI) 

-16.24 15.68 2.34 -20.95 -11.53 -6.950 44 .000 

 

4.5.3. The Impact of Internal Auditors’ Role on Users’ Perception of 

Information Quality (Outsourcing Blockchain Application) 

The researchers investigated the significant differences between the inter-
nal auditors’ assurance and consulting roles on the users’ perception of infor-
mation quality in case the blockchain application is outsourced to an external 
party (CargoX). The researchers used Mann Whitney test, which is a nonpar-
ametric test used to examine whether two independent samples are coming 
from the same population (Nachar, 2008), to test the significant differences 
between the participants’ reliance on the internal auditors’ report and their 
assessment of information quality in the case when blockchain application is 
outsourced (Case 2) in the first group (assurance) (AO) and the second group 
(consulting) (CO). 
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It is clear from Table (13) that there is no significant difference between 
the internal auditors’ assurance and consulting roles concerning the users’ reli-
ance on the internal audit report (Z = -0.625, Sig. = 0.532) nor their percep-
tion of information quality (Z = -1.529, Sig. = 0.126).  

Table 13: Mann Whitney test Results Comparing the Internal Audi-

tors’ Assurance and Consulting Roles (Outsourcing Blockchain) 

 
4.5.4. The Impact of Internal Auditors’ Role on Users’ Perception 

of Information Quality (Insourcing Blockchain Application) 

The researchers investigated the significant differences between the inter-
nal auditors’ assurance and consulting roles on the users’ perception of infor-
mation quality in case the blockchain application is developed by the IT team 
at the ECA (CustomsX). The researchers used Mann Whitney test (Nachar, 
2008) to test whether there are significant differences between the partici-
pants’ reliance on the internal auditors’ report and their assessment of infor-
mation quality in the case when blockchain application is insourced (Case 3) 
in the first group (assurance) (AI) and the second group (consulting) (CI). 

Table 14: Mann Whitney test Results Comparing the Internal Audi-

tors’ Assurance and Consulting Roles (Insourcing Blockchain) 
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The results in Table  14) didn’t reveal a significant difference between the 
internal auditors’ assurance and consulting roles concerning the users’ reliance 
on the internal audit report (z = -1.096, Sig. = 0.273) nor their perception of 
information quality (Z = -1.061, Sig. = 0.289).  

4.5.5. Does The Effect of Internal Auditor’ Roles on the Users’ 

Perception of Information Quality Differs According to    

Experience Level? 

To give more insights to the research findings, the researchers examined 
whether there are significant differences between the internal auditors’ assur-
ance and consulting roles concerning their effect on risk level assessment, reli-
ance on blockchain application report and perception of information quality 
according to the experience of respondents (Ullah, et al., 2021). To do so, the 
researchers divided the sample according to the participants’ experience into 
two subsamples, the first one (Inexperienced) involves participants with expe-
rience less than 10 years (42 participants) and the second one (Experienced) 
involves 63 participants with experience more than 10 years. Then the re-
searchers used Mann Whitney test to investigate the significant differences 
between the two subsamples. 

Table (15) (Panel A) shows that inexperienced participants don’t find sig-
nificant difference between the assurance and consulting roles on the different 
aspects. That is there is no significant difference between the internal auditors’ 
assurance and consulting roles concerning their assessment of risk level the 
ECA is facing (Z = -0.135, Sig. = 0.892), reliance on CargoX report (Z = -
0.192, Sig. = 0.848) or internal audit report (Z = -0.986, Sig. = 0.324) nor 
their perception of information quality (Z = -0.053, Sig. = 0.957).  
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Table 15: Mann Whitney Test Results of the Effect of Internal 

Auditors’ Roles on Users’ Perception of Information Quality (In-

experienced Vs. Experienced Participants) 

Panel A: Ranks and Test Statistics (Inexperienced) 

Inexperienced 
Audit 

Role 
N 

Mean 

Rank 

Sum of 

Ranks 

Mann-

Whitney 

U 

Wilcoxon 

W 
Z 

Asymp. 

Sig. (2-

tailed) 

Risk Level - 

Outsourcing 

Assurance 28 21.68 607.00 

191.000 296.000 -0.135 0.892 Consulting 14 21.14 296.00 

Total 42   

Reliance on 

CargoX 

Assurance 28 21.75 609.00 

189.000 294.000 -0.192 0.848 Consulting 14 21.00 294.00 

Total 42   

Reliance on 

Internal Audi-

tor Report 

Assurance 28 22.79 638.00 

160.000 265.000 -0.986 0.324 Consulting 14 18.93 265.00 

Total 42   

Quality of 

Information 

Assurance 28 21.43 600.00 

194.000 600.000 -0.053 0.957 Consulting 14 21.64 303.00 

Total 42   

Panel B: Ranks and Test Statistics (Experienced) 

Experienced 
Audit 

Role 
N 

Mean 

Rank 

Sum of 

Ranks 

Mann-

Whitney 

U 

Wilcoxon 

W 
Z 

Asymp. 

Sig. (2-

tailed) 

Risk Level - 

Outsourcing 

Assurance 32 28.09 899.00 

371.000 899.000 -1.742 0.082 Consulting 31 36.03 1117.00 

Total 63   

Reliance on 

CargoX 

Assurance 32 35.05 1121.50 

398.500 894.500 -1.361 0.173 Consulting 31 28.85 894.50 

Total 63   

Reliance on 

Internal Au-

ditor Report 

Assurance 32 33.42 1069.50 

450.500 946.500 -0.642 0.521 Consulting 31 30.53 946.50 

Total 63   

Quality of 

Information 

Assurance 32 35.83 1146.50 

373.500 869.500 -1.686 0.092 Consulting 31 28.05 869.50 

Total 63   

On the other hand, Table (15) (Panel B) shows that experienced partici-
pants revealed significant differences concerning the effect of internal auditors’ 
role on their assessment of risk level and perception of information quality. It 
is clear from the table that the risk level assessment of experienced respondents 
has decreased significantly (at 10% significance level) (z = -1.742, Sig. = 0.082) 
in case the auditors are offering their assurance on the blockchain related in-
ternal controls (Mean rank = 28.09) than in the case when they are offering 
their consultations (Mean rank = 36.03). This result is consistent with that of 
Ullah et al. (2021) which found a significant difference between managers’ 
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trust in new technology adoption according to their experience level, where 
experienced managers’ trust in new technology adoption and innovation is 
lower to that of less experienced managers. Consistently, experienced re-
spondents’ perception of information quality has increased significantly  at 
10% significance level) (z = -1.686, Sig. = 0.092) when the internal auditors 
are providing their assurance report on the blockchain related internal con-
trols (Mean rank = 35.83) than when they are providing consulting services 
(Mean rank = 28.05).    

4.5.6. Does the Effect of Internal Auditors’ Roles on the Users’ 

Perception of Information Quality Differs According to Re-

spondents’ Background? 

In addition to the effect of the respondents’ experience, the researchers 
investigate whether there are significant differences between the internal au-
ditors’ assurance and consulting roles concerning their effect on risk level as-
sessment, reliance on blockchain application report and perception of infor-
mation quality according to the background of respondents. To do so, the 
researchers split the sample according to the respondents’ background into 
two subsamples, the first one (Professional) involves respondents with profes-
sional background (70 participants) and the second one (Academic) involves 
35 participants with academic background and used the Mann Whitney test to 
test the significant differences between the two subsamples.  

Table  16)  Panel A) shows that academic participants don’t find signifi-
cant difference between the assurance and consulting roles on the different 
aspects. That is there is no significant difference between the internal auditors’ 
assurance and consulting roles concerning their assessment of risk level the 
ECA is facing (z = -1.380 Sig. = 0.167), reliance on CargoX report (z = -
0.837, Sig. = 0.403) or internal audit report (z = -0.206, Sig. = 0.837) nor 
their perception of information quality (z = -0.725, Sig. = 0.468).   

On the other hand, Table (16) (Panel B) shows that professional partici-
pants revealed significant differences concerning the effect of internal auditors’ 
role on their reliance on CargoX report and perception of information quali-
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ty. It is clear from the table that the reliance on CargoX report has increased 
significantly (at 5% significance level) (z = -1.982, Sig. = 0.047) in case the au-
ditors are offering their assurance on the blockchain related internal controls 
(Mean rank = 39.73) than in the case when they are offering their consulta-
tions  Mean rank = 30.18). Consistently, professional respondents’ perception 
of information quality has increased significantly (at 5% significance level) (z = 
-2.498, Sig. = 0.012) when the internal auditors are providing their assurance 
report on the blockchain related internal controls (Mean rank = 40.91) than 
when they are providing consulting services (Mean rank = 28.69).    

Table (16) Mann Whitney Test Results of the Effect of Internal 

Auditors’ Roles on Users’ Perception of Information Quality (Pro-

fessional Vs. Academic Participants) 

Panel A: Ranks and Test Statistics (Professional) 

Professional Audit Role N 
Mean 

Rank 

Sum of 

Ranks 

Mann-

Whitney 

U 

Wilcox-

on W 
Z 

Asymp. 

Sig. (2-

tailed) 

Risk Level - 

Outsourcing 

Assurance 39 34.91 1361.50 

581.500 1361.500 -0.276 0.783 Consulting 31 36.24 1123.50 

Total 70   

Reliance on 

CargoX 

Assurance 39 39.73 1549.50 

439.500 935.500 -1.982 0.047 Consulting 31 30.18 935.50 

Total 70   

Reliance on 

Internal Au-

ditor Report 

Assurance 39 37.49 1462.00 

527.000 1023.000 -0.936 0.349 Consulting 31 33.00 1023.00 

Total 70   

Quality of 

Information 

Assurance 39 40.91 1595.50 

393.500 889.500 -2.498 0.012 Consulting 31 28.69 889.50 

Total 70   

Panel B: Ranks and Test Statistics (Academics) 

Academic Audit Role N 
Mean 

Rank 

Sum of 

Ranks 

Mann-

Whit-

ney U 

Wilcoxon 

W 
Z 

Asymp. 

Sig. (2-

tailed) 

Risk Level - 

Outsourcing 

Assurance 21 16.07 337.50 

106.500 337.500 -1.380 0.167 Consulting 14 20.89 292.50 

Total 35   

Reliance on 

CargoX 

Assurance 21 16.83 353.50 

122.500 353.500 -0.837 0.403 Consulting 14 19.75 276.50 

Total 35   

Reliance on 

Internal Audi-

tor Report 

Assurance 21 17.71 372.00 

141.000 372.000 -0.206 0.837 Consulting 14 18.43 258.00 

Total 35   

Quality of 

Information 

Assurance 21 16.98 356.50 

125.500 356.500 -0.725 0.468 Consulting 14 19.54 273.50 

Total 35   
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5. Conclusions, Limitations, Recommendations, and Im-

plications for Future Research 

The objective of this research is to investigate the effect of internal au-
ditors’ assurance and consulting roles related to blockchain application related 
internal controls on users’ perception of information quality with an applica-
tion on the ECA, and whether their roles will differ when the blockchain ap-
plication is developed by an external party (outsourced) in. comparison to that 
when it is developed by the IT team at the ECA (insourced). 

To fulfil the research objective, the researchers provided an overview on 
the ECA, analyzed prior literature related to blockchain technology, internal 
auditors’ assurance, and consulting roles and how they are affected in the era 
of blockchain technology. Finally, the researchers presented prior research 
literature concerning the outsourcing of information technology applications 
to highlight their pros and cons and develop the research hypotheses. 

Then, the researchers designed two independent experiments of 3X1 
within subjects experimental design to investigate the internal auditors’ assur-
ance and consulting roles in this regard. Based on a sample of 105 participants 
from the MBA students and faculty members at the faculty of business, Alex-
andria university, the researchers found experimental evidence that the inter-
nal auditors’ assurance and consulting roles have a positive and significant ef-
fect on users’ perception of information quality. In addition, the researchers 
found evidence that users’ perception of information quality tends to be high-
ly affected when the blockchain application is developed in-house than when 
it is outsourced. 

To add more insights to the research findings, the researchers made addi-
tional evidence and found that there are no significant differences between the 
internal auditors’ assurance and consulting roles concerning their effect on 
users’ perception of information quality. The additional analysis revealed also 
that there is a significant difference between the internal auditors’ assurance 
and consulting roles concerning their effect on experienced users’ assessment 
of risk level and perception of information quality. Experienced users’ assess-
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ment of risk level facing the ECA is reduced significantly when the internal 
auditors are providing their assurance role concerning blockchain application 
related internal controls. Finally, the researchers found evidence that profes-
sional participants’ reliance on CargoX report and perception of information 
quality have increased significantly when internal auditors are providing their 
assurance role (in comparison to their consulting role) regarding blockchain 
application related internal controls. 

Based on the research results, the researchers suggest the follow-
ing recommendations. First, the formation of a professional organization 
for the internal auditing profession in Egypt. The role of this organization is 
to support internal auditors working in Egypt through arranging for training 
workshops and upgrading their technical capabilities and professional skills, 
especially in the high-tech era. Second, replacing the financial controller in 
the ECA with the internal auditor. The internal auditor can then offer his/her 
consulting and assurance services to add value to the authority and help it in 
fulfilling its objectives. Third, developing the internal auditing curricula of-
fered at both the undergraduate and postgraduate levels in the Egyptian uni-
versities. These courses will enhance students’ awareness of the IT challenges 
facing the internal auditors recently and will improve their academic back-
ground concerning the internal auditors’ roles in the digitalized environment. 
Fourth, arranging for scientific conferences by the accounting departments in 
the Egyptian universities that focus on the internal auditing profession and the 
challenges it faces as a result of the IT revolution. Finally, more attention 
should be placed on conducting empirical research in the area of internal au-
diting.  

The research and its results have several limitations. First, the re-
searchers designed two 3X1 within subjects experiments to investigate the 
effect on internal auditors’ assurance and consulting roles regarding block-
chain application related internal controls on users’ perception of information 
quality. Although within subjects experiments are advantageous in compari-
son to between subjects experiments in that they avoid the effect of other fac-
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tors to affect the participants’ responses, however, carryover or learning effect 
is one of the main disadvantages of using within subjects experiments and rep-
licating the experimental cases on the same respondents. Second, the partici-
pants who responded to the questions in the experimental cases are MBA stu-
dents and faculty members and not real managers and decision makers at the 
ECA. Although a considerable percentage of the participants is having a pro-
fessional background, but their experience as managers and decision makers 
might be lower than real managers at the ECA. 

These limitations provide adequate avenues for future research. 
First, as this research is conducted on the case of the ECA, the researchers 
recommend future researchers to replicate it on other governmental ministries 
and sectors, such as the telecommunication, health, and education ministries. 
As the ECA took the initiative to adopt the blockchain technology in its op-
erations, it is expected that the other authorities in other ministries will follow 
the steps taken by the ECA and adopt this technology to benefit from its ad-
vantages. Second, as this research is conducted on MBA students and faculty 
members, the researchers recommend future researchers to replicate this study 
on real managers and decision makers. Finally, it would be interesting if future 
research investigates the effect of internal auditors’ assurance and consulting 
roles in other aspects, such as external auditors’ reliance decision, and manag-
ers’ decisions and company performance.  

Table 17: Summary of Research Hypotheses and Results 
No. Hypothesis Expected Decision 

H1 
Internal auditor’s assurance role on blockchain application-
related internal controls will have a significant positive effect 
on user’s perception of information quality in the ECA. 

Positive and 
significant 

effect 
Supported 

H2 
Internal auditor’s consulting role on blockchain application-
related internal controls will have a significant positive effect 
on user’s perception of information quality in the ECA. 

Positive and 
significant 

effect 
Supported 

H3 

The significant and positive effect of the internal auditor’s 
assurance role on blockchain application-related internal 
controls on user’s perception of information quality in the 
ECA will differ when the blockchain application is out-
sourced than when it is developed in-house. 

Significant 
effect 

Supported 

H4 

The significant and positive effect of the internal auditor’s 
consulting role on blockchain application-related internal 
controls on user’s perception of information quality in the 
ECA will differ when the blockchain application is out-
sourced than when it is developed in-house. 

Significant 
effect 

Supported 
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