(i 5 A il 3 i il el e
519 K| e il il 560§ ey
"GDPR (gui38) gl sl o 5 3l dutmomekitial|

i yall Mt (il Balmo .3
(onild ¢y ou | i 3
ety & (0 it o | il e b - | el | elS
| - e | ot | Aol



AaSaa dgale Alaa (A &gal) g il Al b danadia dlaa) 4 gildl) dlaal)

(ISSN: 2537 - 0758)

(PP PEXTPSU P O-EEAT IR PR U P SR FEX PPN
b 80kl | dutunbaciial | e el 19 G )il e | it il | 56 (S ] 53"
"GDPR" (5ui368 ol gl
iyl St (sl Bl 2

Ao il | il gy
1A i)Y (Gadad ) duadd) e

Alal) Lleal) Jae Load sl bl Lale ade Capail) —)

O Wty Al Gl Lles & Gall On il e Jleel (530 Ol =Y
A giall @gaal)

Lodald paddall cllall dalless aaent oS3 ) dalell ooladdl ppusis =Y
L) el Aallae doe gyl ety

oo aiSlly dpagadll & 3all dalg Sl Angldl) GLIKEY) ol st
Glal) dles 8 3all Gledad) $ls GO ae Lald daaddll Gl
Vaaddl) bl gl Lo Lo 30,3

Lig i<l dallaall A demidl) clldl e sluieV) iha s Joli—o
Ll 3y jaall Ciligaalls
Mg sl Aadleal) duaddd) cilibull Lglial) Llaal) ga Gaddl 13 goedasa

AN CalaaY) (Badad L) Ciagy sAg

gl laal) Jase doasdl) bl dale Lo ol -

O Wty daddll Gl Lles 4 Gl Oon calil Tase Jlae] (53 Ol -
A giall @gaal)

Lodald cpadall bl dalleas aoant oSa3 ) Aalel) foobaddl jpui -
LUl el Aallae doeg e ety

oo aiSlly dpageadll & Ball daalg S Lugldl) ClIKEY) al Jdas o -
Glal) dles 8 3all Gledad) $ls GO ae Lald daaddll Gl
addl) bbb gl Le Lo 30,3

Lig i<l dallaall A demidl) clldl o oluieV) iha s Jolo -
<Ll ) jaall Siligaalls

[ VEVA ]



Al dilind) cilay pnl) g g (B Al jan g S Aadlaal) dpadidl) 3891 il duliadl 4laad)
"GDPR" (3u8Y Ol o 5 slall dagdaitl) daisl

Poaall ag dhas dala
ED e 0sST Aad (PIA e lopdly 1 Agilal) KA Gind) 13 by
p S angl) e Gl
A s lall Lgighs il dleall Jae dacad sl bl Lale 1 J6Y) Ganl
I Lpad ) bl dalleny paaad oSa3 ) aelsdll ;S Gl
g S0 Aadledd) dpad ) ULl e olgaad) ayat 1A Ginadl)

Abstract
This research seeks to achieve the following objectives:

— Identify what personal data is subject to criminal protection.

— An indication of the extent to which the principle of
proportionality is implemented between the right to protect
personal data and other constitutional rights.

— Interpreting the general principles governing the collection and
processing of personal data, particularly with regard to the
legality of processing such data.

— Analyzing the most important legal problems facing the right to
privacy and disclosure of personal data, especially with the
difference in societies' view of the right to protect individual
freedoms, especially with regard to personal data.

— Examining the crimes of assaulting the electronically processed
personal data of individuals and the penalties prescribed
therefor.

This research deals with the legal problems it raises through a
plan consisting of three topics as follows:

The first topic: the nature of personal data subject to criminal
protection and its legal force

The second topic: the rules governing the collection and
processing of personal data of individuals.

The third topic: criminalizing aggression against electronically
processed personal data.
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“ Article 2 (a) of the Data Protection Directive.

© Article 2(a) of the Data Protection Direct: (c) “personal data filing system”
(“filing system”) shall mean any structured set of personal data which are
accessible according to specific criteria, whether centralized, decentralized
or dispersed on a functional or geographical basis.
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() Peter Nowak v Data Protection Commissioner. Ireland's Supreme Court -
Judgment of the Court (Second Chamber) of 20 December 2017. (Case -
434/16).

® Réglement (EU) 2016/679, Art. 4. "Personal data’ means any information
relating to an identified or identifiable natural person (‘data subject’); an
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identifiable natural person is one who can be identified, directly or

n

indirectly....".
AY Y D 10) L) (gpeaall padall ULl Ales 036 (JgY) Jaaill ¢ IV L) Y
LGyl dpadal) lll) Ales Ui ¢ S salall ()

(1 Jacques FRANCILLON, " L'adaptation du droit pénal a certaines
fromes de délinquance informatiques et audio-visuelles “in” La
protection pénale des infromations sur la personne en droit francais
contemporain, in “Droit pénal contemporain” M¢élanges en 1honneur
d'André Vitu, éd. Cujas 1989.

U9 "Law No. 2004-801 of 6 August 2004 on the protection of individuals with
regard to the processing of personal data and amending Law No. 78-17 of 6
January 1978 on data processing, files and freedoms: “Personal data is any
information relating to a natural person identified or which can be
identified, directly or indirectly, by reference to an identification number or
to one or more elements specific to it. In order to determine whether a
person is identifiable, it is necessary to consider all the means to enable his
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or her identification available to or to which the controller or any other
person may have access.”
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19 L AND NORDRHEIN-WESTFALEN V. D.H.T (10/12/2020). Court of

Justicer of the  European Union (CJE). No: C-620/1
https://curia.europa.eu/juris/document/document.jsf?text=&docid=235346

(7 ibid.
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@9 [ B. v. HUNGARY (12/1/2021). European Court of Human Rights.
(Application no. 36345/16).
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@) Frederick G. Bohme, “100 Years of Data Processing: The Punchcard
Century” Volume 3, U.S. Department of Commerce, Bureau of the
Census, Data User Services Division. 1991, p. 87.

@Y Gassin Raymond, "La protection pénale des informations sur la
personne en droit francais contemportain”, in “Droit pénal
contemporain”, Mélanges en l'honneur d'André Vitu, éd. Cujas, 1989,
p-237.
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@) Crim. 6 juill. 1994 cite par Jacques FRANCILLON, “Infractions relevant du
droit de l'information et de la communication “Rev.sc. crim.1996,
chronique de jurisprudence, p. 676.

@9 Judgment of 6 November 2003 (Grand Chamber), Lindqvist (C-101/01,
EU:C:2003:596).
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@7 Judgment of 13 May 2014 (Grand Chamber), Google Spain and Google (C-
131/12, EU:C:2014:317). Court of justice of the European union,
“PROTECTION OF PERSONAL DATA”. November 2021, p 15.

@® Judgment of the Court (Grand Chamber) of 22 June 2021 (request for a
preliminary ruling from the Satversmes tiesa— Latvia).(Case C-439/19).
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08699. Retrieved 30/8/2022.

Apaddll ULl Lleal Speaall ity sasmad) sl (e S algal) )

[ V4N ]




Al dilind) cilay pnl) g g (B Al jan g S Aadlaal) dpadidl) 3891 il duliadl 4laad)
"GDPR" (3u8Y Ol o 5 slall dagdaitl) daisl

Pl a2 Lihaa Bl 2

A lael o mnd (add IS Lnaddl) bl lalles 2oy clld o ol
Laall cdamedll cpaenill) 36N Cleha¥) o shak (pSaidl daliadl f aallal
(el caaaill caiall ¢l alatia) e MUY cdaaetl) (adanu! (alasl
J e 02la) 2 elya) o8 L (el saall ¢ Baeatill il cdsyedl) o Lains)
Aflall el Gl 8 o (laySh ldl sl aal ey dalled) dgal
Bl ol Tailasll (g Janss (61 alasiiaals Gl 5 Lo 1)) LosasY cclilad) 23gd dallas
S Ly Aty ol gy oAl f duig 7SN
A ) glie: aaeaty Al Gilgall dallaall Gilga Jad e 22
08 Slily gy ale Giny dga L8 XS difles Bl Jlu Ciagy eDleal
dga 20 WS Maide Silad el Cings ¢l iapall (and dpanall Alal)
Sihasar Laldll Cgulal) sl ddhal Ml clail st A GIGE) dalles
o ol by Baas A gl @lSHas cdead) olKe sl 4S540
ghsha
diecai b lgiey cduaddll Gl alles asehe ly daj Slaall il N,
sl Y4 8 (Wl 'Diisseldorf’ 8 Wall Laaliy) Aol o polall oSS
Gl OsSe (paaly 3lahy Led ellyy (Fashion ID 4S8 dumd 8 2004
el AWl 4558 ay Fashion ID A$5d Culd Cus . alse Lo olaal
Slo el elaa¥) ) G3Sd) Gaaay ccugl] e A5l Gadlal
ot oSy JFacebook gcu:\_a}’\ dealgll A5 (e L palall Cugll adge
sl bl Jle Jeasll e Facebook Ireland (Ke 8 =yl el
Sle B O 1Y Le laill ks @llds ccugll Lle Fashion ID gise ls))
sl Facebook elaa¥) Jualsill 3 & gune asl 5l Y of Llaal) 232 ole
daie i) 8y .Facebook e "uael 3 (g Lullh N aiS
lens 4il<e Al dule @lerd dases 45 —<Verbraucherzentrale NRW
by Facebook Ireland ) WllsY Fashion ID Sy —Slgiaall =llas

ol = st 1l s Ay 2t ) UL A slal) Aleal caslgll te malas ol ()
Y )Y A ¥ aaall Y salaall ¢ alall il (alae —CusSl) daala (Goiall Alaa " JgY)

VY a

[ 14434 ]



AaSaa dgale Alaa (A &gal) g il Al b danadia dlaa) 4 gildl) dlaal)
(ISSN: 2537 - 0758)

cogitlga pre b gV it Gaed Aldg ccugll o lgaBse Jlg) it daadd
AV 8 ade Gagaaidl OV olan clall dlgnl 4 S cudl U
(™) Lz sl bl laay Zalaial

skie) (Sas Fashion ID e cus aise Jidie of S €5l daSaal) gl
38 il (lld pag  £7/20 dungl) (ga (3) ¥ B B dseatall il Tl
dpaddl) Gl dallee o (gt Al ldenll desane of Dilaall o pagl)
bl Jo goh oo zladYls aenll o cdiluglly (alel) dadlly sass
Aviaal)

A8 2aad ) i) (e g 4l AeSaddl @y E el e il e
Gl dallee o (gpht U 480U Gl (ilegy el FashionID
SV 9 lee 3 ) Well) e Facebook Ireland e asty ) duaddl
dpaidl Jrall cibleall s3gy sl e Gl ojliic) (Ko Y Fashion ID
(J) Y [salall x

Jadall e S o gygpall (el ) AeSaall il clld e ggie
wasill e (5) ¥ osalad) (8 dpaial) il cAegyda dalias GaiaS ) 55l
IS Gl Led el @l 555 Jal e dallad) cllee IS o0 £7/40
P N-\A

Rkl bt 0 ¥ et bl (il

e dala pall duaddl bl Ll died clogdal) el e
Cluloal) G Alhas lole Gl lly bl e (ald g5 dallas Slas
5dy dagyd Gy Al 2 o) o \giallee llas S duyg yall I

GUl) lein e 2 sl UL Gl Lo ccbilad) @b (e 2ag
Glalal) @bl Ljiegadl @bbaly o(Lihslly dually Loadly dulaally duiil)

@D Fashion ID GmbH & Co. KG v Verbraucherzentrale NRW eV. Court of
Justice of the European Union: PRESS RELEASE No 99/19.. Judgment in
Case C-40/17. Luxembourg, 29 July 2019.
https://curia.europa.cu/jcms/upload/docs/application/pdf/2019-
07/cp190099en.pdf.

[ Vo ]




Al dilind) cilay pnl) g g (B Al jan g S Aadlaal) dpadidl) 3891 il duliadl 4laad)
"GDPR" (3u8Y Ol o 5 slall dagdaitl) daisl

Pl a2 Lihaa Bl 2
Oelly LWl AaaialS Zalal) Anghall il by (bl Sllylly gl

O o I A cbildly cadsall waat Slibig o oulaadly @SE sEaally B)alls
JhY) lilug claalaa) ol el Jsgane 2

ald Ll —leaY (i LS ddliall clayill lgle cland bl el
o asbies llg Y] Aasads Al diar daldly duleall Lgandd Dk
Lpdy (oAY) Latdl)l bl e Wby kdl ST Lles Cilayaal)
(M—; ol paill e Lag il (g e lilul) 538 (g 58 (of Aadlas cla
Aiasay dadag adaa dalled) Jae cililal) o6<a o -
Aalladl e Gapd) slam Yy dlia cildy A4S (0 o -
Byg pall Vs el (Ligils saanal) diail) aaal) Loy Bl 558 sl YT -
iallee o) Jo bl caln dadlge -

(ouid | el
| et Sl 1§ S| G

et bl by 0920 -3

ciosluiall Lol 0 Angilal toalaall cp O3lg AT sl alill Tase Caya
eba alils ol addes Tl LUy canly iy 3 Galall AL,
Aala) mlladl dles Lgin o g «(9AY) e g i) CalaaBlly duayill sl

G "8 om0l Jlee] ) Giag okl Tase IS 13 el e L
Calaal sl Gall 1 a8 M) ) gl cies U Ll JE
e 3l Lslyl ellacly Gsindl om Gl Jal e ) ) Cng 56d ey e
35 Lo sas TION Gall Ll a0 degydall Glaal) Gumy AT G
Gy cOlady) GBoial dugyo¥) ABEY) e VY A Ge dlsall e il

2 European Court of Human Rights: (Drelon c. France - 3153/16 et 27758/18
Arrét 8.9.2022 [Section V]). Septembre 2022.

®3G. Xynopoulos, «Proportionnalitéy, in D. Alland et
S. Rials (dir), Dictionnaire de la culture juridique, PUF, 2003, p. 1251.

@9 Al-Mahrouky Mayada.,“Hate Crimes and Freedom of Speech”.
International Review of law and Economics. Article submission No.
109069. ISSN: 01448188, Chicago- (USA),Y YY",

[ )



AaSaa dgale Alaa (A &gal) g il Al b danadia dlaa) 4 gildl) dlaal)

(ISSN: 2537 - 0758)

Dot il 138 <8 Ladie lgaent U (3gaall djlan (o 2l 21K0) e
Lin cagill GaY) Gld 8 Loy cdina Cilaal Blaad ¢ abian paina b by yn
Vagilyag GuAY) Ggis Llaag ¢alaill

Human el b g56¥) 2Dl Gl Jaal) S 4] il Lo sag
Ja o Dliel LY. YY 4id Rights League V Council of Ministers
Goinll e Ol caere JSE W lgalley cpilaal slead cBlan cilily
Ay Sali 8 dpadsl) GUL dlesy Laldll slall sl 8 Al
LTaa

CASE i b glad) Gsial dug)s¥) Aol o ol J3T oS8 i
OF STANDARD VERLAGSGESELLSCHAFT MBH v.
Aug)yo¥) BAEY) (e Ve saldll Slgul cacad (Y4 YY ol & AUSTRIA
Ailiad bl dpdadll clad Cas L puail) s @l ddaialy (plasy) Goaal
ele @laas 1g5d8 Gl Cpeadied) Jases lily e CadSIb DleY) Wilag b
il calusdlly Aalaiall abiadl Cileaddll (any bii dag i< adlsall (gaal
Bt Glaglea e A Criady Lain Gladdel) el cuse 38 Qllal) doa2a 45,40
Lles lobatd ¥ peadiaal) cilily of 4eSad)l Hlie) e sl ey . lgailsa
i) e agues e i) axe 8 Blhe Ga das Yy cdpiaall jaladl
cllans el wllas Gn Ol Al 8)sSaall Luhasl) WSlaall f Casay il e
Jalal) jaiad Caags cdsaddies duga o S ae e Ll & )l 45,40
Lo cy o elly ool ) v sald) Gaga dseadlly cilagleally 18U Al
() sy pdine (8 Ayg pem Canad Liliadll ) 1) 038

©% Human Rights League V Council of Ministers, Case C-817/19. Court of
Justice of the European Union (CJE). OPINION OF THE ADVOCATE
GENERAL MR GIOVANNI PITRUZZELLA., 27 january 2022.

©9 CASE OF STANDARD VERLAGSGESELLSCHAFT MBH v. AUSTRIA
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-Article 10 - Processing of personal data relating to criminal convictions and
offences: The processing of personal data relating to criminal convictions
and offences or related security measures based on Article 6(1) may be
carried out only under the control of public authority, or if the processing is
authorised by Union or Member State law which provides for appropriate
safeguards for the rights and freedoms of data subjects. Any complete
register of criminal convictions may be kept only under the control of
public authority.
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@9 European Court of Human Rights: Uzun v. Germany, 02.09.2010.
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- Kennedy v. the United Kingdom, 18.05.2010. (application no. 26839/05)

— Privacy International and Others v. the United Kingdom, 4 September
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@) Article 85 - Treatment and freedom of expression and information:

“Member States shall, by law, reconcile the right to the protection of personal
data under this Regulation with the right to freedom of expression and
information, including processing for journalistic purposes and for the
purposes of academic, artistic or literary expression”.

©9 Austrian Constitutional Court (Verfassungsgerichtshof - VfGH). 14.
Dec.2022, (G 287/2022-16, G 288/2022-14).
https://gdprhub.eu/index.php?title=VfGH - G 287/2022-16, G 288/2022-
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3«1, Personal data shall be: (a) processed lawfully, fairly and in a transparent
manner in relation to the data subject (‘lawfulness, fairness,
transparency’)”.

- Graal) dpad &l Ul Llea (56 ¢ oY) salal) )
©5 UK Public General Acts 2018: PART 3 CHAPTER 4 Obligations relating to
security Section 66.
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5 CHAPTER IV- Controller and processor: Section 2- Security of personal
data. Article 32- Security of processing:

1- Taking into account the state of the art, the costs of implementation and the
nature, scope, context and purposes of the processing as well as the risks, of
varying likelihood and severity, to the rights and freedoms of natural
persons, the controller and the processor shall implement appropriate
technical and organizational measures to ensure a level of security
appropriate to the risk, including, inter alia, as appropriate:

(a) pseudonymisation and encryption of personal data;

(b) means to ensure the continued confidentiality, integrity, availability and
resilience of processing systems and services;

(c) means to restore the availability of and access to personal data in a timely
manner in the event of a physical or technical incident;

(d) A procedure for regularly testing, analyzing and evaluating the
effectiveness of technical and organizational measures to ensure the
security of processing.

2- When assessing the appropriate level of security, particular account shall be
taken of the risks posed by the processing, resulting in particular from the
destruction, loss, alteration, unauthorized disclosure of, or unauthorized
access to, personal data transmitted, stored or otherwise processed,
accidentally or unlawfully.

4-The controller and the processor shall take measures to ensure that any
natural person acting under the authority of the controller or the processor
who has access to personal data does not process them, except on
instructions from the controller, unless obliged to do so by Union or
Member State law.
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©® Délibération de la formation restreinte n°SAN-2022-022 du 30 novembre
2022 concernant la société FREE. Délibération SAN-2022-022 du 30
novembre 2022 - Légifrance (legifrance.gouv.fr) Revised & Jan 2023.
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©” Human Rights League V Council of Ministers, Case C-817/19. Court of
Justice of the European Union (CJE). OPINION OF THE ADVOCATE
GENERAL MR GIOVANNI PITRUZZELLA., 27 january 2022.
https://curia.europa.eu/juris/document/document.jsf?text=&docid=252841.

) GDPR. (Article 4(3b)) :“the processing of personal data in such a way that
the data can no longer be attributed to a specific data subject without the
use of additional information, as long as such additional information is kept
separately and subject to technical and organizational measures to ensure
non-attribution to an identified or identifiable individual”.
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2 The UK Anonymisation Network (UKAN): https://ukanon.net/.Retrieved
12/12/2022.
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9 Regulation (EU) of the European) Article 19:” Notification obligation
regarding rectification or erasure of personal data or restriction of
processing”:

The controller shall communicate any rectification or erasure of personal data
or restriction of processing carried out in accordance with Article 16,
Article 17(1) and Article 18 to each recipient to whom the personal data
have been disclosed, unless this proves impossible or involves
disproportionate effort. The controller shall inform the data subject about
those recipients if the data subject requests it.

6 Regulation (EU) of the European. (Article 33) "Notification of a personal
data breach (3)".

69 Regulation (EU) of the European. (Article 34): “Communication of a
personal data breach to the data subject”.
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%) CHAPTER 1II - Rights of the data subject. Article 18 - Right to restriction
of processing:
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) Google LLC, coming to the rights of Google Inc. V, Commission nationale
de l'informatique et des libertés (CNIL). In Case C-507/17. 24/9/2019.
https://curia.europa.eu/juris/document/document.jsf?text=&docid=218105
&pagelndex=0&doclang=FR &mode=req&dir=&occ=first&part=1&cid=99
559

@ Article 23— Limitations:-

1. Union law or the law of the Member State to which the controller or
processor is subject may, by means of legislative measures, limit the scope
of the obligations and rights provided for in Articles 12 to 22 and Article 34
and Article 5 to the extent that the provisions of the law in question
correspond to the rights and obligations provided for in Articles 12 to 22,
where such a limitation respects the essence of fundamental rights and
freedoms and is a necessary and proportionate measure in a democratic
society to ensure.

(a) national security;

(b) national defense;

(c) public safety;
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(d) the prevention, investigation, detection or prosecution of criminal offences
or the execution of criminal penalties, including protection against and
prevention of threats to public security;

(e) other important objectives of general public interest of the Union or of a
Member State, including an important economic or financial interest of the
Union or of a Member State, including monetary, budgetary and fiscal
matters, public health and social security;

(f) the protection of the independence of the judiciary and judicial proceedings;

(g) the prevention, detection, investigation and prosecution of breaches of
ethics in regulated professions;

(h) a control, inspection or regulatory task linked, even occasionally, to the
exercise of official authority, in the cases referred to in points (a) to (e) and
(2);

(i) the protection of the data subject or the rights and freedoms of others;

(j) The enforcement of civil law claims.
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® Ulrich Sieber, The international Handbook on Computer Crime, John Wiley
& Sons, New York, 1986, at 107.

%) section 8, 20 (1) and (2), 21 (2) and 27 (2) n° 4.

9 section 20 (1) and (2), Swedish Data Act.

@7 section 32, Luxembourgian Act Regulating the Use of Nominal Data

O® section 23.
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1% Deliberation of the restricted formation n © SAN-2022-025 of December
29, 2022 concerning the company APPLE DISTRIBUTION
INTERNATIONAL.

https://www.legifrance.gouv.fr/cnil/id/CNILTEXT000046907077. Retrieved: 8
Jan 2023.

19D Regulation (EU) of the European Parliament and of the Council. (Article
12): “Transparent information, communication and modalities for the
exercise of the rights of the data subject”.

19 Regulation (EU) of the European. Article 14: Information to be provided
where personal data have not been obtained from the data subject

- the individual already has the information;

- providing the information to the individual would be impossible;

- providing the information to the individual would involve a
disproportionate effort;
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- providing the information to the individual would render impossible or
seriously impair the achievement of the objectives of the processing;

- you are required by law to obtain or disclose the personal data; or

- You are subject to an obligation of professional secrecy regulated by law
that covers the personal data.
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(199 CNIL., ,"CAMERAS DITES «INTELLIGENTES» OU
«AUGMENTEES» DANS LES ESPACES PUBLICS". POSITION SUR
LES CONDITIONS DE DEPLOIEMENT. Juillet 2022., p 9.

ohaad il e dalyn ail) g ye) cilblull Alead dalall 2o (pe 4 faalall e (79
oAbl oY) ol Yl L) e Sl daddl) bl Aallas
UL ol Ll bl L allas SISy (A ylail) dgmall ol dabcddl) 5 nal) alafiadl)
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199" Article 9- Processing of special categories of personal data:(i) “The

processing is necessary for reasons of public interest in the area of public

health, such as protection against serious cross-border threats to health, or

for the purpose of ensuring high standards of quality and safety of
healthcare and medicinal products or medical devices, on the basis of
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Union or Member State law which provides for appropriate and specific
measures to safeguarding the rights and freedoms of the data subject,
including professional secrecy”.

(1% CNIL., "CAMERAS DITES «INTELLIGENTES» OU «<AUGMENTEES»
DANS LES ESPACES PUBLICS. Ibdi.
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19 Article 9 - Processing of special categories of personal data.
ral e i ally ULl Blead 23ys¥) 2aDU) e YY) Balal) Gt gl O
- Atrticle 21 - Right to object: “The data subject shall have the right to object
at any time, on grounds relating to his or her particular situation, to the
processing of personal data concerning him or her based on point (e) or (f)
of Article 6 (1), including profiling based on those provisions. The
controller shall no longer process personal data unless it demonstrates
compelling legitimate grounds for the processing which override the
interests, rights and freedoms of the data subject or for the establishment,
exercise or defence of legal claims.

[ Yo¢gt ]



Al dilind) cilay pnl) g g (B Al jan g S Aadlaal) dpadidl) 3891 il duliadl 4laad)
"GDPR" (3u8Y Ol o 5 slall dagdaitl) daisl

Poaall ag dhas dala
calie¥) Ga sleba AN aa u;v\,; dagidd) SLYl dalad) (SLY)
I (aladY) §yeen Lalal Lol el oda L Jlad <o aalial Lo oluieYl,
ey G ) Galas) Cuins 4:\415-«1 O30 Fsdall masall Ciila Gyka (e Gle
O b ¢ el &Blgll & (alieV) & Gall Guks 3as 1Y) A cagicajlas oo
Lyl pagal (38 dsay ahie 9B ) & GhulSll el aladil el
sl
G Jad o cungl e @y @kl Lleal Lg oY) DU sl s
:("q)ﬁ L Ao — el die —danjiag Badas (AN il pydn
Aslleadl il dallaall (a2l ()
Aaadall Ul glsil ()
LAdaad) 2gl) s (7)
sl e Jall ol Jsagll sl aladniu) sel) gia cilileca (9)
oyl ol ol () yal) daa (»)
oabely (3l danha sleha ga clgr Jsanall cililacally (At il uass ()
alled
bl Glaal Gljag GBgia 23 o oSar S SR ()
Jao of als e el (K o e cagaill @l aged) b bl Claal Ga ()
5l 038 (e b

199 Article 23— Limitations: In particular, any legislative measure referred to in
paragraph 1 shall contain specific provisions concerning, at least, where
appropriate:

(a) the purposes of the processing or categories of processing;

(b) categories of personal data;

(c) the extent of the limitations introduced;

(d) safeguards to prevent misuse or unlawful access or transfer;

(e) the determination of the controller or categories of controllers;

(f) the applicable storage periods and safeguards, taking into account the
nature, scope and purposes of the processing or categories of processing;

(g) risks to the rights and freedoms of data subjects; and

(h) The right of data subjects to be informed of the restriction, unless this
would prejudice the purpose of the restriction.

[ )



AaSas Asale dlaa (@351311&M\Jéhbﬁ!@@ﬂ@a)@jm\w\

(ISSN: 2537 - 0758)

e OSa dpaddl) Clilyl) dalles g i ) Al i aal Le dadA
Gl @l gae 8 UL sde Glaal 3ol mia o a)b ¢ S5B eg £s e
sl le V) Gaial Wlewl o el ddlia Jls s clginlles i
Mg g e dalias ) sty 5aY) OIS 5ls a il

ol el | i i 0 ) W i G il | g 05 ) -l

i Aaloal) aseia o e ULl Alead dug)o¥1 2D e £ Balal) Caa
) oo bl bl ala e s (el Gl Vs Byfieny Badaay 5y BLA)
e ehal sl Ol DA (e 4 Al et sl UL dalles o dalsall
Oy

i ORANGE ROMANIA duxmd b dalya @y e el 3
Glehal & sl oSa o Jpemall Tk dyiles ) AaSae g a5 oY+ Y
Gl b dpaddl) clibal) dalleal dulagll 4:)aY) dbldly Cila Jade O
pen 4l disial)l o dabe 58Y) o3 dunger G I S ey
s L) die Cadlag cAaaiall agililse (50 Aes Lip Bl (e G ()A34

O

e bl oY) sISal il lsall LAl ¢ginall Loy CNIL dahsh sl copral ()
O Aoleall U Gaags allg) A0sad) tonbae Alas By5 g duatl oV VY e b psdial)
Vsl Tase Llea GlAC (oYl el 1) 551 ST migdi paey Aaall calaall clelye)
o) o3a Jie 233l (s . gisie 58 Lo ga (350 L sl alasial lacs) a5l

a5 (g AV (ailiad Cailagiad Lei€a bl oda ()6 ¢ juatl) Dnaly o Lo ) 505 8

il (@l renl) — asind) laall —aiadl Al (3heis Lo« usaill agn et A51SA)

LY YTV /Y E i gl ia) colial cull adga

-Algorithmes:  prévenir  l'automatisation des  discrimination»  sur
defenseurdesdroits. fr.

(1D «consent” of the data subject means any freely given, specific, informed
and unambiguous indication of his or her wishes by which the data subject
consents, by a statement or by a clear affirmative action, to the processing
of personal data relating to him or her.

U2 Orange Romania SA V, Autoritatea Nationald de Supraveghere a

Prelucrarii Datelor cu Caracter Personal (ANSPDCP). Court of Justice of
the European Union.Case-no:C-61/19. (11/11/2020). Retrieved: 2/10/2022.
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https://curia.europa.eu/juris/document/document.jsf?text=&docid=233544&pag
elndex=0&doclang=fr&mode=req&dir=&occ=first&part=1
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U1 fudgment of 29 July 2019, Fashion ID (C-40/17, EU:C: 2019:629) (Higher
Regional Court, Diisseldorf, Germany). JUDGMENT OF THE COURT
(Second Chamber)29 July 2019. Retrieved 30/8/2022.
https://curia.europa.eu/juris/document/document.jsf?text=&docid=244575
&pagelndex=0&doclang=en&mode=req&dir=&occ=first&part=1&cid=85
08699.

(% Chapter 3, Section 10 of Swedish Data Act: personal identity numbers may
only be processed without the data subject's explicit consent if it is clearly
justified, taking into account the purpose, the importance of identification
and other significant reasons.
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(7 Section 45 :“When the minor is under fifteen years of age, processing is
lawful only if consent is given jointly by the minor concerned and the
holder(s) of parental authority over that minor”. (Pursuant to Article 1(8) of
Regulation (EU) 2016/679 of 27 April 2016).

(1% Chapter 2, Section 4 of the Act: contains a provision which states that when
information society services are offered directly to children living in
Sweden, the processing of personal data may be based on a child's consent
if the child is 13 years or older. If a child is below 13 years of age, the
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processing of personal data based on consent is permitted only if consent is
given or approved by the person who is the child's legal guardian.

(19 United States of America, Plaintiff, v. Epic Games, Inc. (FTC Matter/File
Number 2223087), Civil Action Number 5:22-CV-00518-BO. Enforcement
Type Civil Penalties Federal Injunctions. 12/19/22022.
https://www.ftc.gov/legal-library

[ Voo ]




Al dilind) cilay pnl) g g (B Al jan g S Aadlaal) dpadidl) 3891 il duliadl 4laad)
"GDPR" (3u8Y Ol o 5 slall dagdaitl) daisl

Pl a2 Lihaa Bl 2

8 tdegyiag Baame (ale V) bl poeat Bl il e Cangll Jalg
Aedal e lgmen & A Bl Gaagd) L8 e daadal) bl dalles i
d8 e QL dallae Sleha) e ehal IS 2dally aSall 5o Caagl) 1aa (i
L7250l dga
Gy alad) b Jall Lwlal jualic S g a3l cdlld o ol
O Crmadall (alaid draddll bl paeas o o oSall 3 (S ey e
ok L JAATE (Al ceg e (e Y
ey yial dalaad)l pass -
) el (3aant Ay pam Aallaal) (e o) -
ailiyag alging 3l llas o calill e Jlae] -
Gl dalled) of @blyll Lleal Zug)s¥) DU e Vosaldl coysiels
Al e dlls il 1Y daegydall Gl B 05 Guanhll paladl)
02y
e ST S aaly (mad et sl ailily dalles Lo bl calia (38l 13 )
Al dalya Lgie Glaally saaadll (yal 2y
o s ecliball Cialia adhlal aad (sS caie Bl 4y yem Aallaal) culS 13 - Y
cdial) ol J8 Ul cala Gl e ol pal o dajd 2 Jal
S dga 4l a5 e Lall) dalleall culS 13 - Y
oandl gl bl Calial Ligal) mlliadl) dleal Gy pin dallaal) culS 13 —¢
el daliaall 2w 2 dega ¢l Ly i dalleall culS 13 -0
Olaal Zoulidl Loadamlly 4udl) ulal) 8 aw o dalled) sasg e
o U dgpa GsS Ally bl JSh hib —duaddl) Gllyl) dadle
& ) Apad sl ULl BaeS e bl @l i o sy Aalled) (ga 23as
Oasts O (in 130y el Jsaasl) Al Leinas 885 clgiallae (3 clgnes

Sl cduagil) Adlial) Aad) i) 3<ud e dradal) bl b’ (JleS aaad (1)
AL U ‘?Y o9 A Y 2adl oY .ﬂ;‘d\ cz\:\ihﬂb 2\:\.91-&1;‘}“ Qj;_\ﬂ GA}IA\
(2 Regulation (EU) of the European. (Article 6): “Lawfulness of processing”.

()



AaSaa dgale Alaa (A &gal) g il Al b danadia dlaa) 4 gildl) dlaal)

(ISSN: 2537 - 0758)

dala s ool (<8 Ladal) ULl sl pae Ll diay il el
MMgle Jpaanll L8 2l Jasil

(DY) (aal G sV AaSaal lSaT 3 elld (DA e a1 o san oSl
ps a¥ Yo Zd PN, v. GERMANY duad 8 lgaSa Cjral Leie elldg
alial 8 3all) by ol Bsiad dugys¥) LAY e A oLl Glgw)
G paliall pes dualiay @y IS5 L (@Dlbally Jiially Gyl ly Lalald) 5Lal
Ol Y Tali) —aslalY) Aoyl e el il o ol ) G
b s 2gngall adslly stn Hgums dagll jgea fio = S Ailiall Slehay!
llall ade da Caedl 38 Adlia cilehal dllia o Gl e tanlal claay oo
Ausl) waa3 s of Alayal) dgety Lilia Slac apl o @l 5) 5 4 il
O sl i A aihall b sl jesiics gy capel 30

pen @ illy ey andall I gelal) caady 8 A AeSad) culS
adl o paldl) aaely criyay maly JSE Al e sl waad (g0 4y
by gas pa 4dlh (S Lsliall SlebaY) G5 Casany Ml Lalia Slaw
ol sy ¢ e 3iat sha) sl of (Saall 0a OIS 1Y dgel) aaa
ple b w A paall 138 0sn Joma Y oV )Y ale agidll daw b agdl i
Cuald AAEY) e A Balall 335 aBgen cllguil llall adde ady ladiey .oV VY
L7500 @llgn) sy o ash Ly )6V daSadll

Gl grpaad 5 of dalladll dga e Ljal 2 (guadl gl L
s Ny r Aelall YD alad) AUl Callas Yy de g pie dallas GaleY
slitialy abaliiy aSaiall G ge Gajlail) adess dallaall daad) ampall gla
sladl Aoy DAY 0539 mll Cings ¥ pades ol Slan] papal elld (IS 1Y)
L7

(122 Regulation (EU) of the European. (Article 25).

U3 CASE OF P.N. v. GERMANY 11/06/2020 ((Application no. 74440/17).
European Court of Human Rights. https://hudoc.echr.coe.int/. Retrieved
10/12/2022.
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(%) Code du travail. Partie législative (Article 13243-4): “L'employeur
conserves un double des bulletins de paie des salariés pendant cinqg ans”.
(139 m Article: “How to reconcile retention periods and archives?” 18 September
2019. https://www.cnil. fr/fr/comment-concilier-les-durees-de-conservation-

et-les-archives. Retrieved 9 Jan 2023.
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(3D Code du patrimoine. (Article L212-13): Lorsqu'il s'agit de documents
présentant un intérét historique certain et dont il est établi que les
conditions de leur conservation les mettent en péril, le préfet peut mettre en
demeure la commune de prendre toutes mesures qu'il énumere.

- Si la commune ne prend pas ces mesures, le préfet peut prescrire le dépot
d'office de ces documents aux archives du département, quelles que soient
l'importance de la commune ET la date des documents.

32 Swedish Bookkeeping Act (SFS 1999): stipulates that certain financial
information and documents, e.g. Invoices must be retained for seven years.
There are also legal requirements to retain information related to

employment.
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(3% CASE OF GAUGHRAN v. THE UNITED KINGDOM. 13/06/2020
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(136 penal code:(Section 5: Human rights violations resulting from computer

files or processing) Article 226-16: “The fact, including negligence, of

carrying out or having carried out processing of personal data without

having complied with the formalities prior to their implementation provided

for by law is punishable by five years' imprisonment and a fine of 300,000
euros”. (Amended by Ordinance No. 2018-1125 of 12 December 2018).
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13D Délibération n°2010-229 du 10/06/2010 dispensant de déclaration les
traitements automatisés de données a caractére personnel mis en oeuvre par
des organismes a but non lucratif, abrogeant et remplacant la délibération
n°2006-130 du 9 mai 2006. https://www.cnil.fr. Retrieved 03/02/2023.

(38 Cour de Cassation, Chambre sociale, du 6 avril 2004, 01-45.227, Publié au
bulletin, https://www.legifrance.gouv.fr Retrieved 03/02/2023.
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(49 CHAPTER IV - Controller and processor. Article 28— Subcontractor:

1. Where processing is to be carried out on behalf of a controller, the
controller shall only use processors who provide sufficient guarantees as to
the implementation of appropriate technical and organisational measures so
that the processing meets the requirements of this Regulation and ensures
the protection of the rights of the data subject.

149 Judgment of the Court (First Chamber) of 12 January 2023, (request for a
preliminary ruling from the Oberster Gerichtshof— Austria)- RW v
Osterreichische Post AG, (Case C-154/21).

(159 Section 2 - Security of personal data. Article 32 - Security of processing:

a) pseudonymisation and encryption of personal data¢

b) means to ensure the continued confidentiality, integrity, availability and
resilience of processing systems and services
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¢) means to restore the availability of and access to personal data in a timely
manner in the event of a physical or technical incidentt

d) A procedure for regularly testing, analysing and evaluating the effectiveness
of technical and organisational measures to ensure the security of
processing.

-When assessing the appropriate level of security, particular account shall be
taken of the risks posed by the processing, resulting in particular from the
destruction, loss, alteration, unauthorised disclosure of, or unauthorised
access to, personal data transmitted, stored or otherwise processed,
accidentally or unlawfully.
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°) Manon Leblond."Le principe d’individualisation de la peine en droit
pénal francais". Droit. Université Montpellier, 2021. Frangais.

- Crim 19 déc. 1995; Bull. Crim. n° 387; Rev. Sc. crim.1996. 679. Francillon;
Dr. Pénal 1996.
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53 penal Code: Art. 226-17: “Le fait de procéder ou de faire procéder a un
traitement de données a caractére personnel sans mettre en oeuvre les
mesures prescrites aux articles 24, 25, 30 et 32 du réglement (UE) 2016/679
du 27 avril 2016 précité ou au 6° de l'article 4 et aux articles 99 a 101 de la
loi n®° 78-17 du 6 janvier 1978 précitée est puni de cing ans
d'emprisonnement et de 300 000 euros d'amende”.
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5% European Court of Human Rights: Dragan Petrovi¢ v. Serbia, 14 April
2020. (application no. 75229/10).
file:///C:/Users/hp/Downloads/Judgment%20Dragan%20Petrovic%20v.%2
0Serbia%20%20rights%20violation%200wing%20t0%20DNA%20mouth
%20swab%20in%?20absence%200f%20clear%20law.pdf.

159 Facial recognition: €20 million penalty against CLEARVIEW Al October
20, 2022.

https://www.cnil.fr/fr/reconnaissance-faciale-sanction-de-20-millions-deuros-
lencontre-de-clearview-ai
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- La Cour des marchés: Décision quant au fond 46/2022 du ler avril 2022.

Numéro de dossier: DOS-2020-02892. (01/04/2022).
https://www.autoriteprotectiondonnees.be/publications/decision-quant-au-fond-

n-46-2022.pdf
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(59 Deliberation of the restricted formation n °© SAN-2022-027 of December
29, 2022 concerning the companies TIKTOK INFORMATION
TECHNOLOGIES UK LIMITED and TIKTOK TECHNOLOGY
LIMITED. (Commission Nationale de I'Informatique et des Libertés-
Deliberation SAN-2022-027 of December 29, 2022).

https://www.legifrance.gouv.fr/cnil/id/CNILTEXT000046977994?init=true&pa
ge=1&query=SAN-2022-027&searchField=ALL &tab_selection=all

150 Cookies: the CNIL fines GOOGLE €150 million and FACEBOOK €60
million for non-compliance with the law 06 January 2022.

https://www.cnil. fr/fr/cookies-la-cnil-sanctionne-google-hauteur-de-150-
millions-deuros-et-facebook-hauteur-de-60-millions
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U1 B. v. Hungary, 09.03.2023, (application no. 36345/16). European Court
of Human Right. Retrieved 2 April 2023.
file:///C:/Users/hp/Downloads/Grand%20Chamber%20judgment%20L.B.%20v

.%20Hungary%20%?20systematic%20publishing%200f%20tax%20debtors
%E2%80%99%20personal%20data%20breached%20the%20Convention.p
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62 Royal Courts of Justice Strand, London. THE EDMONTON COUNTY
COURT: Durant v Financial Services Authority, 8 Dec 2003. (Case No:
B2/2002/2636).

https://www.Srb.com/wp-content/uploads/2013/10/Durant-v-Financial-

Services-Authority-CA-8-Dec-2003.pdf.
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(%) Code penal:” Section 5 - Des atteintes aux droits de la personne résultant
des fichiers ou des traitements informatiques: Art. 226-21: “Le fait, par
toute personne détentrice de données a caractére personnel a l'occasion de
leur enregistrement, de leur classement, de leur transmission ou de toute
autre forme de traitement, de détourner ces informations de leur finalité
telle que définie par la disposition législative, l'acte réglementaire ou la
décision de la Commission nationale de l'informatique et des libertés
autorisant le traitement automatisé, ou par les déclarations préalables a la
mise en oeuvre de ce traitement, est puni de cinq ans d'emprisonnement et
de 300 000 euros d'amende”.

(69 Art. 226-18: “Le fait de collecter des données a caractére personnel par un
moyen frauduleux, déloyal ou illicite est puni de cinq ans
d'emprisonnement et de 300 000 euros d'amende”.

(69 Art. 226-23: “Dans les cas prévus aux articles 226-16 a 226-22-2,
l'effacement de tout ou partie des données a caractére personnel faisant
'objet du traitement ayant donné lieu a l'infraction peut étre ordonné. Les
membres et les agents de la Commission nationale de l'informatique et des
libertés sont habilités a constater 1'effacement de ces données”.
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166 Article 6 :“Il est interdit de traiter des données a caractére personnel qui
révelent la prétendue origine raciale ou l'origine ethnique, les opinions
politiques, les convictions religieuses ou philosophiques ou l'appartenance
syndicale d'une personne physique ou de traiter des données génétiques, des
données biométriques aux fins d'identifier une personne physique de
maniére unique, des données concernant la santé ou des données
concernant la vie sexuelle ou l'orientation sexuelle d'une personne
physique” (Modifié par Ordonnance n°2018-1125 du 12 décembre 2018).
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70 Art. 226-19: “Les dispositions du présent article sont applicables aux
traitements non automatisés de données a caractére personnel dont la mise
en ceuvre ne se limite pas a l'exercice d'activités exclusivement

personnelles”.
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(7 Art. 226-19-1: En cas de traitement de données a caractére personnel ayant
pour fin la recherche dans le domaine de la santé, est puni de cinq ans
d'emprisonnement et de 300 000 euros d'amende le fait de procéder a un
traitement:

1° Sans avoir préalablement informé individuellement les personnes sur le
compte desquelles des données a caractére personnel sont recueillies ou
transmises de leur droit d'acces, de rectification et d'opposition, de la nature
des données transmises et des destinataires de celles-ci¢

2° Malgré 'opposition de la personne concernée ou, lorsqu'il est prévu par la
loi, en l'absence du consentement éclairé et exprés de la personne, ou s'il
s'agit d'une personne décédée, malgré le refus exprimé par celle-ci de son
vivant.
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U7 Judgment of the Court (Grand Chamber) of 16 December 2008. Heinz

Huber v Bundesrepublik Deutschland. Case C-524/06. European Court
Reports 2008 I-09705. Retrieved 14/03/2023.

https://eur-
lex.europa.ew/legalcontent/EN/TXT/?uri=CELEX%3A62006CJ0524.
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(76 Art. 226-21: Le fait, par toute personne détentrice de données a caractére
personnel a l'occasion de leur enregistrement, de leur classement, de leur
transmission ou de toute autre forme de traitement, de détourner ces
informations de leur finalité telle que définie par la disposition 1égislative,
l'acte réglementaire ou la décision de la Commission nationale de
l'informatique et des libertés autorisant le traitement automatisé, ou par les
déclarations préalables a la mise en oeuvre de ce traitement, est puni de
cing ans d'emprisonnement et de 300 000 euros d'amende.

77 Tribunal de grande instance de Paris 3¢me chambre, 2¢éme section 25 avril

2003.
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%) Jacques Ghestin et Le Centre de droit des obligations de 1'Université
catholique de Louvain. "LA PROTECTION DE LA PARTIE FAIBLE
DANS LES RAPPORTS CONTRACTUELS”. Direction: Marcel Fontaine.
Librairie générale de droit et de jurisprudence, E.J.A., 1996.

(%2 Commission Nationale de 1'Informatique et des Libertés. “Deliberation of
restricted formation No SAN-2022-026 of 29 December 2022 concerning
VOODOO”. (Date of publication on Légifrance: January 17, 2023).
https://www.legifrance.gouv.fr/cnil.
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(85 Art. 226-22-1: “Le fait de procéder ou de faire procéder a un transfert de
données a caractére personnel faisant I'objet ou destinées a faire 1'objet d'un
traitement vers un Etat n'appartenant pas a 1'Union européenne ou a une
organisation internationale en violation du chapitre V du réglement (UE)
2016/679 du Parlement européen et du Conseil du 27 avril 2016 relatif a la
protection des personnes physiques a 1'égard du traitement des données a
caractere personnel et a la libre circulation de ces données, et abrogeant la
directive 95/46/ CE, ou des articles 112 a 114 de la loi n® 78-17 du 6
janvier 1978 précitée est puni de cing ans d'emprisonnement et de 300 000
euros d'amende”.

(%) Pacebook Ireland Ltd, Facebook Inc., Facebook Belgium BVBA V,
Gegevensbeschermingsautoriteit. (15/6/2021). Court of Justice of the
European Union (CJEU). C-645/19.
https://curia.europa.eu/juris/document/document.jsf?text=&docid=242821
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d'emprisonnement ET de 300 000 euros d'amende”.
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— https://www.cnil.fr/en

— https://ukanon.net

— https://curia.europa.eu

— https://www.legifrance.gouv.fr/cnil
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*Books and Articles:

— Al-Mahrouky Mayada, "Hate Crimes and Freedom of Speech”.
International Review of law and Economics. Article submission
No. 109069. ISSN: 01448188, Chicago- (USA),2023.

— Commission Nationale de I'Informatique et des Libertés.
“Deliberation of restricted formation No SAN-2022-026 of 29
December 2022 concerning VOODOO”. (Date of publication on
Légifrance: January 17, 2023).
https://www.legifrance.gouv.fr/cnil.

— David Harrington. “U.S. Privacy Laws: The Complete Guide”.
September 2, 2022. https://www.varonis.com/blog/us-privacy-
laws.

— Frederick G. Bohme, “100 Years of Data Processing: The
Punchcard Century” Volume 3, U.S. Department of Commerce,
Bureau of the Census, Data User Services Division, 1991.

— Gassin Raymond, "La protection pénale des informations sur la
personne en droit francais contemportain”, in “Droit pénal
contemporain”, Mélanges en 1'honneur d'André Vitu, éd. Cujas,
1989.

— Lynskey, Orla, "Control over personal data in a digital age"
Google Spain v AEPD and Mario Costeja Gonzalez. Modern Law
Review, 78 (3). (2015). ISSN 0026-7961. DOI:10.1111/1468-
2230.12126. This version available at:
http://eprints.lse.ac.uk/61944.

— Manon Leblond." Le principe d’individualisation de la peine en
droit pénal francgais". Droit. Université Montpellier, 2021.

— Rials (dir), Dictionnaire de la culture juridique, PUF, 2003.

— Jacques FRANCILLON, "L'adaptation du droit pénal a
certaines fromes de délinquance informatiques et audio-
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visuelles “in” La protection pénale des infromations sur la
personne en droit francais contemporain, in “Droit pénal
contemporain” M¢élanges en 1'honneur d'André Vitu, éd. Cujas
1989.

Jacques Ghestin et Le Centre de droit des obligations de
'Université catholique de Louvain. "LA PROTECTION DE LA
PARTIE FAIBLE DANS LES RAPPORTS
CONTRACTUELS”. Direction: Marcel Fontaine. Librairie
générale de droit et de jurisprudence, E.J.A., 1996.

Ulrich Sieber, "The international Hand book on Computer
Crime". John Wiley & Sons, New York, 1986.

*Decisions of Courts:

Crim. 3 nov. 1987, Bull. crim. n° 382; Rev. sc. crim. 1988. 295,
obs. Delmas Saint- Hilaire; J. C. P. 1988. Crim 3 nov. 1987, D.
1988. J. 17, note Herbert Maisl.

Crim. 6 juill 1994 cite par Jacques FRANCILLON, “Infractions
relevant du droit de I'information et de la communication®, 1996.
Chronique de Jurisprudence.

Crim 19 déc. 1995; Bull. Crim. n° 387; Rev. Sc.1996. Francillon;
Dr. Pénal 1996.

Tribunal de grande instance de Paris 3¢me chambre, 2éme section
25 avril 2003.

Judgment of 6 November 2003 (Grand Chamber), Lindqvist (C-
101/01, EU: C 2003:596).

Royal Courts of Justice Strand, London.THE EDMONTON
COUNTY COURT: Durant v Financial Services Authority. (Case
No: B2/2002/2636). 8 Dec 2003. https://www.5rb.com/wp-
content/uploads/2013/10/Durant-v-Financial-Services- Authority-
CA-8-Dec-2003.pdf.

Cour de Cassation, Chambre sociale, du 6 avril 2004, 01-45.227,
Publié au bulletin, https://www.legifrance.gouv.fr.

Délibération n°2010-229 du 10/06/2010 dispensant de déclaration
les traitements automatisés de données a caracteére personnel mis
en oeuvre par des organismes a but non lucratif, abrogeant et
remplacant la délibération n°2006-130 du 9 mai 2006.
https://www.cnil.fr.
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European Court of Human Rights: S. and Marper v. the United
Kingdom, 4 December 2008 (Grand Chamber).
https://hudoc.echr.coe.int/eng-press?i=003-2571936-2784147
Judgment of the Court (Grand Chamber) Heinz Huber v
Bundesrepublik Deutschland, (Case C-524/06). European Court
Reports 2008 1-09705. 16 December 2008.
https://eurlex.europa.eu/legalcontent/ EN/TXT/?uri=CELEX%3A6
2006CJ0524.

European Court of Human Rights: Uzun v. Germany, (application
no. 35623/05). 2 September 2010.
https://hudoc.echr.coe.int/engpress# {%22itemid%22:[%22003-
3241790-3612154%221]}.

Kennedy v. the United Kingdom, 18.05.2010. (Application no.
26839/05), 15 May 2010.

Peter Nowak v Data Protection Commissioner. Ireland's Supreme
Court -Judgment of the Court (Second Chamber), (Case -434/16),
20 December 2017.

Fashion ID GmbH & Co. KG v Verbraucherzentrale NRW eV.
Court of Justice of the European Union: PRESS RELEASE No
99/19. Judgment in Case C-40/17. Luxembourg, 29 July 2019.
https://curia.europa.eu/jcms/upload/docs/application/pdf/2019-
07/cp190099en.pdf.

Google LLC, coming to the rights of Google Inc. V, Commission
nationale de l'informatique et des libertés (CNIL). (In Case C-
507/17). 24 September 2019.
https://curia.europa.eu/juris/document/document.jsf?text=&docid=
218105&pagelndex=0&doclang=FR&mode=req&dir=&occ=first
&part=1&ci1d=99559

Ben Faiza v. France, 08.02.2018. (Application no. 31446/12). 8
February 2020.

European Court of Human Rights: Dragan Petrovi¢ v. Serbia, 14
April 2020. (application no. 75229/10).
file:///C:/Users/hp/Downloads/Judgment%20Dragan%20Petrovic
%20v.%20Serbia%20%?20rights%20violation%200wing%20t0%?2
0DNA%20mouth%?20swab%20in%?20absence%200f%20clear%?2

Olaw.pdf.
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CASE OFP.N. v. GERMANY. (Application no. 74440/17),
European Court of Human Rights. 11 June 2020.
https://hudoc.echr.coe.int/.

-CASE OF GAUGHRAN v. THE UNITED KINGDOM.
(Application no0.45245/15). Cour européenne des droits de

['"homme. 13 June 2020.
https://hudoc.echr.coe.int/eng# { %22itemid%622:[%22001 -
200817%221}

Privacy International and Others v. the United Kingdom.
(Application no. 46259/16), 4 September 2020.

Orange Roméania SA V, Autoritatea Nationald de Supraveghere a
Prelucrarii Datelor cu Caracter Personal (ANSPDCP). Court of
Justice of the European Union. Case-no: C-61/19. (11 November
2020).
https://curia.europa.eu/juris/document/document.jsf?text=&docid=
233544 &pagelndex=0&doclang=fr&mode=req&dir=&occ=first&
part=1

-LAND NORDRHEIN-WESTFALEN V. D.H.T Court of Justice
of the European Union (CJE). No: C-620/1.

10 December 2020.
https://curia.europa.eu/juris/document/document.jsf?text=&docid=
235346

Privacy International v. Secretary of State for Foreign and
Commonwealth Affairs and Others (Case C-623/17; ECLI: EU:
C2020: 790) and La Quadrature du Net and Others, French Data
Network and Others and Ordre des barreaux francophones et
germanophone and Others (Cases C-511/18, C-512/18 and C-
520/18; ECLI:EU: C:2020:791).

CASE OF BIG BROTHER WATCH AND OTHERS v. THE
UNITED KINGDOM. (Applications no. 58170/13, 62322/14 and
24960/15). 25 May 2021.

L.B. v. HUNGARY., European Court of Human Rights.
(Application no. 36345/16). 12 Jan 2021.
https://hudoc.echr.coe.int/eng#{%22itemid%22:[%22001-
207132%22].
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Facebook Ireland Ltd, Facebook Inc., Facebook Belgium BVBA
V, Gegevensbeschermingsautoriteit. Court of Justice of the
European Union (CJEU).C-645/19). 15 June 2021.
https://curia.europa.eu/juris/document/document.jsf?text=&docid=
242821

Judgment of the Court (Grand Chamber) (request for a
preliminary ruling from the Satversmes tiesa — Latvia)
(Constitutional Court, Latvia). (Case C-439/19), 22 June 2021.
https://curia.europa.eu/juris/document/document.jsf?text=&docid=
244575&pagelndex=0&doclang=en&mode=req&dir=&occ=first
&part=1&cid=8508699.

CASE OF LIEBSCHER v. AUSTRIA, European Court of Human
Rights, (Application, no. 5434/17). 6 July 2021.
https://hudoc.echr.coe.int.

Judgment of 13 May 2014 (Grand Chamber), Google Spain and
Google (C-131/12, EU: C 2014:317). Court of justice of the
European union, “PROTECTION OF PERSONAL DATA”.
November 2021.

Cookies: the CNIL fines GOOGLE €150 million and
FACEBOOK €60 million for non-compliance with the law. 06
January  2022.https://www.cnil.fr/fr/cookies-la-cnil-sanctionne-
google-hauteur-de-150-millions-deuros-et-facebook-hauteur-de-
60-millions

Human Rights League V Council of Ministers, Case C-817/19.
Court of Justice of the European Union (CJE).OPINION OF THE
ADVOCATE GENERAL MR GIOVANNI PITRUZZELLA. 27
January 2022.
https://curia.europa.eu/juris/document/document.jsf?text=&docid=
252841.

CONCLUSIONS DE L'AVOCAT GENERAL M. GIOVANNI
PITRUZZELLA.Ligue des droits humains v Conseil des ministre
(Affaire C-817/19), 27 janvier 2022.

Human Rights League V Council of Ministers, Case C-817/19.
Court of Justice of the European Union (CJE).OPINION OF THE
ADVOCATE GENERAL MR GIOVANNI PITRUZZELLA., 27
January 2022.
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CASE OF STANDARD VERLAGSGESELLSCHAFT MBH v.
AUSTRIA. Application no. 39378/15. European Court of Human
Rights, (Fourth Section). 7 March 2022.
https://hudoc.echr.coe.int/fre#{%22itemid%22:[%22001-
213914%22]}

La Cour des marchés: Décision quant au fond 46/2022 du ler avril
2022. Numéro de dossier: DOS-2020-02892. 1 April
2022.https://www.autoriteprotectiondonnees.be/publications/decis
ion-quant-au-fond-n-46-2022.pdf

United States of America, Plaintiff, v. Epic Games, Inc. (FTC
Matter/File Number 2223087), Civil Action Number 5:22-CV-
00518-BO. Enforcement Type Civil Penalties Federal Injunctions.
12 September 2022. https://www.ftc.gov/legal-library

Facial recognition: €20 million penalty against CLEARVIEW Al
20 October, 2022.

https://www.cnil. fr/fr/reconnaissance-faciale-sanction-de-20-
millions-deuros-lencontre-de-clearview-ai

Délibération de la formation restreinte n°SAN-2022-022 du 30
novembre 2022 concernant la société FREE. Délibération SAN-
2022-022 du 30 novembre 2022 - Légifrance (legifrance.gouv.fr).
European Court of Human Rights: (Drelon c. France - 3153/16 et
27758/18 Arrét 8.9.2022 [Section V]). September 2022.
https://hudoc.echr.coe.int/fre#{%22itemid%22:[%22002-
13775%22]}

Austrian Constitutional Court (Verfassungsgerichtshof-VfGH). (G
287/2022-16, G 288/2022-14). 14 Dec 2022.
https://gdprhub.eu/index.php?title=VIGH - G_287/2022-

16, G_288/2022-14

Deliberation of the restricted formation n © SAN-2022-025 of
December 29, 2022 concerning the company APPLE
DISTRIBUTION INTERNATIONAL.
https://www.legifrance.gouv.fr/cnil/id/CNILTEXT00004690707
7.

Deliberation of the restricted formation n © SAN-2022-027 of
December 29, 2022 concerning the companies TIKTOK
INFORMATION TECHNOLOGIES UK LIMITED and TIKTOK
TECHNOLOGY LIMITED. (Commission Nationale de
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I'Informatique et des Libertés- Deliberation SAN-2022-027 of
December 29, 2022.
https://www.legifrance.gouv.fr/cnil/id/CNILTEXT000046977994
?init=true&page=1&query=SAN-2022
027&searchField=ALL&tab_selection=all.

— European Court of Human Rights: JUDGMENT OF THE COURT
(Fifth Chamber). Ministerstvo na vatreshnite raboti, Glavna
direktsia za borba s Organiziranata prestapnost, (C-205/21). 26
January 2023.
https://curia.europa.eu/juris/document/document.jsf?text=&docid=
269704&pagelndex=0&doclang=en&mode=req&dir=&occ=first
&part=1

— Judgment of the Court (First Chamber), (request for a preliminary
ruling from the Oberster Gerichtshof — Austria) — RW v
Osterreichische Post AG, (Case C-154/21). 12 January 2023.

— L.B. v. Hungary, (application no. 36345/16). European Court of
Human Right. 9 March 2023.
file:///C:/Users/hp/Downloads/Grand%20Chamber%20judgment%
20L.B.%20v.%20Hungary%20%20systematic%20publishing%20
0f%20tax%20debtors%E2%80%99%20personal%20data%20brea
ched%20the%20Convention.pdf
*Codes and laws:

— France Law No. 2004-801 of 6 August 2004 on the protection of
individuals with regard to the processing of personal data and
amending Law No. 78-17 of 6 January 1978 on data processing,
files and freedoms.

— Décret n° 2019-536 du 29 mai 2019 pris pour l'application de la
loi n°® 78-17 du 6 janvier 1978 relative a l'informatique, aux
fichiers et aux libertés.

— Code pénal francais. (Amended by Ordinance No. 2018-1125, of
12 December 2018).

— UK Public General Acts 2018.

— Regulation (EU) of the European (GDPR) 2016/679 of 27 April
2016.

— The Act of 1 August 2018 on the organisation of the National Data
Protection Commission and the general data protection
framework.
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— The Act of 1 August 2018 on the protection of individuals with
regard to the processing of personal data in criminal and national
security matters.

— The Act of 30 May 2005 regarding the specific rules for the
protection of privacy in the sector of electronic communications.

— Luxembourgian Act Regulating the Use of Nominal Data.

— Swedish Data Act -1988.

— Swedish Bookkeeping Act (SFS 1999).

— Code du patrimoine Derniére modification: 12-3-2023.

— Code du patrimoine 20 février 2004.



