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Abstract

In the Internet of Things (10T) era, there is a need to develop applications in a standard way. Every smart object has its
own embedded protocol and data format. The Interoperability of Smart objects is still a big challenge. Separation of
context data from application data and standardizing the method to access Smart Objects are musts to facilitate 10T
application development. 10T application developments have caught the attention of researchers and industries. Context-
aware is the property of a system that uses context to provide related information or services to a user based on the user’s
task. Therefore, Context-Aware service discovery can be defined as discovering the most suitable services for the user
based on context information. Combining context-aware concepts with the 10T facilitates the development of 10T systems
dependent on complex environments with numerous sensors and actuators, the user, and their surroundings. This paper
introduces an overview of context-aware and non-context-based service provisioning Frameworks and solutions. This
paper presented the advantages, disadvantages, and comparison of the discussed Frameworks.
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1. Introduction

Integrating Internet connectivity into various objects within our surroundings, such as electricity meters,
chairs, office equipment, curtains, and home appliances can enhance multiple application domains.

The Internet of Things (10T) has evolved as a significant and influential phenomenon in recent years,
facilitating the interconnection of billions of devices throughout the globe and resulting in the generation of
vast quantities of data. The potential uses of these interconnected devices span across various domains,
including Smart Cities, Industrial Automation, and Health Care. However, the considerable quantity and variety
of 10T data can pose difficulties in extracting significant insights and improving user experiences.

A smart object can be described as a entity that comes equipped with essential components such as a sensor,
a communication module, microprocessor, a power source, and memory. The Lowpower Wireless Personal
Area Network (LoWPAN) holds a crucial role within the loT due to its advantageous features, which include
energy efficiency, wide accessibility, and the ability to effortlessly integrate smart devices with the Internet [1].

One potential approach to address this difficulty involves the integration of context aware within 10T
technologies. Context aware concept refers to the capacity of a system to understand and respond to its
surroundings by taking into account diverse contextual elements, including temporal aspects, spatial
coordinates, and user preferences. Through the integration of context aware, 10T devices have the capability to
adjust and conform to their surrounding environment, hence offering customized experiences to users.

This paper is organized as follows: an introduction is presented in section 1. Section 2 illustrates the
background of the related works. Section 3 presents the literature review and shows a comparison of all
presented frameworks. Section 4 presents the conclusion and future works.
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2. Background

This section presents the concept used in this research. Four important concepts for building the research
structure are discussed. The first part covers a general introduction to Context Aware. The second part presents
an introduction to the 10T. The Third part highlights an introduction to Interoperability. The last part presents
an introduction to the Web of Objects.

2.1. Context-Aware

Context, in the context-aware computing field, is described as data that helps depict the circumstances in
which an entity exists. An entity here refers to a person, place, or object associated with the interaction between
a user and an application, encompassing both the user and the application itself [2], [3].

Context-aware is characterized as a system's ability to utilize context to deliver pertinent services or
information to the user, with the relevance determined by the user's specific task. As a result, context-aware
service discovery can be described as the utilization of contextual data to identify the services that are most
appropriate for the user [2]. Figure 1 show the context life cycle general architecture.

Adopting a service-oriented architecture (SOA) aims to simplify the intricacies associated with interacting
with intelligent devices. This approach would allow for these devices to be conceptualized as services, thereby
transforming them into entities that can be leveraged. Consequently, the development team responsible for
creating intelligent systems can dedicate their efforts exclusively to meeting functional necessities, eliminating
the need to delve into the specific technical intricacies of individual devices. From the standpoint of web
services, context data can be categorized as the following:

e From the point of view of service requesters, the term context refers to the surrounding environment
that influences the discovery and accessibility of web services for these requesters.

e From aservices perspective, context refers to the surrounding environment that influences the delivery
and execution of Web services.

For the 10T solutions to be effective, it's essential to combine an loT system with a context aware system.

Context-aware solutions face several obstacles. Firstly, they must grapple with the complex task of handling
the diverse and immense volume of data produced by loT devices. Secondly, they need to efficiently manage
the storage and processing of events and deduce more advanced activities from a set of basic events. Lastly,
they must execute applications across various domains using a versatile development framework [4]. Figure 1
preset reference architecture guide for developing more advanced context-aware frameworks.

The increasing number of loT-enabled devices, technologies, and platforms has fragmented the landscape,
resulting in interoperability problems for system deployments [5].
One of the major hurdles to the adoption of 10T and the encouragement of innovation is the issue of

interoperability.
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Fig. (1) Context Life Cycle [30]
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Fig. (2) General Reference Architecture for Context Aware System

2.2. Internet of Things

Kevin et al. introduced the concept of the 10T in 1999 during his tenure at MIT's Auto-ID Center, where the
research primarily revolved around networked radio frequency identification (RFID) and sensor technologies
[6], Where individuals and objects could share information about their present condition and environment in a
significantly more effective way [7].

The 10T consists of wireless systems that which its size is small and connected to one another. These systems
have the ability to send the data through the network automatically without the need for human intervention
since they are computationally capable. These distinguishable smart items are programmed and can be
accessible remotely over the Internet and locally through Bluetooth. They are intended to keep an eye on or
manage smart areas [8]. 10T is essential in different domains, such as smart home [8], elderly healthcare [9],
home safety [10], energy management and conservation [11], [12].

The concept of the 10T emerged from contemporary research centered on Connecting every physical object
and information ecosystem to the internet, enabling users to access and manage devices remotely from any
location and at any time. 10T enables smaller, simpler devices to carry out intricate tasks through improved
intelligence and connectivity.

The 10T is turning smart environments from a concept into actuality. loT lacks application-level
standardization. 10T devices have limited processing capability and memory [13].

In recent years, the number of internet-connected devices has significantly increased. Digitizing specific
parameters of interest to perceive the world can generate a vast amount of data. This data is subsequently
transmitted across the network to other devices, applications, and infrastructure. The 10T concept is built upon
this constantly evolving and dynamic environment. Many applications based on loT have been developed for
smart cities, intelligent transportation, and advanced industries [12].

10T systems encounter various obstacles that hinder them from realizing the inherent potential of 10T devices,
with one significant challenge being the diversity of devices and protocols, leading to constraints on
interoperability.

Internet connectivity enables the IoT concept to blur the distinction between physical objects and
computational devices. This connectivity contains the potential to provide user-centric services that take the
user's context and profile information into account [13].

For example, conventional temperature control in a meeting room typically involves turning on the air
conditioner to the desired temperature and relying on the built-in thermostat for regulation. In contrast, a
sophisticated 10T system can optimize meeting room temperature by incorporating context aware, ontology,
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and 10T technology. For instance, it can analyze data from internal thermometers, the current time, online
weather services, and the number of people present to determine whether simply opening a window would be
more energy-efficient than activating the air conditioner. Additionally, the system can dynamically adjust the
temperature based on the occupancy level, automatically turning off the air conditioner when the room is
unoccupied. This highlights the importance of effectively managing data and events collected from sensors and
devices. Basic events like door openings and activities such as employees leaving the meeting room can be
translated into contextual information. This information can be accessed by a monitoring service responsible
for the meeting room, which can, for example, send notifications when a meeting concludes to the person
overseeing the room.

With the advancement of sensor networks, radio-frequency identification technology, and web services, the
Web is evolving into the Web of Things and services[14]. A new generation of context-aware web services is
emerging as a crucial technology for developing innovative applications.

The Web of Objects (WoOs) concept involves representing and virtualizing real - world objects in the
physical world. This allows for the integration of intelligent functionalities and the provision of real-time data.
These objects are represented as Web resources, which can be accessed through lightweight REST-based APIs
instead of the more complex SOAP-based architecture. An object possessing a sensor or actuator, central
processing unit (CPU), memory, communication capabilities, and a power supply is classified as a smart object.
The utilization of the Internet as a global platform for 10T applications is advantageous due to its adherence to
open standards and compatibility with various devices. Within the realm of web-based systems, sensors, and
actuators possess the ability to provide their functionalities through a Representational State Transfer (REST)
application programming interface (API). This API, exemplified by Uniform Resource Identifiers (URIs) such
as URI/lightON and URI/lightOFF, facilitates dynamic interactions between objects. Service provisioning
refers to the systematic method of delivering smart object services to the World Wide Web, which is akin to the
conventional web services that are accessible on the Internet. An loT application on the Web is defined as a
web-based application that utilizes communication networks and adheres to Web standards to establish
communication with smart objects [15].

A smart environment consists of sensors, actuators, interfaces, and devices designed to provide both local
and remote control of the environment. Temperature, humidity, light, and motion are environmental monitoring
and sensing elements. The actuator with dedicated hardware interfaces and computing capabilities controls the
environment, including heaters and fans ON/OFF operation. Bluetooth provides localized control, whereas
WiFi provides remote access. The RESTful architecture enables Interoperability in the Web of Objects
Architecture for Smart Space.

Semantic ontology assists ubiquitous environments in tackling important challenges like Interoperability,
knowledge modelling, and dynamic discovery of the service. It also serves as a robust foundation for creating
interactive applications that are highly adaptive and context-aware.

The ability of information systems to interact with smart objects has been hindered by the following factors:

o Aot of devices depend on exclusive protocols to execute their tasks.
A lot of devices contain embedded software that remains unchanged throughout their lifetimes.
Annotation of physical objects and services with semantic data.
Discovering services and subscribing to them.
Concurrent requests.

2.3. Interoperability

Currently, the ecosystem of the 10T is experiencing a deficiency in terms of Interoperability among the
diverse competing platforms that are currently available. [16].

The utilization of Semantic Web (SW) technologies, containing a comprehensive set of standards for
establishing connections between data and their formal meaning, has been proven to be an effective approach
for achieving data interoperability inside 10T systems. The utilization of SW technologies is motivated by their
ability to infer data that has been semantically annotated [17].
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The objective of the Semantic Web vision is to establish connections between data on the internet. Similarly,
scholarly work on the application of Semantic Web technologies to the 10T emphasizes the significance of
incorporating semantic annotations into the data produced by intelligent things. The predominant approach to
describing semantics is through the utilization of the Resource Description Framework (RDF). RDF organizes
knowledge in the form of triples, consisting of a subject, predicate, and object. For instance, examples of RDF
triples include [TemperatureSensor208, Value, 27] and [TemperatureSensor208, Location, Room3]. The
aforementioned triples generate a graph that encompasses subjects, objects, and predicates. RDF and graph-
based data structures include the inherent capability to derive novel knowledge through the process of inference,
utilizing the information contained inside an established graph. Through the utilization of domain expertise, a
system has the capability to infer, for example, that the temperature within Room3 measures 27 degrees
Fahrenheit, thereby exemplifying the application of the transitive property. The OWL is a widely used language,
alongside RDF schema, for the purpose of constructing ontologies on the internet. It is commonly utilized to
express domain knowledge and aid in the process of intelligent data annotation [18], [19]. Recent research has
focused on how SW technologies, specifically OWL ontologies, can be used to enhance the 10T industry's poor
interoperability [8].

Existing solutions facilitate Interoperability between various 10T platforms and application domains. The
W3C consortium presented the Web of Things (WoT) architecture as one such solution [20].

The WoT builds upon the 10T concept and offers standardized methods for communicating with various
devices across different automated systems. This communication is facilitated through a descriptive JSON file
known as a Thing Description [21].

Rule-based programming methods are well-suited for loT automation systems because they are
straightforward and user-friendly. While IFTTT stands out as a leading tool for creating I0T scenarios using
trigger-action rules, it does have several drawbacks, including limited abstraction and a lack of generality [8],
[22]

This paper is structured as follows: Section 1 contains an introduction. Section 2 present background about
the concepts used to build the research structure. Section 3 provides an overview of related literature and studies.
Section 4 presents conclusions.

3. Literature Review

Several studies have investigated the application of Web paradigms and protocols to service provisioning,
including SOA (REST, SOAP), Semantic based, and the WoT.

Traditional context-aware frameworks have several limitations when it comes to developing context-aware
services, including those listed below.

« If the context is constantly changing (such as location), a context-aware service must be invoked with the
updated context data. Consequently, the service must be invoked multiple times, which increases network traffic
and the cost of using the service.

* Large messages: sending a large message to the context manager.

In this section we will show a set of frameworks for service provision we will group them by the use of
context-aware-based frameworks and non-context-aware-based frameworks.

3.1. Context-Aware Based Frameworks

Kim et al., introduce a middleware architecture specifically designed for the implementation of context-
aware systems in the setting of a smart home environment. In order to derive high-level contexts from low-level
contexts, the suggested architecture incorporates an advanced rule-based reasoning algorithm that is augmented
with profiles. Contexts are typically represented using the OWL ontology. The experimental findings provide
evidence that the utilization of this middleware yields reasoning conclusions that are both more accurate and
faster in comparison to traditional rule-based approaches. Furthermore, the process of selecting context-aware
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services is achieved using a rule-based algorithm, which facilitates the seamless augmentation of services by
including new rules into the pre-existing rule base [23].

In this study, Gochhayat et al. present the Lightweight Context-Aware 10T Service Architecture (LISA), a
framework that has been developed with the objective of effectively delivering and managing push-based
services inside 10T settings. The main goal is to reduce the amount of communication and processing required
by utilizing contextual information, such as the capabilities of devices, user preferences, and ambient
circumstances. The objective of this strategy is to provide IoT services that are tailored to individual needs and
are highly effective in their implementation. The LISA system utilizes contextual comprehension in order to
choose to convey the most pertinent and significant services to users. In order to analyze the scalability of LISA,
the study employs simulations to evaluate its capacity to accommodate a substantial quantity of 10T services
and devices. The findings suggest that the LISA system demonstrates efficient scalability in managing a large
number of devices and services, while also maintaining adequate levels of performance. Nevertheless, the study
also notes specific constraints associated with LISA, such as its restricted capacity to handle intricate services
and its limited scalability when implemented in a centralized fashion [13].

Krati et al. explore the difficulties linked to maintaining an ideal indoor air quality. The research introduces
an loT system that is context-aware, gathering data, making predictions about ventilation conditions, and
delivering alerts and recommendations to users. A smartphone application serves as a tool for keeping users
informed about the indoor environment and ventilation status. Moreover, the system is capable of offering
guidance on how to enhance ventilation and reduce indoor pollutants, which may involve actions like opening
windows, using air purifiers, or adjusting HVAC systems. The system calculates ventilation rates by examining
indoor CO2 levels and utilizes a multilevel logistic regression approach to define different ventilation states.
To predict ambient ventilation, the K-Nearest Neighbors (K-NN) classification algorithm is employed [24].

Reda et al. present a knowledge-based methodology for home automation systems implementation that
utilizes 10T devices. The primary objective of the suggested strategy is to enhance expressivity and increase the
level of abstraction required for the development of systems that possess knowledge-based capabilities and
reasoning abilities. This will enable the comprehensive utilization of the potential provided by loT devices. This
study showcases the viability and effectiveness of the suggested methodology within a simulated residential
setting. It makes a valuable contribution to the advancement of home automation systems by introducing a novel
methodology that leverages web technology standards and publicly available ontologies to facilitate structured
inferring. This eliminates the requirement for improvised control programs or ontologies. Additionally, the
research proposes a number of potential future endeavors. These include examining the scalability of the
proposed methodology, assessing its performance in a practical context, contrasting it with alternative existing
methodologies, expanding its functionality to encompass more sophisticated inferring capabilities, and creating
a user-friendly design for setting up and overseeing the proposed methodology [8].

A generic layered model to achieve the development of context-aware systems must contain minimally the
following:

e The physical entities layer contains a collection of sensors for capturing the environment context.
Then, this information is classified to enable services to request context information.

e The context management layer stores classified context information in a database.

e Service provisioning layer responsible for discovery, composition, and execution of the service.

e Application Layer: This facilitates the development of context-aware services by consumers.

Hassan et al. introduce a novel architecture for Smart Home Systems (SHSs) designed to enable remote
automation and control of household appliances. This architecture leverages emerging technologies like 10T,
Context-aware, and Cloud Computing, aiming to simplify the development of Smart Home systems and
enhance their management capabilities. The fundamental building blocks of this proposed architecture
encompass Classic Smart Homes, 10T, Context-aware, Cloud Computing, and Rule-based Event Processing
Systems (RbEPS). Additionally, the paper offers a new schematic guide to facilitate the creation of
comprehensive Smart Home Systems and optimize data processing. To validate and evaluate the proposed
architecture, the authors implemented a smart home system using ultrasonic sensors. This system serves as a
house navigator, capable of monitoring and regulating room temperatures, detecting fires, water leaks, smoke,
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and motion within the home. However, the paper does not furnish specific outcomes or results related to the
proposed architecture or the functioning smart home system [25].

Ortiz et al. propose a new architecture for the 10T that is designed to be more scalable, efficient, and secure
than traditional 10T architectures. The architecture, called Atmosphere, is a three-tier architecture that consists
of edge nodes, fog nodes, and cloud nodes. Edge nodes are located close to the 10T devices and are responsible
for collecting data from the devices and performing basic processing tasks. Fog nodes are located between the
edge nodes and the cloud and are responsible for performing more complex processing tasks and managing the
edge node resources. Cloud nodes are located in the cloud and are responsible for storing and analyzing large
amounts of data. Atmosphere uses a context-aware and situational-aware approach to processing loT data. This
means that the architecture takes into account the context of the data, such as the location of the data, the time
of day, and the current situation when making decisions about how to process the data. This approach allows
Atmosphere to make more efficient use of resources and to provide more accurate and timely results.
Atmosphere also uses a collaborative approach to processing loT data. This means that the edge, fog, and cloud
nodes work together to process the data. This approach allows Atmosphere to scale to large numbers of loT
devices and to provide more reliable results. The authors of the article evaluated Atmosphere through a case
study of respiratory disease surveillance in hospitals. The evaluation results showed that Atmosphere could
provide more efficient, secure, and scalable 10T solutions than traditional 10T architectures [26].

Haider et al. suggest an overarching framework for delivering smart objects as a service by incorporating
context-aware principles while accounting for limitations in bandwidth, scalability, and performance. This
framework comprises key components like data acquisition and management services, data aggregation, and
rule-based reasoning. To validate and assess the effectiveness of this proposed framework, the authors
conducted simulations within an 10T network. They compared the outcomes of accessing the service using the
traditional approach with those achieved through the application of the proposed framework. The paper
highlights the importance of context-aware in 10T systems and the use of semantic web technologies for
achieving data interoperability [27].

3.2. Non-Context-Aware Based Frameworks

Igbal et al. present a proposed loT platform that aims to facilitate interoperability and is well-suited for
seamless integration within a smart home setting. This platform integrates the utilization of WoO with cloud
architecture. The assessed platform showcases its capacity to attain interoperability among a wide range of
household products, multiple communication methods, and protocols. The main objective of this technology is
to facilitate the remote control of domestic appliances, while also allowing for the storage of home-related data
in a cloud-based system. The aforementioned data can thereafter be retrieved by diverse service provider
applications for the aim of analysis. The study moreover proposes many prospective avenues for future
investigation, encompassing the incorporation of machine learning algorithms, the creation of a mobile
application, and the installation of a security framework for the smart home system. The architectural design
being discussed exhibits a notable level of adaptability, rendering it well-suited for diverse applications within
the domain of intelligent building systems [15].

Sciullo et al. propose the introduction of a WoT Store, a centralized repository designed to enhance resource
and application management within the WoT. Although this particular strategy presents a number of possible
advantages, it is crucial to acknowledge and evaluate its limitations and disadvantages. The potential reliance
of the WoT Store system on a centralized infrastructure raises questions regarding scalability, dependability,
and security. Furthermore, it is conceivable that the system could impose the use of specific communication
protocols and application programming interfaces (APIs), hence possibly constraining the flexibility and
interoperability of 10T devices and applications. However, this study proposes a prototype for the WoT Store
system and assesses its performance in terms of the time taken for resource identification and application
deployment. This evaluation showcases the efficacy of the proposed prototype in effectively overseeing loT
resources and applications within the WoT [5].
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Ibaseta et al. propose an approach that employs WoT technology to effectively monitor and manage energy
use in construction projects. The proposed solution aims to integrate various building systems and devices, such
as lighting, occupancy sensors, and smart plugs, using a cloud-based platform that utilizes web protocols and
standards. This paper introduces a novel methodology through the analysis of a case study carried out on a refit
project executed within the premises of an office building. The results indicate that the proposed methodology
exhibits cost-effectiveness and energy efficiency, as well as interoperability and scalability. Furthermore, the
findings of the research suggest that this particular methodology possesses the capacity to be implemented in
real-world scenarios [28].

In summary, we've gained insights into various frameworks after reviewing different studies. In Table 1,
we'll compare these frameworks to understand their relevance to our specific study.

Table (1). Frameworks Comparison
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4. Conclusions

In the era of 10T, developing applications to support smart spaces faces many challenges, and one of the
biggest challenges is interoperability. Also, transferring loT applications from the network to the web is an
important step to running and accessing the physical world in a standard environment. Merging the concepts of
IoT and context awareness is important, where context has the concept of how to model sensor data with
situation awareness data.

Context awareness services provisioning (CaSSP) is a novel approach that leverages the rich and dynamic
contexts of smart objects and users to provide relevant and personalized services over the 1oT. CaSSP aims to
address the challenges of service discovery and allocation in 10T systems, especially in complex and
heterogeneous environments. In this paper, we have introduced an overview of the context-based and non-
context-based 10T solutions, the context based 10T solutions advantages and disadvantages, and the comparison
of the most important solutions.

In conclusion, the burgeoning field of context-aware 10T semantic service provisioning presents a
revolutionary paradigm shift in how we leverage the vast potential of the 10T. This paper has
comprehensively reviewed the state-of-the-art in this domain, delving into the key concepts, enabling
technologies, and existing approaches. We have highlighted the critical role of context awareness in tailoring
service provision to the dynamic needs of users and devices within the 10T ecosystem. Semantic technologies,
particularly ontologies and reasoning techniques, have emerged as crucial enablers for effectively capturing
and utilizing contextual information, thereby facilitating the discovery, composition, and adaptation of
relevant services.

Based on our review, future work in this area must focus on the following points: Firstly, the development
of a framework for context-aware semantic service discovery and recommendation based on ontologies, rules,
and machine learning techniques. Secondly, we will explore the use of blockchain technology for secure and
transparent context-aware semantic service provisioning. Thirdly, develop context-aware service provisioning
solutions tailored to specific domains like smart cities, personalized healthcare, and industrial automation,
leveraging domain-specific ontologies and knowledge graphs for enhanced service discovery and adaptation.
Finally, develop scalable service matchmaking algorithms and distributed architectures that can efficiently
manage the vast and dynamic service landscape in large-scale 10T deployments.
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