Proceedings of the 8" | CEENG Conference, 29-31 May, 2012 |EE241-1 |

8" Inter national Conference
on Electrical Engineering
| CEENG 2012

MilitaryTechnicalCollege
Kobry El-Kobbah,
Cairo, Egypt

Key Partitioning Cryptanalysis of Reduced Rounds AES

Algorithm Variant
By

Amr M. Ashry* AlaaEl-Din R. Shehata*  Ashraf D. EI-Bayoumy*

Abstract:

The magjority of the published attacks on reduced-round variants of block
ciphers seeks to maximize the number of rounds to be broken, using less data
than the entire codebook and less time than exhaustive key search. In this paper,
a nove key partitioningchosen plaintext attack against reduced-rounds AES
variants up to 3 rounds that uses only 33 chosen plaintext-ciphertext pairs, a
workload of 2"°(for three round variant) and 2*’bytes of memory is introduced.
The attack depends upon the internal structure of the AES round function, the
differential characteristics of the AES S-BOX and thekey partitioning in which
each key byte will be processed individually independent to the other key bytes.
To clarify the idea of the attack we will follow a round by round cryptanaysis
till the third round of the AES. The results gives that a bit-level permutation is
more efficient than byte-level permutation used in the AES round function.We
also introduce a counter measure for this attack by using a bit-level permutation
on the AES round function instead a byte level permutation.
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1. | ntroduction:

No practical attacks against AES are known to date, but an increasing number of
them are now getting close to become practical. Recent attempts using related
key boomerang attack techniques have received alot attention.

At the very end of May 2009, a paper was published by A. Biryukov and D.
Khovratovich [1]describing a potential attack on AES based on a related key
boomerang attack. Although not currently practical to break AES it was the first

attack to be more efficient than pure brute force by lowering the AES-256

complexity from 2%° to 2™° and AES-192 complexity from 2'% to 2'7°.

Shortly after this paper was published another major breakthrough in the
cryptanalysis of AES was made public in August 2009 [2] by an extended team
responsible for the first paper; and this time it is amost practical against some
variants of AES-256. Respectively using a 9 and 10 rounds variants they
lowered the complexity to 2*° and 2*°.

Recently in mid-2011, Charles Bouillaguetet a [3] considered low data
complexity attacks on reduced-round variants of AES. He presented severa
attacks on up to four rounds of AES given a most 10 known (or chosen)
plaintexts, and showed how to leverage such attacks to more complex attacks on
variants of AES with more rounds, the results of these attacks will be illustrated
shortly in section 4.

2. AES S-BOX differential characteristics:

The differential characteristics [4,5] of the AES S-BOX is a word means that,

what is the probability of a specific input difference to the S-BOX for agiven S

BOX output difference.

For any output difference AY the probability of the occurrence of an input

difference AX equals to “0” in 129 values out of 256 possible values for AX
2

which is called impossible differential [6,7], equals to “256” in 126 values out
4

256 and “ 256 ” in only one value of AX. These semi-idea differential
characteristics give us an indication to how hard is the differential cryptanalysis
of the AES, dso it tells us why the AES is immune against differential
cryptanalysis since a huge number of plaintext-ciphertext pairs are required to
complete the attack because of the very small bias found in the difference
distribution table.

But we can notice that, for any given value for AY we will need to test only 2’-1
values of AX rather than 2°, that is true because the other values of AX are
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impossible differentials, the attack shall consider this fact as will be discussed
shortly.

3. Proposed attack

The proposed key partitioning chosen plaintext attack is introduced in this
section. We will start with a single round AES variant, then we will extend that
attack to two and three rounds AES variants.

3.1 Proposed attack for a single round AES variant:

The main idea of the proposed attack depends upon a novel principle caled key
partitioning, in key partitioning each key byte is processed independent to the
other key bytes, this principle depends upon the initial add round key before the
first round, to describe what we want to do we shall choose the two plaintext
pairs listed in Table (1), also the target key matrix islisted.

Table (1): Selected input pair for the AES single round attack

First chosen plaintext Second chosen plaintext Target key
00 | 00 | 00 | 0O FF 00 | 00 | 0O W | Wi | Wy | Wy
00 | 0O | OO | 0O 00 00 | 00 | 0O Wo | Wy | Wy | Wy
00 | 00 | 00 | 0O 00 00 | 00 | 0O Wo | W | Wy | W
00 | 00 | 00 | 0O 00 00 | 00 | 0O Wo | Wiz | Wy | Wgs

The encryption process of the two chosen plaintext pairs with the target key
shall give us two encryption paths.The first will force the key by itself to be the
input of the first round (after the initial add round key).The other will do the
same except for the first key byte which is complemented under the effect of the
“FF” byte in the plaintext.We will go through from here for the key point of the
attack and look to what will happen. After initial add round key we will get the
result listed in Table (2).

Table (2): The output of the initial add round key

Thefirst encryption path(plain 1) The second encryption path(plain 2)
W Wi Wao Wsa [ 00 Wi Wao Wsa
WOl Wll W21 W31 WOl Wll W21 W31
W02 W12 W22 W32 WOZ WlZ WZZ W32
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WO3 W13 W23

W33

Note that the only difference is at the first byte only (Wq) which appears by
and complemented at second

encryption path for plain’2’, at the end of the first round (substitute bytes, shift
rows, mix-columns and add round key operations) we will get the results shown

itself in the first encryption path for plain’1’

in Tables (3,4).

Table (3): The output of the first round for the first chosen plain text

Thefirst encryption path (plain 1)

SW ).02@® sW .03
® s ,) B gW )
® w,

SW 10).02® W ,)).03
@ S(“; 32)
@ S(I’l’ 03) @ WSO

SW 5).02® W ;).03
e S(“; 02)
@ S(I’l’ 13) @ WGO

SW 5).02@® W )).03
e S(.“: 12)
@ S<l1rl. 23) @ W70

W 0 ® s ,).02
® W )03
@ S('“I 3) @ Wiy

SW ) ® s ,).02
® s ;)03
@ S(Ir 03) @ WSl

S(W ) ® S(W ;.02
® sW .03
@ S(lr 13) @ W61

SW ) @ s(W )).02
® sW )03
@ S<l1rl. 23) @ W71

SW o) ® sW 1)
® W )02
® sV ;)03 ® w,,

S(W 1) ® SW )
® sW )02
® sV ,).03® W,

S(W ) ® SW 4)
® g .02
® sV 1,).03® W,

sW ) ® S(W o)
® W )02
® s ,,).03® Wy,

SW ).03@ sW )
® S('w 2)
® sW )02 ® w,

S(W 1).03 @ W )
e S(“(I' 32)
@ sW ).02® Wi,

S(W )03 @ (W )
e S(“- 02)
® sw 13),029 Wes

S(W 5).03 @ (W )
® s )
® S(W 23)-02@ W3

Table (4): The output of the first round for the second chosen plain text

The second encryption path (plain 2)

S(Wi).02 ® s(W ;)03
® g ,)
® s ,) O w,

SW 1).02® sW ,).03
® W ,)
@ S(.“: 03) @ WSO

S(W 5).02 8 W ,)).03
® W )
e S(IV 13) e WGO

S(W 5).02 8 W ()).03
® W
e S(IV 23) e W70

SWo) ® (W ,).02
® sW ,).03
®sw.,) O w,

S(W 10) ® S('"'r 21).02
® W ,).03
® SW ) ® Ws;

SW ) ® sW ,).02
® sW )03
@ S(":‘ 13) e W61

SLUE ® S(W o).02
® s )03
e S(“:‘ 23) e W71

SWq) @ W 1)
® sW )02
® sW .,).038 w,,

SW )@ sW )
® g ).
® W 03)-03@ Ws;

S(W ) ® W 4)
® sW )02
e S(W 13),039 We2

SW o) ® (W )
® sW )02
® sW )00 w,,

S(W )03 ® sW )
e S(W ) ® S(W ).02
D w,

SW 1).03@® s ,)
® s )
e S(“': 03).02@ Wi

S(W ,).03@® W ,)
® s )
@ s ,).02® w,

S(W 5).03 8 W )
® s )
® s )00 w;,

Now we have the output of the first round for both encryption paths, it is
obviously can be noticed that for any key value the output for the two chosen




Proceedings of the 8" | CEENG Conference, 29-31 May, 2012 |EE 2415 |

plaintexts ‘1’&’2’ will be identical after the first round except for the first word
(column) of the cipher-text, in addition all terms of the first word of the cipher-
text are identical except for the termsS(W ) & S(W ) and hence this key byte
can processed independently, and that is what we called the key partitioning.

We are assuming a single round AES encryption, then we have the cipher-text
values for both paths, then by a simple XOR operation between the
corresponding bytes of the cipher-text we must have:

Cor ®Coy = Coz®Coz = SWoe) @ S(W14).02 @ 5(Wa3).03 @ S(Wag) @ Wiy @ S(Woe ) ® S(1W14).02 @ S(W

Equation (1) is valid for any key value after the first round.Now to get the first
key byte “Wqo” we need to know the byte which has a substitution value when
XORed with the substitution value of its complement satisfies the obtained
value.It doesn’t seem to be a complicated process.To simplify it we can
construct a new table that holds the substitutions for each of a 128 possibilities
out of 256 XORed with the substitution of their complement and hence 128
possibilities are enough since al combinations will be covered.The operation of
finding the first key byte “Wq,” will be a simple look-up.

After we find a match, we shall have a one out of two correct first key byte
value (Wy) and the other is its complement, we need to know which one is
correct.Simply we use any of them as the first byte of the plain-text again and
apply a single round AES encryption.Hence we have two possible situations

after the initial add round key (00,) or (FF,) then the byteCo. will have the two
possible valueslisted in equations (2) and (3) .

CE‘! = S(L_O'z ) (O] S(”" 11).02 ® S(”" 22).03 ® S(H" 33) ® W

=63X-f.- S(“. 11).02 ® S(“' 22).03 ® S(H'" 33) & W41(2)

OR;
Cos= S(FFx ) @ (W 11).02 @ S(W 5,).03 & S(W 35) & Wy

=16,® S(“! 11).02 D S(“. 22).03 (5] S(H'"- 33) 5] W41(3)

Then XOR it to the value in equation (1):

Cor =S(1oa) ® S(W 11).02 ® S(IV 2,).03 & S(IV 33) © Wy (4)

We shall get:



Proceedings of the 8" | CEENG Conference, 29-31 May, 2012 | EE 241-6

Coa®Cor = X @ S(W 11).02® SV 2).03 & S(W 33) ® Wy D S(IWoe) ® S(W 1).02
@ S(W 5,).03 ® S(W 33) ® Wy=X ® (V%)

Where “X” € {16, , 63,}, which can be rearranged to :
Cor ® Coy ® S(Wpe) = X ()

Since the left hand side is known, “X” has to be either (16,) or (63,), the first
leads to the correct first key byte value (Wq) and the other is the complement of
it, else the other value is the one. This Attack can recover the full key by 16
iterations by moving the byte in difference from the first location to the second
till the sixteenth byte, each byte is found independently and that is the complete
definition of the key partitioning principle.

3.2 Proposed attack for two rounds AES variant:

We have illustrated the single round AES attack, now we will show how to
extend the attack against 2-round AES variant.We will keep the steps of the
previous attack to the second round.Let us analyze what will happen in the
second round, for simplicity we will name the output of the first round as
matrices “1 " and “1” for the two encryption paths, hence the input to the second
round isaslisted in Table (5).

Table (5): The output of the first round

Thefirst encryption path(plain 1) The second encryption path(plain 2)
Lo | Lo Lo 1a 1, | Lo Lo 1a
o1 1 1oy 1a 1, 11 1o 1a1
1o Lo 1o 1s 1, | L 1o 1s
Los Lis Lo 1as 1, | 1 Los 1as

Now we will get the output of the second round as we did for the first round, the
results areillustrated in Tables(6,7).

Table (6): The output of the second round

The first encryption path (plain 1)

S(1 )02 ® st )03 S(1 10).02 @ st ,).03 (1 )02 ® st ;)03 (1 )02 D (1 )03
® st .,)® g1y @ 51 ,)® g1 ® s1,)® g1 ® st ,)® g1y
D W, B w,, @ Wioo ) Wite
S(* o) @ (1 )02 S(* 1) B® st )02 S(1 ) @ s )02 S o) © (1 )02
® S(1 »).03 ® St z) ® S(1 3).03 ® S ) ® S(1 ,).03 ® S(1 13) ® S(1 1,).03 ® S(1 )
e “Iﬂ'. e “"r'l'_ @ “.Z:.l @ ‘rl'_.l
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S(1 o) @® g1 )
® 51 ,)0® gt )03
(C] Ws:

St o) @ st )
® st ),
D st ).03B W

S(t ) @ st )
® st ,)02® st )03
e l".'.:.:

St ) @ (1 ()
D st ,)02® g1 )03
e “Il'..:

S(t .03 st )
® S(t ) ® S(1 5).02
O wW..

S(1 40).03 ® S(L 2)
® S(1 3) ® S(1 3).02
D w,.

S(* .03 @0 st )
® st ) O 51
e ““\"'..'.1

St 2038 g1 )
® st ,)® 51
®w,.,

Table (7): The output of the second round

The second encryption path (plain 2)

St .02 ® 51 )03
® 51,) O gty
® w,,

(1 1).02 D st ,).03
@ st )@ g1y
@ Wse

S )02 @ st ;)03
® s, ® sty
@ 1'\.'.'_'.:

St 5).02® 51,03
® g1 ,)® g1t
@ ‘\I}L.:

st o) @ st )02
® st )03 O g1y
@ T“IFH

St ) © st )02
® st )03 O gy
@W:-_

s 20)6 S(1 2).02
® S(Eoz)-03 ® S(1 1)
@ 1.\.'.‘_'.'_

s 30)6 S(I 01).02
® S(t 1,).03 ® S(1 )
@ ‘\I}L.:

Ao ® st 1)
D s1,)02® g1 ;)03
e “IE:

St ) B 51 31)
D st ) 0® si,)03
D w,.

St ) ® g1y
® 51,)02@ gt )03
@ ““_:,:

St ) ® g1y
® 51 ,)0® gt ;)03
@ “111.,:

51003 ® (1 1)
@D g1,)® st
@ T‘\I!_‘-

St .08 @ 1 o)
® st ) ® sl
D w,.

(1 )03 st )
® si,)® st o
D w,,

St 03® g1,
® st ,)® st )
ew,,

Now we can analyze the output of the second round for the two encryption
paths, they will theme to be different if you look at the experimental result. But
the analytical results here shows that the difference is only in one term per each
corresponding cipher bytes, so as we did for the single round, we can apply for
the 2-round AES as follows:

Equation (6) represents an output difference from the S-BOX, hence we can call
the differential characteristics as was discussed section 2.We have 127 solutions
by looking to the difference distribution table of the AES S-BOX, but we have a
condition that should be met only for the correct vaues, for each input

difference { (10:)® (10,)} possible for the output difference { 5(1o1) ® 5(191)}
should give a value that lies in the complement pair difference table, but thisis
not enough to uniquely determine the correct value.
So we will use another pair to act as a distinguisher for the correct value, the
first byte of the plain block of that pair is chosen to be “FO” that will give

Woswhich is afirst nibble complement of ¥o. after the initial add round key, the
output of that pair can be represented as given in Table (7).
So we need to do the same analysisto that pair, finally we will have:
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Trying al possible values for ( 1os ), the correct solution of these two equations
should lie in one row of the complement difference distribution table, and this
will give usthe correct key byte Voo,

This kind of attack requires 33 chosen plaintext-ciphertext pairs to recover al
16 bytes of the key.Hence the two round AES is broken after 16 like iterations
moving the byte in difference in the chosen plain-text from the first to the
second till the sixteen byte getting a one byte of the key each time, the total
complexity of the attack can be calculated as:

2’-1 ...work required to test all possible input difference { (1os)® (T0.)}

corresponds to the output difference { S(o1)® S1o1)} for the first two pai rs.
2”-1 ...work required to test all possible input difference { (1':':)@(1-:1J}

corresponds to the output difference { S1o1)® S(1,,)} for the second two pairs.
2* ...work required to repeat all the above steps for each one of the 16 key
bytes.

So we can give the tota effort required to break two round AES variant as
follows:

Thetotal work required = (2”-1+2'-1)* 2*< 2*2
The number of chosen pairs= 33 pairs (33* 16=528 bytes)

3.3 Proposed attack against three rounds AES variant:

In this section we will get the output of the third round similarlylike we get for
second round.We will name the output of the second round given in Tables
(6,7)by a matrices “2”& “2”. Also, we should consider that the input blocks to
the third round are totally different from each other’s, but we must recall that
there are factors in common.

The first step to step back from the third to the second round given the output
difference of the third round is to reverse the mix-columns operation.\We have
the states difference not the states, but we can proof that the inverse mix-
columns operation of the state’s difference equals to the difference of the
Inverse mix-columns operation for each state individually [8]. For a given State
“S;” and a given round key “W;”:
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Hence we can conclude that, the inverse mix of the difference of states is
equivalent to the difference of the inverse mix of the states, so given the
difference at the output of the third round whichis:

The difference at 3". round output
3 00+ 3 00 310+ l- 10 320+ 320 33O+ 3 30
330 | 3By | 3w3a | 3u3a
3230 | 32315 | 323z | 3nda
3530 | 3wds | 3mdm | 3udgm

Multiplying by the inverse matrix we shall get:

The difference at 3. round output
EBDOY _ ket e
9 E B D X 3 0300 310+ ¢ 3 10 3003 20 3503 5
D 9 E BY 3 3 § ;
B D q E 301+ _Ol 311+ _ 321+ _ 331+_
302+ 3 02 312+ 3 12 322+ 3 22 332+3
303+ 3 03 3l3+ 3 13 323+ 3 23 333+3 33

The first encryption path(plain 1)
(200) @ 5(200) | $(200) ®5(210) | S(220) ® 5(220) | 5(220) ® 5(230)
$(2) ®5(211) | S(22)®5(250) | S(2::) ®5(23:) | 5(20:) ® 5(201)
5(22,) ®5(22:) | s(2:3:) ®5(23:) | 5(20:) ®5(202) | 5(212) © 5(212)
5(233) @ 5(233) | S(203) @ 5(202) | 5(202) @ 5(213)| 5(22:) © 5(223)

Now we ) ) have a
deterministic values for {5(232)® 5(Z32)} and {5Z32)@® 52,0} which is an
output differences from the S-BOX which have 2’-1 possible input differences
{(23:)® (22.)} and {(232)® (2:32)y Al these possible input differences should be
examined backwards following the steps in the two rounds and the single round
AES attacks discussed in the previous sections; this will increase the complexity

of the attack as follows: -
2’-1 ...work required to test all possible input difference { (2::)@® (2:.)}

corresponds to the output difference{ 5232)® S232)} for the first two pai IS,
2”-1 ...work required to test all possible input difference { (2?=)@(2?=)}

corresponds to the output difference {5232 ® S2.,)} for the first two pai rs.
2"-1 ...work required to test al possible input difference { (1o.)® (10,)}

corresponds to the output difference { S(1o1)® S(151)} for the first two pairs.
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271 ...work required to test all possible input difference { (10:)@ (Tou)y

corresponds to the output difference {5(1o1? ® 5(1,,} for the second two pairs.
2* ...work required to repeat all the above steps for each one of the 16 key
bytes.
S>(/) we can give the total effort required to break two round AES variant as
follows:
Thetotal work required = ((2”-1*27-1)+( 2"-1*2"-1))* 2°< 2%

Thetotal number of chosen pairs= 33 pairs (33* 16=528 bytes)

4, Comparison withknown AES attacks:

Table (8) gives a comparison between proposed attack and attack published by
Charles Bouillaguet et a [3]. The results give that for three rounds AES-128
variant which is our case, the number of chosen plaintext-ciphertext pairs for
our proposed attack is a little larger than what was required for the other attack.
On the other hand the time complexity for proposed attack is significantly
reduced using the introduced key partitioning principle.Also, when we look to
the memory requirements for proposed attack where we need 2" bytes of
memory to store the difference distribution table for the AES S-BOX and the
complement difference distribution table described above, which can be
neglected compared to that is required for the attack presented in [3].

Table (8): Comparison between cryptanalysis attacks against reduced variants of AES

Y ear Attack type fhof Attack complexty Authors
rounds Data Time | Memory
Meet in the 3 1KP 2140 1
middle 3 1KP 2t 2% Charles Bouillaguet,
3 2CP 2% 1 Patrick Derbez, Orr
2011 Differential — 3 9KP 2% 2% Dunkelman, Nathan
meet in the 4 2CP 2104 1 Keller and Pierre-Alain
middle 4 5CP 264 268 Fouque,
4 10 CP 2% 2%
A novel adaptive 1 17CP 2t
2012 chosen plaintext 2 33CP <22 | 2" bytes Proposed attack
attack 3 33CP <2¥

5. Conclusion and future work:

In this paper, an attack against three rounds AES reduced variant is introduced.
The proposed attack requires 33 chosen plaintext-ciphertext pairs, a time
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complexity of order 2"%and a memory size of 2" bytes to store the difference
distribution table and the complement difference distribution table for the AES
S-BOX.

The key partitioning principle is introduced to attack up to three rounds AES
variant.It depends on a weak point in the AES architecture.Since the AES round
function executes a byte level permutation rather than bit level permutation,we
could divide our effort to process each byte individually.This operation could be
more complicated if a bit level permutation is performed in the AES round
function.

In the future work, we are planning to extend the proposed attack to more round
of the AES. We shall consider the use of practically feasible memory resources
rather than the theoretical ones used by other attacks to achieve lower
complexity of the extended attacks.
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