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Abstract:

In high voltage substation it’s important to fast simulate and analysis any fault or
disturbed in the substation, SCADA system allow to faster analysis of real time and high
resolution for the data which allows the operator to take faster decisions at any fault or
abnormal condition in the substation.

This paper will discuss Supervisory Control and Data Acquisition (SCADA), where the
accuracy meaning is a control system with applications in managing large-scale for
industrial operations. The remote substation consists of protection and high voltage
equipment that are directly interfaced to supervison center national control; fiber
optical connection consists of high quality and fast transmitter data from the protection
equipment by SCADA system, power system supervision and power Systems control all
working in a coordinated automatic fashion. Data acquisition refers to collecting datain
the form of measured analog current or voltages values or the Open or closed status of
contact points. Power system supervision is carried out by Operators and maintenance
engineers through this acquired data either at a remote site represented by computer
displays and graphically wall displays or locally, at the Device site, in the form of front-
panel displays and laptop computers.
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1. Introduction:

Supervisory Control and Data Acquisition (SCADA), in high voltage substation it’s
important to fast smulate and analysis any fault or disturbed in the substation, SCADA
system allow to faster analysis of real time and high resolution for the datawhich alows
the operator to take faster decisions at any fault or abnormal condition in the substation.
Accuracy meaning is a control system with applications in managing large-scale for
industrial operations.

The remote substation consists of protection and high voltage equipment that are
directly interfaced to supervison center national control, fiber optical connection
consists of high quality and fast for the transmit data from the protection equipment by
SCADA system. Control room consists of computers which monitor, control rea time
data received from the remote station. Man power is required to monitor and control the
real time data. Supervisory control and data acquisition is used to describe a system
where both data acquisition and supervisory control are performed. Mobile Supervisory
Control and Data Acquisition (referred to as Mobile SCADA) is the use of SCADA
with the mobile phone network being used as the underlying communication medium.
GSM is awireless communication technology; most popular today for transmitting data
anywhere in the world through SMS with the help of mobile phonesin fig.1, Wireless
SCADA deds with the creation of an inexpensive, yet adaptable and easy to use
SCADA device and infrastructure using the mobile telephone network, in particular, the
general Packet Radio Service (GPRS). The hardware components making up the device
are relatively unsophisticated, yet the custom written software makes it re-
programmable over the air, and able to provide a given SCADA application with the
ability to send and receive control and data signals at any non pre -determined time.


mailto:yehia60@yahoo.com
mailto:Dr_adel72@yahoo.com
mailto:Amernasr70@yahoo.com

Proceedings of the 10" | CEENG Conference, 19-21 April, 2016 | EE039-3

Figure (1): Smart SCADA system operation

1. protective relay:

A protective relay isthe device, which operates to disconnect afaulty part of the system,
thereby protecting the remainder of the system from further damage. In fact, power
protection has the following five main functions as its levels of discipline and
functionality

* toensure safety of personnel

» to safeguard the entire system

 to ensure continuity of supply

« to minimize damage

 toreduce resultant repair costs
All of these requirements make its necessary to ensure relay detection, localization, and
rapid isolation of electrical faults and additionally prompt and safe removal from service
of faulty equipment. In order to satisfy the above requirements, protection must
therefore have the following qualities.

* Reliability; to operate in the pre-determined manner when an electrica fault is
detected.
Selectivity, discrimination; To detect and safely isolate the faulty items.
Stability / security; To leave al healthy circuits intact and undisturbed and to
ensure continuity of supply
e Sendtivity; To detect even the smalest values of fault current or system

abnormalities and operate correctly at its pre settings
» Speed; to operate speedily when it is required, thereby minimizing safety to

personnel.
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2.1 Abnormal of the Power System:

Electrical faults usualy occur because of the collapse of the insulating between the
living conductor and the earth, it may be the cause of this insulating by any one or more
of several factors, mechanical damage, high temperature, and voltage surges (caused by
lighting or switch), the entry for an ionization the medium of air, medium and
deterioration of insulation because of unfriendly environment or aging, or misuse of
equipment. Fault current release an enormous amount of thermal energy, and if not
quickly scan, may state fire hazards, and serious damage to the equipment and the risk
to human life. Some of abnormal in power systems are; over voltage, over loads,
unbalanced load, and flow of current transformer errors, short-circuit, short circuits with
the ground, open connectors.

2.2 Element of protection system in high voltage substations.:

The relay receives information regarding the network mainly from the instrument
transformers (voltage and current transformer), detects an abnormal condition by
comparing this information to preset values, and gives a tripping command to the circuit
breaker when such an abnormal condition has been detected. The relay may also be
operated by an external tripping signal either from other instruments, from a SCADA
master, or by human intervention, figure (2) discuss the operation of the protection
system.

Current
Transformer Circuit breaker
e 52 -
Voltage
Transformer
Protection Comunication |
Relay channel
| [
DC DC
Supply Supply

Figure (2): Elements of Protection System
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3. SCADA System Communication to Protection Relay by Software Engineering:

Remote Station consists of sensors and actuators that are directly interfaced to the
generation plant or equipment’s, the components present in aremote station are:

3.1Remote Terminal Unit (RTU):

Remote Terminal unit acts as an interface between the field and the SCADA master It
supports control and monitoring of digital and analog data.

The RTU panels consist of a power supply card and DO cards, processor, and memory
communication card. The RTU panel is powered at 48V.The digital inputs are used to
provide the status of switchyard equipment and station auxiliaries. The digital outputs
are used for breaker and isolator commands and relay reset commands. There are also
junction boxes which are present along with the equipment in order constantly.

3.2 Bay Control Unit (BCU):

It is a De-centralized architecture. It is an interface between the field and the SCADA
master; it supports the control and monitoring of digital and analog data. BCU has
memory unit, DI/DO modules, processor unit, communication unit, power supply unit.

3.3 Gateway:

The SCADA Gateway is a Windows application used by System Integrators and
Utilities to collect data from OPC (Originating Point Codes), IEC(International Electro
technica  Commission) 60870-6 , IEC 61850, IEC 608705 DNP3, or Modbus
Server/Slave devices and then supplies this data to other control systems supporting
OPC. Gateways are used to interface with other systems.

The functions of gateway isto trandlate between protocol

3.4 Multifunction Meter (MEM):

It is an energy meter which communicates on MODBUS/TCF/IP. It gives various
parameters like 3 phase voltages, currents. It requires less space and can replace
conventional meters.

3.5 Control Room:

Control room consists of computers which monitor, control real time data received from
the remote station, Man power is required to monitor and control the real time data. The
components present in the control room are HMI that’s apparatus which presents
process data to a human operator, and through this, the human operator monitors and
controls the process.
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A human-machine interface or HMI is the apparatus which presents process data to a
human operator, and through which the human operator controls the process. An HMI is
usually linked to the SCADA system's databases and software programs, to provide
trending, diagnostic data, and management information such as scheduled maintenance
procedures, logistic information, detailed schematics for a particular sensor or machine,
and expert-system troubleshooting guides.

Protection relay two types input output module and protection relay, where some
protection not available to connected by fiber direct with the communication unit, the
same mechanical protection for the transformer or some type from differential relay (as
the same relay 71k60000) , in the figure (3) show how protection relay connected by
fiber with the communication unit.

This unit transmits signals/data between the remote unit and the protection relay, this
Communication mode connected with the protection relay by fiber optical connection,
cable, figure (4) show communication units with the protection relay and the figure (6)
show the fiber optical

oy

Figure (3): Protection relay connected by fiber with the communication unit
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Figure (5): fiber optical cable

The software is an interface between the operator and the units. The processing software
includes database and GIS (Geography Information System) the software gathers,
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process and transmit data to realize such functions:

A. Display the current operating situation of the feeder on Screen.

B. The fault detecting, locating, insulating and restoration in distribution systems.
The operator in the center monitors the operating situation of the feeder and aso
controls the switches in the feeder when a fault occurs. It allows the operator to
visualize and control the functions of the process and use to modify for the final setting
for protection relay, the engineering unit its available to send or receive with protective
relay the program changed with the type for manufacturer the relay in the figure (6)
discuss the actua connection to analysis fault with ABB protection over current relay
for (REF 615), in figure (7a) showing actual three phases over current fault supervised
by SEL411L protection relay. At the draft for this chapter will show and discuss the
simple start to program protection relays different manufacture types and in figure (7b)
show vector diagram.

ms

-20
-0
- 150.03

-+ 1667
W+ 3334
B+ 50.01
M- 66.68
-B--+8335
B+ 100.02
M- 116.69
W+ 133.36
-+ 166.7
-+ 183.37
—L 200

START STG1 OC (1)
OPTDSTG1 OC (2,
|START STG2 OC (3)
OPTD STG2 CC (4)
JEF STG1 STRT (3)
EF STG1 07D (6)
JEF STG2 STRT (7)
;EF STG2 QPTDT (3)
iBinary ch 11 input (*1)
Binary ch 26 irput (25)

Figure (6): Actual connection with ABB protection over current relay for (REF 615)
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Figure (7a): Actual three phases over current fault by SEL411L Protection relay.

Voltages

Currents

No. Name RMS

1 Uo 0.008(kV)
2 U1 0.024(kWV)
3 uz 0.023(kV)
4 U3 0.024(kW)
5 Ln 0 007{kW)

Angle
286.3°
337.5°
332.1*
343.1°
209 6%

AWM= Z

lo

RMS

449 469(A)
208 537(A)
1787 591(A)
1420.991(A)

Angle
209.6°
/9.2°

329.7°
144.4"

Figure (7b): Vector diagram for over current fault ABB (REF615) protection relay

4. Advantage of SCADA System:

A. Reduced manpower.
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Time delay is reduced.

In control room it-self monitor the plant and. give commands through user.
Economical and safe operation.

Is there any modification and future extension, we can easly update in PLC
& SCADA. In substation, many switches are used, if there any one of the switch
istrip means we can easlly identify the particular area

mo O w

5. Power System Automation:

A power system consists of devices that generate, transmit, and distribute power. Power
system automation is the act of automatically controlling the power system via
automated processes within computers and intelligent 1& C devices. It consists of three
Magor processes, namely, data acquisition, power system supervison and power
Systems control all working in a coordinated automatic fashion. Data acquisition refers
to collecting data in the form of measured analog current or voltages values or the Open
or closed status of contact points. Power system supervision is carried out by Operators
and maintenance engineers through this acquired data either a a remote dSte
Represented by computer displays and graphically wall displays or locally, at the
Device site, in the form of front-panel displays and laptop computers. Control refers to
sending command messages to a device to operate 1&C (A collection of devices that
monitor, control and protect the system is referred as instrumentation and control (1&C)
system) and power system devices.

6. Monitoring System of Primary Values:

The monitoring system is a real time supervison system of the field devices rea time
status (currents, voltages, pressures, temperatures, contacts, etc.). This supervision is
made through digital equipment’s and special sensors that are installed in the field
devices of the substation. The data are collected and processed in a data acquisition and
control unit (UAC), to thereafter through a communication network, using desirably a
protocol standardized international sent to a central computer located at the control
building of the substation and later to the operation centers and so alowing a remote
supervision, in figure (8) and in the table (1) show actua metering current for line 132
KV where current transformer ratio (2000/1 A), table (2) show the metering voltage, the
voltage transformer ratio ((132 /sgrt (3) kv / 110 / sgr (3) V) and table (3) show
metering for power by SCADA system. This function helps in arriving at the systems
load patterns which helps in planning expansion. It aso helps in detecting abnormal
energy consumption patterns of the consumers and identifying high-loss areas.
Processing the data obtained by the remote metering function and the data obtained
from the substation does this.
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STEP DOWN TRANSFORMER @
500/132/11.8 KV CB : CIRCIT BREAKER STATUS
DS DS : DISCONNECTOR SWICH
{]r CT : CURRENT TRANSFORMER MEASURMENTS
l:l' PT : VOLTAGE TRANSFORMER MEASUREMENTS
DS
132 KV BUSBAR-1
, —— [
DS DS
(] (&)
PT PT
! 1
CT CT i
1 | 1 1
DS ps DS DS
3 < ¥ v
OHTL-1 QHTL -2 OHTL-3 OHTL-4
132KV 132KV 132 KV 132KV
Figure (8): Metering by SCADA system.
Table (1): Actual metering current
INJECT EXPE. MEASURED MEASURED
QUA. CUR "I VALUE VALUE(HMI) VALUE(SCADA)
' (KA) R Y B R Y B

250 | 500 | 497.7 | 4975 | 4986 | 497.6 | 497.7 | 498.4
PHASE | 50% | 1000 | 997.1 | 997.4 | 998.8 | 997.1 | 997.5 | 998.9
CURRENT | 75% | 1500 |1497.2| 1498 | 1498.6 | 1497 |1497.9|1498.7

(A) 100% | 2000 |19965|1997.8| 1998.8 | 1996.4|1997.7]1998.8
120% | 2400 |2396.1|2396.7|2397.8| 2396 | 2397 | 2398
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Table (2): Actual metering voltage
MEASURED | MEASURED
QUA. 'CNUJE- \'/EXLPEET}E\[/’ VALUE (HM1) | VALUE(SCADA)
' KM RTY B | R | Y] B
25%=14.43 275 | 275|275|275| 275 | 275|275
UNE | B0%=28.86 55 55 | 55 | 55 | 55 | 55 | 55
VOLTAGE | 75%=43.29 825 |825|825|825/ 825 | 825|825
(KV) " [100%=57.73 110 110 | 110 | 110 | 110 | 110 | 110
120%=69.28| 132 132 | 132 | 132 | 1321 132 | 132
Table (3): Actual metering power
ww | INECTED|  EXP ’i/CATLUUAEL ACTUAL
VOLTAGE | VALUEKKY) | (o) | VALUE(HMI)
| =0.25A 1 95960 MW | 9481 94.8
g | V=57.74V
ANGLE \/'_:5%572\\/ 190525 MW | 189.98 190
BETWEEN [~ 2CE!
vOLTAGE | ! =0 285788 MW | 285.3 285.3
D | V=57.74V
CURRENT | ' =1A 1 35 55 mw | 38048 3816
oog | V=57.74V
I=12A
Ve eoomy | 45726MW | 45652 456.1
| =025A | 95060 MW | -94.83 4.1
g | V=57.74V
ANGLE | /=054 1| 180525 45007 | 1001
BETWEEN = o e 768
vo/kLgGE il I -285.81 12853
CURRENT | ' =1A 1 381 05 MW | -38051 -381.6
®=180 VI‘ 517'27;"\\/
Ve soomy | 45726 MW | -456.56 -455.4
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7. SCADA For Supervision by Transmission Data :

The analog input card is collected the analog data like Load current, Voltage, Reactive
power, Real power and Frequency. The digital input card is collected the digital data
like status of circuit breaker and isolator .In RTU this analog and digital signal is
converted into a digital form by protocol. In table (4) showing the commands to the
circuit breaker and dis-connector switch which order send by SCADA by two click for
the equipment needing to operate from single line diagram in the centra control, this
order will give souring from the command that the request need to give (YES) or (NO),
the selection ( ok ) will send the seria password for this substation the central main unit
will send this serial to operation relay which close the contact synchronies with the
serial number in the BCU relay which give the order for this contact wiring with the
line.

The status from the circuit breaker, dis-connector switch and earth switch from the
substation are send by serial password to control central by 1 or 0 by SCADA the status
for line 132 KV shown in the table (5).

Table (4): Rule base for the position controller

SOEL
LCC HM| SOE?2 SCADA MASTER
MASTERS
s
no <5 | na 8ﬁ Oﬁ SCADA
=z nd e
SOURCE | BCU | SASTEXT | 22 | & 3 ¢ 2 ox | FA
B > (o) O
<| <
EGY-1
Q0 | opg | CIRCUIT | opr | op CIRCUIT
1| EGY-1 BREAKER
o | N | ooren | N | N BREAKER
2030 | 2030 Q0
EGY-1
Q | o o| GRCUIT | 5| cLo CIRCUIT
2 | EGY-1 SE BREAKER SE SE BREAKER
CLOSE Q0 CLOSE o
BUSBAR
QL | oPE | DISCONN | OPE | OPE | 2031 | 2031 | EGY-1 BB
3 | E6Y-1 | N | EoroL| N | N DISCONNE
OPEN Al CTOR Q1
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BUSBAR
QL | cLo| bisconn | cLo | cLo EGY-1 BB
4 | EGY-1 DISCONNE
CoNe | SE | ECTOR | sE | sE TR O1
QICLOSE
MAINTEN
Q51 ANCE ADO5
5 | EGY-1 O,SE EARTHIN O,SE OEE MAINTENA
OPEN G SWITCH NCE ES Q51
Q51 OPEN 2032 | 2032
MAINTEN
Q51 ANCE EGY-1
6 | EGY-1 Céé) EARTHIN CS%EO Csf MAINTENA
CLOSE G SWITCH NICE ES Q51
Q51CLOSE
BUSBAR
Q2 | ope | DISCONN | OPE | OPE EGY-1 BB
7 | EGY-1 DISCONNE
opeNy | N |ECTORQZ21 N | N CTOR Q2
OPEN 2033
BUSBAR 2033
Q2 EGY-1 BB
CLO | DISCONN | CLO | CLO
81 BGY-1 | "o | EcTORQ2| SE | <E DISCONNE
CLOSE il CTOR Q2

In high voltage substations at any abnormal condition the data transmit from substation
to national control center by SCADA system where protection relay send the serid
password to channel in collection data(RTU) seria from relay are configure in the
central unit by another password to send to control center, in another hand the tow
password are programed to text this text by function operated in protection relay, in
tables (6) and table (7) are simulate example for transmit by SCADA to control central,
where table (6) discuss protection relay used with transformer protection and table (7)
used for Over-head transmission line that send the condition by serial that’s translate to
text in the central control in the substation and at limited for SCADA serial number
that’s can be collect some protection in one seria that trandate in the national control
center to text, as the same all temperature protection collected in one seria , all zones
distance in one serial ,....etc.
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Table (5): Protection relay for power transformer send the abnormal condition

SOE1 ,SOE2 MASTERS

SCADA MASTER

> SOURCE éﬁ 9 &
. ol |3 SCADA
o SOE, HMI (SASTEXT) | w & g;: o A TEXT
<Dt <
TRANS.1— 132KV -
. TFi'glef\'/l‘ MAIN TANK OIL 5031
TEMPHIGH TRIP
TRANS.1— 132KV -
) TRléZI\IKS\./l_ MAIN TANK OIL 5032 TRANS.1-
LEVEL LOW TRIP Lors | 132KV
TRANGL_ | TRANSI- 132KV - TEMP.
3 | TRADS OLTCOIL LEVEL | 5033 TRIP
LOW TRIP
TRANS.1 - 132KV -
4 TFfL'gZNIf\'/l‘ MAIN TANK OIL | 5034
TEMP HIGH ALARM
TRANS.1— 132KV -
5 TFi'glef\'/l‘ MAIN TANK 5035
BOCHLOZ TRIP
TRANS.1-
TRANG1_ | TRANSI- 132KV - oKy
o | TRADS TAP CHANGER 5036 | 1016 | o
BUCHLOZ TRIP iy
TRANGL_ | TRANSI- 132KV -
; ' PREESURE RELIEF | 5037
132KV
TRIP
TRANS.1 - 132KV -
g | TRANSI- 1 "7 [N TANK OIL 5038
132KV TRANS.1
LEVEL HIGH ALARM
1017 | OIL TEMP
o | TRADS OLTCOIL LEVEL | 5039
HIGH ALARM
TRANS.1 - 132KV -
10 TFiglef\'/l ~ | SET-1DIFFPROT | 5040 | 1018 P-II;?)AI'I\'II'?Q':ILP
PH-A OPTD :
11 | TRANS1- | TRANS1-132KV- | 5041

132KV

SET - 1 DIFF PROT
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PH-B OPTD
TRANS.1 - 132KV -
12 TFi'glef\'/l ~| SET-1DIFFPROT | 5042
PH-C OPTD
15| TRANS1- | TRANS1-132KV- | o o
132KV | SET - 1 87REF/T OPTD
Table (6): Protection relay for over-head transmission line send the abnormal
condition
PANEL SOE1 ,SOE2 MASTERS SCADA MASTER
Sr. élﬁ 0 H:J
no | SOURCE | SOE,HMI(SASTEXT) | @& ¥ O & SCADA TEXT
) = <
<
P. REL. ASSUIT-1 - OHL —
1 | MAIN-1 | 500KV -O/C PROT L1 | 9014
OPTD
P. REL. ASSUIT-1 - OHL —
2 | MAIN-1 | 500KV -O/CPROT L2 | 9015 ASSUIT -1
OPTD 1306 | OIC-E/F
P. REL. ASSUIT-1 - OHL - PROT. OPTD
3 | MAIN-1 | 500KV -O/CPROT L3 | 9016
OPTD
4 P. REL. ASSUIT-1 - OHL — 9017
MAIN-1 | 500KV - E/F PROT TRIP
P. REL. ASSUIT-1 - OHL — ASSUIT -1
5 | MAIN-1 | 500KV -21DIST PROT | 9018 | 1307 | DIST PROT.
ZONE-1 OPTD OPTD
P. REL. ASSUIT-1 - OHL —
6 | MAIN-1 | 500KV -21DIST PROT | 9019
ZONE-2 OPTD
P. REL. ASSUIT-1 - OHL —
7 | MAIN-1 | 500KV -21DIST PROT | 9020
ZONE-3 OPTD
P. REL. ASSUIT-1 - OHL —
8 | MAIN-1 | 500KV -21DIST PROT | 9021
ZONE-4 OPTD
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P. REL. ASSUIT-1 - OHL -
9 MAIN-1 500KV - OVER 9022
VOLTAGE OPTD

P.REL. | ASSUIT -1-OHL-500KYV -
10 | MAIN-1 UNDER VOLTAGE 9023
PROT. TRIP OPTD

P. REL. ASSUIT-1 - OHL -
11 | MAIN-1 S00KV - 21 DIST PROT 9024
SOTF TRIP
P. REL. ASSUIT-1 - OHL -
12 | MAIN-1 | 500KV -21DIST PROT | 9025
AIDED TRIP

8. Conclusions:

This paper presents, what is the need of SCADA in the present high voltage substations,
the SCADA system is used for monitoring and controlling power industry from national
central control. its presented the importance of SCADA and the integration of Hardware
and Software components to the power industry SCADA system is that one which
interested in collecting data from field using different devices such as ABB protection
Relay and SEL411L protection relay, SCADA provides management with real-time data
on production operations; an implement more efficient control paradigms, improve plant
and personnel safety, and reduces costs of man power for operation. The security of
SCADA systems depends on the effective application of security principles and
technology to the SCADA system. The quality and quantity of the product will be
enhanced accordingly using SCADA system.

SCADA system is a real time system in which the information is time stamped along
with the event SCADA system provides faster analysis of rea time data which alows
the operator to make faster decisions with the help of different alarms on the panels.
SCADA systems reduces human error (that occurs while taking readings mostly)
making the system more efficient and reliable. It keeps arecord of the data and analysis
of the past years which can be easily accessed.
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