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The Right of Legal Defense in the Confrontation of Cyber Attacks in
Light of the Charter of the United Nations

Abstract

This research aims to address cyber—attacks between legitimate defense and the practices of unilateral
states, and whether these cyber—attacks are legally compatible with the right of legitimate defense
according to Article No. (51) of the Charter of the United Nations or contradict it. The idea of cyber—
attacks is one of the emerging issues pursued by the great and advanced countries in the field of
technology, as it is a weapon in their hand through which they can strike enemy countries at any time,
and this results in serious losses and damage to the target country. The research falls into three
sections; the first deals with the definition of cyber—attacks, the second section presents the right of
legitimate defense in the light of the rules of public international law, and the last section shows
realistic models of cyber-attacks in our time. The study concludes that the superpowers took
advantage of the lack of accurate international regulation governing these cyber—attacks. It directed
many attacks against the countries hostile to it, and this was helped by the enormous technological
ability that these countries possess, according to which the party that issued the attack can be hidden
more than ever before, and from here it is possible to activate the text of Article No. (51) of the
Charter of the United Nations.

Keywords: Ccyber—attacks, Cyber Warfare, Legitimate Defense, Necessity, proportionality, Charter,
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See: Jason Healey: Cyber Warfare in the 21st Century: Threats, Challenges, and Opportunities, Healey —
Testimony to HASC, 1 March 2017, p. 2. See also Emily Crawford: Virtual Battlegrounds: Direct
Participation in Cyber Warfare, I/S: A journal Of Law and Policy, Vol. 9: 1, 2013. p. 5 margin.

, p. 15.

@) Matthew Borton, Samuel Liles, Sydney Liles: Cyberwar Policy, 27 J. Marshall J. Computer & Info. L. 303
(2010), Journal of Computer & information, Vol. xxvii, 2010, p. 311.

() Anna C. Mourlam: Unarmed attacks: cyber combatants and the right to defend, The California International
Law Journal Vol. 26, No. 1, Winter, 2018, p. 23
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(*) Anna C. Mourlam: op. cit., p. 21.
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(5) Lucian E. Dervan: op. cit., p. 382. See: Matthew Borton, Samuel Liles, Sydney Liles: op. cit., p. 315.
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(°) Lucian E. Dervan: op. cit., p. 381, 382. Kamal Ahmad Khan: Use of Force and Human Rights under International

Law, Athens Journal of Law - Volume 3, Issue 2 — Pages 141-164, April 2017, p. 145.
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(’) Lucian E. Dervan: op. cit., p. 381. See also: Kamal Ahmad Khan: Use of Force and Human Rights under

International Law, Athens Journal of Law - VVolume 3, Issue 2 — Pages 141-164, April 2017, p. 142.
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(5) Sara Pangrazzi (MLaw): self-defense against cyberattacks? Digital and kinetic defense in light of article 51-
charter, ICT4Peace Publishing, Geneva, February 2021, p. 7.

) e3all (£) asall (£) alaall () Al (3shall CapS5 dnals Alae eyl langl oladl oyl oAl Ba s ot e Juali e .3
.Yov Ul ceV~Y~ c(\)

~
—



Ll i) Clangdl dgal ga A o L& gAY G
daadiall éuiz” (il f—y.agﬁ
A daaf s dana [ 4580

AoaLatdy g A3 HAN il ol Aaa

"ot HIS Ayl 8 Ay Sueal) iy A Sieal) lallall’ o 48 rall dpuzadll 4 Adsal) Jaal) daSas o ola
Tasall 138 sy SN Al (£/Y) saled) (el (e e Tasall 1aay 3gal aladind jlaa 8 Jidh age fase 2) AT
SO Janl) daSan 8 ola Lol iy 4y (siing Wso lpe sl
Colilaally cpsaadl G Saally Ahyuad) Cleagll CapSs 1 B Tasd)

s el Gp Swall Caa L Gald) 2V AYY JsY) ALal) JSgind) (e (£A) ald) b ela
Vol JsSsigsl 138 (e (0) alall (e Al 5l STy iy Sunll Calaa¥ly dgiaal) Led) (y (Cbilaall) cpuiadl)
L) 4y aagll 5 Canell Jleel Lial jlaats casagll Ban Cpiaall (alad¥y csad) QIS sS o Ssa
O pdalsall G e g

O lels e 4 Gk aladin) s e load JsSsigo 13 ge (01) 30kl e Aaghl) 8l a6y
Ll jeas S0 Y Glaad ol saase By Sue Galaal ) Lganss (S Y ) Gileagdl Sf Aglsdie claan I o5
D e s s elgm an e Guinally Ay Sl CilaaY) st o (S ) Gilengd)

Sl asagr ast o Ay A o Hlaay 4l JiSsigul 138 e (01) Balall e Al BN elag
Liad) eV el S cpblsd) #1g)f 3 sila f cilla) S )l

Slangll ) gl waat gygpm o AL slpall i) Loyt Al aey 531 O Jas b Taya T
(g sy

S il angll e lsality o aglBle d elaeYl pes o'l e sasidl adY) Bl e Al syl (Y) sald) s ()
2okl sl 4l ool g pamplai il s G 8 g GV lad) PlEay) Al Ll s sl Hladi
Y Ga il aage 1gasam 2aal (3))
cciin lEE ) A=Y I ISl ¢ g saaY) cubiall 4al) Lalll adsa (1)
https://www.icrc.org/

0 e il page taaldlue s ~3a J ok
See: Laurent Gisel and other: The potential human cost of cyber operation, ICRC expert meeting 14- 16
November 2018- Geneva. p. 9.
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(1) Sara Pangrazzi (MLaw):, op. cit., p. 7. See: Anna C. Mourlam: op. cit., p. 24.

(*) Herbert S. Lin: op. cit., p. 75.
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See: Matthew Borton, Samuel Liles, Sydney Liles: op. cit., p. 314.
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(5) Mohan B. Gazula: Cyber Warfare Conflict Analysis and Case Studies, Massachusetts Institute of Technology
June 2017, p. 15.
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(1) Charles J. Dunlap, Jr: Meeting the Challenge of Cyberterrorism: Defining the Military Role in a Democracy,

Meeting the Challenge of Cyberterrorism, international Law Studies - VVolume 76, , without publication year
, p. 357.
() Lucian E. Dervan: op. cit., p. 379.

(*) Thomas C. Wingfield3, Eneken Tikk: Frameworks for International Cyber Security: The Cube, the Pyramid,

and the Screen, Frameworks for International Cyber Security: The Cube, the Pyramid, and the Screen, 2017,
p. 16.

(*) Mohan B. Gazula: op. cit., p. 15.
(5) Thomas C. Wingfield3, Eneken Tikk: op. cit., p. 17.

(°) Lesley Swanson: The Era of Cyber Warfare: Applying International Humanitarian Law to the 2008 Russian-

Georgian Cyber Conflict, The Era of Cyber Warfare, Vol. 32:303, 2010, p. 303. See: Landon J. Wedermyer:
op. cit., p.14.
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