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Abstract:

The successive developments associated with digital era
contributed to the presences of new patterns of crimes. Such crimes
are characterized by using intelligence and using machine in
committing them. In accordance with the crime type and methods
of committing it, such developments resulted in complicated
detection operations regarding new crimes. This research searched
for appropriate methods for detection in order to pave the way for
following them. As a result, some modernized means emerged,
such as telephone tapping, take hold of correspondences and
recording phone calls, as well as making use of electronic devices,
such as mobiles, computers, internet, surveillance cameras, etc.

Some started to propose new points of view and valuable
enquiries, to the effect that: what is the probability of crime
detection throughout using applications of artificial intelligence,
intelligent surveillance and data analysis operations, particularly,
what is called big data? Could devices of criminal investigation,
police and investigations authorities make use of these new devices
in detecting crimes that already occurred? Could authorities in
charge reduce crime, prevent it and pursue it, providing that using
mechanism of analyzing stored data at governmental devices or
else in anticipating the crime commitment?

The using of these new technologies in field of crime detection
and anticipating it raises many problems, regarding protection of
individual right in privacy and protecting private life; in addition,
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established legal protection regarding personal data of individuals,
as well as problems regarding evidence concluded by artificial
intelligence technologies and data analysis.

Due to the importance of such aspects, this research dealt with
essence of artificial intelligence and data analysis as modernized
mechanisms in field of crime detection and anticipating it. In the
same way, the research shows some images of using these
technologies in crime detection, such as expert systems and
predictive policing, as well as digital criminal analysis and DNA
analysis. In addition, the research tried to bring into focus
prominent problems resulting of using these technologies in crime
detection and anticipating it.

Keywords: Artificial intelligence — data analysis — predictive
policing — DNA — digital criminal analysis
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29) Corinne Cath: Governing artificial intelligence: ethical, legal and
technical opportunities and challenges, PHILOSOPHICAL
TRANSACTIONS A, Downloaded fom:
http://rsta.royalsocietypublishing.or.
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32) https://ec.europa.eu/digital-single-market/en/news/definition-artificial-
intelligence-main-capabilities-and-scientific-disciplines (visited on 29/11/
2020).

33 ) Comité consultatif national d'éthique (CCNE), est un organisme consultatif
francais ayant le statut d'autorité administrative indépendante, dont la mission
est de donner des avis sur les problemes éthiques et les questions de société
souleveés par les progrés de la connaissance dans les domaines de la biologie,
de la médecine et de la santé, selon la loi N° 2004-800 du 6 aoQt 2004 relative
a la bioéthique. Source: https://www.legifrance.gouv.fr (visité 29/11/2021).
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35 ) Elaine RICH : Artificial Intelligence, McGraw- Hill, New York, USA,
1991, p 164.

36 ) Alain Cardon : Beyond Artificial Intellegence From Human
Consciousnness to Artificial Consciouness, ISTE Ltd John Wiley and sons,
INC, 2018, USA, p. X.
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o IS Cus elpw 2n e SISl lawgally cilagSally AU @bl
Y iy Jelailly Luoall Laslsi€ll Jlae & agihad doasil 2V asen
& elhaY) (S Gllae ldiul i GleSall =i LS ")l
A ohdally sliadlly daally adaill Y las

e o bl e vl elha¥) oSH Ak, AT il Ll
il Adlaiall Caileall sl e cNVplall a4l el ey b
goadll olis cl¥ila i WS fle AN GBS Sy Ll cladall
oo Slad () 0ABU duglal) duaddll b Al (saay AalSaly ANy o gilal

38 ) Résolution du Parlement Européen sur les régles de droit civil sur la
Robotique et par sa recommandation a la Commission européenne dans son
paragraphe 59 (f): «La création, a terme, d'une personnalité juridique
spécifique aux robots, pour qu'au moins les robots autonomes les plus
sophistiqués puissent étre considérés comme des personnes électroniques
responsables de réparer tout dommage causé a un tiers; il serait envisageable
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de considérer comme une personne électronique tout robot qui prend des
décisions autonomes ou qui interagit de maniére indépendante avec des
tiers».

39) Corinne Cath: Governing artificial intelligence: ethical, legal and
technical opportunities and challenges,
http://rsta.royalsocietypublishing.or..

dsas (e el e o plall o el Caatia dia W) Tasa e alaS elihiaV) oSA (S A (£

<y g 4 bl )

Wolfgang Ertel: Introduction to Artificial Intelligence, Second Edition,
Translated by : Nathanael Black, Springer, 2017, p 5.
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45 ) Congressional Research Service: Artificial Intelligence and National
Security, by: https://crsreports.congress.gov.
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54 ) Résolution du Parlement Européen sur les regles de droit civil sur la
Robotique et par sa recommandation a la Commission européenne dans son
paragraphe 59 (f): «La création, a terme, d'une personnalité juridique
spécifique aux robots, pour qu'au moins les robots autonomes les plus
sophistiqués puissent étre considérés comme des personnes électroniques
responsables de réparer tout dommage causé a un tiers; il serait envisageable
de considérer comme une personne électronique tout robot qui prend des
décisions autonomes ou qui interagit de maniere indépendante avec des tiers;

Sabine Gless, Emily Silverman and Thomas Weigend: If Robots Cause Harm,
Who Is to Blame? Self-Driving Cars and Criminal Libility, New Criminal
Law Review, Electronic Edition;

Nour EL KAAKOUR: l'intelligence artificielle et la responsabilite civile
delictuelle, Memoire pour I'obtention du Diplome d'Etudes Approfondies En
Droit Interne et Interntional des Affaires, UNIVERITE LIBANAISE, 2017,
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) Kevin Taylor-Sakyi: Big Data: Understanding Big Data, Janeuary 2016,
dawnloaded from : https://www.researchgate.net/publication/291229189.
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58 ) Bart van der Sloot and Sascha van Schendel:International and
Comparative legal study on Big Data, WRR, The Hague 2016, p. 17,
Downloaded from:
https://bartvandersloot.com/onewebmedia/\WP-20
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1)https://secure.edps.europa.eu/EDPSWEB/Webdav/site/mysite/shared/Docum
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11 _EDPS_Report_Workshop_Big_data_En. Pdf.
62) Kuchipudi Sravanthi and Tatireddy Subba Reddy : Applications of
Big Data in Various Fields, International Journal of Computer Science and
Information Technologies, Vol. 6- 5, 2015,P. 4629-4632.
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68 ) lIra S. Rubinstein: Big Data: The End od Privacy or a New
Beginning?., International Data Privacy Law. 2013, Vol. 3. No. 2, p. 74.

69) Zsolt Zodi : Law and Legal Science in the Age of Big Data,
ITERSECTIONS. EAST EUROPEAN JOURNAL OF SOCIETY AND
POLITICS, 3(2), P. 69- 87. Downloaded from:

https;//www.researchgate.net/publication/326849802

70 ) Richads, N. M. and J. H. King: Big Dat Ethics. Wake Forest Law
Review, - 2014, v 49 — 2, p. 393- 432.

1) Caryn Devins, Teppo Felin,Stuart Kauffman and Roger Loppl : The law
and big data, Cornell Journal of Law and Public Policy, January 2017, P.
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%) CATHERINE BAKER, AM. ASS'N FOR THE ADVANCEMENT OF
SCIl., BEHAVIORAL GENETICES:AN INTRODUCTION TO HOW
GEENS AND ENVIROMENTS INTERACT THROUGH DEVELOPMENT
TO SHAPE DIFFERENCES IN MOOD, PERSONALITY, AND
INTELLEGANCE 89- 2004, available at :

https://www.aaas.org/spp/bgenes/publications.shtml.

75 ) KRISTINA STALEY: GENEWATCH UK, THE POLICE NATIONAL
DNA DATABASE; BALANCING CRIME DETECTION, HUMAN
RIGHTS AND PRIVACY 37- 2005, available at :

https://www.genewach.org/HumanGen/Publicatins/Reports/NationalDNAData

base.pdf.
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76 ) D.H. KAYE: BEHAVIORAL GENETICS RESEARCH AND
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available at: https://www.law.duke.edu/journals/lcp.
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130 )Andreas Tillmar and Others: Forensic Science International :
Genetics, downloaded from : www.elsevier.com/locate/fsigen
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