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Abstract :

Security in cyberspace is something that countries everywhere
in the world have taken care of, regardless of their presence in this
space, which means that information security is organically linked
to national security in most countries of the world, because the
attack on important infrastructures, including communications and
electronic systems, can It affects all countries in a specific
geographical area, which in turn directly affects the interests of the
country concerned with cyberspace, whose communications and
information infrastructure forms part of the composition of the
infrastructure of cyberspace.

Therefore, interest in information security occupied the first
positions in the concerns of public policy makers in most countries,
and at all levels, whether regional or local. The state, because it is
the largest producer of public and private data and information, is
concerned with cybersecurity, and it also controls the development
of systems and rules that define controls and limits.

There is no doubt that the world has become suffering from
social problems produced by the digital environment. However,
these problems have become a path for research and study,
especially in the field of sociology, in light of the rapid and
increasing development that the world is witnessing in smart
systems and electronic devices, and the accompanying attacks and
cybercrimes such as Digital cultural invasion, cybercrime,
extortion and bullying through electronic systems, it has become an
urgent need to spread the foundations of cybersecurity and ensure
the safety of electronic practice, and in light of this changing
environment there is an urgent need to take action at the local and
international levels to protect consumption and privacy and
confront information technology against all forms of cybercrime .

Keywords: cybersecurity, cybercrime, digital environment, cultural
invasion, information systems, computers, electronic documents.
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