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Securing Electronic Information in Al-Azhar
University Libraries: The Central Library as Example

Ebtesam Abdulsalam Ali Sheta

Department of  Documentation, Libraries and
Information, Faculty of Humanities, Al-Azhar University,
Cairo, Egypt.

E-mail: ebtesamsheta@azhar.edu.eq
Abstract:

The study aims to secure electronic information in the
Central Library at Al-Azhar University and protect it
from electronic risks that could threaten it. This is done
by detecting the electronic risks that may face both the
applications and programs installed on the computers of
the central library at Al-Azhar University in Cairo, and
the data files and information stored on them, as well as
the networks, in addition to monitoring the operational
security of the devices and explaining the role that the
library plays in enhancing electronic security. For both
the library staff and the user community, the study relied
on the descriptive approach, and the study reached many
results, including: the diversity of the categories of library
employees, as the total number of library employees
reached 51 library employees; The number of females is
26, and the number of males is 25, including the library
director, 27 specialists and technicians, representing 53%
of the total library employees, 17 administrators and
clerks representing 33%, and 7 others, representing 14%,
in addition to the inability of 98% of the library’s
computers to update its operating systems, as well as the
difficulty of determining the library's needs for programs
and applications that may help improve the level of
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services provided to the beneficiary community, and the
possibility of library computers being exposed to digital
risks is almost inevitable; Due to the lack of an effective
strategic plan to enhance the digital security of these
devices, in addition to the weakness of the methods and
practices used by the library administration in raising
awareness and educating both the library staff and the
beneficiary community, the study recommended the need
for the library to move towards cloud storage of
necessary files, as well as preparing an effective strategic
plan that works to enhance Digital security of library
computers to avoid digital risks and reduce their effects,
in addition to the need to enhance awareness of electronic
information security for both library employees and the
beneficiary community.

Keywords: Information Security, Electronic Security,
University Libraries, Electronic Insurance, Electronic
Risks.
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