“ e &

A4 DAEEY. AY+YY guled kol @ (ai it g oLl ddall @ Auigdladg dugdall &gl dme

¥ gl B i Gl 2201 0
(R gl e Jou 3

255> dde

Saal! Jgud | il dllss Ha1l0 115
Zughlls ddaifl pglell dillgell gow do ol e Lua S Ll
silinl bgilall g alygioeg



D) Prlinl) Gl pulome 9 o3l yaaadf (0¥ e b Audyant Slag pill y90



@YY DAEEY. AY+YY guled kol @ (ai it g oLl ddall @ Auigdladg dugdall &gl dme

el 0¥ Llaa B Ailad) cilaypdal) g0

) Glatl) Gulaa J g

bl Jagd) il dblae all Al
(gl A ga Ay aglall db)aal) e dpagals (A gilal) <)y jal) andd
Kh_alsohel@hotmail.com : (g AsI¥) )
::ﬁg‘@ih\ﬂ
3 a3 A Ll 2 Y1 3lendl 5 21 o e ol oli)] J) G 1 dulyd| b
oda dgarl g0 o Lo 8l el ol il 5,058 (gie e O3 g3 ol 5 o sladdl des
Bl Slay e ) ol (g ¢ Lo ol 5 051 ol
Gy i Gtoond 203 Bkt il 031201 058 3 el o) M
8 ko o s o gl ¢ Lgie Bl blnall oy poins Y i3
sﬁ\_ajs.x_l.x.gd!al.:ﬁ&guwtg»@s\ﬁlgpu,a,@&&ch.a.’aCMI
. 3 9ol
ity I o I s u ) Jdoudl) gl l e dazsl  dulydd| mghe
8 i ) oo sl Gy coslasly 4l g ilisie a3 galle ey ¢ Judoni g
LUS g e G535l ¢ ol gaadl g SULIy 51 ) ¥ iy 5 o0
QJW‘M‘&UJS}c&dkd‘ﬁw}é‘ﬂ‘yJTJ&Wdeja@ﬁﬁ‘
gwgu&,,;,mag..sw,ﬁwjo\,u,,mwxwdmwgww@jag
.djﬂlgh@lﬁ@)‘agw‘r@‘@uﬁjcgjw‘w.l.gm Jos
oI ggie L sl paasuiy ¢« orls BN J| daadio Bl )l 1 sty Gl
Flgls ¢ osladl Gulons J g3 4l g5 A ay‘,?w@wuﬁiz%ts,c 5 el
Y| P DO Gy PRV JOWOR - PRSI O SRR T1 - A PO |




(AYY) Priel gl ubive 9o ¥l yssadf (081 Bl b A poxt Sl il g0
ooms dss e g IS oo oo Lol iliiiae ] ol g il
231 ) gl 3 o Sy S ) oW 25 55 50 oLt 0 gl
7S o el b ol o) fww Ao 5 LgroelSed Lalasl) a5 Lol
il 8 1 ot iy G e W el

5 ) Bl V1 3 3 s o) (3120l ¢ 51 ) Y T G Sl
23 SIS 55 bl



AV DAEEY. AY+YY guled kol @ (ai it g oLl ddall @ Auigdladg dugdall &gl dme

The role of penal legislation in protecting cyber security in
the Gulf Cooperation Council countries
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Department of law, Saad Al-Abdullah Academy for Security Sciences,
Kuwait.

E-mail: Kh_alsohel@hotmail.com

Abstract:

Objective of the study:

The study aims to shed light on the most prominent criminal models
facing the countries of the Gulf Cooperation Council and to
determine the extent of the ability of their penal legislation
(regulations) to confront and limit these crimes, and the need to
enact new legislations.

Statement of the problem

The statement of the problem is summarized in the fact that the
newly created cyber-crimes constitute a legislative and judicial
challenge for any society because of the risks resulting therefrom.
Threats no longer depend on the power of arms only, but modern
criminal means have appeared that depend on new and cross-border
technologies.

Methodology of the Study:

The study relied on the critical analytical approach that seeks to
describe, analyze, and diagnose the subject of the study from its
various aspects and dimensions, with the aim of getting to a view of
the definition of cybersecurity, data and information. To further
determine the adequacy of legislation along with its effectiveness on
the ground and providing treatment. As well as the comparative
approach to show the aspects of agreement and differences amongst
these legislations. The addressing of this subject is limited to the
scope of the GCC countries, which requires, in the first place, an
understanding of the challenges facing these countries.
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Study data:

The study is divided into three sections, the first of which is: the
concept of cyber security, the second: the most prominent criminal
models facing the GCC countries, and the third: legislative
protection from cyber-crime in the GCC countries.

Results:

The research concluded with several results, most notably: Each of
the GCC countries should establish a national center for cyber
security to study cyber threats and their causes, develop plans to
combat them, determine ways of national response. In addition, to
establish a Gulf center for cyber security that coordinates between
the national centers. Meanwhile, cyber security goes through two
stages: the first: prevention of risks, and the second stage: treatment
of the cyber-attack after penetration.

Recommendations:

Among the most prominent recommendations: The Gulf
Cooperation Council must work to establish a cyber-intelligence
authority to exchange intelligence information between the GCC
countries and improve access to cyber threats. An electronic
platform must be created to receive reports of cyber-crimes, keeping
pace with programs and applications for securing cyberspace on an
ongoing basis.

Keywords: Intrusion Detection System, The Internet of Things —
IOT, Internet Protocol — IP, Computer Emergency Response Team.
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Andrew W. M’manga , Designing for Cyber Security Risk-based (V)

Decision Making , A dissertation submitted in partial fulfilment of the
requirements for the degree of Doctor of Philosophy , Department of

.Computing and Informatics Bournemouth University January 2020 , P.1
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(1) Justin King-Lacroix , Securing the Internet of Things: decentralised
security for wireless networks of embedded systems , A thesis submitted
for the degree of Doctor of Philosophy, University of Oxford, 2016, p42.

V. “Realistic deployments of IoT security systems will necessarily have to

take into account the possibility of interactions between competing
entities. The architecture of such security systems must therefore be
decentralised, to ensure that no single entity controls the security

infrastructure”.

“R.2 IoT security systems must remain secure in the fact of a strong
adversary — the threat model in Section 4.1 suggests treating all nodes as
potential DolevYao [32] attackers”.

“R.3 ToT security systems must not require more resources (whether
computational, performance, or networking) than are available on modern
sensor platforms.”

(2) https://www.jigsawacademy.com/
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(2) THE RAPID AND worldwide spread of the coronavirus and its illness
known as COVID-19 has made huge impact on almost everything has
taken us all by surprise. We all are now experlencmg a major
unprecedented and unexpected global public health crisis. This pandemic
has also triggered huge social upheavals, disrupted almost every industry,
and impacted the life and work of everyone in almost every country.
Businesses and educational institutions are closed, many employees are
forced to work from their homes, supply chains have been disturbed,
people are being required to self-isolate, and most travel, in-person
meetings, and conventions have been banned. These disruptions could
continue for months, and the resulting economic, business, and social
impact will last for years.

Tim Weil ,San Murugesan , IT Risk and Resilience— Cybersecurity
Response to COVID-19 , journal , it Professional ,Published by the IEEE
Computer Society, may2020 ,p 4 .
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