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A closer look at cyberattacks
The actors behind these incidents include not only increasingly daring criminals but
also states and state-sponsored groups, with diverse goals and motivations.

THREAT ACTOR MOTIVATIONS GOALS EXAMPLES
Geopolitical, Disruption, Permanent data corruption,
ideological destruction, damage, targeted physical damage,
theft, espionage, power grid disruption,
Nation-states, financial gain payment system disruption,
fraudulent transfers,
state-sponsored groups .
espionage
Enrichment Theft/financial gain Cash theft, fraudulent

transfers, credential theft

Cybercriminals

Ideological, Disruption Leaks, defamation,
discontent distributed denial-of-service
attacks

Terrorist groups,
hacktivists, insider threats

Source: European Systemic Risk Board. 2020. “Systemic Cyber Risk.”
https://www.esrb.europa.eu/pub/pdf/reports/esrb.report200219_systemiccyberrisk
~101a09685e.en.pdf

Source: Time Maurer and Arthur Nelson (2021). Cyber threats to the financial system are
growing, and the global community must cooperate to protect it. Washington:
(IMF-FD Magazine, Spring 2021).
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(DAnthony Craig and Brandon Valeriano, Op. cit. pp.2-6.

Ibid.pp,4-11.

®Look at :

-WEF  (2021). These are the top cybersecurity challenges of 2021.
https://www.weforum.org/agenda

@) WEF (2021). Principles for board governance of cyber risk. Geneva. WEF. Insight
Report., pp.1-13.
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Abstract

The Developmental and Strategic Dimensions of Cyber security and its
Role in Supporting Digital and Crypto Economies - The Egyptian
Experience Paths in the Light of Global Experiences.

This study aims to identify the mechanisms and means of developing cyber

security to support Sustainable Development, the national digital and
knowledge economy and national security.

The report (The Future of Knowledge: A Foresight Report) referred to the
four technologies ruling in shaping the future as: Artificial Intelligence-Al,
Blockchain, Cyber Security, and Biotechnology.

The World Economic Forum: WEF also indicated that the year 2020 is
considered a turning point in the global interest in cyber security, especially
in light of the increase in global Internet users (4.7 billion people in January
2021), the escalation of cyber-attacks, and the shift towards adopting the
causes of the Fourth Industrial Revolution 4.0. In parallel with this global
interest, this interest has escalated across the Arab world through multiple
initiatives. Egypt realized early the importance of (cyber security), so it
established the (EG-CERT) in 2009, then the (Supreme Council for Cyber

security) in 2015, and the first national conference on cyber security in 2019.
The Minister of Communications and Information Technology emphasized
that the expansion of digitalization in society and the economy increased the
risks and costs of cyber attacks.

Egypt ranked 23" in the world on the Global Cyber security Index - GCI in
the 2018 report, compared to 14th in the 2017 report. The draft update of the
Sustainable Development Strategy: Egypt Vision 2030 referred to the link
between (Information/ Cyber Security) and issues of transformation towards
a digital economy, a knowledge-based economy and the development of
digital infrastructure in Egypt.

The Planning Methods Center, on the initiative of the Department of Futures
Studies, has prepared a study on Artificial Intelligence and Block chain in
2020, as well as addressing cyber security issues for the current academic
year 2020/2021.

The research deals with cyber security issues in their various developmental
dimensions, especially the interrelationships between cyber / digital security
and the development of digital, encrypted and knowledge-based economy in
Egypt, as well as in their contexts related to digital transformation in
government sectors, national security contexts and cyber wars that are
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considered among the most important threats to national security in the
coming decades.

Kevwords: Emerging Technologies, Cyber Threats, Cybersecurity, Digital
Economies, and Crypto Economies.
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