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Net spoinage (theft of confidential information)
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(") Steven Phillippsohn, op. cit., p. ¢, 1
"The types of criminal Hackers are:—
V) Hackers A) External Hacker.
B) Hacking to highlight lack of security.
Y) Internet Hackers.
¥) Internet Saboteur.
£) Net spoinage (theft of condifential Information).
°) E. Theft.
1) Credit Card fraud.
Y) Pump & Dump.
A) Cyber Terrorism.
1) Cybor privacy.
) +) Virus.

V) Fraudulent internet Banking sites.
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(") Shimon shetreet: free speech and national security, International studies in Human Rights — Volume
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'Right of the public to know, and the Interest of keeping certain Matters secret'.
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(”")Richard S. salant, CBC, and the battle for the soul of Broadcast Journalism: The Memoirs of Richards.
Salant Y¢A — 22 (V499)= =(discussing the "fundamental and underlying issue of what types of
information should have priority in a democracy), available at

"... news should be based on what the public what they would like to know".
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D 2 5 3 Sl G ) Jie 2y s o Gl dadiine detention™

oasbeall e Ailenal 2 Iy el )l e Aol 30 o ¢y il 4l (5, 10

Le Gaub e 4313 1l ) Gkt LS ) jall i sSa ) 3k o) & Y e ol (a1 5 chualas
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(”’°) Rumsfeld V. padilla, ©¢Y U. S. €Y7, €7« - 1) (Y. ¢) (Stecens, J., dissenting). Klein op. cit., p.£

(""") "After confining pardilla in the brig' for three and a half years, steadfastly mantaning, that it was
imperative in the hinterest of national security that he be so held and without demonstrating the
reliability of the information underlying that detention to a single Judge ...".
"The government's motion to transfer padella to civilian custody spurred Judge. Lutting, whose opinion
only weeks earlier Judge. Lutting, whose opinion only weeks earlier had upheld the president's
authority to detain padilla, to rebuke the government for attempting to moot the case on the eve of
possible supreme= =court review. Creating the impression that the government had held padilla
mistakenly and Jeopardizing 'the government's creadibility before the courts”.

(") H.C.J. 1A« | AA Schitzer v. Chief Military censol, Y (£) P. D. 1V “the security character of
Administrative discretion deterred Judical Review in the past. Judges are not security personnel and
may not interfere in security consideration.

(rr./\) Shimon shetreet. Op. cit., p. ¢9.
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“In such a situation it was helf that the high court of Justice would examine the Justification for the
claim of privilege by carefully weighing the considerations based on security needs on the one hand,
and the need to a ssure a fair trial, on the other hand.”

("M) For more see: James klein: Indigent Defendants and Enemy combatants: Developing prototypes for
National security cases. Harvard - C. R. — C. L. L. Rev. Y+«Y p. Y.

(”") Garaham, J. Zellich:— Spies, suberversive terrorists, and the British Government- free speech and
other casualties, International studies in human Rights, Volume)1 p. Y.

(") see:~ James oliphant, phone firms want shield If spy suits come calling, chicago Tribune, Nov )e,
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(""') The secretary of stat’s power to give directions under this section shall be confined to a power to give
directions for one or more of the following purposes:—
a) in the interests of national security.

b) in the interests of relations with the government of a country or terriority outside the united

kingdoms;
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(mv) Professor Daniel solovie writes, “we are becoming a society of records, and these records are not
held by us, but by third parties”.
See:— Daniel solove, Digital Dossiers ad the Dissipation of fourth Amendment privacy, Yo S. CAL, L.
REV. Y+AY, VA9 (Y~ ~\‘),

(m’\) Philip B. Heymann, Investigative uses of files of Data about many people collected for other purposes
4 (Y++Y) (unpublished manuscript).
In the words of professor and former Deputy Autorney General Philip Heymann. “No matter how honest
the government was in restricting its uses of the data, many citizens would become more cautious in
their activities including being less outspoken in their dissent to government policies. For two hundred

years Americans have proudly distrusted their government”.
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(") Fred H. Cate, op. cit., p. )
For more: see:— Kathleen M. Sullivan, under a watchful Eye:
Incursions on personal privacy, in the war on our freedoms: civil liberties in An AGE of TERRORISM

VYA, YT (Richard leone & Greg Anrig, Jr. eds, Y- ~\‘).
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“In the twenty—first century, Technology and law have combined to erode the protection for personal
privacy. Previously afforded by practical obscurity. Advances in digital Technologies have greatly
expanded the volume of personal data created as individuals engage in every day activities. “Today,

our biographies are etched in the ones and zeros we leave behind in daily digital transactions”.
A 1 e Ay SIY) 8yl AndlKe il jlaialy YoV € AL VE a5l 8 YY salall b g il g il (i (VYY)
s L Led i) il 80 5 clgad) 5 Lailion 5 Lghlonms 3 5 A5 3 gl
Sl shaall 5 llll 5 4le sheall LilSadi s A s SV Lgad sa g Aila slaal) Lgtialal djlead da 30U 4008 51 diaY) il 283 ()
e Aalal) g )
LLabl A daa of Cilis) f Lilss) o8 o old 1as b Lgile (a paaie dansa sl e At dgall £30) Aoy (Y
= 4G (i) Ae U Sl slaall arens daidall dgall 3y Fis g g pie e JS cnatl) (2l eV
) by it dgall ays 55 Loy VY v e JB Y 5aal & juliall e glas s e glaall 4y il Blsay) (Y =
Lelabiaial danl Laiaal dgal) go opsladl (£
AL ol pa¥l 5 il ALas) danddl dgadl Ao adl oS3 Call o silal e V8 Balall 8 g il g il Gl (TYTA)
Lagatl) Jae Ao g pSY) Cila glaadl o bl o dgila slaall el o ccula sbaall A Jils o <l oY) o 5 5eal) e Lalaally
My Ayind) Aobnill ilgal) (e )3 shem
(") federal support for Home land saurity information sharing: Role subcomm. On intelligence Information
sharing and Risk Assessment of the H. comm. on Home land security, Y+ th cong. YY (Y..¢)
(statement of lee Humilton, vice chairmanm 4/) public Discourse project).
Al Jla ) 5 0350 G Y5 ae 535 SI O el sl Gl 33,k e "“secure flight A ) ol Gleia DA (e @l ) &4 (YYVYY)
“The Transportation security Administration” (TSA) Jal Ol 31 Y Aa ) predas g Saad) Jas e il sleall
= e LY a3 Lglaload

ol ka3 519 e slaall J 515 A (e ¢kl 5 Syl a0 A e Ay Sl ilsnpall 5l ALl ey =

“the federal Aviation and Transportation security Administration” (FAA).
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“In short, the TSA is trying to use the consequences of poordata matching to motivate passengers to
provide more complete information necessary for more accurate matching.
For more: U.S. GEN. According office, GAO — +¢ — YAo, Aviation security: computer — lenges 1-V
(Y ‘e i).
(o 2t Al U 08 5 ) Ry 550 gl (a5 (T shanall (3a1 a3 Rl Al 3y Gt 1 o Ll 8
S VLl s Jiedn f oL g V" ad e s ) g e LA adas oLy Yoo ¥ ) e a8 09l (e VY sl
O s 3 e Jand) 050 @l e 8 e e A sl A il LIS e o el CVLAY) Gl ass
Ml sanall ¢l jal  pilal 13 SSAY L lead)
(") for examples:—
- Radio frequency Identifivation (RFID).
— Global positioning system (FPS).
— Other location sensors.
(") H. cate, op. cit., p. YT.
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("™") Fred H. Cate, op. cit., p. )
:The USA PAIRIOT act also mandates new rules requiring all financial institutins to: (V) verify the
Identity of any person seeking to open an account, () maintain records of the information used to
verify the person’s identity and () provide the information to the government of matching with terrorist
watch lists”.
Seem eg., customer I|dentification programs for Banks, saving Association a credit unions, and certain

Non-federally Regulated Banks, 1A fed. Reg. Y, ogo (June &, Y+ .¥).
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("") Paul Schwartz, Data processing and Government Administration: The failure of the American legal
Response to the computers HASTINGS LJ. YY) (144Y) (emphasis in original),p¢Y
Iy Ll e S i) dalles JISE (e
V) Government Benefits and Social service programes.
Y) Taxes.

¥) Employment.

i) Law Enforcement.
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(") Fred H. Cote, op. cit., p. ¢
Data Matching:— Between these two ends are “relational” searches, which start with an individual but
then reach out to determine who communicates or otherwise interacts with whom and determine who
communicates or otherwise interacts with whom and “data maching” which involves combining two or

more sets of data looking for matches or discrepancies”. =
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Department of Homeland security (DHS)
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(W’\) Marietta Benko, and others, space law in the united nations, Martinus Nijhoff, Netherlands, YdAe, p.¥
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("’\') Van ligten Hans, Municipal law Regulation of Remote sensing in outer space, loyola of Los Angles
International and comparative law Journal (Winter, ) 1A¢)
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("’“) H. Cate, op. cit., p. Yo “If its harmful impact is very low “oven marginally successful data mining might
be appropriate if used as= = an additional layer of protection against a particularly grave threat”.
For more:
—-Tommy Peters on, Data scrubbing, computer world, Feb. Y+, Y. .Y at YV,

“repurposing” 4 slaall el sale] sale 0¥ dga (o Dlaslaall 3 b e (YYAY)
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cagic 488 il shadll JYA (4 aglsa

“The fact that government data mining almost always involves “repurposing” data — i — e — using data

for a purpose different from that for which they were originally collected and stores further exacerbates

concerns about the accuracy of the underlying data”.

For more:— see: office of Inspector GEN, U.S. DEPT of Just, IMMIEGRATION AND NATURALIZATION

SERVICE'S ABILITY TO PROVIDE TIMELY AND ACCURATE ALIEN= =INFORMATION TO THE

SOCIAL SECURITY ADMINISTRATION (No. V.Y« +Y=+s) at Yo (Y..Y).

("’w) The accuracy of records raises important practical concerns about the value of national important
practical concerns about the value of national security analyses performed on potentially bad data as

well”

celan) (i agd Galad) e el oz 530 ans Aals eilen elull 0 e Lanlll A4S A8y Hha) VIS e Uad) ells Jia (YTAE)
(S2 GBstia o (S o e ol g o ginl) (a8 (S Sl (el AV e apael)

Lo 2 o S Aile JS Aalal) el (Y sasiall Gl 5l 8 QISEY) Al Jay o eliia¥) Glasall 48 ) (pai (YTAC)

Al ALl Apla HY) ilangdly dalall L) Gl e s Sle jualdll Jueall 5 da 5305 7 5 IS dalide elain) o ol )

. eelainl laa i) et ¥ elaa) el
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Los ol i€l 5 Ay gumd Il 4, L) Aialll o 585 3 ale oS il asla ST el 2y

Leal e Vs il il sheall ol lena 23S 5 5 €Y gasill aay Eua ™Y (TAPAC)

len 1S (il Lpaiany (e Alaadio dline g (e Lgmpand ol lbal) 2y 5 s Y
3ok oY pady ¥ Al &l il

JUieS daliiie je 9 48 gle yue Clily 3 g g die A geaa a1 dla 3y — Uial — #8151
LT g3l ) 5S4 guall 48] el ) yalS

Data Mining Tools e slaal) 3 s <l g3l 3 jla 1Al ail)

e S laas Al (il 5 el (1Y) e Jaliall (m yay e sbadl) 8 s lss 4l 53

a1 il slaall 511 dga 5 5hun 303 SMhad ¢ Gad) (pe dpaall el Calaat) (i i L lea Al

Ome) 5B yide damy La Lalle @bl e 3 50e (alall g LLaill (e 4y 5 bl CalaaSl saas

“Government data mining often is (alall Uil 45 )lia 3 HlaY) dga Jiliail ila slaal)
searching for needle not in a haystach, but among millions of other needles.

&85 DA (e a5l (U Unga Lalite Gl Ulail) (e 5250 o) e slaal) o ll aa
(T alal) g Uaill ¢ Sand slinall & gl o il) (Y1 (i ol sinsall

(") This is a substantial challenge, as stressed in the Y. «¢ final report of Technology and privacy
Advisory committee (TAPAC) the “blue ribbn” bipartisan independent committee appointed by the
secretary of Defense Donald Rusfeld in Y« Y to examine privacy and security issues.

For more see: Ronald D. lee & Paul M. Schwartz Beyond the “war” on Terrorism: Towards the New
Intelligence Network, Y+¥ MICH. L. REV Y££7, Y€1V (Y. .0),

("’W) See: V) Emily key, coordinating supply chain Data: To Deliver timely Informantion, companies must
overcome Data synchronization Hurdles, frontline solutions, May Y, Y+ Y at Y).

Y) Margo Anderson & Stephen E. Feinberg, who count,? the politics of census — taking in
contemporaty America ) Y-)A (Russell stage found — Y444).=
=“The fact that many government data mining applications unstructured data (e.g. audio and video

surveillance records) exacerbates the a for mentioned concerns”.
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“Government data mining seems similarly likely to fighting yesterday’s battles”." "

o aa Y 30a3 A daal 5 gral 5l 5 )10Y1 dhae) YA e Al SY) Cllengl) o Biays
Tl o 280l sle ) e pe il slaal) Gl pan oty Ledaf (1

Assessing Efficacy ssWsll s ;aq ) i)

Y @Y laall (e g ecila slrall 3l aki U8 i dpaaly Jsil) ) ()l 43l Caady
O Ui Y @llia (<0 o e e glaall 5 3laat A glae Al i S5 ) @}m;\u@_ Bl el 4
LT slaa) 5 3ia Ay ) dgall e s ylay) Gusi )l

(W") Jeff Jonas & Jim Harper, cato institute, Effective counter terrorism and the limited role of predictive
Data mining Y=A (Y++1).
“For example, data mining used to predict types of consumer behavior ... may be used on as many as

millions of previous instances of the same particular behavior”.
Ldaall o L) Blis o8 5 JOA (e om0 Al HY) cilangl) i 5 380 aaiall LY gl (8 ) Jla ) 2y SA
Al Jadadill 85 e JS Ualide SIE 325 A daall Lala Y cilengd) CDA bl 3 e Y BLadl) e oLy dla Y
Axdgie e LRSS ey JB Letgad ge 05S5 Cuny
("™") For more see: CRS report on Data mining and Homeland security Y« v
Hector Becerra, Jennifer Oldham & Mitchell landsberg, Airline Terrorism Alert: winging it one Again,
L.A. Times, Aug. N, Y« 7 At A).
(") Jones & Harper, op. cit., p.¥
One of the bluntest assessments comes from Jeff Jonas, Chief scientist of IBM’s Entity Analytic
solutions Group, and Jim Harper, director of information policy studies at 'the cato institute’.

(") TECH, AND PRIVACY ADVISORY COMM, U.S. DEPT of DEL Safeguarding privacy in the fight

Against terrorism (Y« « £) TAPAC, safeguarding privacy.
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“Assessing Impact” bl 53k JE) andli; (ualdd) i)

Al Ja Ard i add) g diaall by jall s e slaall 3 50a o ¢ ) sill dals ellin
e aall 48 gilal) Cllaid) e el TAPAC Lia ol 658811 g dia gendl 3 jL30Y) 20alll Coa
f SIS 5 e shaall 5 3Lt Al HBY)

bl el pas e Al gl 4y Hla¥) dgadl (ut) (e S (A s e 2 Y )

Ladlas) a3 ) plaill Ll g 3l Jaliall Caslay — 3Y) @3 daay of 23 Y - Y

oandll o B3l e g ge o) 81 e a1 BV Y0 dasy ol Y -

A 3 jolhas agd Zland) J8 i) (and] cladinl) dae o) 81 gy of 2 Y -
S S LS a4 ) cla glaall Aallas Zsaly eLL':.'\S\ S T ‘_é “false positives” 8y

(Y‘V‘“\Y‘)lzs

Data <libad) (e (o) 1o (g s iy 2ol 8 Jae “TAPAC” callai 43l a5 A 5
ALY ) il gal 3 jaall Apad ) e glaall (pacats qudit trail s A (3833 5 minimization

(") Privacy and civil liberties in the Hands of Government post-september YY, Y+« ): Recommendations

of the 4/Y) commission and the US. Department of Defense Technology and privacy Advisory
committee. Hearing Before the subcomm. On commercial and Administrative law ad subcomm-on the
constitution of the H. comm. On the Judiciary, Y+ A" cong. o(Y++¢) (Statement of John O. Marsh, Jr.
TAPAC).
“We believed that accountability was absolutely critical To.... ensuring that data mining was conducted
efficiently and effectively, ... [and that it] would be enhanced, we believed, first by ensuring that no
agency engage in data mining involving personal information without making a conscious, thoughtful
decision to do so”.

(") TAPAC, safeguarding privacy, op. cit., at ©
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d:t@_uﬂ saclall el u.m\..: GJ&: 3 Oleclasy 8l 4 G_S 4...:.:5.\3\ n_al._aLul\ (e 82c18 Jand 4..\5.1‘)4‘2“ Baariall
_<‘"““)L€_A\m\ e il L) Jsaal)

o (L ) 5 5 A a4 L) Aalll) Clilanza aal ol (s a8y jaads
Foreign Intelligence surveillance court (FISC) cula3U 4l jLaiuy!

45350 La 13 5 ¢ Anle W) @) Hliie ) (e s Anad il il i) duasdl) off Laliie )
b s oo 5 aall Apad il ULl Jhaed Capa o 3 SO Aall Aalll oy 585 Cpe Ausalal) dpa 5l
LT atall Sl xe Lgi) g3 lanal U s sasiall <Y )

L) b5 Jlm e A gl 3 laY) dpaa 55 g8 Uk dga 5 (e Apaal SY) da gl L
“Technical :x__us.d\ C'_a\_ﬂla.m]\ A;_‘c ;.s;ud_"d\ I Cra—aly g sazélj_;ﬂ\) 3\_.1_;»\;.45\ )'—’..)“:"‘
:\_\;J\A' LJLM" | :C\.ut Ol J'Js_g dua padll :\.u\.\...u HA é{: A8 A pe Guxd g Requirements”

ot sl () G si 1 8 Geuali Alad o) 58) ST 3 a5 ae a Panel of external advisors™
J\_\;J\&AA_\S\.’AJ\ ub\_\.\c\dﬁ\ JJ_U MJ.\LAS\ t—’l.!_’).u.\s‘ju.\.’“,ﬂ“j‘sdjﬁj‘ L}AY\&A@&\}J\&L\S
Y‘Y“l'&) )J\

3 sl gl bl da g 5l (e agaedl el () 5 l0Y1 dga (e cang Brnle 505
1 S T ) G et Bamtl) Y S e Ll s ectibe sl 5 il

e sheall 3 3ot Basaal) el bl dpilly AW 6 50V J sl ol Gy sSI) (e s ()
a5 Gl 5V e e (5 sie callad aa (i gl Clllaiall ae Ll 53 g pral ) Gl 3eS (lascal

G el g o0 AN gl b Y (S Dl slaall g lilnll @l ol die 43 38l Clagladl) g Ll (Y
e slaal) 3 s die AN Gl Y (e o) cRilaall e ol Leadi B oY)

e slaall g bl Gl 5 U 53 geaiall Calaa’) el 3Y adlall apll (Y

(") 1d,at o

(") 1d, at o+

(") 1d, at e
For more see letter from William J. Haynes Il, Gen. counsel, Dept of Def, to carol E. Drinkins, civil
Rights and civil Liberties oversight Bd, (Sep. YY, Y.+1) (on file wih the Harvard civil Rights — civil
liberties law Review) attaching a list of TAPAC's recommendations with each of those applicable to the

DOD initialed by the Deputy secretary as “approved”.
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3l Al 3 el o llall @l Jlaaciad

&l = 35 J-8 Judicial  authorization Slcadll (i &l 5 (3Y) e g 5 gy (O
Ohsall e Lealatiinl die 5555 jiae dnadd clily d vie Lealadiul o <l slaall

a8 bl 3 Jlems Aalal) e il o (e 25U gudit t00lS pandl) il saf alasinl (1
(T o)

3k (e Al aUaill 4y HlaY) Ayl gisally HIEYT ) il 48l Caady Baule e 35000
dga 5l (e | s pmacal 08 () o) Y1 oy gal LT 3 g 5 e ASHN (DA (e cila slraall 5 UL
Sl €y 5 AlalAl) il amatl Al dia il o 31 mie g e laall 5 ULl Sl 5 1Y)
O Adle Sl pa JBA (e lilal) aseat lilee e 3 laY) Gl a) PR e A i) @l T (0
4 48 5 appropriately A<D 48 ylay ALl el aladt wl (el accountability Al
A Gas) o Aol Jsiae dmal jo (e Bl el g 925 o) 20 Y 5 ceffectively 355545 lawfully
G e el (A e i s8I ) dadaiia gy 5 b jlaB alad) (f36al) e culiEat g 40a0 5 ) NS

T 5 Uail) Gl da) jea lais g i) Sl ppeat (3l

3 jlaal eLE.': Lﬁy s oilall ("\'L"ﬂ\ de_{ ay Al cald Lad SN Call L,,S‘,)“ L) Gala (5354
T il 1) 555 Lo sl il (B € 51331 R (530 ¢ e e shedl 5 il

il se ) 8 4 Lo A5l JS8 513 sl ) (5 mmall g pkall sae (Glaud) i 3
Al iy ol Lol ainsy ¢« 577 Y0V 0 Bl 00Y (8 4y pganll ast ) ) B i sl 5 e sl

(mv) For example “the analyst might be asked to specify whether she has a search warrant, and if she
does not, the system might not allow her to retrieve certain kinds of information”.

(") H. Cate, op. cit., p. °°

(rm) “In addition to the government’s many domestic data sources, it also receives more than 1. million

intelligence intercepts everyday”

L yaaed YA 3 (8) S 0F el — Zpaws N 50y jall Y4V 0 G0 00 54 seanll Gusiy i e sV saladl ladl (FE4 )
=kl e IS By guine 5 655l adin ) gl ) Al e Liad JS5 o (e canal ym (Y0 Y0
LAl 5, (Y Ll ZUyl e laal 5, ()
= Al Ol el G (€ Lila glaall L ol 635 g LW 5 (T
a5 g 5 il i 50 svial 5 5Sos Leadlan s Ledlian 5 A sall &l s (e 88l (553 G ol i (g (ptinsd (o ially =
dshiay A e 10 e Al Alial) b ) Al 33 Aadla s Al 5 3 (pe ab LGRS Ay il
G ol B ade (aill 5le il il 2ga g A1 e i (Sl oY) aoldal) Aall) el G e cale o8 4 Lalie) 3
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«g Y il G Jnitl DNA 55530 panlallS 4 yia gl il sheall 25 5 SIY) @ andl) )

Lo e 4t Y¥ salall 8 saniall ASLaall 8 jaliall 5 Yo VY alad il sheall dlan () 5ilE i Sl L

Bacld o G 03 ¥ Y AAE Glal dda 58l g diliadl CLEY) A e (117 adl) ) SLWYL" ;L

sy e salall (e Al 5 &l ¢ yLal s "DINA 553l (easlall Luad il cilalal 4y sall byl
TN gl il 522 e (508 (aalall dpad ) cilalal) Jaaus

A sall 8 alall Uaill (S i aalS alall e L e Jond 43 )l il 31 of ly ) Caal

252 S ¢ Al Aalll il gladll £ 531 (e @ 55 (o 5 <" e sl e slaall” 3 s By 5k (e

i) sl A8 a5l Tapaall Aladl Ay 5o dgaldl 3 sa — dipma Cililana (335 — Wasa s
LT oy U g ¢ adlill & gam g em S Dl 5 il ailiadl) 5 calall JS5 e gladll

eal Al o Jaball Lelilat Ao gl bl ac) 58 485 V) Baladly Lgl) il Al g o e £ saladl i (Y£4Y)
Pl danil 5 el 5 iy paall e slaiall Javag
a3 ey il sleal 3S 5l Jian A sas o G305 Yo ) € AL YYYA 28l 50 ulaa Gy Sl sam JSHL ol
) G e el Ay gume Y 6l 55l el Al
YN8 i a3 (1) S O aall = Rpa 5yl 5"
("”) Protection of freedoms Act Y+)Y Chapter - United Kingdom, p. YA clause YY.
iaalall e gall i) cilagil fiuly palal) Gulaall ) o il cld e Y6 saladl Ll dncas sl culilal) el dlaa
s
(National DNA Datebase strategy Board)
il a5 s ) el 5 i el @l jaex A8 (5ol yid Jals ada gy Galaall G5 ol 1 ) AU N sall sl
(g ) Jal Gl ALyl gl

("”) “Biometric Information” means information about a person’s physical or behavioural characteristics or
features which:—
a) is capable of being used in order to establish or verify the identity of the person, and
b) Is obtained or recorded the intention that it be used for purposes of biometric recognition system.

See clause YA, protection of freedoms Act Y+)Y (C4) part Y- Regulation of biometric data.=
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("**) “Terrorist surveillance program”

= sV s “Domestic surveillance programm” dalaall 48l jall sl 3 JS& Lo
SA Adlls @l oY) aal 5 “TIA” “Total Information Awarencess” JolSll il slaall

Sl Gllail) culd 8 pasiall ASkaall 5 pla¥) Janall el s Brs e e 5 50le

Protection Y+)Y alal by yall dlen ¢ 5318 (e ¥ £ alall 4 el L 3ell a9 ¢ le slrall gl

Lﬁ)}_ﬂ\ aalall s ol calslud) sac el PN I oudadl L) e cuad Al g <of Freedoms
.“National DNA Database strategy Board”

Gy alaall @l e dalaldl il il Slae) e ) ilad) (Al 555 Jamy Aali (0

Gl Sl s | palad) 8 Adaal) Ad ) Bl 8 (o2l J sisall 0 53k s ¢g 5 53l anladl A dadl)

A5 AN 155 e i (5 5AT Aali (st o ) Gulaall @iy ety 30 gL )

Ll Dlanza @13 5 lal ) alel ae ) g8l @l (e A auday 5 culaall @l LaSlal) ae ) @l iy ol

LA 55 () s ge Uigins 1y 85 aea ol Gal 3l sy gl i) alaall e a5 4 ghunall
LT sl sl 3 e Ads s o) 5% (31 5 calgn s Loy (3l Lash

52 el Ala Y1 cililaall day Aiala 5 a1 A35Y1 3 Whaanl alalats e glad olli (o Uslite) iy =

(%) “The society for world wide International financial Telecommunication”.

BV e VLA Gl siely o6 Ll “NSA” e sill GV S5 e Yo v 0 saannd V1 Sl @l ) g guill ddmia 505 (Y€1 0)
i Taal e Qi Al Y Ao J guaal) G A ey saaiall Y gl asaa Al aa g add JSU sl g Jlail Jana
s £0 IS Ly 5 48 )
(”") “TIA” Later renamed “Terrorism Information Awareness”
DY) e Sall L& Y (JE I el VL) Jlie ae g 558 Jsa e slaall A jgd g i) S5 (5 gay
RS
e+l “William Safire” [ silisadl ddasd 53 Yo 0¥ 5l YY 8 TIA” aia Sy e Guyad sSU A Balatial Adale o) N
a5 i s G gty e el (S el Ol sall dpally LI al i) 5 (b (53l dpa seadl o adlxicl
A8l s paanty IS5 dae) s g aan s el aem =B Y] Sl oo e (oS e e i s aiial el Al
LY AsdSe ) 8 cuilay) palaiil

("'V) Protection of freedoms Act Y+ Y chapter 4 united kingdom p. YA clause Y¢
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“After section 17 AA of the police and criminal Evidence Act Y9A¢ (for which see section YY) insert —
1Y A B National DNA Data base strategy Board.
\) The secretary of state must make arrangements for national DNA Date base strategy Board to
oversee the operation of National DNA Data base. =
= Y¥) The National DNA Database strategy Board must issue guidance about the destruction of DNA
profiles which are, or may be, retained under this part of this act.
¥) A chief officer of police force in England and wales must act in accordance with guidance issued
under subsection (Y).

i) The National DNA Database strategy Board may issue guidance about the circumstances. In which

applications may be made to the commissioner of the Retention and use of Biometric Material

o g GAAuadng“ CA).A” ‘Hlm A.J.MJ‘ A...\l}/.\(vi~/\)
i il Aila glaal )58 G (A) o alally laall @lld 3, (V€4 4)
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(m') Article g— loi n® YA-\Y du 1 Janvier Y4V4. Relative a Informatique, aux fichiers et aux libertes.
25l Ll Sy Gl i) el 5 Glld U YT jaadgi 6 el il slaall (e G (g st paigall Cayka (YY)
ey iy o 3 i) G Aisl S (e dae gt s Letbilane cpaells Fuins Comadl el maen of ) " Sk
Sl V) (B GS il e
50 35 <l LSl 5 VeVl dmaall dle 5 AU 5 Al cileUadll 4o shea) A gincl) Al el A0l e (FEVY)
&L Al

(V) Cezar PETA: cyber security — current topic of National security Public security studies, volume I, Issue
Y)Y) [ YOY, p. 1Y “cyber security is challenge that must be tackled through cooperation between
various national actors, and institutions, private companies and non—-governmental organizations, and

international level through cooperation among states, regional and global organizations.
LA die (e pranall 4 53U Lo @lld Jlia g ¢ <l i) Jobid Jilos sl sl sl aalill <l S0 5 330 sall BN o Loliie) 3
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(") Ibid, p. V-
“Dan Tofan, Technical director of CERT — RO stated that, there are situations in which the entity can
not manage incident alone,= =and in this case the cooperation between both entities becomes very

important”.
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(””) The Emergence of cyber security law, prepared for the Indiana university Maurer school of law by
Hanover Research, February, Y:Ye. oP.cit,Y
“Lawyers must play a role in designing the procedures, training and risk assessments required to
implement managerial operational and technical controls needed to protect data”.

(""") Scott J. Shackelford, JD, PhiD, scott Russell, JD & Andreas juehn, Defining cybersecurity Due
Diligence under International law: lessons from the private sector. Yo.

Electronic copy available at: http://ssrn.com/abstract =Ye4£YYY
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("m) See: task force on national security in the information Age, Markle found creating AA Trasted Network
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Mobilizing information to prevent terrorism (Y« + 1); protecting America’s freedom in the information age.
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(”") Nathan Alexander sales: Regulating cyper security — Northwestern university law Review Y+«\Y vol.,
Y+V, No ¢, p. Ye«1 “According to Brace smith, the united states follows a “bifurcated approach to
network security prevention and public investment in prosecution”.

(m°) Todd A. Brown, legal propriety of protecting Defense Industrial Base Information Infrastructure
GAA.F.L.Rev. Y+1), YY+ (Y++q)p.YYY

(""") Bruce P. smith, Hacking, Poaching, and counterattacking: Digital counterstrikes and the contours of
self-Help, | J.L Econ, & Pol’Y YY), YVY (V . ~°),p.TV

(") Hanover Research, op. cit., p. 11
At il ) G Gt e a5l 20 Lin sl 9S00 5 ibaall il 51 agaall (NIST) sy clld 3 et (Sans
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“Critical infrastructure, the core of the NIST framework’s focus, is defined as “systems and assests
whether physical or virtual, so= =vital to the united states that the incapacity or destraction of such
systems and assets”.

For more see: Lynch, S. “Experts urge U.S. caution on additional cyber threat Disclosures “Chicago

tribune, March Y1, Y«\¢,
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