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Abstract 

Analytics of Big data and the Internet of Things (IoT) are critical for developing 

intelligent transportation systems in smart cities. IoT has the ability to mitigate the 

urbanization pressures, provide new experiences and make everyday life easier and 

safer for city residents. In this article, we look at the uses and applications of IoT in 

decreasing traffic congestion problems and analyze the challenges of implementing 

IoT-enabled systems for traffic management.  
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1. Introduction 

According to the UN forecasts, the urban population in the globe is expected to 

double by 2050 to reach 6.7 million inhabitants. As the number of towns and cities 

rises, new opportunities and challenges are appearing [1]. Municipalities are turning 

to the Internet of Things (IoT) to help prevent environmental deterioration, minimize 

sanitary issues, reduce traffic congestion, and prevent urban crime. With the 

technological development, sensors are developed with connection to the internet and 

allow things to communicate, learn and carry out specific activities. This Internet 

connection of things is referred to as the Internet of Things (IoT), which 

autonomously uses the given information and executes the duties as intended. Devices 

that can monitor or control the physical parameter of the environment are the true 

physical interface to the world [2]. In nearly all areas of health care, home automation, 

transportation, and industry, IoT devices are employed. This has increased cost 

efficiency and decreased the company's massive workload. At this time, companies 

incorporate IoT into nearly all links to the internet and could to the internet. IoT offers 
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enormous potential to employ big data analytics in the transformation of cities built 

on infrastructure. 

The sustainability and intelligence of the smart city idea depend on the technologies 

chosen to enhance the quality of life of the inhabitants. Smart-city management is a 

significant part of smart-city efforts that allow improved decision-making technology 

[3][4]. The public value created by the intelligent services offered [5] is one of the 

fundamental aspects of the smart city governance system. The government must focus 

on many areas of intelligentsia solutions like intelligent health services, intelligent 

construction management, intelligent traffic management, intelligent parking, 

intelligent transportation, etc. This will result in a great value for the provided 

services.  The physical infrastructures in smart cities are equipped with intelligent 

sensors and devices, which periodically generate big data from various locations. 

These data are used to develop intelligence for all aspects of the smart city [6]. 

Ultimately, IoT and intelligence are used to enhance social life and economic 

activities. 

The Smart city combines and exchanges diverse information systems that are gathered 

by smart infrastructure, people, and things to produce new insight and deliver 

omnipresent services that enable the public to access city information, to move around 

catastrophes. IoT is the design of various instruments in combination to function as an 

autonomous and intelligent agent to do the activities simply and efficiently. An 

intelligent city combined with IoT can enhance the infrastructure of a city. 

Applications include healthcare, architecture, environmental services, water 

treatment, level of radiation, leakage of water, location of items, intelligent parking, 

intelligent packaging, access control perimeter, smart lighting, smart streets [7] as 

illustrated in Figure 1.  

 

 Figure 1: IoT Applications on smart cities 
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2. Smart Traffic Management System based on IoT (TMS) 
One of the essential components of the smart city is the smart infrastructure of the 

traffic system. As, with the growth of city development, traffic congestion 

increases and became a critical issue. Intelligent transportation systems with 

integrated components such as highway management adaptive traffic signal 

controls, roadside units, and emergency management services are all examples of 

smart traffic management [8]. These systems collect real-time traffic data and take 

the required measures to prevent or reduce any social issues that arise as a result 

of traffic congestion [9]. For example, people will be able to use real-time traffic 

maps to help them choose the best route to save effort and time. 

Based on sensor data from monitoring equipment deployed on highways and 

urban roads, popular mobile applications such as Google Maps and Apple Maps 

reliably forecast traffic congestion for urban roads and highways [10]. These 

applications vendors cooperate in the collection of traffic information with 

different carriers. The majority of traffic monitoring equipment is installed on 

metropolitan roadways by transportation authorities, thus such application 

providers (for example, Google application programming interface) provide traffic 

congestion updates. In addition, such programs also employ location-based 

crowdsourcing [11] to enhance the forecast of traffic density. It expects intelligent 

technologies to be updated in real-time on the road in the car or on any smart 

mobile equipment with the driver. The problem is that consumers need intelligent 

gadgets to access such apps and most services are restricted to metropolitan 

roadways. 

Figure 2 illustrates the fields of IoT in the traffic system. The traffic patterns on 

metropolitan roads and motorways differ from those on collector roads. Collector 

roads contain bicycles, walkers, motorcycles, and other vehicles; the patterns of 

road transport are therefore distinct from those of roadways. Along with urban 

roadways, real-time monitoring of collector roads is critical for improving overall 

city transportation. Real-time traffic congestion updates [12], as well as warnings 

from traffic controllers on non-recurring traffic incidents such as spilled cargoes, 

accidents, emergency services, VIP visits, or any other unusual occurrences, 

would assist collector road drivers in making decisions. During peak hours, for 

example, closed institutions such as colleges and hospitals experience significant 

traffic congestion. These campuses will have multiple collector road segments of 

varying lengths connecting to various entry/exit locations. 

The real-time traffic updates of roads that connect to exit locations may assist the 

motorist in picking the best route from his present position. Drivers like to be 

aware of the congestion status of upcoming junctions in order to plan ahead of 

https://www.sciencedirect.com/science/article/pii/S2589791820300207#bib10


 

35 
 

NJ 
Nile Journals  

 

Volume 1, Number 1, April  

 

 

time and save time on the road by using other routes. The challenge here is how to 

give real-time road congestion information to drivers in the absence of such smart 

sensors with them or within the vehicles, which is the true impetus for this 

research [13].  

 

 

Research in smart transport systems recently shown that the IoT paradigm may 

play a significant role in the management of traffic through the connection of 

physical objects over the internet for information sharing, tracker, and traffic 

tracking [14]. Global positioning systems, test vehicles, sensors, and cars for 

communicating infrastructure are some means of gathering road data in real-time. 

Acoustical and magnet sensors are efficient, cost-effective and the latest vehicle 

surveillance systems are the most popular [15]. The real-time traffic data from 

different sources can be utilized for traffic congestion prediction and management. 

In particular, smart mobile devices [16] offer several current alternatives for real-

time traffic updates of metropolitan roadways, while collector roads have received 

Figure2: Applications of IoT in the 

Traffic system 
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little attention. Therefore, this research focus on IoT-based systems challenges to 

overcome and enhance the real-time traffic updates through different sensors.  

 

3. IoT Challenges on Traffic Management System on Smart City 

Following are the problems that must be solved in the implementation of IoT for 

traffic management, taking into account the steps that intelligent transportation 

systems adopt.:  

1. Accuracy: The sensors may be at risk, particularly in unfavorable 

weather, high-traffic circumstances or accident situations, or 

technological failures, to supply inaccurate information. 

2. Security and privacy: When IoT is used in intelligent transportation 

systems, concerns and challenges relating to privacy and system 

security exist. According to the research in [14], about 70% of IoT 

devices in a smart city may be in danger of infringement because of 

bugs and vulnerabilities such as weak authorization systems, firewall 

absence, or detection protection systems. Sensors have a restricted 

power volume, resulting in a compromise in security functions such as 

poorly encrypted protocols for communication [14]. 

3. Overload and integration in the network: It is quite complicated for 

Advanced Transport Management Systems to provide an overview of 

each driver's traffic which might overload the network resulting in a 

failure. Another key difficulty is the integration of data into the traffic 

management system based on IoT, as each detector needs to be 

individually measured and standardized. 

4. Inefficiency in terms of traffic risks: As most IoT-dependent Advanced 

Transport Management Systems cannot identify traffic risks in real-

time, this results in a system working failure as it is useless at that time 

and takes hours to update the system with this information. 

5. Interoperability: Interoperability is the ability of two devices to interact 

and is a significant challenge in Traffic Management Systems. Since it 

takes time for data to be fetched during the Vehicle to Vehicle (V2V) 

interaction, the connection might be disrupted and data loss [15]. 

 

4. CONCLUSION 

 

In this paper, We provided an overview of IoT, intelligent cities, and IoT use 

in traffic congestion management. We also addressed major difficulties to be 

dealt with when using IoT technologies to reduce traffic congestion 
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