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Combating Organized Crime via Dark Web
Analytical Study of Egyptian Legislation

Ramy Metwally El-Kady

Criminal and terrorist organizations seek to benefit from the advantages of using the dark web,
especially its confidential nature and the difficulty of tracking its users, to achieve their direct
criminal activities without any oversight or legal accountability. There are sites on this network
sell forged and stolen documents, credit card data and personal accounts, in the way that this
network has become a black market for all illegal activities. It is a hotbed for criminals, hackers,
hired killers, counterfeiters and human traffickers activities, etc. The persent research aims to shed
light on illegal criminal activities across the dark web, and to discuss ways to combat them in light
of the relevant technical and legal challenges. The role of national legislation in limiting these
activities; the role of the international police in tracking them; and the best way to deal with them
are also discussed.



