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205 ART"Est puni d'un an d'emprisonnement et de 45 000 euros d'amende le fait, au

moyen d'un procédé quelcongue, volontairement de porter atteinte a I'intimité de la vie
privée d'autrui :1° En captant, enregistrant ou transmettant, sans le consentement de
leur auteur, des paroles prononcées a titre privé ou confidentiel.
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208 _ Cassation, 1 ére chambre civile, 14/1/1997, n 94- 16861, Bull. Civ I, n 14.
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% _ Vincent Fauchoux, Pierre Deprez, Jean-Michel Bruguiére, Le droit de I’ Internet,
Lois contrats et usages, LexisNexis, 2eme édition, 2013, p 54.
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1 Cour de justice de I’Union européenne, 13/5/2014, cité dans: Fabrice Mattatia,
Internet et les réseaux sociaux, que dit la loi? Eyrolles, 2eme édition, 2016, p 70.
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213- Cour d’appel de Pau, 1ére chambre, 23/3/2012, Sébatien R./Facebook, Légipresse
2012, n 294-03, p 280.
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21%_Huet A., Le droit penal international et Internet, LPA, 10 Novembre 1999p 39.
215 _ Cour de cassation, Chambre criminelle, arrét 14/12/2010, N 10-80088.
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219 _Art. 9 " chacun & droit au respect de sa vie privée. Les juges peuvent, sans
préjudice de la reparation du dommage subi, prescrire toutes mesures, telles que
séquestre, saisie et autres, propres a empécher au faire cesser une atteinte a l'intimité
de la vie privée ; ces mesures peuvent, s'il y a urgence, étre ordonnées en refere.
220 _1 ’article 9 du code civil dispose que : « Chacun a droit au respect de sa vie privée.
Les juges peuvent, sans préjudicede la réparation du dommage subi, prescrire toutes
mesures, telles que séquestre, saisie et autres, propres a empécher ou faire cesser une
atteinte a Dintimité de la vie privée : ces mesures peuvent, s»il y a urgence, étre
ordonnees en référé.
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2L _\/oir la Recommandation 7781-, 9 juin 1981; 84-31. 18 septembre 1984.
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225 _ Constitution and Composition http://www_cnil_fr/english/the-cnil/constitution-
and-composition.
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230 _ TGI Paris, 6/11/2013, cité par: Fabrice Mattatia, Internet et les réseaux sociaux,
que dit laloi? Eyrolles, 2éme édition, 2016, p 14.
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Summary and suggestions

Right to digital privacy and technical challenges

The study discusses the problem of violating digital privacy, as a
threat to the interests of the individual and the state at the same time, as all
the personal data and information and the digital content of the accounts
and sites under the risks of modern technology are dangerous, and
accordingly the definition of privacy and digital privacy and difficulties
facing data and information in the digital community were addressed. In
the end, legal mechanisms to protect digital privacy in the French,
American and Egyptian legal systems were clarified and the mechanisms
of self-protection of the privacy settings were also clarified. By the end of
this study we found that, development in information and communication
systems and the development of Smart Digital Devices and Internet assist
on a large scale to endanger the violation and threats to personal and
private information of individuals and states, which may indicate that
these systems and mechanisms that were not used in spying on individuals
and States are helping it, which poses a danger to States and their citizens.
This danger compels states to understand this new society and educate its
citizens To protect personal data and private information.

In the absence of a special and comprehensive legislative system for
the protection of digital privacy from all legal and technical aspects, it is
inconceivable that the digital community is the space that absorbs our
privacy, especially with the digital society's goals opposing
communication, profitability and surveillance. Because of digital illiteracy
of countries and users, who deal with the digital society is a community of
entertainment, we suggest the following:
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1- Necessity of awaring and educating social networking sites’ users with
the Right of Privacy and protect their personal data and information by
reviewing privacy settings and terms of use.

2- To establish a comprehensive legal and technical system for all aspects
of digital society, and to the extent appropriate with the new media system
based on modern technology and information systems and social
networking sites, as the threats of digital privacy is not penetration of
individuals within the state, but is a breakthrough and spy on the state,
which threatens the stability and security .

3- The need for agreements with countries and coordination with the
social networking sites to have a double check on Privacy Policy, Terms
of Use and general conditions to create accounts, to enact national
legislations for registering and collecting personal data, how to use it and
disclose it to everyone, whether public or private to prevent the existence
of unidentified identities as a great threat to digital privacy and to ensure
the privacy of individuals taking in consideration Legitimate interests of
States.

4- The need for the state to adopt a self-regulating system to protect the
privacy or assign the specialized sectors in the state to develop internal
self-regulating system to protect personal data for citizens and charging
maximum protection for data endangering the state.

5- Necessity to establish specialized agencies to protect digital privacy
and to encounter crimes related to information technology also to allocate
judicial divisions for information crimes .
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