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(1) Amendment IV SEARCH AND SEIZURE Passed by Congress
September 25, 1789. Ratified December 15, 1791. The first 10

amendments form the Bill of Rights.

The right of the people to be secure in their persons, houses, papers,
and effects, against unreasonable searches and seizures, shall not be
violated, and no Warrants shall issue, but upon probable cause,
supported by Oath or affirmation, and particularly describing the place to
be searched, and the persons or things to be seized.
Jaaall & 35 W Gasal e gl 138 s o LBl (e IS0 el 4 Lle
lgtag el sl e gl
Matters of Debate The Future of the Fourth Amendment

THE FUTURE OF THE FOURTH AMENDMENT By Orin Kerr

The biggest challenge ahead for the Fourth Amendment is how it should

apply to computers and the Internet.

The Fourth Amendment was written over two hundred years ago. But
today’s crimes often involve computers and the Internet, requiring the

police to collect digital evidence and analyze it to solve crimes.
The major question is, how much power should the police have to collect

this data? What is an unreasonable search and seizure on the Internet ?

Consider the example of a Facebook account. If you log in to Facebook,
your use of the account sends a tremendous amount of information to
Facebook. Facebook keeps records of everything. What you post, what

messages you send, what pictures you “like,” even what pages you
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view. Facebook gets it all, and it keeps records of everything you do.
Now imagine that the police come to Facebook and want records of a
user. The police think the suspect used Facebook to commit the crime
or shared evidence of the crime using the site. Maybe the suspect was
cyberstalking and harassing a victim on Facebook. Or maybe the
suspect is a drug dealer who was exchanging messages with another
drug dealer planning a future crime. Or perhaps the suspect committed
a burglary, and he posted pictures of the burglary for all his Facebook

friends to see .

Here’s the hard question: What limits does the Fourth Amendment
impose on the government getting access to the account records? For
example, is it a Fourth Amendment “search” or “seizure” for the
government to get what a person posted on his Facebook wall for all of
his friends to see? Is it a search or seizure to get the messages that the
suspect sent? How about records of what page the suspect viewed? And
if it is a search or seizure, how much can the government seize with a
warrant? Can the government get access to all the account records?

Only some of the account records ?
ANOTHER PERSPECTIVE

This essay is part of a discussion about the Fourth Amendment with
Barry Friedman, Jacob D. Fuchsberg Professor of Law, New York

University School of Law.

https: //constitutioncenter.org/interactive—
constitution /amendments /amendment—iv/the—basics—of—the—fourth—

amendment/interp/121.
Another discussion was in—depth thinking and analysis:

WHAT THE FOURTH AMENDMENT FUNDAMENTALLY REQUIRES
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By Barry Friedman

In the Supreme Court’s decisions interpreting the Fourth Amendment,

there are a lot of cross—cutting arguments .

For example, sometimes the Justices say that there is a strong
preference for government agents to obtain warrants, and that searches
without warrants are presumptively invalid. At other times they say
warrants are unnecessary, and the only requirement is that searches be
“reasonable.” At times the Justices say probable cause is required to
support a search; at others they say probable cause is not an

“irreducible minimum”.

This is your Fourth Amendment. It describes “[t]he right of the people to
be secure in their persons, houses, papers and effects, against
unreasonable searches and seizures.” It is important for each American
to focus on some basics and decide—separate and apart from what the

Justices say—what this vital amendment means.

People say that the Fourth Amendment protects privacy, but that
trivializes it. In this world you give up a lot of privacy, whether you wish
to or not. Internet cookies, or data stored in web browsers, are just one
example. But the Internet companies are not going to come take you
away. The government might. What the Fourth Amendment protects is
the right of the people to be secure. The Fourth Amendment is the
means of keeping the government out of our lives and our property

unless it has good justification.

In evaluating how the Fourth Amendment should be interpreted, it is
essential to bear in mind the vast changes in policing since the time it
was ratified. Whereas policing once was reactive, tasked with identifying

and catching criminals, today it has become proactive and is based in
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deterrence. Before, policing was mostly based on “suspicion,” it was
aimed at people for whom there was caused to believe they had violated
or were about to violate the law. Today, policing is aimed at all of us—
from red light cameras to bulk data collection by intelligence agencies to

airport security.

There are some basic principles that should govern searches and

seizures.

First, no member of the Executive branch should be permitted to
intervene in our lives without the say—-so of at least one other branch.
This is fundamental, and more important when that Executive actor
engages in surveillance of the citizenry and can use force and coercion

against them.

Second, a central purpose of the Fourth Amendment is preventing

arbitrary or unjustified intrusions into the lives and property of citizens.

Considering these basic principles, certain interpretations of the Fourth

Amendment follow:

No search or seizure is “reasonable” if it is not based on either
legislative authorization or pursuant to rules that have some form of
democratic say in their making. The police can write rules—all other
agencies of executive government do—but absent a critical need for

secrecy those rules should be public and responsive to public wishes.

Second, warrants are to be preferred. Policing agencies are mission
oriented. We want them to be—they have a vital role protecting public
safety. But because they are mission-oriented, warrants should be
obtained in advance of searching whenever possible so that a neutral

judge can assess the need to intrude on people’s lives.
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Third, we should distinguish between searches aimed at suspects and
those aimed at society in general. When there is a suspect, the
protections of a warrant and probable cause apply. But those protections
make no sense when we are all the target of policing. In the latter
instance the most important protection is that policing does not
discriminate among us. For example, at airport security all must be
screened the same unless and until there is suspicion— “cause”— to

single someone out.

Finally, often today’s policing singles out a particular group. Examples
include profiling (based on race, religion, or something else) or
subjecting only workers in some agencies to drug tests. When policing is
group—based, the proper clause of the Constitution to govern is the
Equal Protection Clause. When discriminatory searching or seizing
occurs, the government should have to prove two things: that the group
it is selecting for unfavorable treatment truly is more likely to contain
people worthy of the government’s attention, and that the incidence of
problematic behavior is sufficiently great in that group to justify burdening
everyone. Otherwise, the government should go back to either searching

individuals based on suspicion or search us all.

Barry Friedman Jacob D. Fuchsberg Professor of Law, New York

University School of Law.

https: //constitutioncenter.org/interactive—-
constitution/amendments/amendment—iv/the—basics—of—the—fourth—

amendment/interp/121.
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(1) What Does the Fourth Amendment Mean?

The Constitution, through the Fourth Amendment, protects people from
unreasonable searches and seizures by the government. The Fourth
Amendment, however, is not a guarantee against all searches and

seizures, but only those that are deemed unreasonable under the law.

https: //www.uscourts.gov/about-federal—-courts/educational—-
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)1( Pedamon (M.): Ibid, p.470.

)2( Fournier (G.): L, acte policier judiciaire , Theése , Rennes, 1979,
p.750.

)3( Article 59: Sauf réclamation faite de lintérieur de la maison ou
exceptions prévues par la loi, les perquisitions et les visites domiciliaires
ne peuvent étre commencées avant 6 heures et aprés 21 heures. Les
formalités mentionnées aux articles 56, 56—-1, 57 et au présent article

sont prescrites a peine de nullité.
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)1 ( This rule is made clear in this judicial ruling: Plain View: Evidence of
a crime may be seized without a warrant under the plain view exception
to the warrant requirement. To rely on this exception, the agent must be
in a lawful position to observe and access the evidence, and its
incriminating character must be immediately apparent. See Horton v.
California, 496 U.S. 128, 136 (1990). Although officers may
occasionally come upon incriminating evidence on the screen of a
computer, the most common use of the plain view doctrine in the
computer context occurs when agents examine a computer pursuant to a
search warrant and discover evidence of a separate crime that falls
outside the scope of the search warrant. For example, in United States
v. Wong, 334 F.3d 831, 838 (9th Cir. 2003), an agent discovered child
pornography on a hard drive while conducting a valid search of the drive
for evidence of a murder. Because the agent was properly searching
graphics files for evidence of the murder, the child pornography was
properly seized and subsequently admitted under the plain view doctrine.
The plain view doctrine can also be useful in other circumstances when

agents are lawfully able to discover incriminating evidence on a
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computer. See, e.g., United States v. Herndon, 501 F.3d 683, 693 (6th
Cir. 2007) (officer permissibly seized a computer based upon plain view
after a probation agent showed the officer child pornography discovered
on subject's computer); United States v. Tucker, 305 F.3d 1193, 1203
(10th Cir. 2002) (approving seizure of computer under plain view
doctrine by officer conducting parole search of home after officer noticed
that computer had recently visited child pornography newsgroup). Most
computer plain view cases involve agents viewing incriminating images,
but in some circumstances the names associated with files (especially
child pornography) can be incriminating as well. Compare
Commonwealth v. Hinds, 768 N.E.2d 1067, 1073 (Mass. 2002) (finding
that an officer lawfully searching for evidence of assault could open and
seize image files whose sexually explicit names were in "plain view" and
incriminating), with United States v. Stierhoff, 477 F. Supp. 2d 423,
445-49 (D.R.I. 2007) (rejecting the government's argument that the
label on a computer file, "offshore," was sufficiently incriminating to justify
opening the file under the plain view exception).Importantly, the plain
view exception cannot justify violations of an individual's reasonable
expectation of privacy. The exception merely permits the seizure of
evidence that an agent is already authorized to view in accordance with
the Fourth Amendment. This means that agents cannot rely on the plain
view exception to justify opening a closed container that they are not
otherwise authorized to view. See United States v. Maxwell, 45 M.J.
406, 422 (C.A.A.F. 1996) (holding that computer files opened by agents
were not in plain view); United States v. Villarreal, 963 F.2d 770, 776
(5th Cir. 1992) (concluding that labels fixed to opaque 55-gallon drums
do not expose the contents of the drums to plain view because "a label

on a container is not an invitation to search it"). As discussed above in
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Section B.2, courts have reached differing conclusions over whether
each individual file stored on a computer should be treated as a
separate closed container, and this distinction has important ramifications
for the scope of the plain view exception. Most courts have analyzed
individual computer files as separate stored containers. See Guest v.
Leis, 255 F.3d 325, 335 (6th Cir. 2001); United States v. Carey, 172
F.3d 1268, 1273-75 (10th Cir. 1999). When each file is treated as a
separate closed container, agents cannot rely on the plain view doctrine

to open files on a computer.
http: //www.cybertelecom.org/security/bbexceptions.htm#pla.
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)1( This rule is made clear in this judicial ruling:

Detective Lewis downloaded approximately two hundred forty—four JPG
or image files. These files were transferred to nineteen disks, only
portions of which were viewed to determine that they contained child
pornography. Although none of the disks was viewed in its entirety,
Detective Lewis looked at "about five to seven" files on each disk. Then,
after viewing the contents of the nineteen disks in that fashion, he
returned to the computers to pursue his original task of looking for

evidence of drug transactions.

Mr. Carey moved to suppress the computer files containing child
pornography. During the hearing on the motion, Detective Lewis stated
although the discovery of the JPG files was completely inadvertent,
when he saw the first picture containing child pornography, he developed
probable cause to believe the same kind of material was present on the
other image files. When asked why, therefore, he did not obtain a
warrant to search the remaining image files for child pornography, he
stated, 'that question did arise, [alnd my captain took care of that
through the county attorney's office." No warrant was obtained, but the
officer nonetheless continued his search because he believed he "had to

search these files as well as any other files contained [in the computer]."

Upon further questioning by the government, Detective Lewis retrenched
and stated until he opened each file, he really did not know its contents.
Thus, he said, he did not believe he was restricted by the search

warrant from opening each JPG file. Yet, after viewing a copy of the
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hard disk directory, the detective admitted there was a "phalanx"' of JPG
files listed on the directory of the hard drive.3 He downloaded and
viewed these files knowing each of them contained pictures. He claimed,
however, 'l wasn't conducting a search for child pornography, that

happened to be what these turned out to be." For more see:
https://law.resource.org/pub/us/case/reporter/F3/172/172.F3d.1268.98
-3077.html

a2 ALl 2019/08/22 ass adgall ) Joaall

oo ol gage Al Al Sl LalaY) dulsaall cdli e dhas o ad) L
158

)1( This rule is made clear in this judicial ruling:

Special Agent McFarland sat down at the computer and did a cursory

search of the hard drive. Based on his experience and a 4(-hour
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"Cybercop" course he had completed, he had reason to believe there
might be ledgers of drug transactions or images of drug use (taken with
the digital camera attached to the computer) saved on the computer's
hard drive. He began his search in the "My Documents' folder and
opened approximately ten JPEG files.3These files contained images of
adult pornography. Agent McFarland shut down the computer and seized
it in anticipation of conducting a more thorough search at the DCI
office.Five days later, on June 6, Agent McFarland resumed his search
of the computer at the Casper DCI office. In conducting the search,
Agent McFarland followed a specific methodology. He first checked the
'Recycle Bin" and found no relevant files.4 He next used the "Windows
Explorer" search mechanism to search the computer's hard drive.
Through this technique, he opened the 'Program Files' folder. Agent
McFarland testified that based on his training and personal experience,
most of the files containing evidence of drug transactions (i.e. address
books, spreadsheets, databases) would be found there. He looked for
and located a sub-folder containing Microsoft Works, a spreadsheet
program. That folder contained approximately ninety files and four sub-
folders. Agent McFarland opened the second file from the top, named
"bstfit.avi."S When he did so, the "Compupic" program started—up and a
'thumbnail' image of the file appeared on the left side of the Explorer
window.6 Looking at the thumbnail, Agent McFarland saw images of
girls engaged in sexual acts with men. Believing this to be child
pornography, he enlarged the thumbnail and confirmed his belief. Agent
McFarland immediately ceased his search of the computer hard drive
and contacted another agent in the DCI who had greater experience in
computer forensics and child pornography. That agent told Agent

McFarland to shut down the computer and submit an affidavit for a new
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search warrant specifically authorizing a search for evidence of
possession of child pornography. Agent McFarland did so and obtained
the warrant under which he conducted the search that produced the
evidence in the present case.Following a hearing at which the district
court denied Mr. Walser's motion to suppress the evidence discovered in
the searches of his computer, Mr. Walser pled guilty to one count of
possession of child pornography and the court sentenced him to twenty—
seven months imprisonment and three years' supervised release. As a
condition of that release, the district court required that Mr. Walser not
have access to the Internet without prior permission of the probation

office.
For more see:

https://openjurist.org/275/f3d/981 /united—states—of-america—v-russell-

lane—walser.
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Runyan asserts (among other claims) that the district court erred in
admitting evidence obtained pursuant to an unlawful pre-warrant search
by law enforcement officials. We hold that portions of the pre—warrant
search violated the Fourth Amendment. Accordingly, we REMAND No.
00-10821 to the district court for further findings of fact addressing
whether the search warrants would have been sought and issued in the

absence of the Fourth Amendment violation.
https://casetext.com/case/us—-v-runyan-3
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)1( The Court's primary argument in favor of its "no—search" holding can

be stated briefly:

"The threshold question . . . is whether an individual has a legitimate
expectation of privacy in the contents of a previously lawfully searched
container. It is obvious that the privacy interest in the contents of a
container diminishes with respect to a container that law enforcement
authorities have already lawfully opened and found to contain illicit
drugs. No protected privacy interest remains in contraband in a container
once government officers lawfully have opened that container and
identified its contents as illegal. The simple act of sealing the container
to enable the police to make a controlled delivery does not operate to

revive or restore the lawfully invaded privacy rights." Ante, at 771.

The validity of this reasoning depends, however, on what the Court
means by 'protected privacy interest." Clearly, one aspect of the privacy
interest protected by the Fourth Amendment is the right to keep certain
information beyond official scrutiny. See United States v. Knotts, 460
U.S. 276, 281-282 (1983) (no reasonable expectation of privacy in
location of automobile on public roads). If this were all that were meant
by the notion of privacy embodied in the Fourth Amendment, the Court's
analysis would be essentially correct. Respondent knowingly and
voluntarily rendered his container vulnerable to a perfectly legal and
perfectly proper border search. And as soon as that search revealed the

presence of contraband, any reasonable expectation respondent may
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have had that the existence of the contraband would remain secret was

lost and could not be regained.
https: //casetext.com/case/illinois—v—-andreas.
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)1 ( See: In his role as "consultant' to EMI, the defendant sold to Alfred
Stanger confidential Pratt pricing information which EMI used to underbid
Pratt on the Air Force contracts. Stanger paid the defendant as much as
$5,000 per month for his so—called "consulting services', reaching a total
of $260,000. In 1982, Stanger installed a computer terminal and
telephone modem in the defendant's Florida home to facilitate
communication between the defendant and EMI's Connecticut office. The
defendant transmitted the pricing information to EMI's computer terminal

where the information was then stored on EMI's tapes.

UNITED STATES v. HOROWITZ, 806 F.2d 1222 (4th Cir. 1986)
http://openjurist.org/806/f2d/1222 united—states—v-i-horowitz.

It was mentioned in the same judgment:

Although the defendant may well have wished to conceal his egregious
perfidy from his employer, as would any person wrongfully selling his
employer's secrets, his willful disclosure to EMI vitiates any reasonable
expectation of privacy he may have once had. Assurances by Stanger
as to EMI's limited use of the information could not sustain a Fourth
Amendment interest. See United States v. Miller, 425 U.S. 435, 443, 96
S.Ct. 1619, 48 L.Ed.2d 71 (1973). 'Legitimation of expectations of
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privacy by law must have a source outside of the Fourth Amendment,
either by reference to concepts of real or personal property law or to
understandings that are recognized and permitted by society." Rakas,
439 U.S. at 144, n. 12, 99 S.Ct. at 430, n. 12. The defendant has
failed to show any source of legitimation in this case; therefore, we

affirm the decision of the trial court.

Since we agree with the trial court that the defendant had no reasonable
expectation of privacy in EMI's tapes nor in the premises searched, we,
like the trial judge, need not consider whether the warrant was sufficient
to encompass the seizure and search of the tapes. We do, however,

believe that it was adequate.

AFFIRMED

179 Ga (Gl gaye Aaall Al 2ihal ihaY) Ldsall ccals e i .o (1)
)2( RENTER DOES NOT HAVE A LEGITIMATE EXPECTATION OF

PRIVACY IN THE CONTENTS OF A RENTAL UNIT IF THE RENT IS
NOT PAID.

The only search at issue in this appeal concerns the contents of the

computer tapes that Tyson found in the Anderson unit. It is undisputed
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that when Tyson entered the Anderson unit and removed all of its
contents, he was not acting as a police agent. Thus, Tyson's conduct in
removing the items he found in the Anderson unit did not implicate
Poulsen's Fourth Amendment rights. See Walter v. United States, 447
U.S. 649, 659, 100 S.Ct. 2395, 2403, 65 L.Ed.2d 410 (1980); United
States v. Reed, 15 F.3d 928 (9th Cir. 1994). (The Fourth Amendment

generally does not protect against intrusions by private individuals.)

The Government argues that after January 22, 1988, Poulsen did not
have a legitimate expectation of privacy in the contents of the Anderson
unit because Menlo had a lien on that property based upon paragraph
17 of the rental agreement, and the sections of the California Business

and Professions Code that relate to self-storage rental facilities.
Paragraph 17 of the rental agreement provides as follows:

LIENS: Occupant's stored property will be subject to a claim of lien for
unpaid rent and other charges and may be sold to satisfy the lien if the
rent or other charges due remain unpaid for fourteen (14) consecutive
days. This lien and its enforcement are authorized by Chapter 10
(commencing with Section 21700) of the California Business and

Professions Code.

The relevant sections of the California Business Professions Code ('Cal.
Bus. Prof. Code") are contained in the 'California Self-Storage Facility
Act,” which is set forth at sections 21702, 21703, and 21705 (West
1987).

§ 21702 provides:

The owner of a self-service storage facility and his or her heirs,
executors, administrators, successors, and assigns have a lien upon all

personal property located at a self-service storage facility for rent, labor,
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or other charges, present or future, incurred pursuant to the rental
agreement, and for expenses necessary for the preservation, sale, or
disposition of personal property subject to the provisions of this chapter.

The lien may be enforced consistent with the provisions in this chapter.
§ 21703 provides, in pertinent part:

When any part of the rent or other charges due from an occupant
remain unpaid for 14 consecutive days, an owner may terminate the
right of the occupant to the use of the storage space at a self-service
storage facility by sending a notice to the occupant's last known address

. . ., by certified mail, postage prepaid, containing all of the following:

(@) An itemized statement of the owner's claim showing the sums due at

the time of the notice and the date when the sums became due.

(b) A statement that the occupant's right to use the storage space will
terminate on a specified date (not less than 14 days after the mailing of
the notice) unless all sums due are paid by the occupant prior to the

specified date.

(c) A notice that the occupant may be denied access to the storage
space after the termination date if the sums are not paid, and that an
owner's lien as provided for in Section 21702, may be imposed
thereafter.

(d) The name, street address, and telephone number of the owner, or
his or her designated agent, whom the occupant may contact to respond

to the notice.

US. v. POULSEN, 41 F.3d 1330 (9th Cir.  1994)

https://casetext.com/case/us-v—-poulsen-21.

o 1 3l 2019 /08/29 Jsaall &
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)2( With the cooperation of Professor Angevine's wife, officers from the
Stillwater, Oklahoma Police Department obtained a search warrant to
look for child pornography on his University computer. Police seized the
computer from Professor Angevine's office and turned it over to a police
computer expert. Although Professor Angevine attempted to erase the
pornographic files, the computer expert used special technology to

retrieve the data that had remained latent in the computer's memory.

See, United States v. angevine,281 F.3d 1130, 1134-35 (10 th Cir.
2002).

509



Smith gds dulaall s N aiss ) gl Bamy Jasipe Ciusad & Jiuall Jal

giilse duclsh Leaiss of USHMAN saudl of &

Ladga of Ao 1Y) dule Liadf clldy agin cdae gha Algall cilS ale 31

e b cnlS sl

tae 0S¥l Ol b cua) e Adlad) Clebal) cuim o A& e -2 (1)

2o Ly 91 o (il
)2( Defendant appears to assert three objections to the search in
question: (1) that Ms. Ushman did not voluntarily give her consent, (2)
that Ms. Ushman was acting as an agent of law enforcement, and (3)
that Ms. Ushman's consent, even if voluntary and valid, did not extend

to the search of the computer.

United States District Court, C.D. lllinois, Springfield Division Sep 30,
1998 27 F. Supp. 2d 1111 (C.D. lll. 1998).

)3( A. Voluntariness The first argument is without merit. The appropriate
test for voluntariness is whether, taking into consideration all the
circumstances, the consent arose from duress or coercion. See United
States v. Rosario, 962 F.2d 733, 738 (7th Cir. 1992). Here, Ms.
Ushman (while in Arizona) contacted law enforcement officials in lllinois
via telephone. The officers did not initiate this contact, but did, of course,
follow up on Ms. Ushman's concerns. There are no indications that Ms.
Ushman's consent was not voluntary. Instead, both Ms. Ushman and
Sergeant Johnson testified that she gave her consent when she was

asked if officers had her permission to enter the home. In short, the
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uncontradicted testimony given in this case demonstrates by a
preponderance of the evidence that Ms. Ushman's consent was

voluntary.

United States District Court, C.D. lllinois, Springfield Division Sep 30,
1998 27 F. Supp. 2d 1111 (C.D. Il.. 1998).

)1 ( Private Action: Defendant seems to argue that Ms. Ushman was
acting in some sort of law enforcement capacity or as an agent of law
enforcement. The criteria used to show that a person acted as an agent
of law enforcement include whether the government knew of and
acquiesced in the intrusive conduct and whether the private party's
purpose was to assist law enforcement. See Shahid at 325 (quoting
U.S. v. Feffer, 831 F.2d 734, 737 (7th Cir. 1987)). Other factors
include whether the private party acted at the request of government and
whether the government offered a reward. See Shahid at 325 (citing
U.S. v. McAllister, 18 F.3d 1412, 1417-18 (7th Cir. 1994); U.S. v.
Koenig, 856 F.2d 843, 847 (7th Cir. 1988)). Here, the uncontradicted
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testimony indicates that Ms. Ushman, while in Arizona, contacted
officials in lllinois via telephone. There is simply no indication that she
was recruited by law enforcement officials or was offered any reward or
other incentives. The evidence indicates that she was not acting as an
agent of law enforcement either at the time of the initial search or at the
time that the Order of Protection was served. Thus, Defendant cannot

carry his burden on this issue.

United States District Court, C.D. lllinois, Springfield Division Sep 30,
1998 27 F. Supp. 2d 1111 (C.D. lll. 1998).

)1( I. Actual Authority:

The general rule regarding third party consent is that the "consent of one
who possesses common authority over premises or effects is valid as

against the absent, nonconsenting person with whom that authority is
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shared." United States v. Matlock, 415 U.S. 164, 170, 94 S.Ct. 988, 39
L.Ed.2d 242 (1974). This authority rests not on notions of formal
property rights, but instead "on mutual use of the property by persons
generally having joint access or control for most purposes, so that it is
reasonable to recognize that any of the co-inhabitants has the right to
permit the inspection in his own right and that others have assumed the
risk that one of their number might permit the common area to be
searched." Matlock, 415 U.S. at 171, n. 7, 94 S.Ct. 988.

United States District Court, C.D. lllinois, Springfield Division Sep 30,
1998 27 F. Supp. 2d 1111 (C.D. . 1998).

)1( It is important to note that this Circuit has adopted the view that it is
not actual use of an item or area that enables one to give consent to a
search of the area, but rather the authority to use, control over, or
access to the specific item or area, whether or not that authority, control
or access is actually exercised. See U.S. v. Duran, 957 F.2d 499, 505
(7th Cir. 1992). For example, in Duran, a panel of this Circuit held that
the wife of the defendant could consent to a search of a barn that she
did not use and in which she did not even keep any of her belongings.
Because the barn was accessible to her and she could, if she wished,

enter the barn, she possessed authority to consent to the search.
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In this case, the Court is satisfied that the government has carried its
burden of showing by a preponderance of the evidence that Ms.
Ushman did maintain joint access to or joint control of the computer and
surrounding area. The computer was located in an open, accessible
area of her bedroom. In addition, children's toys were located there, and
children's software was actually stored on the computer. Also, the
computer was also occasionally used in Defendant's absence. It is also
clear, as the testimony reflects, that Ms. Ushman was not prohibited
from accessing the alcove in her own bedroom. For example, Ms.
Ushman testified that she entered the alcove area to place mail there
and also indicated that Defendant had tried to teach her to use the
computer.

Furthermore, it is important to note that none of the officers who
searched the computer found passwords on the computer. This belies
Defendant's claim of exclusive and possessory control and indicate that
Ms. Ushman could consent to the search of the home and computer and
that the consent extended to the computer area and the computer itself.
United States District Court, C.D. lllinois, Springfield Division Sep 30,
1998 27 F. Supp. 2d 1111 (C.D. lll. 1998).

)1( 2. Apparent Authority

Also, the Government argues that even if Ms. Ushman lacked the

requisite actual authority to consent to a search of the computer, an
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alternative basis for validating the search is Ms. Ushman's apparent
authority to consent to the search.

A warrantless search is valid where the police reasonably believe, based
on all the circumstances, that the consenting party had the requisite
authority over the premises. See lllinois v. Rodriguez, 497 U.S. 177,
185, 110 S.Ct. 2793, 111 L.Ed.2d 148 (1990).

United States District Court, C.D. lllinois, Springfield Division Sep 30,
1998 27 F. Supp. 2d 1111 (C.D. lil. 1998).
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)1( Here, based on the facts and circumstances as they appeared to the
officers on the morning of June 2, 1997, it is clear that the officers
reasonably believed that Ms. Ushman could consent to a search of the
computer and area around the computer. She provided explicit directions
to the computer. She lived in the house and used the bedroom. The
computer and desk where the computer was located were not closed off
from the bedroom and were not locked away. Instead, the computer
area was easily accessible to family members. The children's toys were
located around the computer, indicating that family members had access
to the computer. Also, officers took the extra precaution of contacting
Ms. Tharpe, an Assistant State's Attorney, before proceeding to search
the computer. All these circumstances indicate that the officers had a
reasonable belief that Ms. Ushman possessed the requisite authority to

consent to the search of the computer and computer area.

United States District Court, C.D. lllinois, Springfield Division Sep 30,
1998 27 F. Supp. 2d 1111 (C.D. M. 1998).
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)1( https://openjurist.org/706/f2d/321 /united—states—v-lyons

)2( See Matlock, 415 U.S. at 171. " .1 When the prosecution seeks to
justify a warrantless search by proof of voluntary consent, it is not limited
to proof that consent was given by the defendant, but may show that
permission to search was obtained from a third party who possessed
common authority over or other sufficient relationship to the premises or

effects sought to be inspected".
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Crim, chamber sociale 2 oct 2001, www.courdecassation.fr/. (2004) " La
salaré a droit, méme au temps et au lieu du travail, au respect de
l'intimité de sa vie privée; celle—ci implique en parrticulier le secret des

correspondances’.

)2( United States v. Gargiso, 456, F.2d 584 (2d Cir.1972).

521


http://www.courdecassation.fr/

e il Yl Aala aaliy eyl Sl oY ¢A el Gady W Sl Adlge (o

D dahiad) s3gd Jancall Jla

Aaie¥) die apal) JSladl bl dla) w33k o caas AT quils e
Janll Claa 05 Latwy caall Laa sl lial) Calagal) dilge o
05 Layy 4 LS caguilaga Jae oSLl o oY) 6 3l ale IS
Lodied cailigl o clld ey Cum Y Layg all <l gpae Lol (il gall
ORAE (Say ld Jaall 1S o AS i) ddaladl fpae Ll (il gall (ajley

g oSO Ol b oY) e Atliall eyl cosis o a8 e -2 (1)

o Ly 131 o (@il
Amalbert agreed to cooperate with the FBI by carrying out the delivery
instructions given to him by appellant. Accordingly, at the book company
building in Manhattan, he placed the cartons in a wired—off basement
area. The key to this locked area was available to Amalbert and to
appellant, as well as to other company personnel. Upon receiving
confirmation from FBI headquarters that the boots were stolen, agent
McMullen, who had followed Amalbert, spoke about the stolen goods in
the basement with the executive vice president of the book company, a
Mr. Steubin, in his office. Mr. Steubin took agent McMullen to the
basement area and opened the lock for him, after giving the agent
permission to search the area. Appellant accompanied the two men to
the basement and was arrested after McMullen had searched the area

and recognized the boxes as those transported by Amalbert
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)2( United States v. Murphy, 506 F.2d 529, 530 (9th Cir. 1974)

Alternatively, Murphy argues that Tucker lacked the authority to consent
to the search. It is pointed out that Tucker had no status as a lessee of
the warehouse and was given the key to the warehouse by Murphy only
on occasions when Tucker was to perform work on the premises. In
considering all of the circumstances surrounding the search, we attribute
special significance to the fact that Murphy delivered the key to Tucker.
We conclude that Tucker's custody of the key gave him sufficient
dominion over the premises to enable him to grant the necessary
consent. Since Murphy himself put the premises under the immediate
and complete control of Tucker, who voluntarily consented to the search.
e SHa) sl b oY) e Aglall ClebaY) coss (r A8 e 22 (3)
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)2( Simons was employed as an electronic engineer at the Foreign
Bureau of Information Services (FBIS). a division of the Central
Intelligence Agency (CIA). FBIS provided Simons with an office, which

he did not share with anyone, and a computer with Internet access.

United States v. Simons, 206 F. 3d 392 (4th Cir. 2000).
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)1( Camer then worked with another SAIC employee, Robert Harper, to
further investigate the apparently unauthorized activity. Camer instructed
Harper to view one of the websites that Simons had visited. Harper
complied and found that the site contained pictures of nude women. At
Camer's direction and from his own workstation, Harper examined
Simons' computer to determine whether Simons had downloaded any
picture files from the Internet; Harper found over 1,000 such files. Again,
from his own workstation, Harper viewed several of the pictures and
observed that they were pornographic in nature. Also, at Camer's
request and from his own workstation, Harper printed a list of the titles of
the downloaded picture files. Harper was then asked to copy all of the
files on the hard drive of Simons' computer; Harper accomplished this

task, again, from his own workstation.

United States v. Simons, 206 F. 3d 392 (4th Cir. 2000).
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)1( Simons did not have a legitimate expectation of privacy with regard
to the record or fruits of his Internet use in light of the FBIS Internet
policy. The policy clearly stated that FBIS would "audit, inspect, and/or
monitor' employees' use of the Internet, including all file transfers, all
websites visited, and all e-mail messages, "as deemed appropriate."
J.A. 127. This policy placed employees on notice that they could not
reasonably expect that their Internet activity would be private. Therefore,
regardless of whether Simons subjectively believed that the files he
transferred from the Internet were private, such a belief was not
objectively reasonable after FBIS notified him that it would be overseeing
his Internet use. See American Postal Workers Union v. United States
Postal Serv., 871 F.2d 556, 560 (6th Cir. 1989) (concluding that
employees had no reasonable expectation of privacy in lockers in light of
policies allowing locker inspections); cf. United States v. Sellers, 667
F.2d 1123, 1126 (4th Cir. 1981) (noting that 'whenever one "knowingly
exposes his activities [or effects] to third parties, he surrenders Fourth
Amendment protections' in favor of such activities or effects" (alteration
in original) (quoting Reporters' Comm. for Freedom of the Press v. ATT,
593 F.2d 1030, 1043 (D.C. Cir. 1978)). Accordingly, FBIS' actions in
remotely searching and seizing the computer files Simons downloaded

from the Internet did not violate the Fourth Amendment.

United States v. Simons, 206 F. 3d 392 (4th Cir. 2000).
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See United States v. angevine,281 F.3d 1130, 1134-35 (10th Cir. (1)
2002).

Angevine: Professor Angevine taught Architecture at Oklahoma State
University. Pursuant to his employment, the University provided
Professor Angevine an office computer. This computer was networked
with other University computers and in turn was linked to computers
around the world via the Internet. Professor Angevine used this
computer to download over 3,000 pornographic images of young boys.
After viewing the images and printing some of them, Professor Angevine

deleted the pornographic files.

The district court held the computer-use policies and procedures at
Oklahoma State University prevented Professor Angevine from having a
legitimate expectation of privacy in the data on the seized University

computer.

Oklahoma State University has a computer policy that explains
appropriate computer use, warns employees about the consequences of
misuse, and describes how officials administer and monitor the
University computer network. Initially, the policy maintains '[tlhe contents
of all storage media owned or stored on University computing facilities

are the property of [the] University." The policy prohibits employees from
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using University computers to "access obscene material as defined by
Oklahoma or federal law." The policy warns viewing obscene materials
may result in ‘'disciplinary action up to and including discharge,
dismissal, . . . and/or legal action." Providing for enforcement, the policy

states

[T]he University reserves the right to view or scan any file or software
stored on the computer or passing through the network and will do so
periodically . . . to audit the use of University resources. Violation[s] of
policy that come to the attention of University officials during these and
other activities will be acted upon. . .. The University cannot guarantee
confidentiality of stored data. Users should be aware that use of one of
the data networks, such as the Internet, and electronic mail and
messages, will not necessarily remain confidential from third parties
outside the University in transit or on the destination computer system,
as those data networks are configured to permit fairly easy access to

transmissions.
An explanation of university policy:

The University policy also explains system administrators keep logs of
file names which "'may indicate why a particular data file is being erased,
when it was erased, and what user identification has erased it."
Furthermore, the policy provides when University officials believe an
employee is violating state or federal law "and that access to an
individual's data is required in order to conduct an internal investigation
into such possibility, system administrators may monitor all the activities
of and inspect the files of such specified user(s) on their computers and
networks." To this effect, the University policy claims a 'right of access to

the contents of stored computing information at any time for any purpose
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"

which it has a legitimate 'need to know" including access to 'word
processing equipment, personal computers, workstations, mainframes,

minicomputers, and associated peripherals and software."

Additionally, Oklahoma State University officials posted a "splash screen"
on University computers. Each time Professor Angevine turned on the

computer in his office a banner appeared. This banner stated:

Use of this computing system in any way contrary to applicable Federal
or State statutes or the policies of Oklahoma State University or
Computing and Information Services is prohibited and will make you
subject to University disciplinary actions, including possible immediate

termination, and may also subject you to criminal penalties.

Under Oklahoma law, all electronic mail messages are presumed to be
public records and contain no right of privacy or confidentiality except
where Oklahoma or Federal statutes expressly provide for such status.
The University reserves the right to inspect electronic mail usage by any
person at any time without prior notice as deemed necessary to protect
business-related concerns of the University to the full extent not

expressly prohibited by applicable statutes.

Nade @alg o ail ol o) dubus ale e 0 A 4l Jigane K5 Y
Simons does not assert that he was unaware of, or that he had not

consented to, the Internet policy.
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)1 ( United States v. Monroe, 52 M.J. 236, 330 (C.A.A.F. 2000).
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Trulock v. freeh, 272 f.3d 391, www.cybercrime.gov/s&smanual (2)
2002.htm.
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Appellant Gary K. Most challenges his conviction for unlawful possession
with intent to distribute in excess of 50 grams of cocaine, in violation of
21 U.S.C. §§ 841(a) and 841(b)(1)(A)(ii). Most contends that the
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district court erred in denying his motion to suppress physical evidence:
drugs found in a bag which he deposited with a grocery store clerk while
shopping. We conclude that the contested evidence was obtained by
means of an unconstitutional search, and that its admission at trial was

therefore improper. The defendant's conviction is accordingly reversed.

In our view, it is clear that the defendant did not abandon his bag simply
by entrusting it to the care of the store clerks. Unlike the defendant in
Brady, most never denied ownership of the bag. To the contrary, one of
the cashiers testified that Most "continuously asked me [to hold the bag]
before he left the store. He actually asked me about three or four times."
Tr. 128. In Thomas, the court noted that the defendant's ability to
retrieve his bag later 'would depend on the fortuity that other persons
with access to the public hallway would not disturb his bag while it lay
there unattended.” 864 F.2d at 846 n. 5. Most, by contrast, did not
place his bag within the reach of the world generally. Instead, he
entrusted his belongings to the professional supervision of the cashiers
with the clear understanding that they would protect the property from
intrusion by the public. Although Most had departed the store when the
search occurred, his brief absence — preceded by a renewed request
that the clerks continue to watch his bag — hardly constituted an act of

abandonment.

It should also be noted that the other individuals involved in this episode
did not appear to regard the defendant's bag as abandoned. One of the
cashiers testified adamantly (to the evident chagrin of the government's
attorney) that none of the customers could have picked up the bag
because the cash register was supervised and the cashier "was watching
the bag" at all times. More significantly, the police officer who executed

the search did not treat the bag as abandoned. He did not simply open
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it immediately and examine its contents, as he would have been entitled
to do if the bag had been abandoned. Rather, he examined the exterior
of the bag in a gingerly fashion, opening it only when the feel of hard,
rocklike objects aroused his suspicions. The officer testified that, if this
initial inspection had revealed nothing unusual, he would not have
continued with the search. See Tr. 106-107. The trial judge placed
great emphasis on this point, apparently in the belief that it showed the
'reasonableness' of the officer's approach. See J.A. 45. In fact, though,
this testimony undermines the government's abandonment theory: it
suggests that the officer himself believed that the defendant retained an

expectation of privacy in his belongings.
United States v. Most, 876 F. 2d 191, 199-200 (D.C.CIR 1989)
https://casetext.com/case/us-v-most

)1 ( On Wednesday, February 18, 1998, Defendant began experiencing
problems with his office computer. The computer was working slower
than usual and he believed there may have been a virus on it. To fix the
problem, Defendant called Ken Kellar, a self-employed computer
technician who had done computer work for Defendant in the past.
Kellar arrived at Defendant's offices that evening and picked up the hard
drive portion of the computer. The hard drive is the large, non-
removable mass storage component of a computer or computer network.

See Midwest Micro Glossary of Terms,
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<http://www.mwmicro.com/glossary/glossary.cim>. It allows for a
computer owner to save files and run programs without the use of floppy
disks.

Defendant wanted the hard drive back by the morning so that he could
continue his business. Kellar took it home with him and hooked it up to
his machinery. Kellar began opening individual files in search of potential
viruses. After viewing several files, Kellar came across a "JPEG picture
file." He opened the file and observed an image of what appeared to be
child pornography. Kellar immediately shut down the hard drive,
unhooked it, and began attempts to contact Special Agent Jane Kelly of
the Federal Bureau of Investigation (FBI), because at this time he was
also a confidential informant for the FBI and SA Kelly was his
supervising agent.

The OPD officers obtained a sworn statement from Kellar in order to
obtain an evidentiary search warrant for the hard drive. The basis for the
state evidentiary warrant was solely the information provided by Kellar,
not what the officers had seen. Although the application for the
evidentiary search warrant to state District Judge Lewis, Ector County,
Texas, did not include the fact that the officers had viewed files on the
hard drive, Kellar's sworn statement did include this information, as well
as the fact that it was the officers who actually copied the files pursuant

to SA Kelly's request.
The OPD's Subsequent Viewing and Copying of the Contents of the
Hard Drive

The Government contends that no Fourth Amendment violation occurred
with respect to the OPD's subsequent viewing of the contents of the
computer, primarily because: (1) "Defendant did not have a reasonable

expectation of privacy in the computer because he allowed Kellar to
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examine it," and the subsequent viewing did not exceed the scope of the
original examination; and (2) the search was based on Kellar's authority

to consent to a search of the computer.
(1) Defendant's Reasonable Expectation of Privacy

Not all invasions of privacy are searches or seizures within the meaning
of the Fourth Amendment. See Soldal v. Cook County, lllinois, 506 U.S.
56, 68, 113 S.Ct. 538, 121 L.Ed.2d 450 (1992). Only activity that
"intrudes upon a reasonable expectation of privacy in [] a significant way"
constitutes a search subject to the Fourth Amendment reasonableness
inquiry. Paige, 136 F.3d at 1017 (quoting United States v. York, 895
F.2d 1026, 1028 (5th Cir.1990)).

Although the protection afforded to a person's computer files and hard
drive is not well-defined, the Court finds that the Fourth Amendment
protection of closed computer files and hard drives is similar to the
protection it affords a person's closed containers and closed personal
effects. See, e.g., United States v. Knoll, 16 F.3d 1313, 1320 (2d
Cir.1994) (discussing protection afforded to office files). Outside of
automobile searches, a warrant is usually required to search the
contents of a closed container, because the owner's expectation of
privacy relates to the contents of that container rather than to the
container itself. United States v. Chadwick, 433 U.S. 1, 10-11, 97 S.Ct.
2476, 53 L.Ed.2d 538 (1977); United States v. Chan, 830 F. Supp.
531, 534 (N.D.Cal.1993) (analogizing data in a pager to contents of a
closed container). By placing data in files in [26 F.Supp.2d 937]

a storage device such as his hard drive, the Court finds that Defendant
manifested a reasonable expectation of privacy in the contents of those
files. These files should therefore be afforded the full protection of the

warrant requirement.
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The Court also finds that Defendant did not lose his reasonable
expectation of privacy in his closed, individual files when he gave the
hard drive to Kellar. For example, a person's expectation of privacy is
not "destroyed by the fact that the lessor or landlord possesses a key
and had maintained a limited right to enter the rental premises for repair,
inspection, and similar purposes."' United States v. Osunegbu, 822 F.2d
472, 478 (5th Cir.1987). Defendant gave the hard drive to Kellar for the
limited purpose of repairing a problem unrelated to specific files and
expected that he would have the unit back the following morning to
continue his business. Defendant, therefore, retained his reasonable

expectation of privacy in the files when he gave the hard drive to Kellar.

The government contends that once Kellar opened the image of child
pornography, Defendant lost his reasonable expectation of privacy in the
files on the hard drive. A private party search can destroy an individual's
reasonable expectation of privacy, if the activity or conduct of the
defendant "and/or the circumstances of the situation ... significantly
lessened the defendant's reasonable expectation of privacy by creating
a risk of intrusion [by private parties] which [was] reasonably
foreseeable." Paige, 136 F.3d at 1020 (citing York, 895 F.2d at 1029).
However, this is so only where the subsequent police search is limited in
scope to the private party's search. See United States v. Bomengo, 580
F.2d 173, 175-76 (5th Cir.1978) (police search subsequent to private
citizen search is not violative of Fourth Amendment "so long as the view
is confined to the scope and product of the initial search’); United States

v. Jenkins, 46 F.3d 447, 457 (5th Cir.1995).

In the present case, SA Leyman testified that Kellar discovered 'an
image of child pornography" and immediately unhooked the hard drive

and turned it off. After speaking to SA Kelly, he then viewed several
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other files. It appears clear to the Court that the law enforcement
officials in this case did not limit their search of Defendant's hard drive to
the viewing by Kellar, especially if this Court is correct that Kellar should
have never gone back into the files after talking to SA Kelly. Later, Kellar
copied the entire contents of the hard drive onto disks, and this was
done in the presence and with the approval of OPD officers. The OPD
officers also hooked up the hard drive "and then reviewed the files." The
line of cases following Bomengo, including Paige, only apply where a
subsequent police search does not exceed the scope of the prior private
party search. Because the subsequent search in this case far exceeded
Kellar's viewings, Defendant's Fourth Amendment rights were implicated

during the OPD's subsequent viewing of his hard drive.

OPD could not have reasonably believed that Kellar had apparent
authority to consent to a search of the hard drive, either. See Jenkins,
46 F.3d at 455 (in dicta, finding that apparent authority is sufficient
grounds for the government to show consent). Both the FBI and the
OPD were aware of who Kellar was. SA Kelly knew Kellar as a
confidential informant, and the OPD knew Kellar as someone who had
provided useful information in the past. Both, therefore, must have been
aware of Kellar's status as a computer technician, and both were aware
of how Kellar came into possession of the hard drive, that he had
possession for the limited purpose of repairing it. Therefore, neither the
FBI nor the OPD could have reasonably believed that Kellar had

common authority to consent to a search of the hard drive.

The state judge's signing of an evidentiary warrant based solely on
Kellar's affidavit clearly indicates that the officers had probable cause to
obtain a warrant to search the hard drive. However, 'no amount of

probable cause can justify a warrantless search or seizure absent

538



o ada (e Gl cdaal) calia Sleas Siaiio Tlea agie JS 3ay Cunn 4l
s 8 A Beal Jlexiad sela) ade (e aStll 4l cplelal) sigal Calyy

W i) e @il o 4 &5 G elgd Gacadal (il

exigent circumstances." Villarreal, 963 F.2d at 777 (citing Horton, 496
U.S. at 137 n. 7, 110 S.Ct. 2301, and Taylor v. United States, 286
U.S. 1, 52 S.Ct. 466, 76 L.Ed. 951 (1932)). No exceptions apply to
this case. Therefore, for the reasons stated above, the Court finds that
the warrantless viewing and copying of the contents of the hard drive
violated Defendant's Fourth Amendment right to be free from
unreasonable searches and seizures.
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)2( Vaughan Bevan ; Ken Lidstone, The investigation of crime, A Guide

to police powers , 1991, Butterworths, p.48.
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)2( The following are the reasons for this provision:

The Supreme Court has held that the Fourth Amendment prohibits
police from making a warrantless and nonconsensual entry into a
suspect's home to make a routine felony arrest. United States v. Payton,
445 U.S. 573, 100 S.Ct. 1371, 63 L.Ed.2d 639 (1980). Payton makes
clear, however, that such an entry may be proper where probable cause
to arrest the suspect exists and there are exigent circumstances making
it impossible or imprudent for a warrant to be obtained. 445 U.S. at 588,
100 S.Ct. at 1381 (approving Dorman v. United States, 435 F.2d 385
(D.C. Cir. 1970) (en banc)), 590. This Circuit has recognized
circumstances sufficiently exigent to justify warrantless entry where law
enforcement officials are in "hot pursuit' of a suspect, United States v.
Burgos, 720 F.2d 1520 (11th Cir. 1983) (citing United States v.
Santana, 427 U.S. 38, 96 S.Ct. 2406, 49 L.Ed.2d 300 (1976)), where
a suspect has undertaken to flee the jurisdiction, United States v. Mesa,
660 F.2d 1070 (5th Cir. Unit B 1981), where the suspect presents a
danger to arresting officers or to the public, United States v. Burgos,
supra (citing Warden v. Hayden, 387 U.S. 294, 87 S.Ct. 1642, 18

543



L.Ed.2d 782 (1967)), or where there is a risk of the destruction or

removal of narcotics, United States v. Burgos, supra.

United States Court of Appeals, Eleventh Circuit May 13, 1985 759 F.2d
1558 (11th Cir. 1985).
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The following are the reasons for this provision:

The government finally challenges the suppression of incriminating
statements made by Milian to Customs officials after he was taken from
the scene of the arrest to the Customs office. Milian claims that these
statements, some of which concerned the cocaine found in his office,
were properly suppressed, as they were tainted by the illegal character
of his arrest. As we hold that Milian's arrest was within the limits

imposed by Payton, there is no basis for concluding that his statements
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at the Customs office were tainted. However, even if there had been
misconduct in the initial arrest, it would not have affected the subsequent
statements under the circumstances of the instant case. Not only did a
full hour elapse between the arrest and the time at which the statements
were made, but law enforcement officials had removed Milian from the
scene of the arrest, and had administered the Miranda warnings on two
separate occasions before the interview at the Customs office began.
See Brown v. lllinois, 422 U.S. 590, 602-04, 95 S.Ct. 2254, 2261-62,
45 L.Ed.2d 416 (1975) (circumstances to be considered in determining
whether statement was ‘'sufficiently an act of free will to purge the
primary taint' are temporal proximity of arrest and confession; presence
of intervening circumstances; and purpose and flagrancy of official
misconduct). Any compulsion Milian felt to speak at the Customs Office
arose from the mistaken impression that cooperation might still be in his
interests, not from the circumstances of his arrest. The district court

erred in suppressing Milian's inculpatory statements.

The suppression orders of the district court are REVERSED, and the

case is REMANDED for further proceedings consistent with this opinion.

United States Court of Appeals, Eleventh Circuit May 13, 1985 759 F.2d
1558 (11th Cir. 1985).
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)1( Angelos Tsarpalas, Le moment et la durée des infractions pénales,
1967, p.65.
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Taint of the lllegal Search Assuming, arguendo, that Defendant
consented to a search of his office, the Court is of the opinion that
Defendant's consent could not dissipate the taint from the earlier
unlawful search of his hard drive. In assessing whether the taint of an
earlier violation has dissipated, the Court considers '(1) the temporal
proximity of [the Fourth Amendment violation] and consent, (2)
intervening circumstances, and (3) the purpose and flagrancy of the
official misconduct." Richard, 994 F.2d at 252 (quoting Kelley, 981 F.2d
at 1471).

https://www.leagle.com/decision/199895526fsupp2d9291853.xml.

)2( Angelos Tsarpalas, Le moment et la durée des infractions pénales,

op.cit, p.66.
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verbal ainsi que de son assentiment.
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)1( The following are the reasons for the ruling:

the agents executed a warrantless arrest of Milian. At approximately 3
a.m., four federal agents and a uniformed local police officer arrived at
Milian's home. When they rang the doorbell, Milian appeared, partially
clad, behind the burglar bars at the door. The agents instructed him to
ask his wife to bring the keys. Milian's wife opened the bars, and the
agents immediately entered the house and handcuffed Milian. He
expressed his surprise at the arrest, given his belief that they had some
sort of agreement, and he asked what had prompted the arrest. When
informed of the discovery of the cocaine Milian replied that he had
forgotten about it. The officers then asked Milian for permission to
search his residence. He stated that there was nothing of interest but
signed a written consent form without objection. The ensuing search
revealed additional firearms and almost $40,000 in counterfeit United

States currency.

...The government's claim with respect to the 'inevitable discovery" rule
has greater plausibility. That rule, which was adopted by the Supreme
Court in Nix v. Wiliams, _ U.S. __ , 104 S.Ct. 2501, 81 L.Ed.2d
377 (1984), states that, where the evidence would inevitably have been
discovered by lawful means, it need not be suppressed, though official
misconduct may have occurred in securing it. Because Milian informed
officials of the location of the keys which would open the closet, it

appears that the lawful discovery of the cocaine and firearms may have
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been ‘'inevitable': police simply had to retrieve the keys from the
briefcase at Operation Greenback and open the closet. But because, as
will be discussed infra, Milian's statement concerning the location of the
keys manifested his consent to the search of the closet, we need not

reach the applicability of the "inevitable discovery" rule.

...A suspect's consent can impose limits on the scope of a search in the
same way as do the specifications of a warrant, see Mason v. Pulliam,
557 F.2d 426 (5th Cir. 1977). Moreover, the government may not use
consent to a search which was initially described as narrow as license to
conduct a general search, See United States v. Dichiarinte, 445 F.2d
126 (7th Cir. 1971). There is no basis, however, for concluding that
either of these principles was violated in the instant case. Although the
discussion during the afternoon focused on the material that would be
provided by records and files, the form signed was general; and there
was absolutely no discussion of any limit on the search or on the nature
of the items to be inspected. Moreover, the execution of the consent
form was part of Milian's on—going effort to cooperate with the police.
Because the agents would not make a deal except for material of "great
interest," Milian had strong incentive to grant an authorization which was
as broad as possible. Finally, even if the search had been limited to
records and files, the search of the closet would not necessarily have
been invalid. As the closet was immediately adjacent to Milian's desk, it
would have been entirely reasonable to believe that there might be files
and records stored inside it. Cf. United States v. White, 706 F.2d 806,
808 (7th Cir. 1983) (applying "objective reasonableness’ standard of
Scott v. United States, 436 U.S. 128, 98 S.Ct. 1717, 56 L.Ed.2d 168)

(search of travel bag valid because reasonable to think narcotics might
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be hidden there). Thus, the district court's finding that consent was

limited to files and books was clearly erroneous.

United States Court of Appeals, Eleventh Circuit May 13, 1985 759 F.2d
1558 (11th Cir. 1985).
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Confirmation of this rule is contained in the following provision:

Pager # 2

As stated above, Pager # 2 was lawfully seized in the course of a
vehicle search to which the driver of the car consented. Agent Murphy
testified that he asked Salazar if Salazar minded if he [Murphy] looked in
the car. Tr. at 118. Agent Coad similarly testified that he and Murphy
asked Salazar if they could look inside the car. Both Murphy and Coad
testified that Salazar allowed them to search the car. Tr. at 118, 132,
144. Coad found Pager # 2 in the back seat of the car. Tr. at 121, 144.
The issue presented here is whether the scope of Salazar's consent to
search the car encompassed Coad's warrantless search of the memory
of Pager # 2.

The only case to address this issue in the context of pagers or similar
devices is United States v. Galante, 1995 WL 507249, 94 CR 633
(S.D.N.Y. Aug. 25, 1995). In Galante, three agents were led to a car
containing a driver and a passenger. One agent asked the occupants to

get out of the car, asked the
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[922 F. Supp. 834]

driver if the car was his and asked if the agents could search the car.
The driver said that the car was his and consented to the search. The
search yielded a cellular telephone and a pager. One of the agents
extracted a telephone number from both the pager and the telephone.13

Id. at *2.

In arguing that the consent of the car owner to the search did not
include consent to search the contents of the cellular telephone and
pager, the defendant in Galante relied on Florida v. Jimeno, 500 U.S.
248, 111 S.Ct. 1801, 114 L.Ed.2d 297 (1991). That case involved a
police officer who stopped a car, told the driver (Jimeno) that he had
reason to believe there were narcotics in the car, and asked Jimeno for
permission to search the car. Jimeno, 500 U.S. at 249, 111 S.Ct. at
1802. Jimeno consented, and the officer's search yielded a kilogram of
cocaine. Id. at 249-50, 111 S.Ct. at 1802-03. The Supreme Court held
that where Jimeno granted permission to search without placing "any
explicit limitation on the scope of the search," and where the officer had
told Jimeno that he would be looking for narcotics, 'it was objectively
reasonable for the police to conclude that the general consent to search
[Jimeno's] car included consent to search containers within that car
which might bear drugs." Id. at 251, 111 S.Ct. at 1803. The Court thus

allowed the cocaine to be admitted as evidence against Jimeno.

The defendant in Galante cited Jimeno for the proposition that because
there was no evidence that the agents told any of the occupants of the
car what they were searching for, general consent to search did not
include consent to search the memory of the cellular telephone and
pager. The Galante court refused to interpret Jimeno in this manner.
Galante, 1995 WL 507249, at *3. Rather, the Galante court looked to
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United States v. Snow, 44 F.3d 133 (2d Cir.1995), in which the Second
Circuit interpreted Jimeno to mean '"that a defendant's lack of knowledge
of what the searching officer is searching for does not change the effect
of a general consent." Id. (citing Snow, 44 F.3d at 135). The Snow
court held that one who consents to a search of a car "should
reasonably expect that readily—opened, closed containers discovered
inside the car will be opened and examined." Snow, 44 F.3d at 135.
The Galante court thus declined to suppress the number obtained from
the search of the pager and the cellular telephone, citing the absence of
any testimony that those items could not be readily "opened." Galante,

1995 WL 507249, at *3, *3 n. 4.

Here, as in Galante, there is no evidence to suggest that either Coad or
Murphy told Salazar what they were looking for. Therefore, according to
Snow, Salazar's general consent must be taken to include consent to
search the memory of Pager # 2. The Fourth Amendment does not
require the suppression of numbers retrieved from that pager.14.

https://www.leagle.com/decision/19961740922fsupp81811649.xml
United States District Court, S.D. New York. January 3, 1996.
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)2( )'The scope of a [consensual] search is generally defined by its
expressed object; see United States v. Pena, 143 F.3d 1363, 1368
(10th Cir.) cert. denied, —— U.S. ————, 119 S.Ct. 236, 142 L.Ed.2d
194 (1998) ; United States v. Saadeh, 61 F.3d 510, 518 (7th
Cir.1995). For example, in United States v. Dichiarinte, 445 F.2d
126 (7th Cir.1971), police officers who sought consent to search the
defendant's premises had made 'repeated reference to [their] interest in
narcotics [ ] and there was no indication that they desired to look for
anything other than narcotics themselves." Id. at 129. After the
defendant consented, however, the officers inspected personal papers.
The Seventh Circuit held that the search exceeded the scope of the
consent: "Government agents may not obtain consent to search on the
representation that they intend to look only for certain specified items
and subsequently use that consent as a license to conduct a general
exploratory search." Id. at 129-30 & n. 3 ("Thus if government agents
obtain consent or a warrant to search for a stolen television set, they
must limit their activity to that which is necessary to search for such an
item; they may not rummage through private documents and personal
papers.").

United states v. Turner, 169, f. 3d 84.

And also: police officers who sought consent to search the defendant's
premises had made 'repeated reference to [their] interest in narcotics
and there was no indication that they desired to look for anything other

than narcotics themselves." Id. at 129. After the defendant consented,
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however, the officers inspected personal papers. The Seventh Circuit
held that the search exceeded the scope of the consent: "Government
agents may not obtain consent to search on the representation that they
intend to look only for certain specified items and subsequently use that
consent as a license to conduct a general exploratory search." Id. at
129-30 & n. 3 ("Thus if government agents obtain consent or a warrant
to search for a stolen television set, they must limit their activity to that
which is necessary to search for such an item; they may not rummage

through private documents and personal papers.")
https: //openjurist.org/169/f3d/84/united—states—v-turner.
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In particular, the O'Connor Court held that when a government employer
conducts a search pursuant to an investigation of work-related
misconduct, the Fourth Amendment will be satisfied if the search is
reasonable in its inception and its scope. A search normally will be
reasonable at its inception "when there are reasonable grounds for
suspecting that the search will turn up evidence that the employee is
guilty of work-related misconduct>The search will be permissible in its
scope when ‘the measures adopted are reasonably related to the
objectives of the search and not excessively intrusive in light of . . . the

nature of the[misconduct].

https: //casetext.com/case/us—v-simons—14
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See, e.g, Leventhal v. Knapek, 266 F.3d 64, 75-77 (2d Cir, 2001).(1)
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)1 ( See Simons case: The question thus becomes whether the search
of Simons' office falls within the ambit of the O'Connor exception to the
warrant requirement, i.e., whether the search was carried out for the
purpose of obtaining 'evidence of suspected work-related employee
misfeasance." Id. at 723. The district court found that all of the
warrantless searches, and thus the office search, were work—-related.
The court reasoned that FBIS had an interest in fully investigating

Simons' misconduct, even if the misconduct was criminal. We agree.

As it does not appear from the record that FBIS utilized the hard drive
for internal investigatory purposes before turning it over to the criminal
investigator at OIG, we will assume that the dominant purposes of the
warrantless search of Simons' office was to acquire evidence of criminal
activity, which had been committed at FBIS using FBIS equipment.
Nevertheless, the search remains within the O'Connor exception to the

warrant requirement; FBIS did not lose its special need for "the efficient
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and proper operation of the workplace,” id., merely because the
evidence obtained was evidence of a crime.

Cf. New York v. Burger, 482 U.S. 691, 716 (1987) (holding that '[t]he
discovery of evidence of crimes in the course of an otherwise proper
administrative inspection does not render that search illegal or the
administrative scheme suspect'); Ferguson v. City of Charleston, 186
F.3d 469, 477 n. 7 (4th Cir. 1999) (observing that eventual use in a
criminal proceeding of evidence obtained during a special needs search
does not "preclude application of the special needs balancing test'),

petition for cert.
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)1( For example: During their examination of a damaged package,
consisting of a cardboard box wrapped in brown paper, the employees of
a private freight carrier observed a white powdery substance in the
innermost of a series of four plastic bags that had been concealed in a
tube inside the package. The employees then notified the Drug
Enforcement Administration (DEA), replaced the plastic bags in the tube,
and put the tube back into the box. When a DEA agent arrived, he
removed the tube from the box and the plastic bags from the tube, saw
the white powder, opened the bags, removed a trace of the powder,
subjected it to a field chemical test, and determined it was cocaine.
Subsequently, a warrant was obtained to search the place to which the
package was addressed, the warrant was executed, and respondents
were arrested. After respondents were indicted for possessing an illegal
substance with intent to distribute, their motion to suppress the evidence
on the ground that the warrant was the product of an illegal search and
seizure was denied, and they were tried and convicted. The Court of
Appeals reversed, holding that the validity of the warrant depended on

the validity of the warrantless test of the white powder, that the testing
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constituted a significant expansion of the earlier private search, and that
a warrant was required.

Held: The Fourth Amendment did not require the DEA agent to obtain a

warrant before testing the white powder.
United States v. Jacobsen, 466 U.S. 109 (1984).
https://supreme.justia.com/cases/federal /us/466/109/
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)1( BACKGROUND:

On November 7, 1995, the defendant took the central processing unit
('CPU") of his personal computer to CDS Office Technologies ('CDS') in
Springdfield, Illinois, for repairs. The following day, while in the process of
repairing Hall's CPU, Richard M. Goodwin (”Goodwin"), a CDS
employee, accessed several of the CPU's file directories to diagnose the
problems with Hall's CPU. In so doing, Goodwin observed that a number
of the files had unusual names; names which implied sexual content.
For example, one of the files was titled "Boys 612."/1 Goodwin viewed
this file and found that it contained a video image of two young naked
boys engaged in actual or simulated anal sex. Based on their
appearance and physical development, Goodwin estimated that the boys
were between 10 and 12 years of age. Goodwin examined three or five
other files and found that they also contained pornographic images of
males in their youth. Goodwin gauged that there was a total of 1,000
video files on the CPU that had names implying child pornography. After
Goodwin viewed the files, Hall telephoned CDS to inquire when his
computer would be ready and how much the repairs would cost.
Goodwin explained that it was likely that the CPU would require a video
upgrade and that a CDS salesperson would contact him concerning the
price. Goodwin did not reveal that he had viewed any of the

pornographic files.

following his conversation with Hall, Goodwin placed a call to his friend,

Trooper Wayne Johnson ("Johnson") of the lllinois State Police and told
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him what he had discovered on the computer. He described two or three
of the images to Johnson, including the "Boys 6-12." Johnson asked
Goodwin to copy several of the pornographic files onto a three—and-a-
half-inch computer disk ('disk’) in order to preserve the evidence.
Goodwin copied the disk as requested and gave it to Johnson later the
same day. However, neither Johnson nor any other law enforcement

officer ever viewed the disk.

Wilson called Hall to discuss the video upgrade of Hall's CPU. Hall
requested that a new video graphics card be installed. Because the card
would have to be ordered, Wilson estimated that the repair of the CPU
would not be completed until the following week. Egolf then locked Hall's
CPU in his office at CDS pending the outcome of the investigation. The
FBI subpoenaed records from America On-Line ("AOL") reflecting that
Hall subscribed to the service from February 22, 1995, through
November 7, 1995. AOL also released Hall's mailing address, which

matched the address Goodwin had given to Walker and Gibbons.

The video upgrade of Hall's CPU was completed on November 15,
1995. The same day, Walker obtained search warrants: one to search
Hall's residence and another to search Hall's CPU. The affidavits
supporting the search warrants recounted the facts that Goodwin had
related to law enforcement and stated that Johnson had instructed
Goodwin to copy and transfer the pornographic files to the disk to
preserve the evidence. The affidavits did not rely on the copied files in
establishing probable cause. At the request of the FBI, Wilson also
agreed to retain the CPU until the following day in order that an expert

from FBI headquarters could view the pornographic files.

At 8 a.m. on November 16, 1995, the first warrant, allowing law

enforcement officers to search Hall's CPU, was served at CDS. FBI
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Special Agent Michael Randolph ("Randolph’) confirmed that the CPU in
question contained child pornography. At approximately 9 a.m., Hall
arrived at CDS and picked up his CPU. He left the store and was
confronted by FBI agents as he approached his car. The agents seized
the CPU, and advised Hall that he was not under arrest, and that he
was free to leave if he so desired. Hall was advised that the FBI's
investigation into the illegal transmission and receipt of child
pornography had revealed that Hall was in possession of various
pornographic items. Hall admitted that he had obtained child
pornography through his AOL account, and signed a written consent
form which allowed the agents to search his residence and his
computer. At Hall's residence, the agents seized 42 disks, three of which
contained child pornography. After an inventory review and inspection of
the CPU and disks, 403 files were found to contain visual depictions of
minors engaged in explicit sexual conduct. Many of the pornographic
files contained in the CPU depicted prepubescent minors, or minors

under the age of 12.
On October 10, 1996, Hall was indicted for knowingly possessing

images, transported in interstate commerce, which contained visual
depictions of minors engaged in sexually explicit conduct in violation of
18 U.S.C.

Pay Hall as follows:

On appeal, Hall contends that the district court erroneously denied his
motion to suppress evidence. Specifically, Hall claims that: (1) the
evidence was discovered in violation of the Fourth Amendment by an
agent of the Government; (2) his Fourth Amendment rights were violated
when the content of his computer files were released to the police

without his consent; (3) insufficient probable cause existed for the search
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warrants; (4) the warrants violated his First Amendment rights because
they gave law enforcement the authority to search and seize non-
obscene material; and (5) the unlawful warrants invalidated his
subsequent consent to the search of his residence and his computer.
Hall also contends that the district judge erred in increasing his base
sentence level by two levels, arguing that visual depictions on a
computer do not constitute pornographic 'matter' as defined under 18§
U.S.C. § 2252(a)(4)(B) and are not considered as 'items" or "'material'

for purposes of the sentencing guidelines.

The Court's Denial of the Motion to Suppress Evidence Initially, the
defendant contends that the district judge erred in denying his motion to
suppress evidence. This Court reviews the district judge's factual
findings on a motion to suppress evidence under the clearly erroneous

standard.
The Evidence Was Discovered by Private Search:

The defendant claims that the evidence that provided probable cause for
the issuance of the search warrants was discovered by Goodwin acting
as an agent of the Government. Hall contends that Goodwin's search
was unreasonable because he did not have a warrant to search Hall's
CPU. Although individuals have a right under the Fourth Amendment of
the United States Constitution to be free from unreasonable searches
and seizures by the Government, private searches are not subject to
constitutional restrictions. See generally United States v. Feffer, 831
F.2d 734 (7th Cir. 1987). The Fourth Amendment 'is wholly inapplicable
to a search or seizure, even an unreasonable one, effected by a private
individual not acting as an agent of the Government or with the
participation or knowledge of any governmental official." United States v.
Jacobsen, 466 U.S. 109, 113, 104 S.Ct. 1652, 1656, 80 L.Ed.2d 85
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(1984) (citation and internal quotation omitted). "When determining
whether a private citizen has acted as a government agent, the question
is whether in light of all the circumstances of the case [the person] must
be regarded as having acted as an instrument or agent of the state.

." United States v. McAllister, 18 F.3d 1412, 1417 (7th Cir. 1994)
(citation and internal quotations omitted). The Court is called upon to
determine whether: (1) the Government knew of and acquiesced in the
intrusive conduct; and (2) the private party's purpose for conducting the
search was to assist law enforcement efforts or further his own ends.
See id. (citation omitted). Another consideration is whether the
Government offered the private party a reward. See id. at 1417-18

(citations omitted).

Goodwin's search of Hall's CPU, which involved the viewing of several of
Hall's computer files, was made pursuant to the maintenance work
Goodwin had performed in his capacity as a technician for CDS. The
Government had no knowledge that Goodwin was going to repair Hall's
computer and thus, did not instruct Goodwin to inspect the files.
Goodwin did not contact the Government until after the evidence was
discovered. The search was initiated by Goodwin and was completed in
the normal course of CDS's business, with the sole purpose of testing
Hall's CPU. Therefore, the Fourth Amendment is inapplicable both to
Goodwin's search, and to his later description of the pornographic

evidence to law enforcement officials.

Goodwin's search of Hall's CPU, which involved the viewing of several of
Hall's computer files, was made pursuant to the maintenance work
Goodwin had performed in his capacity as a technician for CDS. The
Government had no knowledge that Goodwin was going to repair Hall's

computer and thus, did not instruct Goodwin to inspect the files.
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Goodwin did not contact the Government until after the evidence was
discovered. The search was initiated by Goodwin and was completed in
the normal course of CDS's business, with the sole purpose of testing
Hall's CPU. Therefore, the Fourth Amendment is inapplicable both to
Goodwin's search, and to his later description of the pornographic

evidence to law enforcement officials.

The Government in its argument embraces the Supreme Court's
reasoning in Nix v. Williams: "[tlhe independent source doctrine allows
admission of evidence that has been discovered by means wholly
independent of any constitutional violation." 467 U.S. 431, 443, 104
S.Ct. 2501, 2508, 81 L.Ed.2d 377 (1984).

We have previously held that independently discovered and untainted
evidence will be admitted in certain circumstances as an exception to the
exclusionary rule. "[T]he independent source doctrine provides that the
interest of society in deterring unlawful police conduct and the public
interest in having juries receive all probative evidence of a crime are
properly balanced by putting the police in the same, not a worse,
position than they would have been in if no police error or misconduct
had occurred.” United States v. Gravens, 129 F.3d 974, 981 (7th Cir.
1997), cert. denied, ___ U.S. ___, 118 S.Ct. 1333, __ L.Ed.2d ___
(1998) (citation and internal quotation omitted). "When the challenged
evidence has an independent source, exclusion of such evidence would
put the police in a worse position than they would have been in absent
any error or violation." Nix, 467 U.S. at 443, 104 S.Ct. at 2509. In the
case under consideration, Goodwin's statements to law enforcement
personnel formed a sufficient basis of probable cause to support the
search warrants. With lawfully issued warrants, the same files that

Goodwin copied onto the disk for Johnson were independently
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discovered by the Government during the search of Hall's CPU and
home. In addition, once the CPU warrant was executed, Hall consented
to the search of his apartment. While the Government concedes that the
copying of the files was warrantless, the search warrants were issued
independently of any instruction by Johnson. No information from the
copied files was used to establish probable cause to issue the search
warrants. Goodwin had already viewed the files on Hall's CPU before
speaking to Johnson. Under the independent source doctrine, the

warrants and Hall's consent support the admissibility of the evidence.

This Court has previously held that a limited detention of evidence, even
by the Government, is not unreasonable if based on reasonable
suspicion. See United States v. Mayomi, 873 F.2d 1049 (7th Cir.
1989). In Mayom.

Thus, the search was obviously a private search since it was not carried
out by law enforcement officers, nor was it conducted under their
direction; for Goodwin had not had any contact with law enforcement
concerning Hall prior to the search. Furthermore, Hall gave his consent
that CDS, a private entity, retain the CPU while the graphics upgrade
was completed. CDS retained, repaired, and inspected the CPU in the
ordinary course of business. The Government did not view the files
contained in the CPU until a search warrant had been issued, and never
viewed the disk that Johnson improperly asked Goodwin to copy. Thus,
the CPU was not detained for an unreasonable period of time (one day),
was not detained by a government agent, and the disk copied by
Goodwin at Johnson's request was never viewed by law enforcement

officers.

United States Court of Appeals, Seventh Circuit Apr 23, 1998 142 F.3d
988 (7th Cir. 1998)
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)2( Pay in this case as follows: First, claiming that various government
searches violated the Fourth Amendment, they contend that the district
court erred in failing to suppress evidence. Second, defendants argue
that the court erred in admitting evidence of possible preparations for a
later robbery. Finally, defendants urge that remarks by one of the

prosecutors constituted misconduct warranting a new trial.
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)1( The Government countered that the entry was lawful because the
director consented to it. For a third—party consent to a warrantless police
search to be legally effective, the consenting party must have actual or
apparent authority to give the consent. See United States v. Matlock,
415 U.S. 164, 171 n. 7 (1974) (actual authority); lllinois v. Rodriguez,
497 U.S. 177, 188-89 (1990) (apparent authority).

the preliminary question is whether a Fourth Amendment search has
taken place at all. The Constitution does not apply to searches,
reasonable or otherwise, by private individuals, so long as the private
party is "not acting as an agent of the Government or with the
participation or knowledge of any governmental official." United States v.
Jacobsen, 466 U.S. 109, 113 (1984) (quoting Walter v. United States,
447 U.S. 649, 662 (1980) (Blackmun, J., dissenting)). Further, to be a
Fourth Amendment search, a governmental intrusion must infringe on a
legitimate expectation of privacy. See id. Because a private search
frustrates such an expectation, see id. at 117-18, an ensuing police
intrusion that stays within the limits of the private search is not a search
for Fourth Amendment purposes, see id. at 120. Thus, in a private
search case, the legality of later governmental intrusions "'must be tested
by the degree to which they exceeded the scope of the private search."
Id. at 115. Our cases following Jacobsen are to the same effect. See,
e.g., United States v. Rouse, No. 98-1705, 1998 WL 381725, at *2
(8th Cir. July 10, 1998); United States v. Mithun, 933 F.2d 631, 634
(8th Cir. 1991).
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United States Court of Appeals, Eighth Circuit Aug 11, 1998 152 F.3d
813 (8th Cir. 1998) https://casetext.com/case/united—states—v-miller—
147.
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)3( A) Issues Raised by Defendants

The first issue is whether the employees of Cellular One of Boston

(COB) were acting as government agents when they tracked the radio
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frequency of the cloned cellular phone. Under 18 U.S.C. §
2511(2)(a)(i), it is not unlawful for the employee of a provider of wire or
electronic communication services whose facilities are used in the
transmission of wire or electronic communication, 'to intercept, disclose,
or use that communication in the normal course of his employment while
engaged in any activity which is a necessary incident to the rendition of
his service or to the protection of the rights or property of the provider of
that service. . ." The following subsection, (2)(a)(ii), authorizes such
employees 'to provide information, facilities, or technical assistance to
persons authorized by law to intercept wire, oral, or electronic
communications. . ." It is evident that COB's employees, on learning
from Secret Service Agent Barnard that COB customers were being
defrauded by the cloning operation, had a statutory right to track the
radio frequency of the cloned phone. If the COB employees were
government agents, however, the requirements of the Fourth

Amendment would override statutory authority.
https://casetext.com/case/us—-v—-pervaz

United States Court of Appeals, First Circuit Jun 24, 1997 118 F.3d 1
(1st Cir. 1997).
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)2( The question remains, were the employees acting as agents of the
government? See United States v. Mendez-de Jesus, 85 F.3d 1, 2-3
(1st Cir. 1996) (Fourth Amendment does not apply to private action

unless private party acted as agent or instrument of government.)

Various tests have developed for determining whether a private entity
has acted as a government agent. For example, see United States v.
Pierce, 893 F.2d 669, 673 (5th Cir. 1990). The Sixth Circuit in United
States v. Lambert, 771 F.2d 83 (6th Cir. 1985) has stated the rule as

follows:

A person will not be acting as a police agent merely because there was
some antecedent contact between that person and the police. United
States v. Coleman, 628 F.2d at 965. Rather, two facts must be shown.
First, the police must have instigated, encouraged or participated in the
search. Id. Second, the individual must have engaged in the search with
the intent of assisting the police in their investigative efforts.

Id. at 89. The Ninth Circuit has held that, "two of the critical factors in
the “instrument or agent' analysis are: (1) the government's knowledge
and acquiescence, and (2) the intent of the party performing the search."
United States v. Walther, 652 F.2d 788, 792 (9th Cir. 1981). In United
States v. Attson, 900 F.2d 1427, 1433 (9th Cir. 1990), the Ninth Circuit

added a gloss to its rule:
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[A] party is subject to the fourth amendment only when he or she has
formed the necessary intent to assist in the government's investigative or
administrative functions; in other words, when he or she intends to
engage in a search or seizure. However, under this test, the fourth
amendment will not apply when the private party was acting for a reason

that is independent of such a governmental purpose.

In United States v. Smythe, 84 F.3d 1240, 1243 (10th Cir. 1996), the
Tenth Circuit requires that the government must "affirmatively encourage
or instigate the private action." This is determined by 'the totality of the
circumstances." We think that any specific "standard" or "test' is likely to
be oversimplified or too general to be of help, and that all of the factors
mentioned by the other circuits may be pertinent in different
circumstances: the extent of the government's role in instigating or
participating in the search, its intent and the degree of control it
exercises over the search and the private party, and the extent to which
the private party aims primarily to help the government or to serve its

own interests.
https://casetext.com/case/us-v—-pervaz

United States Court of Appeals, First Circuit Jun 24, 1997 118 F.3d 1
(1st Cir. 1997).
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)1( Has been mentioned in a case V. LEON:

1. The Fourth Amendment exclusionary rule should not be applied so as
to bar the use in the prosecution's case in chief of evidence obtained by
officers acting in reasonable reliance on a search warrant issued by a
detached and neutral magistrate but ultimately found to be invalid. Pp.

468 U. S. 905-925.

An examination of the Fourth Amendment's origin and purposes makes
clear that the use of fruits of a past unlawful search or seizure works no
new Fourth Amendment wrong. The question whether the exclusionary
sanction is appropriately imposed in a particular case as a judicially
created remedy to safeguard Fourth Amendment rights through its

deterrent effect, must be resolved by weighing the costs and benefits of
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preventing the use in the prosecution's case in chief of inherently

trustworthy tangible evidence. Indiscriminate application of the

exclusionary rule — impeding the criminal justice system's truth finding
function and allowing some guilty defendants to go free —— may well
generate disrespect for the law and the administration of justice. Pp.
468 U. S. 906-908.

Application of the exclusionary rule should continue where a Fourth
Amendment violation has been substantial and deliberate, but the
balancing approach that has evolved in determining whether the rule
should be applied in a variety of contexts —— including criminal trials ——
suggests that the rule should be modified to permit the introduction of
evidence obtained by officers reasonably relying on a warrant issued by
a detached and neutral magistrate. Pp. 468 U. S. 908-913.

(c) The deference accorded to a magistrate's finding of probable cause
for the issuance of a warrant does not preclude inquiry into the knowing
or reckless falsity of the affidavit on which that determination was based,
and the courts must also insist that the magistrate purport to perform his
neutral and detached function and not serve merely as a rubber stamp
for the police. Moreover, reviewing courts will not defer to a warrant
based on an affidavit that does not provide the magistrate with a
substantial basis for determining the existence of probable cause.
However, the exclusionary rule is designed to deter police misconduct,
rather than to punish the errors of judges and magistrates. Admitting
evidence obtained pursuant to a warrant while at the same time
declaring that the warrant was somehow defective will not reduce judicial
officers' professional incentives to comply with the Fourth Amendment,
encourage them to repeat their mistakes, or lead to the granting of all

colorable warrant requests. Pp. 468 U. S. 913-917.
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Even assuming that the exclusionary rule effectively deters some police
misconduct and provides incentives for the law enforcement profession
as a whole to conduct itself in accord with the Fourth Amendment, it
cannot be expected, and should not be applied, to deter objectively
reasonable law enforcement activity. In the ordinary case, an officer
cannot be expected to question the magistrate's probable cause
determination or his judgment that the form of the warrant is technically
sufficient. Once the warrant issues, there is literally nothing more the
policeman can do in seeking to comply with the law, and penalizing the
officer for the magistrate's error, rather than his own, cannot logically
contribute to the deterrence of Fourth Amendment violations. Pp. 468 U.
S. 918-921.
United States v. Leon, 468 U.S. 897 (1984).
https://supreme.justia.com/cases/federal /us/468/897/
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Search Warrant Process:
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Preconception, Perceptions, and Practices 25 - 32 (National Center for
State Courts 1984).

)1( Has been mentioned in a case: Because the good faith exception to
the exclusionary rule is not precluded by the Delaware Constitution, or
any statute or precedent, the issue before us is whether, as a matter of
public policy, the good faith exception rule should be adopted in
Delaware. | believe it should be. The first Delaware Constitution, in
1776, incorporated a Declaration of Rights and Fundamental Rules of
the Delaware State. Section 17 stated: That all warrants without oath to
search suspected places, or to seize any person or his property, are
grievous and oppressive; and all general warrants to search suspected

places, or to apprehend all persons suspected, without naming or
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describing the place or an person in special, are illegal and ought not to

be granted.

Declaration of Rights and Fundamental Rules of the Delaware State §
17 (1776).1 find nothing in that language that precludes a good faith
exception to any later judicially—created exclusionary rule and there is no
evidence that the delegates to that Convention considered an
exclusionary rule or any good faith exception thereto. In any case, the
1776 Constitution with its Declaration of Rights ceased to be the
Constitution of Delaware or to have any force when it was replaced (not
amended) by the Delaware Constitution of 1792 that was promulgated
by the delegates on June 12, 1792. The Delaware Constitutional
Convention of 1792 was convened, in large part, because of the
adoption of the United States Constitution in 1789 and its Bill of Rights
(the first ten amendments) in 1791. The Bill of Rights had been ratified
by Delaware on January 28, 1790. See Jeannette Eckman,
Constitutional Development 1776-1897 in Delaware: A History of the
First State, 284-85 (H. Clay Reed, ed., 1947).The Delaware
Constitution of 1792 provided in Section 6: "The people shall be secure
in their persons, houses, papers, and possessions, from unreasonable
searches and seizures; and no warrant to search any place, or to seize
any person or things, shall issue without describing them as particularly
as may be; nor then; unless there be probable cause supported by oath
or affirmation.” That language was readopted (with only stylistic changes)
in the Delaware Constitution of 1831 that replaced the 1792
Constitution. Our current Constitution, which replaced the 1831

Constitution, also adopted the same language in Art. | § 6.

In Rickards V. State, this Court stated: "Article I, Section 6, of the [1897]

Constitution of Delaware is substantially identical with the Fourth
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Amendment of the Federal Constitution preventing unreasonable
searches and seizures. Article |, Section 7, of the Constitution of
Delaware prohibits compulsory self-incrimination and is substantially the
same as the Fifth Amendment of the Federal Constitution." | agree. As
the Supreme Court of the United States held in Leon, there is nothing in
that Constitutional language that addresses a good faith exception to the
judicially created exclusionary rule that was created long after 1897. In
Rickards this Court adopted the exclusionary rule for Delaware because
it was persuaded by the reasoning of the United States Supreme Court

in Weeks and its progeny.
Supreme Court of Delaware CT 18, 2000 761 A.2d 807 (Del. 2000)

https://casetext.com/case/dorsey-v—state-6

0= 2.00 el 2019 i 30 a5 < agall A Jgaall
) 1("[E]ven if the statements in this case were found to be voluntary
under the Fifth Amendment, the Fourth Amendment issue remains."
Brown v. lllinois, 422 U.S. 590, 601-02, 95 S. Ct. 2254, 45 L. Ed. 2d
416 (1975). Considering temporal proximity, intervening circumstances,
and purpose and flagrancy of the official actions, the Court finds for the
reasons stated in its prior discussion that the taint of the prior Fourth

Amendment violation had not dissipated at the time Defendant made his
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oral and recorded statements. As such, Defendant's oral and written

statements should be suppressed.
E. The "Good Faith' Exception

The Supreme Court has held that the exclusionary rule does not apply in
every case where police officers commit a violation of the Fourth
Amendment. U.S. v. Leon, 468 U.S. 897, 104 S. Ct. 3405, 82 L. Ed.
2d 677 (1984). Rather, the rule should apply where suppression of the
evidence obtained will deter unconstitutional police activity. Leon, 468
U.S. at 920, 104 S. Ct. 3405. For the reasons stated above, particularly
the Court's concern about condoning an FBI policy that prohibits full and
frank disclosures even to other members of the Justice Department, the
Court concludes that the Leon good faith exception should not apply to

this case.
Conclusion:

Under the circumstances, all evidence seized from the search of
Defendant's computer hard drive and from the search of his office is
suppressed. The Motion to Suppress regarding each search and seizure
is therefore GRANTED.

https: //law.justia.com/cases/federal /district-

courts/FSupp2/26/929/2406946/
£9:12 2Ll 2019 juin 9 ag b adsall ) 53l 5
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)1( We define exigent circumstances as those circumstances that would
cause a reasonable person to believe that entry (or other relevant
prompt action) was necessary to prevent physical harm to the officers or
other persons, the destruction of relevant evidence, the escape of the
suspect, or some other consequence improperly frustrating legitimate law

enforcement efforts.

this court held that the 'mixed fact-law question" of exigent

circumstances is factual in nature.

and therefore, our experience dictates that the question of exigent
circumstances is fundamentally the same type of issue as the questions
of voluntariness of a consent and whether officers had done everything
reasonably necessary to produce a witness. Certainly, a finding of
exigent circumstances is no less based on the 'fact-finding tribunal's
experience with the mainsprings of human conduct." Commissioner of
Internal Revenue v. Duberstein, 363 U.S. 278, 289, 80 S.Ct. 1190,
1198, 4 L.Ed.2d 1218 (1960).
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The Supreme Court has defined mixed questions as those in which "the
historical facts are admitted or established, the rule of law is undisputed,
and the issue is whether the facts satisfy the [relevant] statutory [or
constitutional] standard, or to put it another way, whether the rule of law
as applied to the established facts is or is not violated.” Pullman-
Standard v. Swint, 456 U.S. 273, 289 n. 19, 102 S.Ct. 1781, 1790 n.
19, 72 L.Ed.2d 66 (1982). Thus, there are three distinct steps in
deciding a mixed fact-law question. The first step is the establishment of
the "basic, primary, or historical facts: facts 'in the sense of a recital of
external events and the credibility of their narrators ..."." Townsend v.
Sain, 372 U.S. 293, 309 n. 6, 83 S.Ct. 745, 755 n. 6, 9 L.Ed.2d 770
(1963) (quoting Brown v. Allen, 344 U.S. 443, 506, 73 S.Ct. 397, 446,
97 L.Ed. 469 (1953) (opinion of Frankfurter, J.)). The second step is
the selection of the applicable rule of law. The third step——and the most
troublesome for standard of review purposes——is the application of law
to fact or, in other words, the determination "whether the rule of law as
applied to the established facts is or is not violated." Pullman—-Standard,
456 U.S. at 289 n. 19, 102 S.Ct. at 1790 n. 19.

United States Court of Appeals, Fourth Circuit May 29, 1991935 F.2d
641 (4th Cir. 1991).

https: //casetext.com/case/us—v-reed—114.
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)1( The mixed question of exigency is rooted in constitutional principles
and policies. Like many such mixed questions, its resolution requires us
to consider abstract legal doctrines, to weigh underlying policy
considerations, and to balance competing legal interests. In particular, its
resolution requires that we strike a balance between two sometimes
conflicting societal values——the safety of law enforcement officers and
fourth amendment privacy interests. The essential and difficult question
raised by this balancing is how much risk police officers can reasonably
be expected to assume before disregarding the rules society has
adopted to otherwise circumscribe the exercise of their considerable

discretionary authority in carrying out their vital law enforcement duties.

United States of America, Plaintifi-Appellee, v. Winston Bryant
McCONNEY, Defendant-Appellant. No. 80-1012. United States Court
of Appeals, Ninth Circuit. https://openjurist.org/728/f2d/1195/united—

states—-v—mcconney.

)2( Where mentioned in the following case: The purpose of the
requirement is twofold. First, it is to protect an individual's right to
privacy in the home to the extent possible and consistent with the
execution of the warrant. Second, it is to protect officers themselves,
who might otherwise be mistaken, upon unannounced intrusion, for
someone with no right to be there. Id. at 589, 88 S.Ct. at 1757. The
interval of time an officer must wait between announcement and entry

depends on the circumstances of each case. See United States v.
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Phelps, 490 F.2d 644 (9th Cir.), cert. denied, 419 U.S. 836, 95 S.Ct.
64, 42 L.Ed.2d 63 (1974).

United States of America, Plaintiff-Appellee, v. Winston Bryant
McCONNEY, Defendant-Appellant. No. 80-1012. United States Court
of Appeals, Ninth Circuit. https://openjurist.org/728/f2d/1195/united—
states—v—mcconney.
g oSl Ogldl) b iyl e dgladl ClebaY) cosin on a2 ee 2 (1)
tlas Loy 101 = ¢l
This is confirmed in the Reed case: the degree of urgency involved and
the amount of time necessary to obtain a warrant; (2) the officers'
reasonable belief that the contraband is about to be removed or
destroyed; (3) the possibility of danger to police guarding the site; (4)
information indicating the possessors of the contraband are aware that
the police are on their trail; and (5) the ready destructibility of the

contraband.

United States Court of Appeals, Fourth Circuit May 29, 1991 935 F.2d
641 (4th Cir. 1991). https://casetext.com/case/us—v-reed-114.
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)1( However, there is no precise formula since emergency circumstances
will vary from case to case and the inherent necessities of each situation

must be scrutinized. Id.

United States Court of Appeals, Fourth Circuit May 29, 1991 935 F.2d
641 (4th Cir. 1991). https://casetext.com/case/us-v-reed—114.

)2( Look at the David case: The government argues that exigent
circumstances justified the seizure. The Court agrees. When destruction
of evidence is imminent, a warrantless seizure of that evidence is
justified if there is probable cause to believe that the item seized
constitutes evidence of criminal activity. United States v. O'Connor, 658
F.2d 688, 692, n. 6 (9th Cir.1981); United States v. Gonzalez-
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Rodriguez, 513 F.2d 928, 930 (9th Cir.1975). Here, Agent Peterson
saw David destroying evidence. David's use of the book in retrieving
telephone numbers of criminal associates provided ample probable
cause that the book contained information relative to criminal activity.
Peterson therefore reasonably believed that prompt action was
necessary to prevent further destruction of relevant evidence. United
States v. McConnery, 728 F.2d 1195, 1199 (9th Cir.1984) (en banc).
U.S. District Court for the District of Nevada - 756 F. Supp. 1385 (D.
Nev. 1991) January 28, 1991.

https: //law.justia.com/cases/federal/districtcourts/[FSupp/756/1385/2291
145/

3.00 4=Ldl 2019/09/20 ass adsall Jsaall a3
)1( Acknowledging that no search warrant was issued herein, the
government nevertheless justifies the searches and seizures on the
alternate grounds of plain view, consent, exigent circumstances and
abandonment.
The third event which had Fourth Amendment implications occurred
when Agent Peterson grabbed the book out of David's hands after David
deleted the heroin price list. This was unquestionably a seizure, because

David has thereafter been deprived of the book.
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The government argues that exigent circumstances justified the seizure.
The Court agrees. When destruction of evidence is imminent, a
warrantless seizure of that evidence is justified if there is probable cause
to believe that the item seized constitutes evidence of criminal activity.
United States v. O'Connor, 658 F.2d 688, 692, n. 6 (9th Cir.1981);
United States v. Gonzalez-Rodriguez, 513 F.2d 928, 930 (th
Cir.1975). Here, Agent Peterson saw David destroying evidence.
David's use of the book in retrieving telephone numbers of criminal
associates provided ample probable cause that the book contained
information relative to criminal activity. Peterson therefore reasonably
believed that prompt action was necessary to prevent further destruction
of relevant evidence. United States v. McConnery, 728 F.2d 1195, 1199
(9th Cir.1984) (en banc).

https://law.justia.com/cases/federal/district- courts/F.
Supp/756/1385/2291145/.
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)1( even if the consent was involuntary, | find that the search of the
pager was justified by exigent circumstances. Exigent circumstances "are
those circumstances that would cause a reasonable person to believe
that entry was necessary to prevent ... the destruction of relevant
evidence ..." United States v. Hudson, 100 F.3d 1409, 1417 (9th
Cir.1996). Only a 'mild" exigency need be shown where the search
involves no property destruction. Id. Further, the gravity of the offense is
an 'important factor' in determining whether an exigency exists. Id. at
1424, n. 4.

Because the focus of the exigent circumstance inquiry is upon the
objective reasonableness of the officer's belief that immediate action was
necessary, | specifically reject the dicta in United States v. Lynch, 908
F. Supp. 284 (D. Virgin Islands, 1995) which would require officers to
determine how a particular pager operates before conducting the search.
Here, the officers reasonably believed that if the numbers were not
pulled off of the pager immediately, they might well be lost forever if the
pager was turned off, if other number interceded or if the batteries ran
down. This satisfies the 'mild exigency" requirement necessary to sustain
the exception where no property damage is involved. Further, the pager
was searched as part of a significant, multi-defendant cocaine
distribution conspiracy investigation. The charges are very serious and

according to information the officers had gathered earlier that day from
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other alleged co—conspirators, the use of pagers and code numbers was

expected to be critical evidence in the case.

Based on the foregoing, | find that the pager was lawfully seized and
that the search of the pager was justified by both consent and exigent
circumstances. | need not reach the issue of whether either search is
also justified under the search incident to arrest doctrine. Accordingly,
defendant's motion to suppress (# 49) is DENIED.

| also note that co—defendant Guzman has been set for entry of a guilty
plea. Thus, defendant's motion for severance (# 50-1) and motion to
continue his trial date (# 50-2) (to follow that of Guzman) are DENIED
as MOOT.

U.S. District Court for the District of Oregon — 991 F. Supp. 1223 (D.
Or. 1997) October 17, 1997.

https://law.justia.com/cases/federal/district-

courts/FSupp/991/1223/1805816/
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The following was also eliminated:

We need not consider what level of risk to personal safety or to the
preservation of evidence would be necessary to justify a more extensive
search of a cell phone without a warrant, especially when we factor in
the burden on the police of having to traipse about with Faraday bags or
mirror—copying technology and having to be instructed in the use of
these methods for preventing remote wiping or rendering it ineffectual.
We can certainly imagine justifications for a more extensive search. The

arrested suspect might have prearranged with coconspirators to call
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them periodically and if they didn't hear from him on schedule to take
that as a warning that he had been seized, and to scatter. Or if
conspirators buy prepaid SIM (subscriber identity module) cards, each of
which assigns a different phone number to the cell phone in which the
card is inserted, and replace the SIM card each day, a police officer who
seizes one of the cell phones will have only a short interval within which
to discover the phone numbers of the other conspirators. See Adrian
Chen, “The Mercenary Techie Who Troubleshoots for Drug Dealers and
Jealous Lovers,” Gawker, Jan. 25, 2012, http:// gawker. com/
5878862/. (This is provided the phone number is on the SIM card; in
some iPhones, for example, it is not.) The officer who doesn't make a
quick search of the cell phone won't find other conspirators' phone

numbers that are still in use.

United States Court of Appeals, Seventh Circuit. Feb 29, 2012 670 F.3d
803 (7th Cir. 2012).
https://casetext.com/case/united-states-v-floreslopez.
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)I( So he was eliminated: Even assuming that airport security
checkpoint searches are justified on the ground that the passenger's
"implied consent' is irrevocable, but see Wayne R. Lafave, Search and
Seizure: A Treatise on the Fourth Amendment §§ 10.6(c), 10.6(g), at
16-17, 31-33 (2d ed. 1987), thus permitting screeners to search
throughout the carry—on bag and all closed containers within it, the
passenger's implied "consent' nonetheless would be limited to permitting
searches for the purpose of detecting weapons and explosives. See
Florida v. Jimeno, 500 U.S. 248, 252, 111 S.Ct. 1801, 1804, 114
L.Ed.2d 297 (1991) (noting that warrantless 'consent'-based searches
are limited in scope by the terms of defendant's consent); see also, e.g.,
Wehrli, 637 F.2d at 409 (noting that screener's "task [was] to insure that
Wehrli's bag was devoid of skyjacking weapons," and the search "did not
range beyond an area reasonably calculated to discover dangers to air
safety’) (emphasis added); DeAngelo, 584 F.2d at 47-48 (holding that
passenger impliedly consents to full search of luggage, and if it "should
be considered necessary to assure the safety of the travelling public,
[the passenger] should be required to submit to it for that purpose’)
(emphasis added); Williams, 516 F.2d at 12 (inquiring into 'the bounds

of any implied consent,” but noting that bags of cocaine were found
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alongside a metal canister, so that screener might reasonably think white

powder was explosive, rather than cocaine) (emphasis added).

By contrast, Aviles admitted that he delivered the blocks to the DEA for
the very purpose of detecting narcotics. In these circumstances — once
the focus of the search shifted from the detection of weapons to the
detection of narcotics — a warrant was required unless the ensuing
search came within another recognized exception to the warrant
requirement. Cf. Jacobsen, 466 U.S. at 118-22, 104 S.Ct. at 1659-61
(noting that DEA did not need a search warrant to open a closed
container to perform a field test on contents because the contents had
already been disclosed by a prior 'private party" search of that
container); Herzbrun, 723 F.2d at 775 (noting that law enforcement
officials obtained search warrant for bag after defendant withdrew from
checkpoint, even though their search followed an aborted checkpoint
search for weapons which might have uncovered same evidence (i.e.,

cocaine)).

The government's attempt to distinguish the two cases misses the mark.
The carry-on bags, the gift boxes, and the blocks enclosed in opaque
packaging — all were discrete closed containers. Even assuming the
warrantless checkpoint searches conducted on the carry—on bags and
the gift boxes were lawful, the government nevertheless failed to
establish that the subsequent warrantless DEA penetration of the
previously unopened blocks enclosed in opaque packaging came within
any recognized exception to the warrant requirement. Consequently,
their warrantless search at the police station — after any exigency had

ceased — violated the Fourth amendment.

CONCLUSION
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As the government failed to shoulder its burden, by demonstrating either
that its warrantless searches of the opaque packaged blocks were
permissible under the Fourth Amendment, or that the admission of the
tainted evidence was harmless beyond a reasonable doubt, see United
States v. Modarressi, 886 F.2d 6, 8 (lst Cir. 1989), appellant's

conviction must be reversed.
The district court judgment is reversed.

United States Court of Appeals, First Circuit Aug 4, 1995 61 F.3d 107
(1st Cir. 1995)
https://casetext.com/case/us-v—-doe—93.

-8.00 =Ll 2019/09/20 as: pdsall Jsaall
)1( In United States v. Chan, 830 F. Supp. 531, 533 (N.D. Cal. 1993).
DEA agents seized a pager from the defendant at the time of arrest and
searched its contents by activating its memory and retrieving telephone
numbers. The defendant argued that activation of the pager was a
search requiring a warrant because the pager was a container as to
which he had a reasonable expectation of privacy. Id. The court found
that the possessor of a pager has an expectation of privacy in the data
contained therein in the same manner as an individual in possession of
a closed container. Id. at 534-535. The court ruled, however, that the
search of the pager was legal under cases which permit the search of
containers found on or near the arrestee in a search incident to arrest.

See New York v. Belton, 453 U.S. 454, 461 (1981).
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The defendant in Chan also argued that under United States v.
Chadwick, 433 U.S. 1, 12-13 (1977), a warrant is required to search
the contents of closed containers when an individual has a heightened
expectation of privacy in its contents. The Chan court appropriately

recognized that Chadwick's protections are not so broad:

The Court in Chadwick adopted a narrow exception to the incident to
arrest doctrine, holding that a warrantless search of seized property
cannot be justified when the search is remote in time or place from the
arrest. Chadwick, 433 U.S. at 13-15, 97 S.Ct. at 2485. As the

Supreme Court explains:

Once law enforcement officers have reduced luggage or other personal
property not immediately associated with the person of the arrestee to
their exclusive control, and there is no longer any danger that the
arrestee might gain access to the property to seize a weapon or destroy

evidence, a search of that property is no longer an incident of the arrest.

Chan, 830 F. Supp. at 535. Chan found that the retrieval of telephone
numbers from a pager's memory immediately upon arrest is not so
'remote" from the arrest that it falls within the exception of Chadwick. Id.

We agree with this analysis.

An officer's need to preserve evidence is an important law enforcement
component of the rationale for permitting a search of a suspect incident
to a valid arrest. See United States v. Robinson, 414 U.S. 218, 226,
234-35 (1973). Because of the finite nature of a pager's electronic
memory, incoming pages may destroy currently stored telephone
numbers in a pager's memory. The contents of some pagers also can
be destroyed merely by turning off the power or touching a button. See,
e.g., United States v. Meriwether, 917 F.2d 955, 957 (6th Cir. 1990).

Thus, it is imperative that law enforcement officers have the authority to
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immediately "search" or retrieve, incident to a valid arrest, information
from a pager in order to prevent its destruction as evidence. The motion

to suppress was properly denied.

For these reasons, the conviction of Ortiz is affirmed, and the sentence
of Hurtado is vacated. Hurtado's case is remanded to the district court

where he should be resentenced consistent with this opinion.

United States Court of Appeals, Seventh Circuit May 24, 1996 84 F.3d
977 (7th Cir. 1996) setext.com/case/united—states—v-ortiz-16.

And also: FBI Law Enforcement Bulletin, p. 32.

)1 ( Look at the David case: Although Peterson had the authority to
seize and hold the book due to the exigency at hand, his authority to
examine its contents is a different matter. Walter v. United States, 447
U.S. 649, 654, 100 S. Ct. 2395, 2400, 65 L. Ed. 2d 410 (1980). The
seizure of the book affected only David's possessory interests. It did not
affect the privacy interests vested in the contents of the book. United
States v. Chadwick, 433 U.S. 1, 13-14, n. 8, 97 S. Ct. 2476, 2485, n.
8, 53 L. Ed. 2d 538 (1977).

The difference between possessory interests and privacy interests may

justify a warrantless seizure of a container for the time necessary to
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secure a warrant, where a warrantless search of the contents would not
be permissible. Arkansas v. Sanders, 442 U.S. 753, 761-62, 99 S. Ct.
2586, 2592, 61 L. Ed. 2d 235 (1970). Peterson had ample probable
cause to believe that the book contained information relating to criminal
activity. Once he took the book from David the exigency which justified
the seizure came to an end.[2] Nevertheless, without seeking a warrant,
Peterson conducted a complete search of the book's contents. The
seizure of the book #1393 did not justify the invasion of privacy involved
in the subsequent search. United States v. O'Connor, 658 F.2d 688,
692, n. 6 (9th Cir.1981). Agent Peterson had ample time to obtain a
search warrant but failed to do so. His good faith belief that a warrant
was unnecessary cannot save the illegality of the search. Therefore, the
information which the government obtained from the book after the
seizure, and any evidence derived from that information, must be

suppressed at trial.

U.S. District Court for the District of Nevada — 756 F. Supp. 1385 (D.
Nev. 1991) January 28, 1991.

https://law.justia.com/cases/federal/district-

courts/FSupp/756/1385/2291145/
c0= 3.00 oLl 2019/09/21 a5 adsall S35
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