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3 The U.S. federal Stored Communications Act, 18 U.S.C. § 2701 et seq.
https://en.wikibooks.org/wiki/US_Internet_Law/SCA#'Electronic_communication_servi
ce'. Retrieved Dec 4, 2018.

% The U.S. federal Stored Communications Act : 18 U.S.C. § 2510(15).

"any service which provides to users thereof the ability to send or receive wire or

electronic communications."

 The U.S. federal Stored Communications Act, (18 u.s.C. §
2510(14):"provision to the public of computer storage or processing services by
means of an electronic communications system." An "electronic communications
system' is "any wire, radio, electromagnetic, photo optical or photo electronic

facilities for the transmission of wire or electronic communications, and any
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computer facilities or related electronic equipment for the electronic storage of
such communications."

% United States v. Mullins, 992 F.2d 1472, 1478 (9th Cir. 1993). Retrieved Dec 5,
2018.

https://en.wikibooks.org/wiki/US_Internet_Law/SCA#'Electronic_communication_servi

ce'.

7 State Wide Photocopy v. Tokai Fin. Serves. Inc., 909 F. Supp. 137, 145
(S-D.N.Y. 1995). See also: Sega Enterprises Ltd. v. MAPHIA, 948 F. Supp. 923,
930-31 (N.D. Cal. 1996). https://law.justia.com/cases/federal/district—courts.
Retrieved Dec 5, 2018.
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60( Electronic storage 18 U.S.C. § 2510(17) : 'electronic storage" as "any
temporary, intermediate storage of a wire or electronic communication incidental
to the electronic transmission thereof," or in the alternative as "any storage of
such communication by an electronic communication service for purposes of

backup protection of such communication."
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61 Catherine Pelker; Anthony J. Palmer; Brittany Raia; Jamin Agosti, “Computer
Crimes”, 52 Am. Crim. L. Rev. 793 (2015), p 822.

62 18 U.S. Code CHAPTER 121— STORED WIRE AND ELECTRONIC
COMMUNICATIONS AND TRANSACTIONAL RECORDS ACCESS: (f)
Requirement To Preserve Evidence.—

(1) In general.—

A provider of wire or electronic communication services or a remote computing
service, upon the request of a governmental entity, shall take all necessary steps
to preserve records and other evidence in its possession pending the issuance
of a court order or other process.

(2) Period of retention.—

Records referred to in paragraph (1) shall be retained for a period of 90 days,
which shall be extended for an additional 90-day period upon a renewed

request by the governmental entity.
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63 Konop v. Hawaiian Airlines, Inc., 302 F.3d 868, 876 78 (9th Cir. 2002);
United States v. Steiger, 318 E3d 1039, 1048-49 (11th Cir. 2003); Fraser v.
Nationwide Mut. Ins. Co., 352 F.3d 107, 113 14 (3d Cir. 2004).
https://casetext.com/case/fraser-v—nationwide-mut-ins—co. Retrieved Apr 19,
2019.

64 United States v. Councilman, 418 E3d 67 (Ist Cir. 2005).

supremecourt.gov. Retrieved Sep 15, 2018.
% Councilman, 418 E3d 67 (1st Cir. 2005)
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% Klayman v. Obama, 957 E Supp.2d 1, 35 (D.D.C. 2013) supremecourt.gov.
Retrieved Sep 15, 2018.
%7 (a)ln General.—

Except as provided in this section, no person may install or use a pen register or
a trap and trace device without first obtaining a court order under section 3123
of this title or under the Foreign Intelligence Surveillance Act of 1978 (50 U.S.C.
1801 et seq.) or an order from a foreign government that is subject to an
executive agreement that the Attorney General has determined and certified to

Congress satisfies section 2523.

%) oi n° 2001-1062 du 15 novembre 2001 relative a la sécurité

quotidienne - Code des postes et des communications
électroniques>Article 29. ( Article L32-3-1. Créé par Loi n°2001-1062 du
15 novembre 2001 - art. 29 JORF 16 novembre 2001) : Il. - Pour les

besoins de la recherche, de la constatation et de la poursuite des infractions

pénales, et dans le seul but de permettre, en tant que de besoin, la mise a
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disposition de l'autorité judiciaire d'informations, il peut étre différé pour une
durée maximale d'un an aux opérations tendant a effacer ou a rendre anonymes
certaines catégories de données techniques. (Derniére modification : 3 juillet
2014)) —https://www.legifrance.gouv.fr, Retrieved jan 21, 2019.

% Loi n° 2001-1062 du 15 novembre 2001 relative a la sécurité

quotidienne (Article 29): - IV. — Les données conservées et traitées dans les
conditions définies aux Il et lll portent exclusivement sur l'identification des
personnes utilisatrices des services fournis par les opérateurs et sur les
caractéristiques techniques des communications assurées par ces derniers.

Elles ne peuvent en aucun cas porter sur le contenu des correspondances
échangées ou des informations consultées, sous quelque forme que ce soit,
dans le cadre de ces communications.
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7 United States v. Forrester, 512 F.3d 500, 510 (Sth Cir. 2008)
74 United States v. Forrester, id.

7> United States v. Hambrick, No.99-4793, 2000 WL 1062039, at *4 (4th Cir. Aug. 3,
2000)

7% United States v. Perrine, 518 F.3d 1196, 1205 (10th Cir. 2008)
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77 (18 U.S. Code §2511) .(Interception and disclosure of wire, oral, or
electronic communications prohibited): (b) A person or entity providing
electronic communication service to the public may divulge the contents of any
such communication—

(i) as otherwise authorized in section 2511(2)(a) or 2517 of this title;

(i)  with the lawful consent of the originator or any addressee or intended
recipient of such communication;

(iif) to a person employed or authorized, or whose facilities are used, to
forward such communication to its destination; or

(v)  Which were inadvertently obtained by the service provider and which
appear to pertain to the commission of a crime, if such divulgence is made to a
law enforcement agency.

8 Electronic Communications Privacy Act of 1986 (ECPA) :'pen trap
provisions that permit the tracing of telephone communications’ (18 U.S.
Code §3121) :(a) In General.— Except as provided in this section, no person
may install or use a pen register or a trap and trace device without first obtaining
a court order under section 3123 of this title or under the Foreign Intelligence
Surveillance Act of 1978 (50 U.S.C. 1801 et seq.) or an order from a foreign
government that is subject to an executive agreement that the Attorney General

has determined and certified to Congress satisfies section 2523.
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80 Catherine Pelker; Anthony J. Palmer; Brittany Raia; Jamin Agosti, Computer

Crimes,op.cit, p. 822

81 (18 U.S. Code §2511.) Interception and disclosure of wire, oral, or

electronic communications prohibited.
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8 The Fourth Amendment to the U.S. Constitution states that: “The right of
the people to be secure in their persons, houses, 35 papers, and effects against
unreasonable searches and seizures, shall not be violated, and no Warrants
shall issue but upon probable cause, supported by oath or affirmation, and
particularly describing the place to be searched and the persons or things to be

seized.”
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8 18 U.S. Code CHAPTER 121— STORED WIRE AND ELECTRONIC
COMMUNICATIONS AND TRANSACTIONAL RECORDS ACCESS (D):“A court
order for disclosure under subsection (b) or (c) may be issued by any court that
is a court of competent jurisdiction and shall issue only if the governmental entity
offers specific and articulable facts showing that there are reasonable grounds to
believe that the contents of a wire or electronic communication, or the records or
other information sought, are relevant and material to an ongoing criminal
investigation”. https://www.law.cornell.edu. Retrieved Feb 7, 2019.

% 18 U.S. Code CHAPTER 121— STORED WIRE AND ELECTRONIC
COMMUNICATIONS AND TRANSACTIONAL RECORDS ACCESS : (b)

Contents of Wire or Electronic Communications in a Remote Computing
Service.— (B) with prior notice from the governmental entity to the subscriber
or customer if the governmental entity—

(i) uses an administrative subpoena authorized by a Federal or State statute or
a Federal or State grand jury or trial subpoena; or

(i)  obtains a court order for such disclosure under subsection (d) of this
section;

Except that delayed notice may be given pursuant to section 2705 of this title.
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87 United States v. Quartavious Davis (No. 12-12928. D.C. Docket No. 1:10-
cr-20896-JAL-2) .Decided May 5, 2015. Supremecourt.gov. Retrieved April 1,
2019.

8 Stored Communications Act (“SCA”), 18 U.S.C. § 2701 et seq. Section 2703
of the SCA.

¥ United States v. Miller, 307 U.S. 174 (Decided May 15, 1939)
supremecourt.gov. Retrieved May 1, 2019.
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% Smith v. Maryland, 442 U. S. 735 (Decided June 20, 1979).

Supremecourt.gov. Retrieved May 1, 2019.
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3 Public Law 103-414 .Communications Assistance for Law Enforcement
Act .by the 103rd Congress of the United States. Pub.L. 103—414, 108 Stat.
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% Katz v. United States, 389 U.S. 347, 360 (1967) (Harlan, J., concurring);
Smith v. Maryland, 442 U.S. 735, supremecourt.gov. Retrieved April 30, 2019.

740 (1979) (adopting Justice Harlan's privacy test). The Fourth Amendment also
prohibits obtaining information by physically intruding on a constitutionally

protected area. United States v. Jones, 132 S. Ct. 945, 950 n.3 (2012).

100 ynited States v. Heckenkamp, 482 F3d 1142, 1146 (9th Cir. 2007)
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' United States v. Heckenkamp, 482 E3d 1142, 1146 (9th Cir. 2007)
12 Guest v. Leis, 255 E3d 325, 333 (6th Cir. 2001).
'3 United States v. Buckner, 473 E3d 551, 554 n.2 (4" Cir. 2007)

194 O'Connor v. Ortega, 480 U.S. 709, 719-20 (1987)

195 United States v. Long, 64 M.J. 57 (C.A.A.F. 2006); United States v.
Angeyine, 281 F.3d 1130, 1134-35 (10th Cir. 2002

1% United States v. Simons, 206 F.3d 392, 398 (4th Cir. 2000)
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108 United States v. Angeyine, 281 E3d 1130, 1134 35 (10th Cir. 2002); United
States v. Simons, 206 E3d 392, 398 (4th Cir. 2000)

19 United States v. Gray, 78 F. Supp. 2d 524, 529 (E.D. Va. 1999)
110 United States v. Gray, op.cit; United States v. Sissler, No.1:90-CR-12,
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'3 Crowther v. State, 249 P.3d 1214, 1222 (Kan. Ct. App. 2011)

"4 United States v. Richards, 659 F.3d 527 (6th Cir. 2011)

'3 United States v. Clough, 246 F Supp. 2d 84 (2003)

"% United States v. Gawrysiak, 972 F. Supp. 853, 866 (D.N.J. 1997)
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¥ United States v. Wiliams, 592 F.3d 511, 521-24 (4th Cir. 2010)
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12 United States v. Comprehensive Drug Testing, Inc., 621 F.3d 1162, 1178 (9th Cir.
2010)

"I United States v. Hill, 459 F.3d 966, 974 (9th Cir. 2006)

122 Horton v. California, 496 U.S. 128 (1990)
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'2 United States v. Stabile, 633 F.3d 219, 240-42 (3d Cir. 2011)
124 Horton, op.cit.
'2 United States v. Stabile, 633 F.3d 219, 240-42 (3d Cir. 2011)

126 Horton v. California, 496 U.S. 128 (1990)
"2 United States v. Stabile, 633 F.3d 219, 240-42 (3d Cir. 2011)
1% United States v. Williams, 592 F.3d 511, 521-24 (4th Cir. 2010)

1% United States v. Burgess, 576 F.3d 1078, 1096 (10th Cir. 2009) : United States v.
Stabile, 633 F.3d 219, 240-42 (3d Cir. 2011) : United States v. Williams, 592 F.3d
511, 521-24 (4th Cir. 2010)
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- United States v. Carey, 172 F.3d 1268, 1273 (10th Cir. 1999)

130 Stephen Manson,“Expert in Cyber Security’.

http: //www.stephenmason.eu/articles/electronic evidence.html.
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132 Code de procédure pénale. Partie legislative; (Sous-section 1 : Des

transports, des perquisitions et des saisies) Article 94: “Les perquisitions

sont effectuées dans tous les lieux ou peuvent se trouver des objets ou des

données informatiques dont la découverte serait utile a la manifestation de la

vérité”. Modifié par LOI n°2010-768 du 9 juillet 2010.
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' United States v. Richards, 659 F3d 527 (6th Cir. 2011)
"% United States v. Mann, 592 F.3d 779, 782 (7th Cir. 2010)
1 United States v. Hall, 142 F.3d 988, 994-95 (7th Cir. 1998)

1% United States v. Gray, 78 F. Supp. 2d 524, 529 (E.D. Va. 1999) ; United States v.
Sissler, No.1:90-CR-12, 1991 WL 239000, at *4 (W.D. Mich. Aug. 30, 1991)
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137 The Privacy Protection Act of 1980: Subject to certain exceptions , the
PPA makes it unlawful for a government officer " to search for or seize "
materials when ;

a—-the materials are " work product materials " prepared , produced , authored ,
or created " in anticipation of communicating such materials to the pubic ' , 42
U.S.C §2000aa-7 (b)(1) ;b-the materials include " mental impressions |,
conclusions , or theories " of its creator , 42 U.S.C §2000aa-7(b)(3) ; and

c— the materials are possessed for the purpose of communicating the material to
the public by a person ' reasonably believed to have a purpose to disseminate to
the public " some form of ' public communication ",42 U.S.C. §§ 2000aa-
7(b)(3), 2000 aa(a); or

d-the materials are “documentary materials” that contain “information" 42 U.S.C.
§ 2000aa-7(a).

% United States Supreme Court. ZURCHER v. STANFORD DAILY(1978).
No. 76-1484, Argued: January 17, 1978-Decided: May 31, 1978.
https://caselaw.findlaw.com/us—supreme—court/436/547.html.
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139Alin Teodorus Dragan, Particularities regarding Computer Search and Field Research

for Online Crimes, 2013 AGORA Int'l J. Jurid. Sci. 85 (2013), p. 87

10 Georgia v. Randolph, 547 U.S. 103, 117 n.6 (2006) . Brigham City v.
Stuart, 547 U.S. 398, 403-06 (2006). llinois v. McArthur, 531 U.S. 326, 331-
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33 (2001). Cupp v. Murphy, 412 U.S. 291, 294-96 (1973). supremecourt.gov.
Retrieved May 4, 2019.

141 Georgia v. Randolph, 547 U.S. 103 (2006)

12 Jllinois v. McArthur, 531 U.S. 326 (2001)

143 Cupp v. Murphy, 412 U.S. 291 (1973)
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' United States v. Trowbridge, 2007 WL 4226385, at *4-5 (N.D. Tex. Nov.
29, 2007).

145 United States v. David, 756 F. Supp. 1385 (D. Nev. 1991). See also United
States v. Gorshkov, 2001 WL 1024026, at *4 (W.D. Wash. May 23, 2001).
United States v. Romero-Garcia, 991 F. Supp. 1223, 1225 (D. Or. 1997), aff'd
on other grounds 168 F.3d 502 (9th Cir. 1999) .
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14 See United States v. Robinson, 414 U.S. 218, 235 (1973); Chimel v.
California, 395 U.S. 752, 762-63 (1969).

' United States v. Chadwick, 433 U.S. 1, 15 (1977).

148 United States v. Edwards, 415 U.S. 800, 808-09 (1974). United States v.
Chadwick 433 U.S. at 14-16.
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1% United States v. Wurie, 2009 WL 1176946, at *5 (D. Mass. 2009).

%% United States v. Lasalle, 2007 WL 1390820, at *7 (D. Haw. May 9, 2007)
(rejecting cell phone search more than two hours and fifteen minutes after
arrest); United States v. Park, 2007 WL 1521573, at *5-9 (N.D. Cal. May 23,
2007) (rejecting cell phone search approximately ninety minutes after arrest).
See also: United States v. Wall, 2008 WL 5381412, at *3-4 (S.D. Fla. Dec.
22, 2008) (search of cell phone performed at stationhouse after arrest could not

be justified as incident to arrest).
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152 Federal Rules of Criminal Procedure. (Rule 41, titled Search and Seizure)

6) a magistrate judge with authority in any district where activities related to a

crime may have occurred has authority to issue a warrant to use remote access

to search electronic storage media and to seize or copy electronically stored

information located within or outside that district.

https://en.wikipedia.org/wiki/Rule_41
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154.01&1\

153 "How an obscure rule lets law enforcement search any computer?"
https: //www.engadget.com/2016/12/01/rule-41-fbi-doj—hacking-power-
expand-search-seizure/

154 Code de procédure pénale. Livre ler: De la conduite de la politique
pénale, de I'exercice de I'action publique et de l'instruction., Chapitre ler :
Des crimes et des délits flagrants: (Article 57-1) : Les officiers de police
judiciaire ou, sous leur responsabilité, les agents de police judiciaire peuvent, au
cours d'une perquisition effectuée dans les conditions prévues par le présent
code, accéder par un systéeme informatique implanté sur les lieux ou se déroule
la perquisition a des données intéressant I'enquéte en cours et stockées dans
ledit systéme ou dans un autre systéme informatique, dés lors que ces données
sont accessibles a partir du systéme initial ou disponibles pour le systéme initial.
S'il est préalablement avéré que ces données, accessibles a partir du systéme

initial ou disponibles pour le systeme initial, sont stockées dans un autre
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.(248 CCP
OB cam oo gl 4 danlly muall gl libull Lalad) deplall Sl
sl Slehals a1 Gl slow Aandall Al ae i Y AlaY) GlehaY) juw elay
Gba 13 1 Sleall Jils olSe N QU)o Gty Al (31 e Jganl) Jia
dgn ol @iy ald il o by (s3lly Joall oy (Slad (plad Slelals eV
Guall 90 SigmaSl) ailuy b jlaa) Al daSaalls 4 cull Usiily dsliad Ll
Gy S B el Sa ola i (sections 241-248 CCP) salell Gy 4
ale Jaj o Slis ehia ) 5eYL Qi) (mpey Gisa) e JEY) e dlls

systéme informatique situé en dehors du territoire national, elles sont recueillies
par I'officier de police judiciaire, sous réserve des conditions d'accés prévues par
les engagements internationaux en vigueur. (Créé par Loi 2003-239 2003-03-
18 art. 17 1° JORF 19 mars 2003).
155 Bertrand Perrin; Marc Remy; Romain Roubaty, Electronic Evidence in Swiss

Criminal Procedure, 8 Digital Evidence & Elec. Signature L. Rev. 70 (2011)
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138 See: United States v. Doe, 61 F.3d 107, 110-11 (1st Cir. 1995); David,
756 F. Supp. at 1392 (exigency justified seizure but not search of computer);
Morales—Ortiz, 376 F. Supp. 2d at 1142 n.2.
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159 Code de procédure pénale. De I'administration de la prevue: (Article
427)" Hors les cas ou la loi en dispose autrement, les infractions peuvent étre
établies par tout mode de preuve et le juge décide d'aprés son intime
conviction”.
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162 (30.01 (1) In Rules 30.02 to 30.11): (a) "document’ includes a sound
recording, videotape, film, photograph, chart, graph, map, plan, and survey, book

of account and data and information in electronic form.
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193 | educ t'. Roman (2009), 308 D.L.R. (4th) 353, 73 C.P.C. (6th) 323, 2009
CanLll 6838 (Ont. S.C.); Wice v. Dominion of Canada General Insurance Co.
(2009), 75 C.C.L.I. (4th) 265, [2009] O.J. No. 2946 (QL), 2009 CanLll 36310
(S.C.J.); Kourtesis v. Joris (2007), 160 A.C.WS. (3d) 414, 2007 CanLIl 39367
(S-C.); Goodridge (Litigation Guardian of) v. King (2007), 161 A.C.W.S. (3d)
984, 2007 CanLll 51161 (S.C.J.); Murphy v. Perger, [2007] O.1. No. 5511
(QL), 67 C.P.C. (6th) 245 (S.C.J.).
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1% eBay Canada Limited v. Canada (National Revenue), 2007 FC 930 (CanLll).
https://www.canlii.org/en/ca/fct/doc/2007/2007fc930/2007fc930.html. Retrieved, May
2, 2019.

1% SCOPE OF DOCUMENTARY DISCOVERY Disclosure 30.02 ) “Every document
relating to any matter in issue in an action that is or has been in the possession, control
or power of a party to the action shall be disclosed as provided in Rules 30.03 to
30.10, whether or not privilege is claimed in respect of the document. Production for
Inspection (2) Every document relating to any matter in issue in an action that is in the
possession, control or power of a party to the action shall be produced for inspection if
requested, as provided in Rules 30.03 to 30.10, unless privilege is claimed in respect

of the document”.
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1% United States v. Miller, 425 U.S. 435, 443 (1976)

17" City of Saint John Employee Pension Plan v. Ferguson (2009), 177 A.C.W.S. (3d)
78, 2009 NBQB 121 at para. 17 (Q.B.); B. (A.) v. D. (C.).

'% Leduc t'. Roman (2009), 308 D.L.R. (4th) 353, 73 C.P.C. (6th) 323, 2009 CanlLll
6838 (Ont. S.C.)
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http://www.stephenmason.eu/articles/electronic-evidence.html.

Stephen Manson, “‘Expert in Cyber Security”.

71" Federal Rules of Evidence, ARTICLE X. CONTENTS OF WRITINGS,

RECORDINGS, AND PHOTOGRAPHS: Rule 1001. Definitions That Apply to

This Article. (D) An “original” of a writing or recording means the writing or recording

itself or any counterpart intended to have the same effect by the person who

executed or issued it. For electronically stored information, “original” means any

printout — or other output readable by sight — if it accurately reflects the

information. An “original” of a photograph includes the negative or a print from it.

(Pub.L.93595,81,Jan.2,1975,88Stat. 1945;Apr.26,2011,eff.Dec.1,2011.)

https://www.law.cornell.edu/rules.
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172" Federal Rules of Evidence, ARTICLE X. CONTENTS OF WRITINGS,
RECORDINGS, AND PHOTOGRAPHS: Rule 1003. Admissibility of Duplicates “A
duplicate is admissible to the same extent as the original unless a genuine question
is raised about the original’s authenticity or the circumstances make it unfair to admit
the duplicate.”(Pub. L. 93-595,81, Jan. 2,1975, 88 Stat. 1946; Apr.26, 2011, eff.
Dec. 1, 2011.) https://www.law.cornell.edu/rules.

'3 Commonwealth v. Purdy 459 Mass. 442 450 945 NE2d 372 (2011),
https://www.leagle.com/decision/inctco20110809065.
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174 STATE of Connecticut v. Robert ELECK, 23 A.3d 818 (2011) .Argued May
31,2011.Decided August 9,2011.
https://www.leagle.com/decision/inctco20110809065

175 See: Lorraine v. Markel American Ins. Co., 241 F.R.D. 534, 553
(D.Md.2007).
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176 Federal Rules of Evidence. ARTICLE IV. RELEVANCE AND ITS LIMITS:
Rule 401. Test for Relevant Evidence: Evidence is relevant if: (a) it has any
tendency to make a fact more or less probable than it would be without the
evidence; and( b) the fact is of consequence in determining the action.
https://www.law.cornell.edu/rules.

"7 Paul F. Rothstein, “Evidence in a nutshell’- Evidence (Law) —— United
States. St. Paul, MN : West, Thompson Reuters., (2012)., p 9.
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182 Rule 1.04 of the Rules of Civil Procedure.
183 Berkley D. Sells; lan Collins, Strategies to Obtain Electronic Evidence, 36 ADVOC
Q. 295 (2010).

' iTrade Finance Inc. v. Webworx Inc. (2005), 18 C.P.C (6th) 117, [2005] O.J. No.
3492 (QL), 255 D.L.R. (4th) 748 (S.C.J.) (iTrade 2).

'% Brandon Heating & Plumbing (1972) Ltd. v. Max Systems Inc (2006), 202 Man. R.
(2d) 278, 42 C.P.C. (6th) 267, [2006] M.J. No. 149 (QL) (Q.B.).
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187 United States v. Stirling, Case No 11-20792-CR-ALTONAGA, United States
District Court, S.D. Florida, Miami Division, April 10, 2012.

' United States v. Shah, No. 5:13 CV 328 FL, 2015 WL 3605077 (E.D.N.C. June 5,
2015)

"% United States v. Gonzales—Perales, 313 F. App'x 677, 681 (5th Cir. 2008)

' United States v. Gonzales-Perales, 313 F. App'x 677, 681 (5th Cir. 2008).
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! United States v. Burt, 495 F.3d 733, 738 39 (7th Cir. 2007)

' See: Watts v. United States, 394 U.S. 705, 707-08 (1969) (holding that
defendant's statement that 'if they ever make me carry a rifle the first man | want in my
sights is L.B.J." was political hyperbole, not a true threat, and was therefore protected
under the First Amendment). Compare Planned Parenthood of Columbia/Willamette,
Inc. v. Am. Coal. of Life Activists, 290 E3d 1058, 1085-86 (9th Cir. 2002) (en banc)
(finding website labeling abortion providers 'GUILTY" and featuring their pictures,
names, and addresses was a true threat of force and therefore unprotected), with
United States v. Hardy, 640 F. Supp. 2d 75, 80-81 (D. Me. 2009) (holding that threats
that are "meant to communicate a serious expression of . .. Intent to [perform] an act of
unlawful violence ... cannot reasonably be construed as 'political hyperbole’' and are

therefore not protected speech).

'3 United States v. Morales, 272 F.3d 284, 288 (5th Cir. 2001) (rejecting defendant's
claim that his threat to kill people at his school could not constitute a 'true threat
because it was made over the Internet to a third party). 18 U.S.C. § 875, which
outlaws transmitting threats to kidnap or injure a person, has been used to successfully
prosecute individuals who send threatening communications via the Internet. But see
United States v. Baker, 890 F. Supp. 1375, 1390 (E.D. Mich. 1995) (granting
defendant's motion to quash indictment against him for statements he made over the

Internet because they were not true threats).
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' Jaynes v. Commonwealth, 666 S.E.2d 303, 313 (Va. 2008); see also Mcintyre v.
Ohio, 514 U.S. 334, 342 (1995) ('[Aln author's decision to remain anonymous, like

other decisions concerning omissions or additions to the content of the publication, is an

aspect of freedom of speech protected by the First Amendment.").

1% Mcintyre v. Ohio Elections Comm'n, 514 U.S. 334, 342 (1995); Matthew Mazzotta,

Note, Balancing

Act: Finding Consensus on Standards for Unmasking Anonymous Internet Speakers, 51

B.C. L. REv. 833, 833.(2010).
97 Mclntyre, 514 U.S. at 342.
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U.S. at 342.
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204 HOUSE OF LORDS. (0P|N|ONS OF THE LORDS OF APPEAL FOR

JUDGMENT IN THE CAUSE) Regina, V Looseley. 'lt deals with the
employment of "undercover officers', "test purchasers" and "decoys'. Undercover
officers are defined as specially trained law enforcement officers working

incognito "under direction in an authorised investigation' to infiltrate an existing
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conspiracy, arrest suspected criminals or counter a threat to national security.
Test purchasers are appropriately trained law enforcement officers who seek "by
means of authorised activity, to establish the nature and/or availability of a
commodity or service, the possession, supply or use of which involves an
offence’. Test purchasers are used mainly in the drug trade. Decoys are officers
who place themselves passively in a position to become a victim of crime for the
purpose of arresting the offender’. (ATTORNEY GENERAL'S REFERENCE
NUMBER 3 OF 2000 ON 25 OCTOBER 2001)
https://publications.parliament.uk.
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206 HIGH COURT OF AUSTRALIA. Ridgeway v The Queen. [1995] HCA 66;
184 CLR 19; 129 ALR 41; 78 A Crim R 33]. https://jade.io/article/188
207 Regina, V Looseley . Ibdi.
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29 The Fourth Amendment states: 'The right of the people to be secure in
their persons, houses, papers, and effects, against unreasonable searches and

seizures, shall not be violated'.
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219 Fremont Weeks v. United State 232 U.S. 383 (1914), Argued and submitted
December 2 and 3, 1913.- Decided February 24, 1914.
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States of America. No. 16-402, 585 U.S. (2018) Argued November 29, 2017.

Decided June 22, 2018. supremecourt.gov. Retrieved March 30 2019.
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