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(1) Samuel Piltch, Detecting Hate Speech in Tweets Using an Attentive

Neural Network,available at this site:

https://samuelpiltch.com/assets/research/detecting-hate-speech-in-
tweets-using-an-attentive-neural-network.pdf

(2)Philip M. Napoli and Robyn Caplan, “Why Media Companies Insist
They’re Not Media Companies, Why They’re Wrong, and Why It
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Matters,” First Monday vol. 22, no. 5, May 1, 2017, http://firstmonday.
org/ojs/index.php/fm/article/view/7051/6124 .
(1) Osonde Osoba, William Welser, An Intelligence in Our Image, The
Risks of Bias and Errors in Artificial Intelligence 2017.available at :
https://www.rand.org/pubs/research_reports/RR1744.html
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(D)Privacy and freedom of expression in the age of artificial intelligence,
April 2018 p.2, available at this site :
https://privacyinternational.org/sites/default/files/201804/Privacy%20an
d%20Freedom% 200f% 20Expression%20% 20In% 20the% 20Age% 200f
% 20Artificial% 20Intelligence.pdf.

s Ly el 1 e cu By
V. Dodd, Met police to use facial recognition software at Notting Hill
carnival, The Guardian, 5 August 2017; available from:
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https://www.theguardian.com/uknews/2017/aug/05/met-police-facial-
recognition-software-notting-hill-carnival.
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Abbreviations
Al : Artficial Intelligence.
ML : Machine Learning.
GDPR : General Data Protection Regulation .
ACLU : American Civil Liberties Union .

ICCPR : International Covenant on Civil and Political
Rights .

EC : European Commission .

ETH : Swiss Federal Institute of Technology in Zurich.
ECHR : European Court of Human Rights .

IRA : Internet Research Agency .

NLP : Natural Language Processing .

Brexit : British Exit .

CJEU : Court of Justice of European Union .
VPN : Virtual Private Network .

NTD : Notice and Take Down .

WEF : World Economic Forum .

NPD : National Democratic Party of Germany .

GNI : Global Network Initiative .
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(1) Alzebta Krausova, intersections between law and artificial intelligence,
international journal of computer (IJC)2017-pp.55-68, Cath, C.,
Wachter, S., Mittelstadt, B. et al., " Artificial Intelligence and the " Good
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Society’: The US, EU, and UK Approach, Science and Engineering
Ethics, 2017, p. 1 — 24.

(1) Lilian Mitrou ,Data protection ,Artificial intelligence and congnitive
services Is The General data protection regulation GDPR)ARTIFICIAL
Inttelligence Prof ,April2019 p.5 available at this site :
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3386914
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(3) Karl Manheim and Lyric Kaplan, Artificial Intelligence: Risks to
Privacy and Democracy, 2019, p.113 available at this site :

https://papers.ssrn.com/sol3/papers.cfm?abstract id=3273016
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(1) Sorina Mihaela Balan, artificial intelligence and law: a review of the
role of correctness in the general data protection regulation
framework, Curentul Juridic — Juridical Current 2019, Vol. 76, No. 1,
pp- 45-53.
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LV cAgl) ) (i gy
(3) Karl Manheim and Lyric Kaplan, Ibid, p.114 .

(4) AI Now, “The AI now report: the social and economic implications of
artificial intelligence technologies in the near term”, 2016. Available at
https://ainowinstitute.org/AI Now_ 2016 Report. pdf.
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(1) Lilian Mitrou, Ibid, p.6, T. Gillespie, The relevance of algorithms,
Media technologies: Essays on communication, materiality, and society,
MIT Press, 2014, p. 167, Council of Europe, Algorithms and Human
Rights: Study on the Human Rights Dimensions of Automated Data
Processing Techniques and Possible Regulatory Implications, Council
of Europe study, No. DGI (2017) 12, 2018. Available at :

https://www.coe.int/en/web/freedom-expression/-/algorithms-and-

human rights-a-new-study-has-been-published, p. 5,
(2) Lilian Mitrou, Ibid , p.12.
s S| A8Uay Jar il g Jliall (8 padiead il ASH) 8 g alais S Juew Ao (V)
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C. Metz, What the Al behind Alpha Go can teach us about being uman,
Wired, 19 May, 2017, available from:

https://www.wired.com/2016/05/google-alpha-go-ai/.

Privacy and Freedom of Expression in the Age of Artificial Intelligence,
Ibid, p.6 Fred H. Cate & Rachel Dockery Artificial Intelligence and Data
Protection: Observations on a Growing Conflict available at this site :
https://ostromworkshop.indiana.edu/pdf/seriespapers/2019spr-ollog/cate-

paper.pdf
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(1)- L. Floridi, Should we be afraid of AI?, Aeon, 9 May 2016, available
from: https://aeon.co essays/true-ai-is-both-logically-possible-and-
utterly-implausible.
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YV YT el B LAY (Gl clapaghp 258 9 gSead gall Ay gia JUa

g oA Al a3 B asaill (2 a2 g ) shenal) (B Gad) dlas Gl 555 M) (V)
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https://www.torontodeclaration.org/wp-content/ uploads/ 2019/12 /Toronto

Declaration_Arabic.pdf
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Gsdiay Guatiiall j (e el Jlaal) (B cplalal) Jaad ¢ LgiSay (Al aatal)
aal) (e e 138 g Lgale G gBeiy ol Caalidial) Juad 4 4 peal) Aallaal) (5 g2
A Y g Ciladl) e Julf 3o aal gl dua (Al Adaddla Glabll sty \Say
Lty Ll Ly 1 80 ) ) Giaay o Joatinall (g b it () 22 9
ddaall) AAIEN A sl culd Ale QN cpe alal) JBL o ddSay A JAAT) dadh je olalull

oasddill eliha) pLS) Lalail y ghais Aajoh 4dU 4y o A8 b caald JUal) Juw e (V)
lsdlf pddiey g gaill g 8 geall g & guall *4\}\ G sadiiicall &JL&J‘U.::\A.\:..:&@AH‘

. OSaal) Qail) aill e likuay)
See: Stephen Timm, “6 Artificial Intelligence Startups in Africa to Look
out For,” Venture Burn, April 24, 2017, =

http://ventureburn.com/2017/04/five-artificial-intellicence-startups-africa -
look-2017/? platform=hootsuite .
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b Ggsla ¥, ¢ Jalay Lay (aual) Jlaall A calalad) 8 ala el Ll allad) B Jaly oV
a2y e qudall Jlaa B Ul plSM) Lgasay 1) el dal) odgd 1ALl 5 ¢ aa 9
S A4Sy el el o el Gad Al JBY) (g pail) cileld g cpliiial) o LdaY) g
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Fred H. Cate & Rachel Dockery Artificial Intelligence and Data

Protection:

Observations on a Growing Conflict p.7.

The AI Now Report ,The social and economic implications of artificial
intelligence technologies in the near term A summary of AI Now public
symposium ,hosted by the white house and new York university
information law institute July 7th, 2016. available at this site
artificialintelligencenow.com
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CilplAieY) (e Liayl dgant g Al pa gl A ol (gl gl Alua gad B 1 gild
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(2) See U.N. Human Rights Committee, Toonen v. Australia, Comm. No.
488/1992, U.N. Doc. CCPR/C/50/D/488/1992 (31 Mar. 1994), para. 8.3
(“[A] ny interference with privacy must be proportional to the end
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(0))

sought and be necessary in the circumstances of any given case.”);
Office of the U.N. High Commissioner for Human Rights, The Right to
Privacy in the Digital Age, U.N. Doc. A/HRC/27/37 (30 June 2014),
para. 23, available at https://documents-dds-ny.
un.org/doc/UNDOC/GEN/G14/088/54/PDF/G1408854.pdf
?0OpenElement (“ These authoritative sources [HRC General
Comments 16, 27, 29, 31, and 34 and the Siracusa Principles]
point to the overarching principles of legality, necessity and
proportionality... .”); U.N. Human Rights Council Resolution on the
Right to Privacy in the Digital Age U.N. Doc. A/HRC/34/7, 23 Mar.
2017, para. 2 available at https://documents-
ddsny.un.org/doc/UNDOC/GEN/G17/086/31/ PDF/G1708631.pdf
?0pen Element (“ Recall [ing] that States should ensure that any
interference with the right to privacy is consistent with the principles of
legality, necessity and proportionality *).

Mark Latonero ,Governing Artificial Intelligence : Up Holding Human
Rights Dignity ,2018,available at : https://datasociety.net/wp-
content/uploads/2018/10/DataSociety Governing_Artificial Intelligenc
e_Upholding Human_Rights.pdf
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(1) “Privacy and Freedom of Expression in the Age of Artificial
Intelligence,” 17, Privacy International, and Article 19, April 2018,
https://privacyinternational.org/sites/default/files/2018-
04/Privacy%20and% 20Freedom%o200f% 20Expression%20%20In
% 20the%20Age%200f% 20Artificial% 20Intelligence. pdf.

G i) B o Laial) Jaa) sil) a8 g 77 S A puadl) B Gal) o V) aladl) il g

i) Ao 538 o g o) Ao G il Aaldd) AY) aladl) Aalai) cuilS JUal) Jas Ard ¢ jaliaal)

.o o bl Clad g Aadigh (g AUl e %18 el b e

Shaun Walker,Face recognition app taking Russia by storm may bring end

to public anonymity ,May 2016 ,available from :

https://www.theguardian.com/technology/2016/may/17/findface-face-
recognition-app-end-public-anonymity-vkontakte.

Ladic Yo VA ale Jilgl B cojadl o S Ll dapuad A LU — & g cilily Aaud (Y)
QAAEY) Cpdla Jaa 1 Apadid clily " Caan 38 LSAIUT 7 a ualS Al 0 e RS
abg M Al Ao all M (2 42V Lgardinnt O B agil) ga (g0 (e o grash 1B g o
) LaS dpnadidil) il alad) agdll A dluald Adaad gl Ao ¢ il 3 (e dapiall) Cidag
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i) aladiad JMA e oS A i) siliad) bl culas 3 g8 hal) Ayl ¢ Allia
) A glaa g gl 33 ad (oa g gl ga (199 o greasl) Cilibasa Cdla (o gl cilan ()
A b e cilifiatg clie Aula dal g cuBg B 2 o B Cipad Yo VA Jodagg Lgd
hghu dde aad S ad quad A Cuad M) ) & gaedy LEdle g LT 73 jusalS
M dgll Bl B gl A Ve Jala Ve e (e i o gad A A A8 gudd) dagdl)
i) G by Baaial) Ataal) g Saadiall ¥ gl (e IS B Abead) ¢ 206 48 Gl
YY) Ao 488 gall Cildaal) Aglgs B jhadal A1) g i e & gy usd AS AT (34531
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Harry Davies,Ted Cruz using firm that harvested data on millions of
unwitting Facebook users, available at this site :

https://www.theguardian.com/us-news/2015/dec/11/senator-ted-cruz-
president-campaign-facebook-user-data

(1) Corinne Cath ,Governing artificial intelligence : ethical ,legal and

technical opportunities and challenges, 2018 available at
http://dx.doi.org/10.1098/rsta.2018.0080, See also Tech Crunch. 2018
Zuckerberg testified at congressional hearings. See

https://techcrunch.com/story/zuckerberg-testifies-at-congressional-
hearings/.See also An Open Letter to the CEOs of Facebook’s Largest
Institutional Shareholders” May 2, 2018,
https://staticl.squarespace.com/static/57693891579th3ab7149f04b/t/5ae
9e204aa42a-996341a0a213/1525277190443/Open+Letter+to+ Facebook
+Investors_FinalFormat.pdf.
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(1) Regulation (EU) 2016/679 of the European Parliament and of the
Council of 27 April 2016 on the Protection of Natural Persons with
Regard to the Processing of Personal Data and on the Free Movement
of Such Data, and Repealing Directive 95/46/EC (General Data
Protection Regulation),”EUR-Lex, last accessed August 26, 2018,
https://eur-lex.europa.eu/legal-
content/EN/TXT/?qid=1532348683434&uri=CELEX:02016R0679-
20160504,
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ikl 5 g duac AeldiaY) aguailiad quus (alAEY) Ciiial! Aaliil jid; o i
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(1) Meg Jing Zeng, “ China’s Social Credit System Puts Its People Under
Pressure to Be Model Citizens,” The Conversation, January 23, 2018,
https://theconversation.com/chinas-social-creditsystem-puts-its-people-
under-pressure-to-be-model-citizens-89963, See also :Vrinda Vinayak,
The Human Rights Implications of China’s Social Credit System
,Oxford Human Rights Hub, 6th September 201, available
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from:https://ohrh.law.ox.ac.uk/the-human-rights-implications-of-chinas-
social-credit-system/

(1) Jacob Snow, “Amazon’s Face Recognition Falsely Matched 28
Members of Congress with Mugshots,” ACLU, July 26, 2018,
https://www.aclu.org/blog/privacy-technology/surveillance-
technologies/amazons-face-recognition-falsely-matched-28.See  also
Russell Brandom, “Amazon’s facial recognition matched 28 members
of Congress to criminal mugshots,” The Verge, July 26, 2018,
https://www.theverge.com/2018/7/26/17615634/ amazon-rekognition-
aclu-mug-shot-congress-facial-recognition

(2) M. Day, How LinkedIn’s Search Engine May Reflect a Gender Bias,
The  Seattle Times, 31 August 2016, available from:
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https://www.seattletimes.com/business/microsoft/how-linkedins-search-
enginemay- reflect-a-bias/. il i (e g

Julia Carpenter, “Google’s algorithm shows prestigious job ads to men,
but not to women. Here’s why that should worry you.” The
Washington Post, July 6, 2015,
https://www.washingtonpost.com/news/the-intersect/wp/2015/07/06
/googles-algorithm-shows-prestigious-job-ads-to-men-but-not-
towomen-heres-why-that-should-worry-youw/?noredirect=on&utm_

term =.a5cbea41ad6b.
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https://afteegypt.org/wp-content/uploads/2013/08/afte001-30-07-2013 . pdf

(2) Bernard Marr Can Artificial Intelligence Predict The Spread Of
Online Hate Speech ? August 2019 ,available at this site :
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Njagi Dennis G itaril, Zhang Zuping, Hanyurwimfura Damien and Jun
Long, A Lexicon-based Approach for Hate Speech Detection, International
Journal of Multimedia and Ubiquitous Engineering Vol.10, No.4 (2015),
pp-215-230 http://dx.doi.org/10.14257/ijmue.2015.10.4.21

(2)-Francie Diep, “How social media helped organize and radicalize
America’s white supremacists”, Pacific Standard, 15 August 2017.
Available at https://psmag.com/social-justice/how-social-mediahelped-
organize-and-radicalize-americas-newest-white-supremacists.
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(1) Press Conference by United Nations High Commissioner for Human
Rights October 2014 available from:

https://www.ohchr.org/EN/NewsEvents/Pages/DisplayNews.aspx?
NewsID=15173&LangID=E

(2) Bob Moser, “How YouTube became the worldwide leader in white
supremacy”, New Republic, 21 August 2017, available at
https://newrepublic.com/article/144141/youtube -becameworldwide-
leader-white-supremacy

(3) C. E. Ring, “Hate Speech in Social Media: An Exploration of the
Problem and Its Proposed Solutions”, Journalism and Mass
Communication Graduate Theses and Dissertations, No. 15 (2013),
available at https://scholar.colorado.edu/jour_gradetds/15/.
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(1) Anti-Defamation League, “Anti-Semitic targeting of journalists during
the 2016 presidential campaign” (New York, 19 October 2016). Available
at

https://www.adl.org/sites/default/files/documents/assets/pdf/press-center/

CR_4862_Journalism-TaskForce_v2.pdf

(2) Pew Research Center, “Teens, Social Media & Technology 2018” (May
2018), available at www.pewinternet.org/2018/05/31/teens-social-media-
technology-2018/.
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(1) United Nations Educational, Scientific and Cultural Organization
(UNESCO), Youth and Violent Extremism on Social Media: Mapping
the Research (Paris, 2017), p. 19. Available at
http://unesdoc.unesco.org/images/0026/002603/260382e.pdf.

(2) B. Galloway and R. Scrivens, “ The hidden face of hate groups online:
a former’s perspective”, VoxPol, 3 January 2018, available at
http://www.voxpol.eu/hidden-face-hate-groups-onlineformers-
perspective/.

(3) UNESCO, Youth and Violent Extremism on Social Media,Ibid, p. 24.
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(1) J. C. Wrong, “How Facebook groups bring people closer together- neo-
Nazis included”, The Guardian, 31 July 2017, available at
https://www.theguardian.com/technology/2017/jul/31/  extremists-neo-
nazis-facebook-groups-social-media-islam

(2) Anti-Defamation League, “Hate in Social VR”, available at
www.adl.org/resources/reports/hatein-social-virtual-
reality#cautionary-tales-hate-bias-and-harassment-in-video-games-
social-mediaand-the-tech-industry.
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(1) United Nations Educational, Scientific and Cultural Organization
(UNESCO), Youth and Violent Extremism on Social Media: ,Ibid

(2)- Southern Poverty Law Center, “In place of traditional fundraising
sources, bitcoin fills a gap for hate groups”, 27 December 2017.
Available at https://www.splcenter.org/hatewatch/2017/12/27 /place-
traditional-fundraising-sources-bitcoin-fills-gap-hate-groups
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(1) Southern Poverty Law Center, “Bitcoin and the alt-right”. Available at
https://www.splcenter.org /bitcoin-and-alt-right
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2 —u Bl A
Code of conduct on countering illegal hate speech online, available at :
https://ec.europa.euw/information society/newsroom/image/document /

2016-50/factsheet-code-conduct-8 40573.pdf.
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(1) European Commission, “Countering illegal hate speech online:
#NoPlace4dHate”, 11 July 2018. Available at

http://ec.europa.eu/newsroom/just/item-detail.cfm?item id=54300.
2 Uil Jad ) e g g 2 g Al a9 bl (V)
https://www.youtube.com/intl/ar/about/policies/#community-guidelines
2 AL Jaal 1 e dalia 4 ) <) Gilad AadlSay Ablatiall o ga gy Ciliabpas Lia) 3

YouTube policy on hate speech, available at:

https://support.google.com/youtube/answer /2801939?hl=en.
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Facebook community standards, available at
https://www.facebook.com/communitystandards /objectionable content/.

(2) https://www.omnicoreagency.com/facebook-statistics/
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(1) “Facebook, Social Media Privacy, and the Use and Abuse of Data,” US
Senate  Committee on the Judiciary, April 10, 2018,
https://www.judiciary.senate.gov/meetings/facebook-social-media-
privacy-and-the-use-and-abuse-of-data; “Transcript of Mark
Zuckerberg’s Senate Hearing,” The Washington Post, April 10, 2018,
https://www.washingtonpost.com/news/the-switch/wp/2018/04/10/
transcript-of-mark-zuckerbergs-senate-hearing/?utm_term=.b0a
21f734d2dc; “Facebook, Inc.

(FB) First Quarter 2018 Results Conference Call,” Facebook, April 25,
2018,

https://s21.q4cdn.  com/399680738/files/doc_financials/2018/Q1/Q1-18-
Earnings-call-transcript.pdf.
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(1) Anna Jobin, Marcello Ienca, and Effy Vayena, “Artificial Intelligence:
the global landscape of ethics guidelines”, Health Ethics & Policy Lab,
ETH Zurich, 2019,
https://arxiv.org/ftp/arxiv/papers/1906/1906.11668.pdf.
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(1) Myanmar: UN expert warns against possible backtracking, calls for
more public freedoms, available from :
https://www.ohchr.org/EN/NewsEvents/Pages/DisplayNews.aspx?News
ID=14910&LangID=E

(2) Libby Hogan, “Myanmar Groups Criticise Zuckerberg’s Response to
Hate Speech on Facebook,” The Guardian, April 5, 2018,
https://www.theguardian.com/technology/2018/apr/06/myanmar-
facebook -criticise-mark-zuckerberg-response-hate-speech-spread.

(3) Steve Stecklow, “Hatebook: Why Facebook Is Losing the War on Hate
Speech in Myanmar,” Reuters, August 15, 2018,

https://www.reuters.com/investigates/special-report/myanmar-
facebook -hate/.
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(1) J.M. Berger, “ Nazis vs. ISIS on Twitter: A Comparative Study of
White Nationalist and ISIS Online Social Media Networks” (September
2016), p.4
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(1) Samuel Piltch, Detecting Hate Speech in Tweets Using an Attentive
Neural Network,Ibid, See also: Zachary laub,Hate speech on social
Media :Global Comparisons ,2019 ,Council on Foreign Relations
,available at this site : https://www.cfr.org/backgrounder/hate-speech-
social-media-global-comparisons.
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(1) K. Roose, “This was the alt-right’s favorite chat app. Then came
Charlottesville”, New York Times, 15 August 2017, available at:
www.nytimes.com/2017/08/15/technology/discord-chat-appalt-right
.html

(2) Joseph Bernstein, “A thriving chat startup braces for the alt-right”,
Buzzfeed News, 23 January 2017, available at
www.buzzfeednews.com/article/josephbernstein/discord-chat-startup-
bracesfor-the-alt-right.

£AS 3LaB g huusgdlall Srgoedl Ml



Jadn ades das| dazears (V¥ ) VY adall

Gsha dgihy al Abaall A 8 o aULall gand O Mol Jalead gl L (A i ) B
Eua Aoy e Baaiall Y gl giaal JgY) Jaanil) can gan gl A (S Lial)
G gl e cualiia Jad 3 ) LS aanil) adiay Adaall ) 8 o daSaal) @il
L Oddal) Adlad) o Ciial) Al

JSiy @ jda 18 44NE) e laia) Jual g3l Jilag o W ey (Ga Laa
Baaliiall g Hadl) 8 Ae p (e AKEAT Lal AR Ao j 4a) SN GiUad JLESI) puS
o il g Gl il i g Aol S Gl lualia 3 e cund (S5 a1 ad) gal) 02g8
) <) cilelan (e Gamaniall (e San jad S) aanil 31a) Las gf LaS cuils
agildabiie 1 Qludid) fea ddad) Ariaki g A gacall JLSEY) Jal agd cualiig
slida o La gad (Ao Glall) cilida (o cpdigall (o (Al aoal) Al s dagl)
LBl

el el | el |
ot bl | | bRy 19 el gl | 2 Gl | 99
i | bl (S el (&

dny pill) o gadll 93 e Cyaal) udlaal) 13h A (i gl
= (5 phtial) Al SN QL) paal) b ey St g giaal) Ao
Sl alsaf ¢pe Gy all 1) A ay (i pati o o laial) Joal sl 2Bl 5o
sl o g patal) Souaill g Aa) S Gildad oo duaal) cud ol AN A g Y
AL |

(1) https://globalfreedomofexpression.columbia.edu/cases/kessler-v-city-of-
charlottesville/

€4, 3LaB g huusgdlall Srgoedl Ml



Jadn ades das| dazears (V¥ ) VY adall

p A Sl il dga ga (8 A il (@ guadl) ;Y )

A 8l Gilhad ¢ Eanl) el gl AN Ay il (o guaill b Lad (2 gl
s Al gadl) o lldg Agall g Aaall (5 gieall o
gl g gional) 1o

O Eyaal) aud gl ) Ay ) o guadl) (e Egaall il ¢ g8
O sl g ¢ g pamal) il ghad) (5 giLB 3) goa (B (g puaiad) Goalll g Al SN ek
Balall ad A (e ¥ 1A (e uaal) Jolii B Y 4 ) £ Adud g paad) ) giaal)
by ally Gadall & (g sbuia ab g o) g (19BN (gl ¢ gkl gal) 1" Al g8y Ada OF
S S gl uiad) ol Baadl i (Al Guiy agion el ¥ Aaalal) i) 6l g
S (oabpand) LY i SlaiaY] g sial) o By o ARl iy slll i 5l
.Ji‘h.\éué;gjigé‘#‘

s paally Saaail) o (Ao 3 gSdall Balall (e AN 3 RAN Cual LS
s LBl da D) pladl) MASL A gal) 230l ¢y 9Ll Lgale Glay day > 4sa) <)
. oAl 13gd Al Al gla £LAS) () gl Al g ¢ el JISET A8S e

S A e paiy o Al 2 (g panall il ghal) ¢ gilE ) L kI 13)
L Sy (Sl g el oLl glit La gad e a) o) olinay Al Sl qillad ellaiaa
Cuad Al g paall il giall oIl cpa YV Y A Balall (gadal (Saall (e 4dl J g8
Led sy Lghaas (Al Sumaill g ) K1) i LeDUA (e Sy (A1) Jlall) Jiluag Ao
Ule 4y ga gl ol Jode dada ol djlia Gl L ST g Taalg gass e JS
S50 9 Apadi e gl sy ol aguy o AU i Ll Ada jaa slay) gl Jady
Jiay (s AT Ay Ay o dpile Lgdaa J5aT (30 (e s AT A8y s &)

£9) i aliaziifly g lall Sygacd) s



Jadn ades das| dazears (V¥ ) VY adall

oAl 18 e G ) Led jodall lially qlilay g Leded 8 (S 0l any 400l
. Jadlly dadal) ol dliad) Al p g g

O IS Guaadly Gublay " 4] e ¢ gl Gudl ¢ VYT Balall Cuna LS
vy ) i) gl pn Akil il Jalll o L SO adiial) gkl gaaly s
2SS Gl il 13 GLd e LS 1Y) BaEall gf cpad) gl AR gf Jual) i Guial)
dadal) gl Aliad) Gl g gB g (aa atl) 13 do i 5 1) Lgd ial) iliad), alad) aluad)
"Ll

LS Jla Lglalat (pSay 30 geall 02 5 J ) LY Sy a5 La YA (a9
L AN e gl ) ol (g pais iy ol ad e (g kil Jlad
A9 gl e

2 s siaall il Aalall Aol adaiil ey pid jaual A1 g3 J gl Liilali a3
b B Ll clay 288 (il LAY g Al SN Gildad g M L) 1S gLl
Netzwerkdurchsetzungsgesetz <lSadid) i) ¢ 5il8 Adis 8 Y4 VA
a by Lol (B A 5 (e Y QSN 98 9 NetzDG — balid) 4] jLiiall g
R CI{RRTY

SIS Al fraadiceall 41 o laia) Jual gil) Jila g cilata iand)
ool Loala) LY o quag (5 9SAY AL 3 jaarg (s siaa A gild ae Jga
Gt gl g S8y (A gL 8 (o giaal) LS A8 (gl S (o siaal) (LS 1Y) Lad
A PA 48 3] g JAY) ALl 1l g giaall g delu Y DA AL ) Lle

£9Y i aliaziifly g lall Sygacd) s



Jadn ades das| dazears (V¥ ) VY adall

AR Auld cilal i (gl jati Y] 13 clialall a) 53l ase Alla A 40l Lale cald
s aslae —

11 ole Joil (Sayg " Aa) Sl iLlad (4 gil8 1 sy ¢y gAL) 138 iy
SLaiay) Jual sl clatia Jpand Al Cidgy @Ml g 4e g5 e oY) ga ay () il
9 Lkl ¢ 5LA1 10 pea L 8 C0AA) A8Y g ol 5Y) jue Aaa) SN Uad A gieua
O SlaiaY) Jual il cliasia A giuca qui i dgaldon Clay pa Jlac Y Lad gai
O 3 gt oty L 9 ) Canald LaS (VAR Lgadl ga e Aoa) SN ldad L)
G99 add @A) la ) Aadlsa ¢y gild B Y 4 VY Cialia & NetzDG o5l
) gl s Bl VLAY aran iy giaa Bl LAY

ladi dal g i) o) g ¢ oildl) 108 jlaa) Aules o SML juaa
Ay Sl ¢ gl O g 9o aaiaall (e Badaia cilidy ddall adineall Cilakiia
g ol cre paadl olat) ) claB gil) jadli g ¢ i) Ay 2 Ao dai) g 13 938

(1) “ Germany starts enforcing hate speech law,” The BBC, January 1,
2018, https://www.bbc.com/news/technology-42510868. See also : Heidi
Tworek and Paddy Leerssen, An Analysis of Germany’s NetzDG Law,
April 15, 2019,available at this site:
https://www.ivir.nl/publicaties/download/NetzDG Tworek Leerssen A
pril 2019.pdf

(2) J.Lester Feder and Zorro Maplestone, France Has Rectruited Facebook
To Help Solve Its Anti —Semitism Problem ,March 11 2019, available at

https://www.buzzfeednews.com/article/lesterfeder/france-facebook-
anti-semitism-hate-speech

(3) Heidi Tworek and Paddy Leerssenldbid , See also
https://www.heise.de/tp/features/Russland-kopiert-deutsches-
Netzwerkdurchsetzungsgesetz-3773642.html
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il gl 4yl Fial) aladiad) pe dald LA A Caugi Al g Suaall) g 4y painld)
1 b b ciaela duad Loy Lliag @ jie) A1) ABNA) e laial) Jual 53l
. graird) g i adl) Glladl) (e g odl)

Cad JA Lag il dg s (gl 8 JAL La G el ) 48 L& Y Laag
P Gt Al Ailadl) alSal) cild Ua (rag dan (383 el 98 ) S o ggda
sl A a el o s Aliad alsa dllia ol J sl oSasd (oLl 1
Lgale doa g mal) Lladll 83 ) o) Al gl caua Ao aSlaall (amy < piie ) Laiy
LA SN Gl a e il JAy Giaa L 0

caSlaal) sy e B jalad) Ll alsal) (e (a el b Ladg
sl Ao aslaal) Gl 5 " ECHR " Oy (358t Aoy g5 5Y) AaSaalls
AL |

Cengiz V Turkey December 12, 2015 "
@M‘W‘Q&‘&* Y. ~/\a..\.ug_‘!w‘blb @‘u"g:yﬁ
oaiidll Youtube gbsa o 5353 sall claiuall e ciladia 5 jde o 5 il

(1) https://globalfreedomofexpression.columbia.edu/wp-content /uploads
/2016/06/Judgment-Cengiz-and-Others-v.-Turkey-blocking-of-access-
to-YouTube-2.pdf See also : Marina van Riel Cengiz and others v
.Turkey a tentative victory for freedom of expression online, Jan, uary
2016 ,available
fromhttps://strasbourgobservers.com/2016/01/05/cengiz-and-others-v-
turkey-a-tentative-victory-for-freedom-of-expression-online/
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Gl ol ) B cphall dbua (sl iy Y e aal) Ol g ¢ gl Uik o jlua) a3 a8
O agd cpadal) afi ¥ oY v A el Ll | el 3L duilaiy) 4iliad) dasal)
alal ddiads sleay) Cipda ad b cradal) (5 AT 3 e cudad ) 3L Ailial) dasadl)
o YD (3 8t A g5 0¥ daSanall

e ) e ) AilSa) dpaay Y] (3 ghad Ay g oY) dasaal) iy B
plal ¢paday 2285l Ay 3AY) ddial) agd () 983 iy g (et (3 sad AMLghil Llaia
JSéo Youtube (gadiieny | 5ilS (peaall off () daSaal) @bl g ¢ dasaal)
S e Lge 55 (ma B B duaia (B Qg OF () Aiig (2 Y S
Cuial LS e laia¥) g dsabpad) Jilacal) oldi Lali daaa alaia) cld il glaa
o54h sad adat duala yuia gl g il glaall Lald | jinaa JSE5 G gl gy ¢ dasaal)
ke Jilw g Lgdain ¥ (i) dpulpnt) cila glaall 45 A a (sha) geal) Adlaia
- Agatail

Lenle iz g mall 4pall b Jidi Youtube of Jhis) daSaal) culd i)
Y Glg S 5 il glaal) AL B agha G gotall LEDA o (e dald Al g
LB dila Cpagians R 9IS (g A Gad) el agaiad o ) 4B caally

e VY b jalald) Lgasa 8 daSaal) cuald aadi La e el
Ay 4d ganaa (a8 3 ipey 4] MUY ey Youtube gdge s i ) Yeve
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- Mdzinarashvilli v Georgian National Communications
Commission 2 August 2019V .
Yord ubas ¥ alaldl LgaSa 8 4 sad) Ay giaal) dasaal) sl
G odaa Aoy sad) Al o) cLat) At Apadatal) Aaidl) ¢ alsal D
R Gladl) £ 531 Gamy G dal) Ao cu ) Gladd edda g cud i) cililal
LAl
thga calua ob 5 lecdoad U0 jaieasl) ardi ) duadl) ailBg 3 gaig
sl 4y giaa) dasaal) alal g 9829 Yo VY abgd B L poa (B (gAY
Y lasy) Adall A e i) Aad) alsal Gy 4y gind aday aSally Lgsd Cuthy
s Jsiaall (e VY Balall g alSal) oda cp ol et 3 g sl 185 Aua 5ol
o @l A aal) iy sl y N Agua lada g 1 AT e cual Sl
O VY Balall (a Aalid) 5 AAY Anle Cual Lal Ui g5 oAy jay il glaal) Jiig AL
29 QOB (5 g pmartl) A g (o 3508 (o phy praney Y AdE gl ) gl
dadld) i Al gd) (¥ laad ) B gasad) adiaall JANS 59 0 b La 39
Al Claglaall (o RS adalg ¢ i) (5 g8a Alaad g (DUl ol )i Bas g of dalall
. Aa) 3 g pLall) P Gladal g gy yliad

(1) https://globalfreedomofexpression.columbia.edu/cases/mdzinarash vili -
v -georgian-national-communications-commission/?lang=ar
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= g A alSal) o Ao doa ) gl 4 ) gl daSaal) caasi adg
sshiaal) Ao sl el 45 a o 1398 (i j0 ey Adadl dpagatil) daidu)
By ada Of (A c Ll g el 4 e A JAal) AT Ad) e SIS Jiay I3 i g
CipSd LaS e glaal) ALy & 655 31 3Y) Jgie Ao B1al i i dpdl g4 iy giaall
At gall 0 g 8 pad) cilaainall dgalli (b S jgay adlaa i il Ay a
AU Sl 58 G da gida dpadle) Al g al) aadaall dala (8 Aokl B gasal)
i JAd alaty) Al o a9 amaall e JLSY) £ jLEG g cilaglaall
A dady dle dalas (S poatl) A e (A0 208l (28 8 dald Lpagsa
s Y el pall (g g (iSay Y A9 AN A

o L £ LAl alsal) o Ay gil) daSaal) Cpiie) At La e sl g
a8 LSa 4y ) gieal) daSaal) afa dayg bin s sieud (o YV Balall gl alkal]
aslaii daga (8 ALiaiall il jlaall Lalal aia 43Y (a8 0) aMeY) slad b s 4 (1
. Al dalud) ) cilaiy) g cila glaall (s giaa
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- Simuni¢ v. Croatia 22 january 2019 .

Lga L) 5 S aida dpiliad (g g0 by (5Bt A g oY) AaSaall cuiad
Uadl) oy ot Llla doay 205 (O (230 (s 1) ¢ i gana (i) 9 1) 2811 3 S oY
AU Aalladl Gpal) A ALl M Lliugl " A4S jay Ua e | e o33 55 Gusesy
LYl B jalall Lgasa qa gay dlld Al g3 ) jlea s L

Gl Jlacd oaga il ) g SN addll B S cue Y A1) Auadl) ailBg 3 gal g
Lalla a0 g s a3 lld i) Ao g dailu] (Ao 00D udliia 8 aay AUl dpallal)
dasaall () ol goa by Al oD ady A a1 ga g Ay paind) Al Sl o il
A8 ) o Aty o Ol g dapad A 58 Aot Ll daay Gl (3 s8at A g 5Y)
. s

fee L e aay ¥ g8l oD o 35 Gl J SR () dasanal) gl Bl
54ia a8 84S oY A oS Gl (§shald A g ) oY) ABUEY) (e B dilall Balal)
B 08S O Ale Ay (LS Adl g andl) B S adia (e aall 4 (s Xiay i saly
e GRS g Cpaldiall & gl Ao (6 51 a0 ciligh! Jaiaal) abd) S5 ¢ A
Aoladl 138 oo adiag O

- Smaji¢ v. Bosnia and Herzego February 8, 2018,

(1) Anja Vladisavl jevic, European Court Rejects CroatianFootballer
Chant Suit, 30 January 2019, available from :
https://balkaninsight.com/2019/01/30/josip-simunic-defeated-at-the-
european-court-of-human-rights-01-29-2019/

(2) Hate speech, European Court Of Human Rights ,Press Unit March
2020,P.18,available from
https://www.echr.coe.int/Documents/FS _Hate speech ENG.pdf
See also:

file:///C:/Users/compunet/Downloads/Decision%20Smajic%20v.%20
Bosnia%20and%20Herzegovina%20-
%20insulting%20posts%200n% 20Internet.pdf:
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cilbaiiall aaf Ao cls Liall (e dday Al day cuanil) g 43581 g 4l daa) <)
A el g Al L A ALY Sy A (o Seall Jaall Ciua gy i Y)Y ASudy
A8 4} (e guadl) da g Ao lhall adla o) Enac AT QA alB Alla B 4845
Bl L g 0¥ dcaSaal) 48 a8 g ¢ ) ggand) agl dpudad B 4l oo il cpal
Balall Gua gay qullal) anlla (o S () Yo VA bl VA Jalad) LgaSa B by
ol (Ao A0S Y LY Mgl e ludy) (3 g8l Ay g ) o8I ABUEN) (ha B pdilal)
g Agling culhal) aafia dpuiad (B a3 a8 dib gl) aSlanal) O Ly @il 9 gl g
aB oaall o Ao LgaSa cualli g cale Saal Gaadly AN ) e A8 La ol
o A8 ) clBlall At duad) Allaeall ) (3 ki g Al dliga <t adiin)
Lgiad g i) il glad) 0 AaSaall il g ¢ £ puad) oLl day (i gal) adinuall
oda (i Lida jlali A ad Uil g Adad Al pa dpailiiia Al dgle dyila gl aSlaall
o ) (8 8t Ay g oY) ABUENY) (e B pdilad) Balall (i (g 4 giiad)
- Savva Terentyev v. Russia 28 August 2018 ",
LA i) ae Ao gie gl O ClendY) (3 ad Ao g ) Y) AeaSaal) il
Aliay ga cdda pdud) cilSigail a8ih < AN e (g ) Sl (el 0 il add e
Bl L g oY) ABUENY) (a8 pudilal) Balal) G gay mandl) Ay a8 (gl gy
. Ol

(1) https://globalfreedomofexpression.columbia.edu/cases/savva-terentyev-
v-russia/,See also : Dirk Voorhoof, Savva Terentyev v. Russia: criminal
conviction for inciting hatred against the police violated a blogger’s
freedom of expression, October 9 2018, available at
https://strasbourgobservers.com/2018/10/09/savva-terentyev-v-russia-
criminal-conviction-for-inciting-hatred-against-the-police-violated-a-
bloggers-freedom-of-expression.
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e 13, 4 gla e Savva Terentyev el Jod (pa (Galail) H&5 alg
88 DA diaual) saa) yhal dabiw ad) gay dda ydl) (il ce A8 Aaua ol
LaS " cpali " " 3R 1 agdl o Ayl ) ) B LS g iy
3] i) as b Baal 4l aSal) 5 il g Ayl Jlay @ ) (el el
QALY (e s gana Al S Ala) g plaad) g da) SN Ao Al G Al Gu
Bla A g ) aSlanal) cua i @il g doe laia) Ae ganal agilaii) (bl (Ao
daSaall @i gy, 40a ) Sl Gilbad ¢l B G gay (ald ISy drana Ao gaaas Adydl)
Glaead) g Adiliadas ) B Terentyev swd) 4513) ¢ i) (3 98ad Ay g Y
daSaall Cijdag ¢ i) A a B Al B Gualife p@ DA IS 43d cual Q)
Ao Sl ildad aBis ) ) g8l () (ma LgaSia (B (Y (G o8t A g6
Cra A8 W pundls IS g A8 g = guda g Lyl oy o)) ey Cdinl) o (g il
dacil g adl pad) 02 (pe AcaSlacall 4 paiil) 41 gal) dalus 4sd ruall puda g caiad Jal
« Y Gadaill A (e dalaiin) el O Jalag g 1aa
- CasaPound v. Facebook December 12, 2019 @
Bale g ilaal) Japdili Bale) & gaad (Ao Gty Ak La gy daSan cuad
Al Laday ) a1l 13 JLAS) a8 4B cagand) A8 Goall Aaldl) cladal) Jads

(1) https://globalfreedomofexpression.columbia.edu/cases/casapound-v-
facebook/

See also : Angela Giuffrida, Court tells Facebook to reactivate Italian
neo-fascist party's account,12 Dec 2019 ,available at :

https://www.theguardian.com/world/2019/dec/12/court-tells-facebook-
reactivate-italian-neo-fascist-party-account-casapound

N ;‘z’a\"‘:s’b ;".‘."’33"2'" a’“‘."“@



Jadn ades das| dazears (V¥ ) VY adall

) ks (9 Aaduall J ghnay (aldl] laad) IS g cibad) Japdiil Ciliiy & g
oda A1) dodes 0 (A 1ALl a) 130 (B gand Jala aB g ¢ ppandl o) jlacd)
Ll Jy (5 siae Culadas ciladial) o3 ¢ (uld o e g e il Cladial)
il gina peid Gl o grash Sl ga Lida jlatia ay g Cdial) g 4 Sl) Ao (aay
L diall g A Sl Ao aad

Jli gl daiaS Facebbok — A—iasd cuey 4l daSaall iy 28y
dadia) Julani (b ¢ gyl 4 2 po ot dilaal) Lgliaga g (S laial) Jual 5il)
daalucal g alad) GELATY 8 AS jLdiall liad) aglal LSLgii) day cjadly Aualil)
a e & grand ()i GUAS AaSanall & 83 g0 Agida gl Aclpad) B Akal B pasall Jiluw glly
Apaddices poa dgablail) ABde 8 4 palil) ddlalus e oy &) ey ¢ gilalL
8y g < gl g quthal) Ao daSaal) cuBd) g AT (CLSLEARN) L) aly s
hid b Qlual) Lggd JBa gy g8 950 A v LB Aa) 2 ) dBLaYl cagdlsll
. ullal) any

S Ay g 5Y) aSlaall Ayl B alsal (a slivia o Lea SN (1ag
A3 e o aslill e Ly 0 Lpaas @ iia) a8 aSlaal) s ol J BN W
doa gl ABle) g ad) gall 02 uaa O (Ao 3287 i g SN ad) gal) ) J e sl
BN g Aol gl) pilaual) (puiailiag At giSAl) pmandl) A pea Lfilia amy L)
gl gl
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Disinformation &fake news

Bela) Jga (ra Ailill 3 gual) o Eyaal) duiagall 138 JUA (e J gl
oA aladin & JAali Al g olaiay) Jual sill bl ga e il 4y aladiial
(e Cilailid) g Ay Jal) cila glaal) g Ny Jaliatll il Adlad 31als ciladial)
. oy (Bl

A0 JaY g Al al) el glaal) i Abes o gl e (i 9
a8 Aaal) Lua ot g3l g Jual i) By ¢4 ) a3 aaB dia g pae ciladldd)
A ) A8 g el g Bkl Ao W LS (e e

aiaall Baae Al g Ao ) Al A Alliaal) cilaglaall a8 off & Y
LaBlia o Ll S o) (pSay A8y e of Alald il glaal) () S5 Ladind
ila laa il 65 ey JUiall G (Ard Aabpnnd) 2g) ) 35 aBLLZAY (il gall
clagiia pdd Guh oo i) agibla Ao il cadd) of 0 adot Allae
ol g (Bl Ao g Ll L3S LAY g Albaal) cila glaall Cidi g5 aly LaS (dla glia
s Jobar g QAL Cadl o il g JSd S Lay ClAINL (el Lagd
. (Aol Alany) Alaal
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A Al cilaglrall g cilailid) (pe Sliad ¢ ulal) (e ddy Ja duall 7 55 Ll
B gy ey Ly allad) 92 apan (5 ghuma (o8 L g8 g JLAl) il
Guob O SLaiaY) Jual gl adl ga e ) 4y e aladied Sela) 3 5 daudal g
LA LAY g Alliaal) cilaglaal) s

Lalal) clibd) Jas slaial¥) Jual gil) cladial L) Fial) aladiuy o)
O clilad) o2 aladind alal Gl zidy La gb g ile S dalia Cprasdiianally
boali dgle 3k La b g agad) Jgua sl g Catiional) Cilagion @il gy g ) DA
Y micro — targeting (- <lagiud) 5user profiling adiual
" ALl @l LA g alad) QaLEI g Al B gasall laags (S8 o)

&L A g 88 e laiaY) Jual gill claial Al Fial) aladiud) o L&Y g
Ao g Ly LIS (LA Copy gl (3T Ao ciladiLil) g Allaal) cila glaal)
il gy g aladind ¥ 138 aeay La Ll 5 ¢ 7 Gy o e cilaglaall i
OSag ) Cpadiial) () o siaall Jlua ) (Ao 5380 Ll (468 Al) Robbots
gl Ad) & ganl) Cilandl g Asadldd) agdluadl (o cliby A (e agdlagial

(1) Shara Monteleone, “Artificial Intelligence, Data Protection and
Elections” (European Parliamentary Research Service (eprs), May
2019). available from :

https://www.europarl.europa.eu/RegData/etudes/ATAG/2019/637952/E
PRS ATA(2019)637952 EN.pdf

(2) Dean Jackson, “ Issue Brief: How Disinformation Impacts Politics and
Publics,” 2017 https://www.ned.org/issue-brief-distinguishing-
disinformation-from-propaganda-misinformationand-fake-news/.
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adilie L) Lgd At ) cLad) (i) i S JUial) S (lnd
) YNV oy L ) glaay al il (ol Cabpaad) (1 2208 A8y 3a gy
Tl Gaob o8 Ll g &) i) i Sl Gy e gaaud (il g daala (e slale
BLAGY) A8 2 pa (14l e (2B g gpad ) G guand) pdilBia Joy gl e jald
i) Ao A0a 1 (5 g S ad gpadl) 13 L] o e a8 ) Ao (Dl Y
ol iy Nancy Pelosi <uils ¥+ 19 gila 88 dBianl) 48 Jal) Ly ol gisil)
S ddla B Lgls Gaati b 5 W iy £ Gy e sl dad (S5 5V Gl ol
g ) gl 2Bl g o Ll g ) LA gaa8l) 1Aa &) 281y drunkenly
- Daal lgilla gl cligsl

(1) Judit Bayer et al., “Disinformation and Propaganda — Impact on the
Functioning of the Rule of Law in the EU and Its Member States”
(Brussels: European Parliament, February 2019).

(2) Supasorn Suwajanakorn, Steven M. Seitz, and Ira Kemelmacher-
Schlizerman, “Synthesizing Obama: Learning Lip Sync from Audio,”
acm Transactions on Graphics 36, no. 4 (July 2017).

(3) Donie O’Sullivan, “Doctored Videos Shared to Make Pelosi Sound
Drunk Viewed Millions of Times on Social Media,” cnn, May 24, 2019,
https://edition.cnn.com/2019/05/23/politics/doctored-video-
pelosi/index.html.
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(1) Communication from the commission to the european parliament, the
council, the european economic and social committee and the committee
of the regions tackling online disinformation: a european Approach,
Brussels, 26.4.2018 COM(2018) 236 final,p.5, available at :

https://eur-lex.europa.eu/legal-content/ EN/TXT/PDF/?2uri=CELEX:
52018DC0236&from=EN
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(1) Ibid ,See also : Regulating disinformation with artificial intelligence
STUDY Panel for the Future of Science and Technology European
Science-Media Hub, EPRS European Parliamentary Research Service
Scientific Foresight Unit (STOA) PE 624.279 — March 2019, p.1.
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s AWl ) o zlac o sac YOI A
https://www.ndi.org/sites/default/files/Arabic% 20Supporting% 20Inform
ation% 20Integrity.pdf
Christopher Porter,“ Fire Eye exposed an Iranian disinformation
campaign. Not from Silicon Valley but from N. Virginia.”, 2018.
Washington Business Journal. https://www.bizjournals.

com/washington/news/2018/08/27/fireeye-exposed-an-iranian-social-
media.html.
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(1) Chen, Adrian. (2015, June 2). “The Agency.” New York Times
Magazine. Retrieved June 6, 2017 from

https://www.nytimes.com/2015/06/07/magazine/the-agency.html.

(2) Caroline Jack, Lexicon of Lies: Terms for Problematic Inforamtion,
Data & Society Research, 2017 , p. 2

https://datasociety.net/pubs/oh/DataAndSociety LexiconofLies.pdf,
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(1) Ibid

(2) Raghav Bharadwaj, “Artificial Intelligence in Home Robots — Current
and Future Use-Cases,” TechEmergence, February 5, 2018, https://www.
techemergence.conv/artificial-intelligence-home-robots-current-future-
use-cases/.
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(1) Eric Rosenbach and Katherine Mansted, “Can Democracy Survive in
the Information Age?” (Belfer Center for Science and International
Affairs, Harvard Kennedy School, October 2018),
https://www.belfercenter.org/publication/can-democracy-survive-
information-age.
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(1) Emma Jane Kirby ,The city geeting rich from fake news ,5 December
2016 ,available from :
https://www.bbc.com/news/magazine-38168281
sladl aaad by ol dsliia Ao Alygh agie A " (uld " daal galaiBY) LLaL 3K )
e B2 58 capend) (85 alg clabai BLAD 138 55 5 Y1 il giaad) b (S5 i g 55
SR S Anan ) S Ul ) RS Adaal) il (e ) oY (S5 cdgalua®) g Il adluaal)
AL LAY aiia
(2) The Fake News Machine Inside A Town Gearing Up for 2020, available
from :

https://money.cnn.com/interactive/media/the-macedonia-story/
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Goldman Juald i 8 cld oe5ls o Wiki Leaks Wi (A
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. Grbeal) aa pall (i a3 Jadd Y g £ Y7
(1) Craig Silverman and Lawrence Alexander, How Teens In The Balkans
Are Duping Trump Supporters With Fake News, November 3, 2016
,available from :
https://www.buzzfeednews.com/article/craigsilverman/how-macedonia-
became-a-global-hub-for-pro-trum

(2) Craig Silverman and Lawrence Alexander, Ibid
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A 9D JLadl) 0da i gan (a o aling LS La Guua JUilal) JLAY andaall ciladl)
29 Pizzagate dapdad G dedly 38al) 3 Gl ) 4] agiall CidS cilifanl)
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(1) Ibid
(2) Cecilia Kang & Adam Goldman, In Washington Pizzeria Attack, Fake
News Brought Real Guns, N.Y. TIMES (Dec. 5, 2016),

https://www.nytimes.com/2016/12/05/ business/media/comet-ping-pong-
pizza-shooting-fake-news-consequences.html.
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(1) German Lopez , Pizzagate, the fake news conspiracy theory that led a
gunman to DC’s Comet Ping Pong, How Pizzagate went from the
musings of 4chan trolls to the cause for a gunman at Comet Ping Pong
explained,Dec 8,2016 ,available from :

https://www.vox.com/policy-and-politics/2016/12/5/13842258/ pizzagate-
comet-ping-pong-fake-news

(2) Danielle Kurtzleben, With 'Fake News,' Trump Moves from
Alternative Facts to Alternative Language, NPR (Feb. 17, 2017,
httpl//www.npr.org/2017/02/17/515630467/with-fake-news-trump-
moves-from-alternative-facts-to-alternative-language

(3) Wylie, K. (9 October 2018) 'Hillary Clinton Sttacks Putin over Brexit
as She Claims Democracy is 'Under Siege'', The Independent,
https://www.independent.co.uk/news/world/americas/hillary-clinton-
vladimir-putin-brexit-democracy-under-siege-a8575001.html
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(1) Jone Swaine , Twitter admits far more Russian bots posted on election
than it had disclose Company says it removed more than 50,000
accounts and reported them to investigators, marking latest upward
revision of  figures,20 jan 2018 ,available from
https://www.theguardian.com/technology/2018/jan/19/twitter-admits-
far-more-russian-bots-posted-on-election-than-it-had-disclosed See
also : Amelia Acker, “ Tracking Disinformation by Reading
Metadata,” D&S Media Manipulation: Dispatches from the Field, July
17, 2018 https://medium.com/@MediaManipulation/tracking-
disinformation-by-reading-metadata-320ecelae79b.

(2) Jone Swaine, Ibid
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https://www.collinsdictionary.com/us/submission/17707/troll+farm

(2) Jone Swaine, Ibid ,See also Hautala, L. (16 Oct 2018) 'Hackers, Trolls
and the Fight over Your Vote in the 2018 Midterm Elections', CNET
https://www.cnet.com/news/hackers-trolls-and-the-fight-over-your-
vote-in-the-2018-midterm-elections.

(3) Hautala, L, Ibid
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(1) Mark Scott, The office building that used to be occupied by the now
defunct Cambridge Analytica Chris J Ratcliffe/Getty Images Cambridge
Analytica did work for Brexit groups, says ex-staffer,30-7-2019 ,available
at : https://www.politico.eu/article/cambridge-analytica-leave-eu-ukip-
brexit-facebook/

(2) Matt Burgess, “Twitter has admitted Russian trolls targeted the Brexit
vote (a little bit)”, Wired UK, 8 February 2018,available at :

https://www.wired.co.uk/article/twitter-russia-brexit-fake-news-
facebook-russia
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. (‘)gej‘;fi\ Ay
L 598 (g mmd Gl A0Sl i) g Alla ) cil—aglaall -
COVID-19 2aiwall
948 L cua Adla B ALy ol ) Agae JeAl ) allad) B3 Sy LaS
L g Sl Juadl Ald 68 Layy s B9 (A e
e Ly 219U Gl daieall Uig oS (ugsmd O (pa a8 11 Ao oSy
dalad) BLal) g glaiBY) L&) g dpad i) iy Al Ao 48 guia & 398 g Giie
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claba agaal) slygll 13a yb g 288 Jau ¥) (354 (A Ld Ll Y g2 Al da Vg
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(1) Ibid
(2) Matthias von Hein, Disinformation and propaganda during the
coronavirus pandemic, 31-3-2020 ,available at

https://www.dw.com/en/disinformation-and-propaganda-during-the-
coronavirus-pandemic/a-52970643
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alasy) Lgiladi oo Slad pdadll cpailal gall Blia g o3 Ao Y1 ALl Adllaal)
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P Gialan alAEY) alina oSl ) 138 daual) dakiia Cas i 28y
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(1) Ibid.
(2) Ibid.
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oaadl A g Ao (g il

Gl 4880 e Cilua oY1 9 Lgad Al (5 ganl) ald i cdlSY) Jalis o

-

JAagsall

o Cpimall Apdlaal) joLdiall (&85 e pamd) (g ) 130 L&&5 U 8L
Juas ) S i (i alid aa ) iy & il S ok (8 Basaia (S
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Nt

(1) JOHN GREGORY ,The coronavirus ‘infodemic’ is real. We rated the
websites responsible for it , FEBRUARY 28, 2020 ,available at :
https://www.statnews.com/2020/02/28/websites-spreading-coronavirus-
misinformation-infodemic, See also, Viral Lies: Misinformation and the
Coronavirus, March 2020 ,available at : https://www.articlel19.org/wp-
content/uploads/2020/03/Coronavirus-briefing.pdf
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Glawischnig - Piesczek v. Facebook Ireland Limited October

2019Y

Jogae addicea Juaa Goa (Yo VT Jo) ¥ ) Audadl) oda Cilaa 3 gas
"Olgna" 0e2d.at " (s sbuall) LAY adgall (e ddadua Ao Yl 4y 5¢d)
Lidat dza i g " Cpiadl) BT 0 gadaal) S A Ao Blal) caag: judadl)
rad¥) Gl Ajlud) A0 judl) Allaal) 1 dldiy - fudtNE Ly 4d Chany
Ldaal) pliand) g 5 381 ALLAN 1" o gbosall) il gl Gudaall B gulaadl g (5 gbusalll
& gragh Ao B uaa B gua A4y gl Sl Ll aBly LA G all g a iy g
(atiions aotad OSay gad (A8 Ll — AadddE Wy 5 pea g JUal) O g Jaad
Rl () g Ay gal) () S (e o gpend
4 i) Cida & grad (o AindidB Lay) ciglla (Y VY gl Voage A
Gt al Ml il o gad A8l " dle o aall o) andial) 4y g8 o LYl g
e aal) Conailld caadiiucall A8 8 4 5¢d) (o Zlady) qullal Y g Cadad) qullal Y
sl Jlaiaad i (B aSadl) A Lgha ) Jaliia) Uiy 4 )il daSaal) (ja ) gl
O iy LaS il gyt (3 98 Alaad (o gbucail) ¢y g3lAN Cpa VA 3_RAN i gay

(1) https://globalfreedomofexpression.columbia.edu/cases/glawischnig-
piesczek-v-facebook-ireland-limited/

See also : Elda Brogi, Marta Maroni, Eva Glawischnig-Piesczek V
Facebook Ireland Limited: a new layer of neutrality,17 october 2019,
available at : https://cmpf.eui.eu/eva-glawischnig-piesczek-v-facebook-
ireland-limited-a-new-layer-of-neutrality/
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oY) (3 g8t Ay g oY) ABUEN) (e Y

) Camd ) A Ay glaall) Lilad) daSacall alaf &lld 3 e Y1 O SNy
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- Muwema v. Facebook Ireland Ltd August 2016"

oy M) (g giaall ANl & gand Hali i 1adl i A Lilad) AaSaal) cuad

Ladat) daSaal) ) g 488 A3 pa g ¢(o giaal) (il Jdd Cpa c AYY ey Gl G b

Cilaglrall e Cadsl) & guid e ol Gl Y G dle GLE) a5l (e
. padiecal) 48 ol Baclawall

e YE ) ula VY e bRl B Al ) dpiadl) sda adllg agaig
LB " 8 gl ala Jga cMLEe EOU jlatiace aaly & gad Gl 5 Y0V
e laiaY) Lladl) Jga cilaghea o iy alBEL Glacal) 138 Sy " Lay ga
LY A g CulS CLB) 03 O Lag ga daead) (ool g i of B Apaibaad) g
Ll (g1 (i) cloalga¥) (o L 3 9 8 oS Ailla B gl ) (il Ay )9 Aciag)
LAY A Al 4y dualdl) Blalaal) A8 g Al e

i giially & ol dye AN AS ) ealaall JAT YN Gujla YY g
(s Y ety osleal Ol AS pd) g o gal) (e gl ) Ll dlay & gl
LaS cciba glaall 0da i M) aadiecall ) Ax gy ¢ e Jo Al ) da g O
e O Ay ) gicial) ABa 4l (o pranin ¥ g g (o Ly AS pdd) s )
Ang (1o Ay gl N g (A0 (5 9ty g (g giaall daay (LB aSay V) (g giaal)
. aadl)

(1) https://globalfreedomofexpression.columbia.edu/cases/muwema-v-
facebook-ireland-Itd/.
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- Lancellotti v. Facebook November 2016
) AaSaa asa Juiol gomila o9 sy LY A diliEY) A Cy
9 QALY (g gtiaal) A1) B Sl o A ghal) Jy3) ) & gaash £ b Jany A
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Lile 04 cadad & gaoed a2 Aliaall LgiS ja Al g ol Adll o dlld g Aliaal)
e ad y cudad LS ¢ Aliaally Jlda (g gina cdliaing Cle gana V¢ g LIS Luadd
@y bl duu e v v e A dus Ve Ga il G gl sl
O A8l it Atilaa 31l & gaid g (5 by Bnead) (a ABDad) () AaSaal)
QAL g celighoal) dglan 0 gilB Gondal (pSay (ula) 118 Ao g addiecall g Joand)
QJM\@MﬁéJ#J4&%@5!#\&“&44&%5
daSaal) cias) ab g (ay g Ao Jgandl Lgda (e rmal ALl g B gual) B 3a)
Al Sl B (Bl aea Lgid) ga a9 28 0 (e Adlhs i) ) A a0
) al) gl B Ade (o ualal)

(1) https://globalfreedomofexpression.columbia.edu/cases/lancellotti-v-
facebook/
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LS il i ld A 8N cilS i) (g giaa (Ao AD) SAIG o
Laldl) daddldl Jag pdi A (3841 JYA (e dagd (Say !l 4 8 o elihaY)
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(1) Artificial intelligence @ and Fake News ,Available from
https://www.article19.org/reader/global-expression-report-2018-19
/globa l-analysis/global-analysis-2/media/artificial-intelligence-and-
fake-news/:

(2) S. Frenkel, Inside the Obama Administration’s Attempt to Bring Tech
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Companies into the Fight Against ISIS, BuzzFeed, 26 February 2016,
available from: https:// www.buzzfeed.com/sheerafrenkel/inside-the-
obama-administrations-attempt-to-bring-techcompa?
utm_term=.eoN44ER6aM#.x0aJJExkQS.
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(1) Paul Armstrong and Yue Wang, “China’s $11 billion news aggregator
Jinri Toutiao is no fake,” Forbes, 26 May 2017. Available at
https://www.forbes.com/sites/ywang/2017/05/26/jinri-toutiao-how-
chinas-11-billion-news-aggregator-is-no-fake/#1d8bh97804d8a.

United Nations,General Assembly Promeotion and protection of the
right to freedom of opinion and expression 29 August 2018,
A/73/348%,available at this site : https://undocs.org/A/73/348
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(1) Maja Brkan ,Freedom of expression and Artificial Intelligence : on
personalisation, disinformation and (lack of) horizontal effect of the
Charter,9 April 2019, p.2 ,available from :

https://papers.ssrn.com/sol3/papers.cfim?abstract id=3354180.
daga 5y bl jRagal) Gladdy adeY) g L ol SN Jua A Jga 38 0 Jlasf Jaug ciliga (V)
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(1) Malgorzata Nguyen Tie Borkowska, The implications of filter bubbles
in social media and the impact on the society , 2018 ,available from :
https://www.idareact.org/the-implications-of-filter-bubbles-in-social-
media-and-the-impact-on-the-society/, Council of FEurope study
‘Algorithms and Human Rights: Study on the human rights dimensions
of automated data processing techniques and possible regulatory
implications’, DGI(2017)12, 18, See also : Eli Pariser, The Filter Bubble:
What The Internet Is Hiding From You (Penguin 2011).

(2) Sarah Eskens, Natali Helberger and Judith Moeller, ‘Challenged by
news personalisation: five perspectives on the right to receive

information’ (2017) Journal of Media Law ,available from
http://dx.doi.org/10.1080/17577632.2017.1387353.
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Automated blocking and removal of illegal content

A1) ol el AV Jila gl e laia¥) Jual gill Jila g oy addies
s S Ao Jaidy gl chinll o (apag oM (g siaall g i hiall (g giaall
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Qpal) Liuatll e Calidy oo g Wilu sapaald a3 3 JUkSL ALY) Cpadiical)
e a1 of alal) aa (Dasiiia) Jpa g s s Jy (s giaall A1) a3 Y Eua

Jalatl) (ySay A Lagl iy (DALt ¢ galall L o (la¥) o S
A4 (VPN) dald 4l ) Al aladind) (Guob (o Bale jlial) diles o
Ddad ga £liA) g ardiuall ) gl

(1) Council of Europe study ‘Algorithms and Human Rights: Study on the
human rights dimensions of automated data processing techniques and
possible regulatory implications’, Ibid .

(2) Regulating disinformation with artificial intelligence ,EPRS ,European
Parliamentary Research Service ,March 2019 ,p.39, available from :
https://www.europarl.europa.eu/RegData/etudes/STUD/2019/624279/E
PRS STU(2019)624279 EN.pdf
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LYare

(4) C ayton, R. (2005) Anonymity and Traceability in Cyberspace,
Cambridge Computer Lab Technical Report 653,
http://www.cl.cam.ac.uk/techreports/UCAM-CL-TR-653.pdfl,
Regulating disinformation with artificial intelligence, Ibid, p.39.
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(1) Regulating disinformation with artificial intelligence, Ibid, p.39

(2) United Nations,General Assembly, Report of the Special Rapporteur
on the promotion and protection of the right to freedom of opinion and
expression, 6 April 2018,available at this site : https://undocs.org

(3) Ibid
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(1) SPOT LIGHT ON Artificial Intelligence &Freedom of Expression.
March 2020, P.3 Available from https://www.osce.org/representative-
on-freedom-of-media/447829?download=true

(2) https://www.facebook.com/communitystandards/content_related
_requests/.

ot ¢ 3LaB g huusgdlall Srgoedl Ml



Jadn ades das| dazears YoV st ) VY sl
( )

) ABA ) JLE) aay M) g ALE e Aaddinall il )l sAdL (Bl Cila glaay
DV ggalf clalid) A3 | M)

P ASad) Jad Glie] L 4 AN cilaliad) cuily cra & ) 138 il
S Lo Ay gha 5,80 cully 3 g Cilal) adl e QS Y B ) gaaal) Cilh guadl) Cida
GaY g 2 Ll ) J adgal) cladia

Aaidiale po g giaall i A8 Youtube 285 dubiw (o Wiaad )iy

Laia g ad gally Aaldl) clubsad) 8 4 7 gamall 1€ (o giaal) 2aa 3B 2B gall o
Loadall Aaldall g (o adly ddlaial) ALl dlli A | gaY) oda

Harmful _sbil) si jual) g sisall s Nudity or Sexual content
Hateful content 4! 8! e (as; s gisa sl or dangerous content
cililagll s Harmful or graphic content <iie Mldca adas Cly gisa i
spam, 4lléaall clibyll AiSy Harassement and cyberbullying sl g
gzbl) 3s8s 9 Threats <Iauagilly misleading metadata and scams
Impersonation 42 5¢)) Jiil g Privacy 4xaswedlls Copy right <&l
. Julat) g
=l s siaall Jaali LIS Youtube  giar (g ba A A8L&YL g
oaad LgIDA (e sy Eua Content ID Aol Ao gy y&il) g aal) (§ oday

(1) Angela Charlton and the Associated Press, “France threatens new rules
on Facebook as Zuckerberg visits”, 10 May 2019,

https://www.pbs.org/newshour/economy/france-threatens-new-rules-on-
facebook-as-zuckerberg-visits
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(1) Google (2018) How Content ID Works
https://support.google.com/youtube/answer/2797370?hl=en

(2) Artificial intelligence, Content Moderation, and Freedom of
Expression, Ibid, p.18
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Demoting and diluting legal yet harmful content

S i) alod o) 5 () padiianall Al 1) (g siaall Juilgd) anal) (s

wm‘zﬁﬁ)w_admg_uﬂdleﬁﬁj 4&\—%33”@]&\\9#5 293 g =Sl)

(1) Report of the Special Rapporteur on the promotion and protection of
the right to freedom of opinion and expression,Ibid .
Al 50 (A g Ayl paciliga VE v e (ga adli Y VA Gudaed] B Ad) SAIL juaa
B (ol of Al (e omall (B Gy d e o AS A Jee Ly a8l oo ADA (e g
. Sl olSM) ClBMA ¢ Euaall Jlaa i@ 3 aY) sa 5, 5 siaall Ao
See : Kate Conger and Daisuke Wakabayashi, “Google Employees Protest
Secret Work on Censored Search Engine for China,” The New York
Times, August 16, 2018.
G siaa &S Olda LIS LAY VY ale 8 Baainall dygua o) (s alal) (il JUal) S b ()
daaiioal) cilibuad) (335 o)) 4 g <) pliall Ao GBI DA e laiay) Jual gil) Jibu g
Aslu Y gl AW e o L igf e i D il gina i
javier Pallero, “Honduras: new bill threatens to curb online speech”,
Access Now, 12 February 2018 .
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(1) Mixed Messages? The Limits of Automated Social Media Content
Analysis, November 2017,available at : https://cdt.org/wp-
content/uploads/2017/11/Mixed-Messages-Paper.pdf ,
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(1) Emaa Lianso , Artificial Intelligence, Content Moderation and
Freedom of Expression},26 February 2020 ,p.4 ,available from :
https://www.ivir.nl/publicaties/download/AlI-Llanso-Van-Hoboken-
Feb-2020.pdf

(2) Mosseri, A. (2018). Bringing People Close Together. Facebook

Newsroom. Available at:

https://newsroom.fb.com/news/2018/01/news-feed-fyi-bringing-people-
closer-together/; Facebook (2018). How People Help Fight False News.
Facebook Newsroom. Available at:
https://newsroom.fb.com/news/2018/06/inside-feed-how-people-help-
fight-false-news/; Zuckerberg, M. (2018). A Blueprint for Content
Governance and Enforcement. Facebook Notes. Available at:
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“ borderline ” content - videos that toe the line between what’s

acceptable and what violates YouTube’s terms of services .

i) (pSay i gl JSé Borderline content 4ol a ggda a5l g
— 5145 (i ) aa Lesley Stahl Abul jall 4iaa dlia PA G Lgle
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https://www.facebook.com/notes/mark-zuckerberg/a-blueprint-for-
content-governance-and-enforcement/10156443129621634/ .

(1) Julia Alexander, youtube claims its crackdownon borderlinecontent is
actually working, Dec 3 2019 .available from :
https://www.theverge.com/2019/12/3/20992018/youtube-borderline-
content-recommendation-algorithm-news-authoritative-sources
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https://www.cbsnews.com/news/is-youtube-doing-enough-to-ficht-hate-
speech-and-conspiracy-theories-60-minutes-2019-12-01/?ftag=CNM-00-
10aab7e&linkld=78036899

(1) Bickert, M. (2019). Combatting Vaccine Misinformation. Facebook

Newsroom. Available at:
https://newsroom.fb.com/news/2019/03/combatting-vaccine-
misinformation/.
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(1) Julia Alexander, youtube claimsits crackdownon borderlinecontent is
actually working ,Ibid

(2) Emily Price ,Make It Harder to Fall Down a Youtube "Rbbit Hole "
Extension, March 2019 ,available at this site :

https://lifehacker.com/make-it-harder-to-fall-down-a-youtube-rabbit-
hole-with-1836944577

(3) Rosen, G. (2019). Remove, Reduce, Inform: New Steps to Manage
Problematic = Content.  Facebook  Newsroom.  Available at:
https://newsroom.fb.com/news/2019/04/remove-reduce-inform-new-
steps/. See also :Salvador Rodriguez ,Facebook is taking a page out of
Google playbook to stop fake news from going viral ,April 10 2019
,Available from : https://www.cnbc.com/2019/04/10/facebook-click-gap-
google-like-approach-to-stop-fake-news-going-viral. html
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(1) Tbid
(2) Tbid

(3) Rojer Montti ,Facebook Imposes Now Limits on Groups ,Pages,
Admins,April 11 2019 ,available from :

https://www.searchenginejournal.com/facebook-click-
gap/303033/#close , See also Salvador Rodriguez,Ibid
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Ipshita Sen, instgram brings on Deeo Text Al in effort to eradicate
cyberbullying.
Available at this site : https://outsideinsight.com/insights/instagram-brings-
on-deeptext-ai-in-effort-to-eradicate-cyberbullying/.
bl o Cpardicuall (ra SN L 1 a g s (S 1 a) 2Sl s LATH paal) Alle] Le sa g
?ﬁyu‘éﬁ\‘)ﬁﬁ}kﬂg_bm 283 SliM g 1 ﬁ.\’.uﬁ" QAWOJS?‘M‘Q"QM‘

L Bl il guall) g )y pdiiall Ao Adpcal) cilidetl) canay
See: Ken Manbert Salcedo , Instagram Adds 'DeepText' Algorithm To
Filter Out Offensive Comments, Harassment, available at this
site:https://www.ibtimes.com/instagram-adds-deeptext-algorithm-filter-
out-offensive-comments-harassment-2559292
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(2) Ibid
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(1) Ibid

(2) Andrew Hutchison, “Instagram’s rolling out new tools to remove ‘toxic
comments’”, Social Media Today, 30 June 2017. Available at:
https://www.socialmediatoday.com/social-networks/instagrams-
rolling-out-new-tools-remove-toxic-comments.
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(1) European Commission, proposal for a directive of the European
Parliament and of the Council on Copyright in the Digital Single
Market, COM(2016) 593 final, art. 13; Letter from the Special
Rapporteur to the President of the European Commission, reference
No. OL OTH 41/2018, 13 June 2018. Available at
https://www.ohchr.org/Documents/Issues/Opinion/Legislation/OL-
OTH-41-2018.pdf.

(2) Katarina Kertsova ,Artificial Intelligence and Disinformation ,How Al

Changes the Way Disinformation is produced ,Disseminated,and can be
Countered ,SECURITY AND HUMAN RIGHTS 29 (2018)55-81, P.59.
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(1) Mark Zuckerberg, “A Blueprint for Content Governance and
Enforcement,” Facebook, November 15, 2018,
https://www.facebook.com/notes/mark-zuckerberg/a-blueprint-for -
content-governance-and-enforcement/10156443129621634/,See  also
Koebler, J., and Cox, J. (23 Aug 2018) 'The Impossible Job: Inside
Facebook's Struggle to Moderate Two Billion People', Motherboard,
https://motherboard.vice.com/en_us/article/xwk9zd/how-facebook-
content-moderation-works .

(2) Daphne Keller, “Comment in response to European Commission’s
March 2018 recommendation on measures to further improve the
effectiveness of the fight against illegal content online”, Stanford Law
School, Center for Internet and Society, 29 March 2018. Available at
http://cyberlaw.stanford.edu/publications/comment-response-
european-commissions-march-2018-recommendation-measures-
further. See also : EC Recommendation on Measures to Effectively
Tackle Illegal Online Content (C(2018) 1177 final),
https://ec.europa.eu/digital-single-market/en/news/commission-
recommendation-measures-effectively-tackle-illegal-content-online.
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EC Communication on Tackling Illegal Content Online: Towards an
Enhanced Responsibility of Online Platforms (COM(2017) 555
final),https://ec.europa.eu/digital-single-market/en/news/
communication-tackling-illegal-content-online-towards-enhanced-
responsibility-online-platforms

(1) Artificial Intelligence ,Content Moderation and freedom of expression,
Ibid.p.9

(2) Andrew Arsht and Daniel Etcovitch, “The Human Cost of Online
Content Moderation,” Harvard Journal of Law & Technology Digest,
March
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2, 2018https://jolt.law.harvard.edu/digest/the-human-cost-of-online-
content-moderation , See also :Casey Newton, “The Trauma Floor: The
Secret Lives of Facebook Moderators in America,” The Verge,
February 25, 2019,
https://www.theverge.com/2019/2/25/18229714/cognizant -facebook-
content-moderator-interviews-trauma-working-conditions-arizona.
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(2) Andrew Arsht and Daniel Etcovitch, Ibid
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(1) Sasha Lekach, “‘The Cleaners’ Shows the Terrors Human Content
Moderators Face at Work,” Mashable, November 13, 2018,
https://mashable.com/article/the-cleaners-content-moderators-facebook
-twitter-google/.

(2) Christine Lagorio-Chafkin, Facebook's 7,500 Moderators Protect You
From the Internet's Most Horrifying Content. But Who's Protecting
Them? ,2018 ,available from : https://www.inc.com/christine-
lagorio/facebook-content-moderator-lawsuit.html.
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(1) Brent Harris, “Global Feedback and Input on the Facebook Oversight
Board for Content Decisions,” Facebook, July 27, 2019,
https://newsroom.fb.com/news/2019/06/global  -feedback-on-oversight-
board/.
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(1) Case C-70/10 Scarlet Extended ECLI:EU:C:2011:771, para 52; Case
C-360/10 SABAM ECLI:EU:C:2012:85, para 50.

The CJEU found that a system that fails to ‘distinguish adequately
between unlawful content and lawful content’ potentially undermines
freedom of information since it ‘could lead to the blocking of lawful
communications’.

(2) OFCOM and Cambridge Consultants, Use of AI in Online Content
Moderation (2019).

(3) Nicholas Thompson, “Instagram’s Kevin Systrom wants to clean up the
&#%@! Internet”, Wired, 14 August 2017. Available at

XY 3LaB g huusgdlall Srgoedl Ml



Jadn ades das| dazears YoV st ) VY sl
( )

pae o Adpaal) diil) agh adey (3la% 5 el ANSA) a5 Adld Y o g

ARBA Aadiaal) (3940 5 Banial) cilidal) g sLiN AG cp A8 o g3 8

lgdia ) alil) aday La b g Ay i Cranal ) Ll g ABUERN 5 Al il

SpLaf Cra gm0 on Aor gl Lo el JLiay co i g g (oo s Wn ey
O AL 5L M 5 s Facebook wida o)l any Adaladd) Jlanid

https://www.wired.com/2017/08/instagram-kevin-systrom-wants-to-
clean-up-the-internet/.

(1) Julia Carrie Wong, “Mark Zuckerberg accused of abusing power after
Facebook deletes ‘napalm girl’ post”, The Guardian, 9 September 2016.
Available at

https://www.theguardian.com/technology/2016/sep/08/facebook-mark-
zuckerberg-napalm-girl-photo-vietham-war; See also: K.M. Hovland &
D. Seetharaman, Facebook Backs Down on Censoring ‘Napalm Girl’
Photo, The Wall Street Journal, 9 September 2016, available from:
https://www.wsj.com/

articles/norway-accuses-facebook-of-censorship-over-deleted-photo-of-
napalm-girl-1473428032.
Bl Lguda ol 2y Gkl o Ay e £ 0 (A g Apalii BURL B guar (o 1 alll) BLIE 1 B e
CVAVY alid B Al o gan JDA W gl e B
See: Filippo A. Raso Artificial Intelligence & Human Rights: Opportunities
& Risks, 2018,p.39 available at this site
https://cyber.harvard.edu/publication/2018/artificial-intelligence-human-
rights
See also : Kate Klonik, “Facebook Erred by Taking down the ‘Napalm
Girl>’ Photo. What Happens Next?,” Slate, September 12, 2016,
http://www.slate.

com/articles/technology/future tense/2016/09/facebook erred by taking d
own_the napalm_girl photo_what happens next.html.
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(2) Tech Dirt, YouTube Takes Down Ariana Grande's Manchester Benefit
Concert On Copyright Grounds, 17 June 2017, available at:
<https://www.techdirt.com/articles/20170606/17500637534/youtube-
takes-down-ariana-grandes-manchester-benefit-concert-copyright-
grounds.shtml>|

(3) Privacy and Freedom of Expression in the Age of Artificial

Intelligence,” 17, Privacy International, and Article 19, April
2018,Ibid,p.9
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(1) Ipshita Sen, Ibid

(2) Artificial Intelligence, Content Moderation and freedom of expression,
Ibid. p .9,See also : OFCOM and Cambridge Consultants, Use of Al in
Online Content Moderation (2019).
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(1) Kate O’Flaherty, “YouTube keeps deleting evidence of Syrian chemical
weapon attacks,” Wired, June 26, 2018, http://www.wired.co.uk/article/
chemical-weapons-in-syria-youtube-algorithm — delete -video.

(2) https://www.wired.com/story/what-mark-zuckerberg-gets-wrongand-
rightabout-hate-speech/

(3) https://newsroom.fb.com/news/2018/05/enforcement-numbers/

(4) Michele Fink ,Artificial Intelligence And Online Hate Speech, January
2019, p.6, available from :
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https://www.cerre.eu/sites/cerre/filessy CERRE Hate%20Speech%20
and%20AI IssuePaper.pdf

(1) Lindesy Anderson ,Human Rights In The Age of artificial intelligence
,Acess Now ,2018,p23.Available from this site :

https://www.accessnow.org/cms/assets/uploads/2018/11/Al-and-
Human-Rights.pdf

(2) Lauren Goode, “Facial recognition software is biased towards white
men, researcher finds,” the Verge,Feb. 11, 2018, https://www.
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theverge. com/2018/2/11/17001218/facial-recognition-software-
accuracy-technology-mit-white-men-black-women-error.

(1)- Michael Bernstein, “Identifying Harassment Bots on Twitter,” Daemo,
August 17, 2017, https://www.daemo.org/demo/botcheck

(2)- Megan White, “How do you solve a problem like troll armies?” Access
Now, April 21, 2017, https://www.accessnow.org/solve-problem-like-
troll-armies/, and Constance Grady, “Obline harassment threatens
free speech. Now there’s a field guide to help survive it,” Vox, May 2,
2018, https://www.vox. com/culture/2018/5/2/17292258/pen-america-
online-harassment-field-manual-take-back-the-net.

(3) Philip N. Howard, Samuel Woolley, and Ryan Calo, “Algorithms, Bots,
and Political Communication in the US 2016 Election: The Challenge of
Automated Political Communication for Election Law and
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Administration,” Journal of Information Technology & Politics 15, no. 2
(April 3, 2018): 81-93.

(1) Lindesy Anderson ,Human Rights In The Age of artificial intelligence,
Acess Now ,2018,Ibid .
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(3) Lindesy Anderson ,Human Rights In The Age of artificial
intelligence,Ibid. p23,See also : Tarlach McGonagle, Minority rights,
freedom of expression and of the media: dynamics and dilemmas
(Intersentia, Cambridge, 2011); Mike Cormack and Niamh Hourigan
(eds.), Minority Language Media: Concepts, Critiques and Case
Studies (Multilingual Matters Ltd., Clevedon, etc., 2007), p.157.
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(1) SPOT LIGHT ON Artificial Intelligence &Freedom of Expression,
March 2020,Ibid ,P.6,7,H. Bloch Wehba, Automation in moderation,
Cornell International Law Journal (forthcoming), 2020, p.6 ,See also :
Lamb, K. (23 July 2018) 'I Felt Disgusted: Inside Indonesia's Fake
Twitter Account Factories', The Guardian,

https://www.theguardian.com/world/2018/jul/23/indonesias-fake-
twitter-account-factories-jakarta-politic.

(2) Julia Angwin, Madeleine Varner and Ariana Tobin, “Facebook
enabled advertisers to reach ‘Jew haters’, ProPublica, 14 September
2017. Available at https://www.propublica.org/article/ facebook-
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enabled-advertisers-to-reach-jew-haters; Ariana Tobin, “Why we had
to buy racist, sexist, xenophobic, ableist and otherwise awful Facebook
ads,” ProPublica, 27 November 2017. Available at

https://www.propublica.org/article/why-we-had-to-buy-racist-sexist-
xenophobic-ableist-and-otherwise-awful-facebook-ads.

(1) Paris Martineau, “YouTube’s search suggests racist autocompletes”,
The Outline, 13 May 2018. Available at

https://theoutline.com/post/4536/youtube-s-search-autofill-suggests-
racist-results ?zd=1&zi=3ygzt6hw.

(2) Joy Buolamwini, “The dangers of supremely white data and the coded
gaze”, presented at Wikimania 2018, Cape Town. Available at
https://www.youtube.com/watch?v=
ZSJXKoD6mAS8&feature=youtu.be.
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(1) See, e.g., Joy Buolamwini and Timnit Gebru “Gender Shades:
Intersectional Accuracy Disparities in Commercial Gender
Classification.” Proceedings of Machine Learning Research 81:1-15,
2018,See also Tom Simonite, “Machines Taught by Photos Learn a
Sexist View of Women,” Wired, August 21, 2017,
https://www.wired.com/story/machines- taught-by-photos-learn-a-
sexist-view-of- women/.

£ 5 g4 pndaiil A gSal) () Uiy 2 gun g S5a (i) sl ¢ ¥ VA gy B AT SAIL paaa
A guaill g gl (B Gl e ) Gsin e (ladal 0 g2 sl 5 ipall Ly o 535
Brad Smith, “Facial Recognition Technology: The Need for Public
Regulation and Corporate Responsibility,” Microsoft, July 13, 2018,
https://blogs.microsoft.com/on-the-issues/2018/07/13/facial-
recognition-technology-the-need-for-public-regulation-and-corporate-
responsibility/.

(2) How to Prevent Discriminatory Outcomes in Machine Learning, World
Economic Forum March 12 2018,

http://www3.weforum.org/docs/WEF 40065 White Paper How to
Prevent_, Discriminatory Outcomes_in Machine Learning.pdf

ovy 3LaB g huusgdlall Srgoedl Ml



Jadn ades das| dazears (V¥ ) VY adall

o Gl gal) ity e addiend cilpa )l G118 Basbucall ) Clagy Ui gild
Ol la g aga il Jae (38 JuSAl A (e el g il g Jale 8y Asaal)
5 ohall ola paat a8y haih ol g0 o Gakai a0 g8l 0385 Jpail g cila ) ) gA
Lilall g ol Jia Jaadh ans dllia ¢ LaS (VgAY el (e 4y g diay Ladgal
At (1S La gl Slika¥) oAU ABAY) alpall jhi gy Ao cles

(0))

(0]

. etk sl GANAY) 3l

Julia Powles, “New York City’s Bold, Flawed Attempt to Make
Algorithms Accountable,” The New Yorker, December 20, 2017,
https://www.newyorker.com/tech/elements/new-york-citysbold- flawed-
attempt-to-make-algorithms-accountable and “A Local Law in
Relation to Automated Decision Systems Used by Agencies,” The New
York City Council, http://legistar.council.nyc.gov
LegislationDetail.aspx?ID=3137815& GUID=437A6A6D-62E1-47E2-
9C42-461253F9C6D0./

Japan’s Ministry of Economy, Trade and Industry, Japan’s Robot
Strategy was compiled’, 23 January 2015, available from:
http://www.meti.go.jp/english/press/2015/0123 01.html.See also

Japan’s Robot Policy and the Special Zone for Regulating Next
Generation Robots, Robolaw Asia, available from:
https://pkurobotlaw.wordpress.com/2015/06/22/japans-robot-policy-
andthe-

Special-zone-for-regulating-next-generation-robots, B. Bergan,
Germany Drafts World’s First Ethical Guidelines for Self-Driving
Cars, Futurism, 25 August 2017, available from:
https://futurism.com/germany-drafts-worlds-first-ethicalguidelines-
For-self-driving-cars/.,L. Kelion, UK PM Seeks °‘safe and ethical’
artificial intelligence, BBC, 24 January 2018, available from:
http://www.bbc.co.uk/news/technology-42810678.

oVA 3Ly nsigdlill Grgdl Abana



Jadn ades das| dazears (V¥ ) VY adall

Slonalpen Gl B2y e i gliia LA 4] Baadly Ul Soppall  guai g
DRI dgas) Jaal (el (e S B iy 1) g Jgiall (g giaall ol cils )
JUa) G (A (O pdiagall s Ao oy Y a335 Lay (p AY) Gl o
g Opalewal) G phaial) apen Ol 4l J Bl (s oSl) guaad Facebook geaw
Ageall Cppas Al Cpladilil) ClBalet 4d a3 gl B o) glily of ' ) galanayt O
il Ay s e Al A e 3¢ o iy (g pmaie Gl IS ol 4 ginal)
B L LSl s
a2} Jilau 3 e Ladiiual) o likual) plSA) il 53 ; Lueld
& g a8 (Ul Jraw (Ard ¢ pilpa @ (S il 1 Lo Ao Slaial)
9l " ope du 33 51 Y Cornel  J=0sS Aoy (e Ofialy aa ¢y glailly
N5 ¢ Facebook g2sa (As axiica cili Ve v oo v (e iy Lal M dgibilal)
I S Gaal) e g (patiiianal) (p JA il gall g e Liiall ()l J4I () gl
£.5- La agilS jldia it o) 1 JAIL (g0 dalad) g Aol S Jldical) 35,8
085 Al ¥) s jldial) 18 31 oy gial ) e La gl 8 ) AS jLdial)
AaS Jol () aa g il Cr Sl ia (puSall g Liay Aulag) a 45LS LS
Aoplagy) s jldal) Joli g dbead) s Lial) 3ab 5 ) g5 dulany) s Laal)

(1) Julia Angwin and Hannes Grassegger, “Facebook’s Secret Censorship
Rules Protect White Men From Hate Speech But Not Black Children,”

ProPublica, June 28, 2017,

https://www.propublica.org/article/facebook-hate-speech-censorship-
internal-documents-algorithms.
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(1) Tiana Bucher ,If .... Then Algorthomic Power and Politics ,Oxford
studies in digital law ,2018, Also See :H. Roger and Stackey Shackford,
News feed :Emotional contagion sweeps facebook,June 10 ,2014
,available from : https://news.cornell.edu/stories/2014/06/news-feed-
emotional-contagion-sweeps-facebook

(2) Z. Tufekci, “YouTube, the Great Radicalizer”, New York Times, 10
March 2018, available at
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https://www.nytimes.com/2018/03/10/opinion/sunday/youtube-politics-

radical.html.

Cobbe, J., & Singh, J. (2019). Regulating Recommending: Motivations,
Considerations, and Principles. (April 15, 2019). Available at SSRN:
https://ssrn.com/abstract=3371830 or
http://dx.doi.org/10.2139/ssrn.3371830; Gary, J., and Soltani, A. (2019)
First Things First: Online Advertising Practices and Their Effects on
Platform Speech, Knight First Amendment Institute at Columbia
University, available at:

https://knightcolumbia.org/content/first-things-firstonline-advertising -
practices-and-their-effects-on-platform-speech; Lewis, P. (2018).
Fiction is outperforming reality”: How YouTube’s algorithm distorts
truth. The Guardian, February 2, 2018. A recent study on YouTube’s
algorithms refutes the radicalization claim and finds evidence that
YouTube’s recommendation algorithm favors mainstream sources. See
Ledwich, M., & Zaitsev, A. (2019). Algorithmic Extremism: Examining
YouTube's Rabbit Hole of Radicalization. arXiv preprint
arXiv:1912.11211.

(2) Artificial Intelligence ,Content Moderation and freedom of expression,

Tbid.p.14
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(1) Peyton Wang, The impact of artificial intelligence on social media, Sep
2019 ,available from : https://medium.com/humansforai/the-impact-of-
artificial-intelligence-on-social-media-579345b 61751

(2) Lewis, P. & McCormick, E. (2018). How an ex-YouTube insider
investigated its secret algorithm. The Guardian, February 2, 2018,See
also : Z.Tufekci, Youtube the great radicalize . Ibid .
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(1) Kaiser, J. & Rauchfleisch, A. (2019) The implications of venturing down
the rabbit hole, Internet Policy Review, June 27 2019. See also : Serrato,
R. (2018) How YouTube’s algorithm amplified the right during
Chemnitz, Algorithmic Accountability Reporting at Algorithm Watch,
Berlin, November 5 2018.
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(1) Artificial Intelligence ,Content Moderation and freedom of expression,
Ibid.p.17

(2) Peyton wang,Ibid
(3) Ibid

oht LTy nigdlill Grgodl Alana



Jadn ades das| dazears (V¥ ) VY adall

Al Ao 5 a8 ¢y o agied HAS) AWl odail Jal (e cilS AN e cilagSall
o A Cra 3 gaa sy Llaiuly gl @ Liall o ginal) cpe Jila oS A1)
(5. 95aal) daS Baly ) dna a gy s M) pa¥) 5 g ¢ (DY) Ao gy paie (o
Al oda B Cilally aglin cilS Hal) oda (Y (3845 ¢y g9 A3l 31 g o e sl s 1)
il oda Layi i34 <On the side of caution Blia¥) g jial) Juw Ao
@ " Cpoda 1 LAY 13 aglaay Gua Content — creators ¢ sisal) (odia e
Self censoring 451X 458, o1 cagy (alAl) (g gliaal) A1) cpa B gaS i)
el g i 4 a e v Chilling effect ' £ 90 sl L
2 NetzDZ O58 )8 cuala Al clal foy) dld o Jay L dalg
o gsiaall (o Slaiad) Jual i) claia Ayl glues cal i galdd) g Lailall
Galla (e bl oY) Ca ynl) & LA 13 jhaea) Jib ¥ ghaall 3¢ i oA gAY
il g CoasaalSY1 g ¢ galaall g el aadaal) sUsdil s GLal¥) Gpubaall ay
281y (DG il 45 2 ey QI G (ra siag & ke gl o ) 2B

(1) EFF, Free Speech Coalition Calls on PayPal to Back Off Misguided
Book Censorship Policy, March 2012, available from:
https://www.eff.org/deeplinks/2012/03/freespeech- coalition-
callspaypal-back-misguided-book-censorship-policy; See also :
ARTICLE 19, Internet Intermediaries: Dilemma of Liability, available
at https://www. article19 .org /data /files/ Intermediaries ENGLISH.
pdf.

(2) Declaration on Freedom of Expression, In response to the adoption of
the Network Enforcement Law (" Net zwerkdurchsetzungsgesetz ') by
the Federal Cabinet on April 5, 2017. available from :

http://deklaration-fuer-meinungsfreiheit.de/en/.
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(2) Heidi Tworek and Paddy Leerssen,Ibid.
2 AUl Jagl g 1) e Adlidal) ) gally Laldld) LBEEY 4 &5 o e oSay ()

https://transparencyreport.google.com/netzdg/overview

https://fbnewsroomus.files.wordpress.com/2018/07/facebook netzdg
july 2018 english-1.pdf

oAV 3Ly insigdlill Grgomdl nbana



Jadn ades das| dazears (V¥ ) VY adall

Large-scale aiieall cilibad cilibpll glail) da g Aallaal) ;LI
420 A LY Aated Eua Profiling kil g processing of user data
Al Cua (Lgldal g <) gaY¥) el a9 (3l Ao addinall il dadlaa Ao
Ll 2l y1 (3820 Jal (e " aSaal) Cilagia) " AT ALAY & cliludl oda
Y1 s g Batae 4 jlad clS i dalianal 4 jlas cilidlely addiacal) Gilagil
ol Ay n g dpa gt (B Gl e L) e gy 3
LS Loy o 630 aladiadf Al i) cila gSald) (et (1Say ;s
4a gal) culadin JUiall Jav (And (Lguibal ga Ao Bandia L) a4 clikaY)
dais PA ga dldg elilaY) plSAL o pdall paind) (o Gl jall Gany dpiual)
s siaal) o Cipaill ML (AY) Jsdil) addiens A 9 [Qiyi 4dg sall syl
Politically sensitive 4sulaad) dpsbual) 53 (5 gliaall ISy Ciiall g ALY
) e 5 sl g adlll Y abail) Aalil) addios Adual) dagSall o) Las ()
R 525 panil A ) A1) k) ga ple i) dpipal) A yl) dllad Eua ) i)
48 ol daadll o aa L) g g 99l paaadl g ad cilise a3 ¥
(Al ikl A andiiny o0 cuBgll B0 Al (Dagh) pal e Jadal

https://fbnewsroomde.files.wordpress.com/2019/01/facebook netzdg ja
nuary 2019 english71.pdf

(1) Yuan Tang, “Artificial intellifence takes jobs from Chinese censors,”
Financial Times, May 21, 2018,

https://www.ft.com/content/9728b178-59b4-11e8- bdb7-f6677d2elce8.

(2) Human Rights Watch, “How Mass Surveillance Works in Xinjiang,
China: ‘Reverse Engineering’ Police App Reveals Profiling and
Monitoring Strategies”, 2 May 2019, https://www.hrw.org/video-
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(1) Kate saslow and philipe lorenz, Artificial Intelligence needs human
rights ,september 2019,p.10 ,available from : https:/www.stiftung-
nv.de/sites/default/files/ai needs human_rights.pdf

(2) Privacy International and Article 19, “ Privacy and Freedom of
Expression in the Age of Artificial Intelligence. Ibid.
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(1) Lindesy Anderson ,Human Rights In The Age of artificial intelligence,
Ibid, p.23
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