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The Applicability of International Humanitarian Law

to cyber attacks

During the last two decades, the world had witnessed a
revolution in information and communication technology, the
effects of which extended to the battlefields, whose space
extended to include virtual reality. Furthermore, the most
modern weapons systems depend on cyber infrastructure,
including computer systems and the Internet, which became the
hallmark of contemporary conflicts. Since International
Humanitarian Law (IHL) treaties were drafted at a time when
cyber—attacks were just science fiction, the question raised by
this research is whether IHL responds to the challenges posed
by modern technological development? In other words, is

international humanitarian law - in its current state — applicable
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to cyber—attacks, or is there a need to adapt some of its rules to

cope with modern technological developments?

This research initially clarifies the type of cyber—attacks, which
falls under the jurisdiction of IHL, and then moves on to
examine the applicability of IHL to cyber—attacks from two
angles, the first: in terms of the use of cyber weapons as a
means of cyber-attack, through exposure to the extent to which
the usage of these weapons complies with the rules regulating
the acquisition of new weapons, and the second: in terms of the
use of cyber—attacks as a method of combat, by examining the
applicability of the rules regulating the legality of attacks on

them.

Keywords: cyber weapons - cyber-attacks — weapons review

— cyber warfare
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‘War in the Fifth Domain’, The Economist, July 1%t of 2010. Available at:’
https: //www.economist.com/briefing/2010/07/01 /war-in—the—fifth—domain
Joint Chiefs of Staff, Joint Publication 1-02, US Department of Defense '

Military and Associated Terms, at 57 (8 November 2010, as Dictionary of
January 2016). amended through 15
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“a global domain within the information environment consisting of the '

technology infrastructures, including interdependent network of information
the Internet, telecommunications networks, computer systems, and
embedded processors and controllers”. Dictionary of Military and
Associated Terms, available at:

http: //www.dtic.mil/doctrine/dod_dictionary/data/c/10160.html

“Cyberspace is all of the computer networks in the world and everything "
connect and control. It’s not just the Internet. Let’s be clear about the they
The Internet is an open network of networks. From any network difference.
you should be able to communicate with any computer on the Internet,

Internet’s networks. Cyberspace includes the connected to any of the
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computers that are not supposed to Internet plus lots of other networks of
be accessible from the Internet”.
R Clarke, Cyber War (Harper Collins, 2010), chapter 3, available at:

http: //www.richardaclarke.net/cyber_war.php#excerpts

Thomas C. Wingfield, The Law of Information Conflict: National Security '
Law in Cyberspace, Aegis Research Corp., 2000, p. 17.
Tallinn Manual, op.cit., p.564."
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Tallinn Manual, op.cit., p.564."
2 Fred Schreier, On Cyberwarfare, Working Paper No. 7, DCAF Horizon,
Geneva,2015, P10. Available At:
https: //www.dcaf.ch/sites /default/files /publications /documents /OnCyberwarf

are—Schreier.pdf
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opponent to fulfill our national will, ‘Any act intended to compel an’
within an opponent’s executed against the software controlling processes
system’. BN Adkins, Major USAF, The spectrum of cyber conflict. From
is law enforcement's role, hacking to information warfare. What

AUJACSC/003/2001-04, at 34.
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op.cit., p.465. Tallinn Manual,’
“cyberpower is the ability to use cyberspace to create advantages and ¥
influence events in other operational environments and across the
Daniel T. Kuehl, “From Cyberspace to Cyberpower: instruments of power.”

.¢Defining the Problem,” in Fred Schreier, On Cyberwarfare, op.cit., P1
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“The premeditated use of disruptive activities, or the threat thereof, '

against computers and/or networks, with the intention to cause harm or to
further social, ideological, religious, political or similar objectives. Or to
intimidate any person in furtherance of such objectives”. U.S. Army
Training & Doctrine Command, Dcsint Handbook No. 1.02, Critical
Infrastructure Threats and Terrorism, at Vii-2 (2006).

Gervais, Cyber Attacks and the Laws of War (October 1, 2011). Michael®
Available at: https://ssrn.com/abstract=1939615

Hathaway, et al. “The Law of Cyber—Attack”, op.cit., pp. 817— Oona A."
85.
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Michael N. Schmitt, Computer Network Attack and The Use of Force in '
International Law: Thoughts on a normative framework, Columbia journal of
transnational law, 1998—- 1999, Vol. 37, P890.

Papanastasiou Afroditi, ‘Application of International Law in Cyber Warfare '

Operations’, Electronic copy available at:
https://ssrn.com/abstract=1673785
Ibid.”
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deliberate attempt to disable or destroy another country’s computer " '

. Tom Gjelten, Extending the Law of War to Cyberspace, NAT’L "networks
PUB. RADIO (Sept. 22, 2010), available at:
http: //www.npr.org/templates/story/story.php?storyld=130023318

Julie E. Mehan, CyberWar, CyberTerror, CyberCrime (Ely: IT Y
Governance Publishing, 2008)
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Cameran Ashraf, Defining cyberwar: towards a definitional framework, '

Defense & Security Analysis, (2021), pp.274-294.
actions by a nation-state to penetrate another nation’s computers or " "
Richard A. .'networks for the purposes of causing damage or disruption
Clarke & Robert K. Knake, Cyber War: The Next Threat to National

Security and What to Do About It, (2010)
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“Cyber warfare is the use of computers or digital means by a government '
or with explicit knowledge of or approval of that government against
another state, or private property within another state including: intentional
access, interception of data or damage to digital and digitally controlled
infrastructure. And production and distribution of devices which can be
used to subvert domestic activity”. UN Security Council, Resolution 1113
(2011), 5 March 2011.

Craig B. Greathouse, Cyber War and strategic thought: Do the Classic’
And theorists Still Matter? in J. F Kremer and B. Muller Eds Cyberspace
international Relations (Verlog Berlin Heidelberg Spriner 2014), p.22.
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James A. Lewis & Katrina Timlin, Cybersecurity and Cyberwarfare 2011, '
Washington D.C., CSIS, UNIDIR. Available at:
https: //unidir.org/sites /default/files /publication/pdfs//cybersecurity—and—

cyberwarfare—preliminary—assessment-of-national-doctrine—and-

organization—-380.pdf

Papanastasiou Afroditi, Application of International Law in Cyber Warfare "

Operations, op.cit., p.S8.
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SJ Lukasik, SE Goodman & DW Longhurst, ‘Protecting Critical "
OUP New York, 2003 Infrastructures Against Cyber—Attack’,
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Ethics, And Their Regulation Under International Weapon Systems, Their
College of Law, Washington College Law, American University Washington

of Law Research Paper No. 2017-21
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although these may still be present. Although the overall activity of an
autonomous unmanned aircraft will be predictable, individual actions may
not be”

United Kingdom Ministry of Defense, 2017, Unmanned Aircraft Systems,
Joint Doctrine Publication 0-30.2, p. lll, available at:

https: //www.gov.uk/government/uploads/system/uploads/attachment_data/f

ile/640299/20170706_JDP_0-30.2_final CM_web.pdf
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J. Pictet, Commentary on the Geneva Conventions of 12 August 1849, '
p.28. available at: https://www.loc.gov/rr/frd/Military _Law/pdf/GC_1949-
|.pdf

Prosecutor v. Tadic, Case No. IT-94-1-A, Appeals Chamber Decision "

Motion for Interlocutory Appeal on Jurisdiction, § 70 (Int’l on the Defence

Oct. 2, 1995). Crim. Trib. for the Former Yugoslavia
“The International Group of Experts agreed that a conflict is international "
if two or more States are involved as parties on opposing sides. It also
agreed that a conflict is international when an organized armed group that
is under the ‘overall control’ of one State engages in hostilities against
another State (see discussion below). As a practical matter, it may be
difficult to ascertain whether a State is controlling a non-State actor’s

.A«. Tallinn Manual, op.cit., p. 3'cyber activities
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’Cyber attacks’ is a term of art referring to a specific category of cyber "'

operations. Certain cyber operations, such as those affecting the delivery
of humanitarian assistance (Rule 145), are governed by the law of armed
Tallinn Manual, .'conflict even if they do not rise to the level of an ‘attack’

.lop.cit., p. 37
Prof. Schmitt elaborates that “A cyber operation that is intended, but fails, ¥

to generate such results would be encompassed in the concept, in much
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the same way that a rifle shot that misses its target is nevertheless an
attack in IHL. Similarly, one expected to cause collateral damage to civilian
objects or incidental harm to civilians would qualify, even if no harm befell
. Michael N. Schmitt, Cyber Operations and "the military objective targeted
the Jus in Bello: Key Issues, International Law Studies, Vol. 87, 2011, p.

91.
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J. Pictet, Commentary on the Geneva Conventions of 12 August 1849, '
op.cit., p.28.
Y

Michael N. Schmitt, Cyber Operations and the Jus in Bello: Key Issues,
op.cit., p.93.
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Knut Dérmann, Applicability of the Additional Protocols to Computer
Network Attacks, available at:

https: //www.icrc.org/en/doc/assets files /other/applicabilityofihltocna. pdf
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See, Verri, Dictionary of International Law of Armed Conflicts, Geneva,
ICRC, 1992; Salmon, Dictionnaire de droit international public, Bruxelles:
Bruylant, 2001, P.550
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Prosecutor V. Strugar, Case No. IT-01-42-A, Judgment of 17 July 2008,
ss 175-176

Arimatsu, L., ‘A treaty for governing cyberweapons: potential benefits '

and practical limitations’, eds C. Czossesk, R. Ottis and K. Ziolkowski,
2012 4th International Conference on Cyber Conflict, Proceedings (NATO
Cooperative Cyber Defence Centre of Excellence Publications: Tallinn,
2012), p. 97

D. Blake and J. S. Imburgia, ‘““Bloodless weapons”? The need to '

conduct legal reviews of certain capabilities and the implications of defining

them as “weapons™, Air Force Law Review (2011), p. 161.
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“Cyber operations may provide a non—kinetic option for leaders who feel '
pressure to act in a crisis, but who are wary of using force.” Josh Rovner,
Cyber War as an Intelligence Contest, WAR ON THE ROCKS (Sep. 16,
2019), https://warontherocks.com/2019/09/cyber-war—as—an-intelligence—
contest/.
Y

Michael N. Schmitt, Cyber Operations and the Jus in Bello: Key Issues,

op.cit., p.99.
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https: //www.icrc.org/ar/doc/resources/documents/misc/Sntce2.htm
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Guidelines on Humanitarian Negotiations with Armed Groups, UN

publications, January 2006, available at:
https: //www.unicef.org/emerg/files/guidelines_negotiations_armed_groups.
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A. Al Aridi, How Hybrid Is Modern Warfare? (April 27, 2017). '
International Network of Doctoral Studies, 2017 - 5th International
Conference of PhD Students and Young Researchers, How Deep Is Your

Law? Brexit. Available at SSRN: https://ssrn.com/abstract=3064737, p.9

“The International Group of Experts agreed that a conflict is international ¥
if two or more States are involved as parties on opposing sides. It also
agreed that a conflict is international when an organized armed group that
is under the ‘overall control’ of one State engages in hostilities against

another State (see discussion below). As a practical matter, it may be
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difficult to ascertain whether a State is controlling a non-State actor’s

.A«. Tallinn Manual, op.cit., p. 3'cyber activities
The Court decided that: “United States participation, even if preponderant '
training, supplying and equipping or decisive, in the financing, organizing,
of its military or of the contras [Nicaraguan guerrillas], the selection
operation, is still paramilitary targets, and the planning of the whole of its

insufficient . . . for the purpose of attributing to the United States the acts
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committed by the contras . . . . All the forms of United States participation
above, and even the general control by the respondent State mentioned
over a force with a high degree of dependency on it, would not in
that the United States directed themselves mean, without further evidence,
to human rights and or enforced the perpetration of the acts contrary
well be humanitarian law alleged by the applicant State. Such acts could
committed by members of the contras without the control of the United
For this conduct to give rise to legal responsibility of the United States.
principle have to be proved that that State had effective States, it would in
operations in the course of which the control of the military or paramilitary

alleged violations were committed”.
Armed Activities on the Territory of the Congo (Dem. Rep. Congo v. '
Uganda), 2005 I.C.J. 116, T 160 (Dec. 19); Application of the Convention

on the Prevention and Punishment of the Crime of Genocide (Bosn. &

Herz. v. Serb. & Mont.), 2007 I.C.J. 91, 91 391-92 (Feb. 26).
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S. Vite, Typology of armed conflicts in international humanitarian law: '

legal concepts and actual situations, IRRC, Volume 91 Number 873 March
Available at: Y2009, p.7
https: //www.icrc.org/en/doc/assets/files /other/irrc—873—vite.pdf

A. Paulus and M. Vashakmadze, Asymmetrical War and the Notion of "
Armed Conflict — a tentative conceptualization, IRRC, Volume 91 Number

Y+ 1873 March 2009, p.
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https: //shop.icrc.org/icrc/pdf/view/id/5677?_ga=2.167669758.1968292653.
1583061162-2027439923.1566121970

ICTY, Prosecutor v. Boskoski, Case No. IT04-82, Judgment (Trial v

Chamber), 10 July 2008, para 175
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Prosecutor v. Tadic, Case No. IT-94-1-A, Appeals Chamber Decision on
Motion for Interlocutory Appeal on Jurisdiction, I 70 (Int’l the Defence
Oct. 2, 1995); Prosecutor v. Crim. Trib. for the Former Yugoslavia
Akeyesu, Case No. ICTR-96-4-T, Judgment, § 619 (Sept. 2, 1998);
Statute, art. 8(2)(f) Rome

H.P. Gasser, International Humanitarian Law: An Introduction, in: '
Humanity for All: The International Red Cross and Red Crescent

Movement, H. Haug (ed.), Paul Haupt Publishers, Berne, 1993, p. 555.
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“Trial Chambers have relied on indicative factors relevant for assessing '
the “intensity” criterion, none of which are, in themselves, essential to
establish that the criterion is satisfied. These indicative factors include the
number, duration and intensity of individual confrontations; the type of
weapons and other military equipment used; the number and calibre of
munitions fired; the number of persons and type of forces partaking in the
fighting; the number of casualties; the extent of material destruction; and
the number of civilians fleeing combat zones. The involvement of the UN

Security Council may also be a reflection of the intensity of a conflict”.

Prosecutor v Haradinaj, Case No. IT-04-84-84-T, 3 April 2008, para. 49
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Yves Sandoz, Christophe Swinarski, & Bruno Zimmermann, eds, ICRC, '
Additional Protocols of 8 June 1977 to the Geneva Commentary on the
1987), at Conventions of 12 August 1949 (Geneva: Martinus Nijhoff,
1410-1439. available at:  https://inl-databases.icrc.org/customary—

. ihl/eng/docs/v1_rul

“Means of cyber warfare are cyber weapons and their associated cyber "
op.cit., p.452. systems”. Tallinn Manual,
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“Any device or software payload intended to disrupt, deny, degrade, '

negate, impair or destroy adversarial computer systems, data, activities or
capabilities”. US Department of the Air Force, Secretary of the Air Force,
Air Force Instruction 51-402, Legal Reviews of Weapons and Cyber
Available at: Capabilities, 27 July 2011.
https://nsarchive.gwu.edu/document/21449-document-53

Papanastasiou Afroditi, Application of International Law in Cyber Warfare "
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Ido Kilovaty, Cyber Conflict and The Thresholds Of War, (June 22, '
2021). Forthcoming, Is the International Legal Order Unraveling? (David
Available 4Sloss, ed.) Oxford University Press (2022), p.
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Implications, Cardozo Law Review, vol.36, p.1885
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aggravate the sufferings of disabled men, or render their death inevitable”
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‘Cyberspace is all of the computer networks in the world and everything '
connect and control. It’s not just the Internet. Let’s be clear about the they
The Internet is an open network of networks. From any network difference.
you should be able to communicate with any computer on the Internet,
Internet’s networks. Cyberspace includes the connected to any of the
computers that are not supposed to Internet plus lots of other networks of

be accessible from the Internet’.

R Clarke, Cyber War, op.cit., chapter 3.
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Geoffrey S. Corn, Unarmed but How Dangerous? Civilian Augmentees, the
Law of Armed Conflict, and the Search for a More Effective Test for
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narrowly on definite military advantage and paying too little focus[sing] to"
. Charlotte LUlf, Modern Technologies "sustaining capabilities heed to war
and Targeting Under International Humanitarian Law, a revised version of
the author’'s master thesis originally submitted at the LL.M. (reg.) in Public
International Law Programme at the University of Leiden (Netherlands).

Available at: http: //www.ruhr—uni-

bochum.de/ithv/documents /workingpapers/wp3_3.pdf
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legitimate object which States should endeavour to accomplish during war
is to weaken the military forces of the enemy; That for this purpose it is

sufficient to disable the greatest possible number of men; That this object

( ]
l\Y"H J



dw‘ c«}gJ‘ =Y 'YVﬁUﬁJ‘Ml— J>| g9 &SLJ bM‘—w‘ﬂ‘ CJJ:\.L?(.A

I ond e aagy V' 4l <) 58 3] (Brdanin dud 8 A5 Lidlu st sl Al
Copal dmjlaad) A Sl @lill Calaal 3 Wial) (e g5 (6 a8 el (f
Pa oo @A) Al opyi @ ) gl G Ciige mllal ) gl

Lesrta st nedi sed Ml (dSue 89 e
G i e 5 dpeal 4l "50SY) &Sl Sl Gin3 sl of ) (59
cebad) eladll Jie zsnall aladia¥) @l olel) Gl deg i

Al Fiay Ladie &g pde (35S zonpall Al2iN) (63 huadl sloadll Cilaginla

would be exceeded by the employment of arms which uselessly aggravate
the sufferings of disabled men, or render their death inevitable; That the
employment of such arms would, therefore, be contrary to the laws of
humanity”. The 1868 Declaration of Saint Petersburg, available at:
https://inl-
databases.icrc.org/applic/ihl/ihl.nsf/Treaty.xsp?action=openDocument&doc
umentld=3C(02BAF088A50F61C12563CD(002D663B

The Appeals Chamber held that “the total or partial destruction of the !

cultural property in question did not offer a definite military advantage to
the Bosnian Serb forces”. Brdanin, Appeals Chamber Judgment, IT-99—
36-A, 3 April 2007, para.337.
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allow for a better evaluation of the expected military advantage from the "
attack (as it is likely that more senior commanders have a more
comprehensive understanding of the strategic and operational context).”
DOD Directive 2012, at 248.
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considerations”. Schmitt M and Thurnher J, Out of the Loop: Autonomous
Weapon Systems and the Law of Armed Conflict, (2013), 4 Harvard

National Security Journal, p. 264. Available at:
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Ayl ()
* ‘War in the Fifth Domain’, The Economist, July 1t of
2010. Available at:

https://www.economist.com/briefing/2010/07/01/war-
in-the-fifth-domain

* Newly Nasty: Defences Against Cyberwarfare Are
Still Rudimentary. That's Scary, ECONOMIST (May

24, 2007), available at:
http://www.economist.com/node/9228757?story id=9
228757

» Officials anonymously leaked qualified reports of
U.S. suspicions that the attack emerged in North
Korea. U.S. Eyes N. Korea for ‘Massive’ Cyber
Attacks, MSNBC.COM (July 9, 2009), available at:
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http://www.msnbc.msn.com/id/31789294/ns/technolo
gy and science-security

* Russia's war on Ukraine: Timeline of cyber-attacks,
Think Tank, European Parliament, 21-06-2022.
Available at:

https://www.europarl.europa.eu/thinktank/en/docu
ment/EPRS BRI(2022)733549

» Cf. B. Graham, Bush Orders Guidelines for Cyber-
Warfare, Washington Post, 7 February 2003, available
at: http://www.stanford.edu/class/msande91si/www-

spr04/readings/week5/bush guidelines.html

= Ellen Nakashima, Russian Hackers Suspected in
Attack That Blacked Out Parts of Ukraine, WASH.
POST, Jan. 5, 2016. Available at:
https://www.washingtonpost.com/world/national-

security/russian-hackers-suspected-in-attack-that-
blacked-out-parts-of-ukraine/2016/01/05/4056a4dc-
b3de-11e5-a842-0feb51d1d124 story.html

* Emily Alpert, Why Hasn’t the U.S. Signed an
International Ban on Landmines?, L.A. TIMES BLOG,
http://latimesblogs.latimes.com/world now/2012/04/
mine-treaty-us-ottawa-convention.html
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» Cf. B. Graham, Bush Orders Guidelines for Cyber-
Warfare, Washington Post, 7 February 2003,
http://www.stanford.edu/class/msande91si/www-

spr04/readings/week5/bush guidelines.html .

K. Ban, Secretary-General's remarks to the Advisory Board

on Disarmament Matter (2009),

http://www.un.org/apps/sg/sgstats.asp?nid=3717
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