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These respondents represented the 67th percentile of 
all participants who provided details of their success. 
That is, participants who achieved these goals were 
more successful than two-thirds of all other partici-
pants. We selected the 67th percentile -- as opposed 
to, say, the 90th percentile or the 75th percentile -- 
based on natural breakpoints in the data. There was a 
clear cluster of data points in the top third.

But that’s not the interesting part.

What’s interesting is what these successful compa-
nies did differently from less successful organizations. 
Nemertes compiled these results into an IoT maturity 
model that companies can use as their roadmap to 
success (see figure).

The maturity model comprises four levels: unprepared 
-- the organization lacks tools and processes to ad-
dress the IoT initiative; reactive -- the organization has 
platforms and processes to respond to but not proac-
tively address the issue; proactive -- the organization 
has the tools and processes to proactively deliver on 
the issue as it is currently understood; and anticipatory 
-- the organization has the tools, processes and people 
to handle future requirements.

The third of organizations in the survey with suc-
cessful IoT deployments were likely to be at Level 2 or 
Level 3 IoT maturity, and in a couple of areas -- namely 
executive sponsorship, budgeting and architecture -- 
successful organizations far outshone organizations 
that were less successful.

the initiative. This could be a business or technology 
leader, such as the head of innovation, CTO or head of 
operations.

In addition, key IoT team members include the IoT 
architect, IoT security architect, IoT network architect 
and IoT integration architect. Most large organizations 

have different architects that encompass these respon-
sibilities, though their job titles may not reflect it.

For instance, an IoT cybersecurity architect may have the 
title of cybersecurity architect, but over a year or two, her 
job functions may morph from mostly security with some 
IoT to mostly IoT security with some other cybersecurity. It 
all depends on whose responsibility the IoT portion is.

Speaking of IoT teams, the research interestingly 
found an IoT business strategist and an IoT analyt-
ics architect were often not included in planning pro-
cesses. The IoT business strategist and IoT analytics 
architect likely don’t show up as success characteris-
tics because most organizations have someone who 
can handle business strategy or analytics, and the IoT 
element isn’t as strong of a differentiator as it is with a 
security architect, for example.

In other words, business strategy architects and ana-
lytics architects are two roles that make IoT more simi-
lar to other business strategy or analytics issues and 
wouldn’t require a specialized role or responsibility, 
per se.

The research also mentioned that successful orga-
nizations stand out because they have both a stan-
dardized IoT architecture and customized versions for 
specific IoT projects. They also budget for IoT both cen-
trally and by business unit.

To sum up: If you’re looking to be successful in your 
IoT initiatives, you should take the following steps:

•	 Don’t start an IoT initiative until you have a 
committed, visionary leader at either the business unit 
level or the corporate level. If it’s someone who’s reluc-
tant to do it at all or if you have no one, your chances of 
success are significantly diminished.

• Work to have your team engaged in the planning 
stages.

• Start with a general, overarching IoT architecture 
and plan to customize it for specific projects.

• If possible, secure budgeting for IoT projects at both 
the corporate and business unit level. If you can’t do 
both, start with business unit-level funding and plan for 
both in upcoming fiscal years.

• Make sure your IoT team includes, at a minimum, 
an IoT architect, an IoT integration architect and an IoT 
security architect.

This was last published in April 2019

Addressing the Ethical Issues
of AI is Key to Effective Use

Enterprises must confront the ethical implications of AI use as they 
increasingly roll out technology that has the potential to reshape how 

humans interact with machines

Many enterprises are exploring how AI can help move 
their business forward, save time and money, and provide 
more value to all their stakeholders. However, most com-
panies are missing the conversation about the ethical is-
sues of AI use and adoption.

Even at this early stage of AI adoption, it’s important for 
enterprises to take ethical and responsible approaches 
when creating AI systems because the industry is already 
starting to see backlash against AI implementations that 
play loose with ethical concerns.

For example, Google recently saw pushback with its 
Google Duplex release that seems to show AI-enabled 
systems pretending to be humans. Microsoft saw signifi-
cant issues with its Tay bot that started going off the rails. 
And, of course, who can ignore what Elon Musk and oth-
ers are saying about the use of AI.

Yet enterprises are already starting to pay attention to 
the ethical issues of AI use. Microsoft, for example, has 
created the AI and Ethics in Engineering and Research 
Committee to make sure the company’s core values are 
included in the AI systems it creates.

How AI systems can be biased

AI systems can quickly find themselves in ethical trouble 
when left inadequately supervised. One notable example 
was Google’s image recognition tool mistakenly classify-
ing black people as gorillas, and the aforementioned Tay 
chatbot becoming a racist, sexist bigot.

How could this happen? Plainly put, AI systems are only 
as good as their training data, and that training data has 
bias. Just like humans, AI systems need to be fed data 
and told what that data is in order to learn from it.
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to connect machines. It is needed to make machines 
smarter, to figure out the best ways for embedding in-
telligence into machines and devices, then to develop 
the best techniques for collecting the data generated 
by those machines and devices, analyzing that data 
and generating usable insights that will enable the 
company to run its equipment more efficiently and op-
timize the operations and supply chains.

GE has achieved its success by quickly realizing the 
importance of being a data-driven manufacturer and 
moving first. Not all manufacturers will go as far as 
GE in producing data-driven services as a new line of 
business. The companies that thrive – rather than sim-
ply survive – will be those that find the best ways to 
harness their data to improve operational and business 
performance.

AI + Analytics = Data-driven manufacturer

It’s interesting to note that ‘Waking up as a Software 
and Analytics Company’ as there has been a great deal 
of coverage about the revolutionary capabilities of AI in 
manufacturing. However, it is only once AI is combined 
with analytics that companies can begin to fully realize 
the value in their data. AI technologies employ technol-
ogy and algorithms to automatically extract concepts 
and relationships from data, understand their meaning, 
and learn independently from data patterns and prior 
experience. Analytics provides the vital element of in-
terpreting what this information means and applying it 
to accelerate and improve decision-making.

OpenText Magellan Company calls this AI-enhanced 
analytics. Core to delivering the capabilities of AI-en-
hanced analytics is a central platform that can connect 
to and access all data sources. Modern platforms – such 
as OpenText Magellan – combine open source machine 
learning with advanced analytics, enterprise-grade BI, 
and capabilities to acquire, merge, manage and analyze 
the Big Data and Big Content stored across your organi-
zation. AI-enhanced analytics can help break down the 
barriers between data silos and also analyze the infor-
mation that has been previously trapped in unstructured 
data and other forms of content.

This type of platform allows data-driven manufactur-
ers to improve their major business processes includ-
ing forecasting, inventory management, procurement, 
supply chain management and production. It’s impor-

tant to understand that AI doesn’t replace traditional 
analytics it augments it.

The benefits of being a data-driven manufacturer

Companies that have already introduced AI-enhanced 
analytics are seeing impressive results in areas such 
as smart manufacturing and predictive maintenance. 
McKinsey reports that predictive maintenance reduc-
es machine downtime by 30 to 50%. One organization 
states that it has been able to increase production ca-
pacity by 20% while reducing material consumption by 
4%. While Forbes suggests that analytics can reduce 
breakdowns by 26%.

Impressively, the power of AI and analytics is in do-
ing things that would be virtually impossible to achieve 
any other way. McKinsey uses the example of profit per 
hour – an analysis or everything that happens within 
end-to-end production process to work out exactly 
how much profit is created – that looks at thousands of 
parameters to establish how best to optimize each part 
of the process. The consulting firm says: “Unlike human 
planners, this advanced analytics approach typically 
factors in as many as 1,000 variables and 10,000 con-
straints to help manufacturers figure out what to buy, 
what to make, and how they should make it to yield the 
most profit in each period.”

Product customization is another area where the ap-
plication of AI and analytics can help companies be-
come far more responsive to customer demands. The 
data-driven manufacturer can leverage analytics plat-
forms to better predict customization demands through 
identifying patterns and trends in customer behavior. 
Thit can be translated into fully optimized production 
where customized products are created at near mass 
production levels and costs. AI and analytics allow a 
granular view of manufacturing processes that enable 
the late manufacture of products to the point of almost 
‘made to order’ where the customer can become in-
volved in the final production decisions. This is the new 
type of opportunity that data-driven manufacturers can 
quickly embrace.

Thereforee, the data-driven manufacturer is becom-
ing a reality for many companies. The combination of 
AI and analytics will let companies create business 
and production efficiencies through better understand-
ing the data that they are creating. 

What makes one IoT initiative more successful than 
another? There are many answers to that question.

In its “IoT Research Study 2019,” Nemertes took the 
following stance: Organizations deploy IoT for one of 
three main reasons: They want to generate new rev-
enue, either in the form of creating new business mod-
els, improving the revenue generated by existing lines 
of business or attracting new customers; they want to 
reduce the cost of operations; or they want to improve 
business processes to perform the same functions 
faster, better or at a lower cost.

In other words: IoT success means new dollars, saved 
dollars or improved processes.

The study looked at 403 organizations across 13 
countries and a range of sizes and vertical industries. 

Ready to tread an Internet of Things ( IoT)  path? Get help from those 
who have benefitted from IoT before with this IoT maturity model road-

map with tips for success.

It asked participants whether or not they had an IoT ini-
tiative that they considered successful. For those who 
said they did, Nemertes drilled into the specifics: What 
was the goal of the initiative? What was the design? 
How long did it take to deploy? How many IoT devices 
did it include? And based on the success metric iden-
tified by the participant, what tangible success did it 
generate?

Nemertes Research The state of IoT maturity

The research found that successful IoT initiatives, 
which accounted for about a third of respondents, gen-
erated at least $2.5 million in new revenue, saved at 
least $1.2 million in costs or improved business pro-
cesses by 35.5% -- depending, of course, on the goal 
of the participant.

An IoT Maturity Model and Tips
for IoT Deployment Success
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