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Abstract - The analysis and use of big data (BD) in today's

enterprise context is dominated by high data quality (DQ).
Decisions and opinions derived from poor quality data have
negative and unexpected consequences for organizations.
Currently, in the data quality field, researchers urgently need to
consider improving the big data quality (BDQ), especially
because of the lack of detailed research in this area. Considering
the big data quality will allow organizations to take sensible,
accurate assessment-based decisions. This article examines and
summarizes current research into big data quality by
discovering the fundamental qualities of big data and its quality.
In big data, the main issues of data quality are also examined.
The suggestions of some researchers on data quality evaluation
are outlined. Examining this subject can help to improve
conceptual measurements of high data quality and provide a
strong basis for future researches by developing integrated
analysis and evaluation of data quality models using appropriate
algorithms.

Index Terms—Big Data; dimensions of data quality; data

quality evaluation; dimensions of Big data quality.

1. INTRODUCTION

Big Data (BD) is a compelling field of scientific and
industrial research and development. Many researchers,
IT professionals, scientists and organizations try to identify
and analyze new challenges and potential technologies and
methods to solve these challenges [1]. Data scientists
examine current technologies and platforms, and process and
analyze this huge number of data to create relevant insights
that can have an important influence on culture and human
well-being. For example, forecasting market growth,
detecting and isolating infectious diseases, controlling road
traffic, and forecasting the weather. However, traditional data
sets algorithms are no longer suitable as Big Data is dynamic,
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constant, unstructured and wide. Thus, these tools and
proposed techniques must be updated, rewritten and scrapped
to respond to new data features and challenges.

Data is the most critical factor in all life cycle phases.
These phases include data processing and analysis. However,
without ready data, these phases will not be widespread.
However, if the data is not appropriate, clean, and not ready
for processing, the data processing can be very sensitive.
Inaccurate data can cause biased analysis, primarily due to
factors such as poor preparation, format, source, type and
other data properties. Data properties should first be defined
to define their quality. Data quality, also known as knowledge
quality [48], has been described in a variety of ways in the
literature [49]. Good quality data may indicate whether data
meets user expectations [50], whether they are human user
systems, or whether they are defined as "data suitable for use
by data consumers" [51]. “The degree of satisfaction of a set
of data properties” is defined by ISO/IEC 25012[52].

For example, Coherence and precision [33], in queries
expressing the needs and limitations of the problem [53].
Examples include the need for a solution. The definitions
mentioned above describe inadequate data quality to comply
with data collection requirements.

Without meeting all the requirements, it is not suitable for
use by the data consumer and thus affects the components
involved (e.g., company, customer). The effect can be of
three types: operation (through dissatisfaction and increase
costs between customers and employees); tactical (through
decision-making and disbelief) and strategic (i.e., affecting
the overall strategy of the organization) [54]. After all, any
system or company that relies on information is vulnerable to
difficulties if the data processing has no expected quality
properties.

Define the quality of data is a complex, multifaceted,
persistent process. This generally refers to aspects from
quality of service and software to data quality. Quality is also
(1) the area of interest, (2) the characteristics are defined, and
(3) the measurement methods and assessment methods are
dependent on. In other words, deep domain knowledge, well-
defined data attributes, and quality goals are essential
requirements for quality assessment. Therefore, data quality
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can be measured using a variety of measurement and
evaluation tools in different areas. For big data [9], the data
themselves and their qualities are the key issues. Big data has
many features that influence data quality directly (DQ). Data
diversity is one of the features of BD that describes the
various data sources and formats. The variety of information
gives an intuitive insight into data quality. For example, a
data storage facility is structured, while data from social
media is unstructured and schema-free. Data speed is another
quality characteristic that quickly generates large quantities
of data. For example, high-quality parameters should be
considered for quality assessments.

This has a direct effect on data quality in all of these
parameters. A precondition for building data confidence and
ensuring its quality is therefore necessary.

This paper studies the recent work in the context of BD
quality and its dimensions. The remaining article is structured
as follows: In the next section, the main definition of data
quality, its features and principles of the life cycle will be
presented. Section 3 lists and analyses the most significant
data quality research studies. Section 4 deals with the critical
data quality as important issues and research guidelines.
Section 5 concludes, finally, with a continuous and difficult
direction.

1. Bi1G DATA DEFINITION AND CHARACTERISTICS

According to [2]-[8], every day a large amount of
information is generated, which is 2.5 bytes (Exabyte (EB) =
1018 bytes). Data were stored with a capacity of 800 000
petabytes (1 PB = 1015 bytes) in 2000. Every second 1.7
megabyte of data on this planet was generated by 2020 [10].
The increased data storage is the result of web searches such
as Google and Yahoo that many loosely organized data
sources have been invited to consult. Besides, the main
players and data manufacturers include application domain
such as Social media, Amazon, YouTube, loT Sensors,
handheld smartphones.

To evaluate big data, it should be introduced and its
characteristics linked to its evolution over the years.

A. Big Data

At the beginning and as the term "big data" suggests, it was
somehow a matter of the data in a large number of files that
could not be handled by traditional databases [11]. The
definition was then extended to include the difficulty of
analyzing these data using traditional computer algorithms.
Big data is the entire value chain, covering many different
stages: production, accumulation, acquisition, transportation,
storage, processing as well as visualization and interpretation.
The insights that can be learned from this chain are from the
continuous development of data using existing methods and
emerging architectures.

Big data is broad and spectrum-speed, varied and cost-
efficient, innovative information treatment to enhance
decision-making and understanding in [7]-[8], [12]-[13].

"Big data" describes an enormous number of semi-
structured or structured information that prevents the use of
traditional databases and computer technology. It also refers
to technology and storage devices used by an organization to

store and conserve massive amounts of data from various
sources.

B. Big data features in the DQ context

Big data is regarded as structured, semi-organized and
unstructured databases with a large amount of information, as
previously mentioned. It is also a nightmare task for
traditional computers, software and database management
systems to be stored, presented, analyzed, maintained and
controlled. Laney [14] is the first to add three main
characteristics representing big data: Velocity, Variety and
Volume, known as (3V’s). Although these key elements are
widely used to represent Big data, two additional aspects for
data integrity have been developed: Value and Veracity. BD's
principal characteristics are summarized in Table 1.

TABLE 1
MAIN BIG DATA CHARACTERISTICS

Characteristics Explanation

Importance of Data; It clearly illustrates
the business value that will be extracted
from big data [17]-[19].

Value

Data size; the amount of collected and
maintained data. The data may range
from TB to PB [15]-[17].

Volume

Data quality; if the information
collected is not accurate, the accuracy is
nearly useless [19].

Veracity

Data type; The end of the receipt [15] —
[17] is typically in videos, images,
audio, and so on.

Variety

Data speed; the speed of production of

Velocity information [16]-[18].

I1. DATA QUALITY AND DQD

Data quality (DQ) does not require that data should be
error-free only. Buggy data is just one piece of data quality
state. Many of the experts hold a wider perspective. There are
many ways in which data and its quality are used, which has
been described in terms of dimensions [27][29].

A. Data Quality

Larry English [40] says that data quality means "reliably
meeting the needs of knowledge workers and end-users.”.
Other [22][34][37] state that the goodness or suitability of
data to meet market needs is data quality.

It is known that DQ has multiple definitions that depend on
the context, domain where it is used [23]-[24]. DQ is
understood differently in academia than in business. In
business [21], the authors sum up DQ from well-known and
accepted 1SO 25012 interpretations. In literature, "fitness for
use." is DQ.

In [25] the data quality is described as acceptable for use
or to meet the requirements of users.

Big data indicates that data quality can present many
problems due to the high number of data sources and to the
different types of data sources which can be processed in a
rather short time. [28].
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The analysis of BD is different depending on the context
of their application. In some cases, some data which can
irremediably be called 'dirty,’ which is not of sufficient
quality for application use, may be found very valuable in
other contexts. The crucial issue here is that DQ for large
datasets depends on their intent to use [29].

The data is distributed via BD storage systems to allow for
the unrestricted handling of large amounts of information
through distributed computing. Further, there is a high
availability of error tolerance, geo-distribution and
replication of data. However, this will result in data quality
concerns such as consistency across several data centres.

BDQ requires well-defined and lightweight measurement
processes which can run in parallel with each phase [30].
These processes provide data quality management, control
and keep track of any changes that might increase or decrease
the data quality.

B. Data Quality Dimensions (DQD)

DQD is used by data management experts to define data
quality characteristics that can be measured or graded
according to data quality standards [26]. Some of the
common DQDs which are widely cited in the literature are

listed below:

1) Completeness: To be completed, the values of all
components of the data element should be valid. It
decides whether or not in the data resource all the data
needed to meet current and future company needs are
available.

2) Timeliness: It calculates the time between acquisition
and analysis, including the use of data with the desired
results. Failure to collect data within a specified period
may affect its usefulness in decision making.

3) Accuracy: refer to whether the data represents the
dataset.

4) Consistency: The lack of distinction when comparing
two or more examples of the same thing with their
meanings.

In big data, several ranges of quality dimensions have been

considered by different researchers in current literary works.

In [31], the fact of each dimension is designed to cover

specific areas that might fall under the overall idea of data

quality, was explained.
Table 2 summarizes BDQD introduced in [31][32].

TABLE 2
KEY DIMENSIONS THAT ARE RELATED TO BDQ [31][32].

BDQ Dimension

Explanation

Uniqueness The information can be saved once

Validity If the rules have complied with the data is correct (format, type and range).

Correctness It often is known as syntactical precision, which means a domain's closeness to a data value.

Currency Concerns on how prompt data are

Accessibility The willingness of customers to access data from their context, physical status and available technologies.
Believability Whether a source provides information that can be considered accurate, genuine and trustworthy
Reputation Considers how secure the source of knowledge is

Relevancy The specifics of the actual task are applicable

Ease of understanding

How much data is simple, without confusion and easy to understand.

Volume of data

To what extent the correct data size is used to complete the task.

Ease of manipulation

How easy it is for different tasks to process and submit data.

Free-of-error

Degree the data is truthful, accurate, and reliable.

Interpretability

It is clear to what extent the data are insufficient for units, symbols, languages and importance.

Objectivity The extent of explicit and unsatisfactory languages or syntax free descriptions of data.
Security The level of access protection offered to maintain security.
Cohesion Consistency, cohesion and coherence apply to the capacity of data to conform without interfering with all the properties of the

fact of concern, as defined in terms of credibility restrictions, data editing, market rules and other formalities.
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Redundancy

Redundancy, minimality, compactness and conciseness apply to the capacity to reflect the fact of importance with limited use

of insightful tools.

Value-added

The data seems to be important.

Table 3 summarizes some dimensions that have been reviewed along with BDQ and traditional data quality [31][36].

SOME QUALITY DIMENSIONS THAT Al;rEAiEf:TED TO TRADITIONAL AND BIG DATA
Dimension Traditional data Big Data Big Data Big Data Big Data Big Data
quality Quality Quality Quality Quality Quality
[35] Research Work Research Work | Research Work | Research Work Research Work

[32] [31] [34] [36] [33]

Completeness v v v v v v

Timeliness - v _ v v v

Validity _ v v - - v
Uniqueness v _ - - v -

Accuracy 4 _ v v v v

Consistency 4 _ v v v v

Correctness v - v - - v

Currency v _ - - v v

Accessibility v v v v _ v

Believability v v v _ _ v

Reputation v v v _ _ v

Objectivity v v - - - v

Relevancy v v _ v _ v

Ease of understanding v v v - - v
Volume of data v v - - - -
Ease of manipulation v v - - - -
Free-of-error/ Credibility v v - 4 v -
Interpretability v v - - 4 -
Security v v _ - - -

Value-added v v - - - v

The mere analysis of the dimensions listed above clearly
indicates a substantial degree of consistency and similarity

between the various ways in which the data can be
analyzed for quality purposes. However, the question that
should be appeared here, how much these dimensions can
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indeed extend in the light of BD? What are the dimensions
that are perceived to be more relevant for data quality in
the sense of BD use?

C. The main dimensions of BDQ and its relation to
Big Data characteristics

According to [28] it could not be as important to
increase DQ for large data as the quantity of inaccurate
data. Because this amount of incorrect data is considered
negligible to affect the final result after the analysis of data.
Therefore, which of those two completely opposing
schools of thinking is relevant appears to rely on the impact
and amount of the incorrect or 'dirty' data as part of a big
data collection. This raises the importance of
understanding which dimensions are more relevant for big
data.

Caballero et al [29] say that the main dimension of data
quality to be tackled for BD is the consistency that they
define as the ability of information systems to ensure the
integrity of datasets as data is distributed across networks
and systems. Their major idea is that a dataset can only be
calculated for business value concerning its application.
They further subdivide the consistency into three parts (3
C’s). Even so, many of the conventional dimensions of
data quality were linked to the three consistency sub-
domains:

1) Contextual consistency [38] means the degree of
use in the same field of application of large data

TABLE 4

sets regardless of the form of data generation, size
and speed. As a result, validity, authenticity, ease
of understanding, precision and confidentiality
are perceived to be essential to contextual
continuity development.

2) Temporal consistency presents the fact that data
has to be understood in a consistent time slot,
such that the same data cannot be equivalent if it
may not come from the same time slot. Temporal
consistency is assumed to include time
concurrence, availability, and currency.

3) Operational consistency relates to the operational
effectiveness of technologies on data creation and
use. The principal connected dimensions are
available, portable, consistent, complete and
traceable.

However, many dimensions of typical data quality have
been connected to the consistency sub-bands as follows
(Table 4).

MAPPED 3V’S OF BD TO THE 3C’S OF DATA QUALITY [29]

Velocity

Volume Variety

Consistency,
Contextual consistency
Credibility, Confidentiality

Accuracy, Consistency,

Completeness, Credibility Understandability

Consistency, Credibility, Availability Consistency, Currentness,
Temporal consistency o Compliance

Currentness, Availability

Completeness, Accessibility, Completeness, Accessibility, Accuracy, Accessibility,
Operational consistency Efficiency, traceability, Efficiency, Availability, Compliance, Efficiency, Precision,

Availability, Recoverability

Recoverability
Traceability, Availability

The approach to the specific properties of large data in
which DQ dimensions were given was, however, simply
not an experimental or research assumption. Research in
this sector is immediately required to identify the
dimensions that are most relevant for big data through
research on the BDQ.

D. Poor Data, DQ Issues and Problems
Many issues, such as easy access, flexible, reliable and
timely data utilization can affect data efficiency [28]-[29].
There are various explanations for poor quality data,

including lack of authentication protocols [39]. Often the
correct data, although errors in syntactic or formatting
have been identified[26]. Poor data can also result from
inadequate changes and configuration monitoring systems
within the organization, and weak system development
processes (system design, data conversion errors,
validation processes, etc.). In [41], data quality dimensions
were linked to the causes of incorrect data, concluding that
DQ issues may appear to be inaccurate and contradictory
values, missing data, uniqueness constraints, and
violations of functional dependence. The Transforming
Intelligence Information (TDWI) data quality study [20]
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indicated that there was a lack of credibility, additional
costs and time to refinish data, frustration with consumers
and continuing delays in the provision of new system
products as the usual problems induced by faulty data. All
these problems are shown in Fig. 1, all these issues are
presented.

E. DQ problems for Big Data characteristics
precision, veracity and reliability are also associated with

the accuracy of the DQD in the BD context [43]. In
[26],[29],[34], an attempt is made to map these
characteristics, data and DQ. In another research, the
authors of [44] addressed the DQD "Accuracy" versus the
"Volume" feature of BD. They assume that the rise in data
size has a high effect on the improvement of the DQ.

Extra time to reconcile data

Delay in deploying a new system
Loss of credibility in a system

Lost revenue

Extra costs (e.g. duplicate mailings)
Customer dissatisfaction
Compliance problems

B7%

B1%

Other

Fig. 1. Some of the reasons that lead to data quality problems [20]

V. QUALITY ASSESSMENT

DQ can be measured and the metric of data quality should
determine whether the attributes agree with the previously
defined DQD or not.

A. DQ Evaluation, Metrics, and Measurement

In [9], their work is based on a set of columns, rows and
attribute(s), and its wvalues on structured data.
Measurements of data quality must determine whether or
not the value of the data meets the quality attribute. The
author states in [39] that measuring data quality metrics
evaluates good or bad binary results, or values from 0 to
100 (100% is optimal) and uses default methods to
determine them. This applies to many quality dimensions,
such as accuracy, completeness and consistency.

For example, the following is defined by a metric
calculating the accuracy of a data attribute:

1) The data type of the attribute and its value.

2) For numeric attributes, a range or  sets
of valid values (also text) can be defined. All other
values are incorrect.

3) The accuracy of an attribute is calculated
according to the number of valid values divided
into the number of rows or remarks. Table 4 lists
the measures of many DQD values scores

4) For other data, types/formats, such as images,
video, audio files, a different type of metric should
be defined to assess the accuracy or other quality
parameter.

The authors of [26] define the usefulness of images as an
aspect of its data quality. For this type of data, the
extraction features of the data are described and extracted

for each data object. These features have drawbacks that
define the goodness or badness of the data values.

Some quality metrics functions are designed based on
extracted characteristics such as usability, accuracy,
integrity (based on multiple attributes), and any other data
quality dimension that is a candidate for such data types
(e.g., video, image or audio) be judged by experts in the
domain. their work is based on structured data represented
by a set of attributes, columns and rows and their values.
DQ Metrics shall determine whether or not the data value
meets the attribute of quality.

TABLE 4
METRIC FUNCTIONS OF DATA QUALITY DIMENSION

DQ Dimension Metric function

Consistency Cons= (Nu/ N)

Completeness Comp= (Nmy/ N)

Accuracy Acc = (N / N)

N: in the sample dataset, the total number of rows
Nure: Total value that complies with the limitations
Nmy: Amount of missing values

Ne: Amount of the correct values

B. Evaluation of BDQ

In [45], the authors present their proposed quality pipeline
mapping from big data processing pipelines [46]. First, a
high-quality pipeline was implemented and then three key
qualities were concentrated: consistency, accuracy and
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confidentiality. Fig. 2 demonstrates their findings.

(a)

Big Data Processing Pipeline |
Integration/
Data Cleaning Aggregation/
Representation

(b)
Big Data Quality Pipeline

Acquisition/ Extraction/ Analysis/

Interpretation

Recording Annotation Modelling

-

Data Cleaning:

Consistency & ; -
Checks i Integration Analysis/Mode! | Task-specific
Imputation Quality i Quality Quality

Quality
Metadata
Source Extraction .
Quality procedures Evaluation

Outliers
detection
on Data Duplicate

K i | detection /

Fig. 2. Part (a) - Pipeline for big data processing; Part (b) - Pipeline of BDQ [45]

Quality
Annotation

In [34], a dynamic feedback system has been suggested with a key data quality evaluation approach that focuses
on the characteristics of BD, as seen in the following Fig. 3.

Goals of data collecting = Determining quality dimensions and elements
| Fomulating cvaluation bascline |« Determining indicators
= Data collecting = Data cleaning

v

> No Satisfy baseline? Data quality assessment
¥

g ' W

-.E;, Output data Generating data quality report
P

e Data analysis and data mining

No

Satisfy goals? Output results

Fig. 3. The BDQ evaluation process [34]
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In [47], they propose a quality evaluation model that
selects the quality dimension for each type of data
and evaluates its extracted characteristics. Because

of Unstructured data which has no column values,

-

Data Model

N a| [ Dan
e | | Tyes
ST Documents
Data ured Text, Pdf,
Sources Jata S
— Media
Samp“l‘lg \ Video, Audio, -
Profiling (7 i
Unstructured Social Data
Big Data Facebook,
Sﬂm:‘ﬂe 4 Twitter,..
Unstructured Web Data
» Big Data Pages, Blogs -
£5 | Profiing FOrums,..
Y ——
= .g Data Domain
3 Bines

£-Healkth

Sci entific
Research

% ;
1

Fig. 4. Model for the evaluation of unstructured BD [47]

V.  CONCLUSION
The big data era gives rise to concerns about ensuring BDQ

and the analysis of information and expertise. Poor data
quality could lead to poor data efficiency and major
decision-making errors. This paper reviews current
research on BDQ problems, highlights proposed
mechanisms and measurement methodologies for the
enforcement and improvement of BDQ. This paper also
proposed the use of a metric big data model as a guide in
respect of data quality. As a future work, according to all

the above work, more scientific assessments and the

\ Quality Evaluation %)

they use a quantitative approach to data quality
based on the content of the data. Figure 4 illustrated

this proposed approach.

A
Text Mining ) .
From Media ) pabD
Metadata Dimensions
Video Selection
Chamcterstc
; Audio Quality
/ Characteristics \‘ Metrics
| Characteristics =
. Features Extracton
P — Features
Sentiment Festures
Mining Selection &
Opinion Mining \Qalky Mpping
Recomandation y TR
Analysis Qumlity

\ Sodial Media Mining

Content mining

Structure
mining

Usage mining

Web Mining
Precision
Data Preparation for Mining Results
Quality

= ,.

testing of the proposed solutions are recommended. The
measuring results for the qualitative dimension should
therefore also be based on automatic optimization and
quality testing. Besides, a metric model should be used to
construct large data in the form of measurements of data
quality.
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