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(1) Rule No. (105) of the Tallinn Manual 2: Indiscriminate means or methods it is prohibited
to employ means or methods of cyber warfare that are indiscriminate by nature. Means or
methods of cyber warfare are indiscriminate by nature when they cannot be: (a) directed at a
specific military objective, or (b) limited in their effects as required by the law of armed
conflict and consequently are of a nature to strike military objectives and civilians or civilian
objects without distinction.
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Apply? 89 INT’L L. STUD., 2013, P. 252.

(4) Rule No. (101) of Tallinn Manual 2: "Objects used for civilian and military purposes

Cyber infrastructure used for both civilian and military purposes is a military objective".
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(2) Rule No. (113) of Tallinn Manual 2: Proportionality: A cyber attack that may be
expected to cause incidental loss of civilian life, injury to civilians, damage to civilian objects,
or a combination thereof, which would be excessive in relation to the concrete and direct
military advantage anticipated is prohibited.
(3) Y. DINSTEIN, the Conduct of Hostilities under the Law of International Armed Conflict,
CUP, 3" edn., 2016, P. 9.
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(1) Rule No. (104) of Tallinn Manual 2: Superfluous injury or unnecessary suffering: It is
prohibited to employ means or methods of cyber warfare that are of a nature to cause
superfluous injury or unnecessary suffering.
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(1) NATO, Press Conference by NATO Spokesman, Jamie Shea and Colonel Konrad
Freytag, SHAPE, 23 April 1999, available at:
http://www.nato.int/kosovo/press/p990423l.htm. 2/9/2019.

(2) ICTY, Final Report to the Prosecutor by the Committee Established to Review the NATO
Bombing Campaign Against the Federal Republic of Yugoslavia, 14 June 2000, available at:
http://www.icty.org/en/press/final-  report-prosecutor — committee-established-review-nato-
bombing-campaign-against-federal. 7/5/2018.

(3) G. CLULEY, TV5Monde Attack Proves Hacking Attribution Is Very Difficult, 10 June
25)1/5, available at: https://www.grahamcluley.com/tvSmonde-attack-hacking-attribution.
5/4/2018.
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(5) ICRC, Interpretive Guidance on the Notion of Direct Participation in Hostilities under

International Humanitarian Law, Intl Rev Red Cross 90, 2009, Paras. 991, 995:996.
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(1) N. TSAGOURIAS, Cyber Attacks, Self-defence and the Problem of Attribution, J. Conflict
& Sec L. Vol. 17, No 2, 2012, PP. 229:244,

(2)United Nation, General Assembly, Developments in the field of information and
telecommunications in the context of international security, Report, Sixty-sixth session, 15
July 2011, (UN Doc. A/66/152 ).

(3) U.S., The White House, International Strategy for Cyberspace: Prosperity, Security, and
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Force in Counterterrorism Operations Outside the United States, available at:
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NATO Cooperative Cyber Defense Centre of Excellence, TALLINN MANUAL on the
International Law Applicable to Cyber Warfare 45 (Michael N. Schmitt et al. eds., 2013),
available at: https://perma.cc/DHK8-7WFG. 20/4/2020;

(1) M. J. ADAMS, a Warning about Tallinn 2.0, Whatever It Says’ Law fare, (4 January
2017), available at: https://www.lawfareblog.com/warning-about-tallinn-20-%E2%80%A6-
whatever-it-says. 15/7/2019.

(2) M. N. SCHMITT, S. WATTS, The Decline of International Humanitarian Law Opinion
Juries and the Law of Cyber Warfare, 50(2) Texas International Law Journals, 2015, P. 189.
(3) M. D. CAVELTY, The Militarisation of Cyberspace: Why Less May Be Better’ in C.
CZOSSECK, R. OTTIS, K. ZIOLKOWSKI (eds.), 4th International Conference on Cyber
Conflict, NATO CCD COE, 2012, P. 141.

(4) UN Doc A/65/201 (2010); UN Doc A/68/98 (2013); UN Doc A/70/174 (2015).

(5) ICRC, International Humanitarian Law and the Challenges of Contemporary Armed
Conflicts’ (October 2015), available at: https://www.icrc.org/en/download/file/15061/32ic-
report-on-ihl-and-challenges-of armed-conflicts.pdf.13/3/2020.
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Rule (45) of Tallinn Manual 2: Cyber operations on the high seas: Cyber operations on the
high seas may be conducted only for peaceful purposes, except as otherwise provided for
under international law.
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(1) Y. DINSTEIN, War, Aggression and Self-Defence, P. R., P. 90.

(2) M. ROSCINI, Cyber Operations and the Use of Force in International Law, P. R., PP.
52:55.

(3) Rule No. (69) of Tallinn Manual 2: Definition of use of force: A cyber operation
constitutes a use of force when its scale and effects are comparable to non-cyber operations
rising to the level of a use of force.

(4) M. N. SCHMITT, L. VIHUL, Tallinn Manual 2.0 on the International Law Applicable to
Cyber Operations, P. R., PP. 334: 341.

(5) C.S. YOO, Cyber Espionage or Cyber War, P. R., PP. 8: 10.
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(1) Rule No. (68) Of Tallinn Manual 2: Prohibition of threat or use of force: A cyber
operation that constitutes a threat or use of force against the territorial integrity or political
independence of any State, or that is in any other manner inconsistent with the purposes of
the United Nations, is unlawful.

(2) M. N. SCHMITT, L. VIHUL, Tallinn Manual 2.0 on the International Law Applicable to
Cyber Operations, P. R., P. 329.

(3) Rule No. (71) of Tallinn Manual 2: Self-defence against armed attack: A State that is the
target of a cyber operation that rises to the level of an armed attack may exercise its inherent
right of self-defence. Whether a cyber operation constitutes an armed attack depends on its
scale and effects.

(4) Rule No. (72) of Tallinn Manual 2: Necessity and proportionality: A use of force
involving cyber operations undertaken by a State in the exercise of its right of self-defence
must be necessary and proportionate.

(5) Rule No. (73) of Tallinn Manual 2: Imminence and immediacy: the right to use force in
self-defence arises if a cyber armed attack occurs or is imminent. It is further subject to a
requirement of immediacy.

(6) M. N. SCHMITT, L. VIHUL, Tallinn Manual 2.0 on the International Law Applicable to
Cyber Operations, P. R., PP. 334: 349.

(7) C.S. YOO, Cyber Espionage or Cyberwar, P. R., PP. 188:194, 278: 288.
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(1) Rule (26) of Tallinn Manual 2: Necessity: A State may act pursuant to the plea of
necessity in response to acts that present a grave and imminent peril, whether cyber in nature
or not, to an essential interest when doing so is the sole means of safeguarding it.

(2) 0. A. HATHAWAY, R. CROOTOF, P. LEVITZ, H. NIX, A. NOWLAN, W. PERDUE,
J. SPIEGEL, The Law of Cyber-Attack, P. R., PP. 817, 829:830.

(3) The United States, The Office of Public Services, Bureau of Public Affairs, President’s
Statement of May 16, The Department of State Bulletin, XLII, No. 109 (Washington D.C. 6
June 1960), P. 905.
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(1) United Nations, General Assembly, Group of Governmental Experts on Developments in
the Field of Information and Telecommunications in the Context of International Security:

note by the Secretary-General, A/68/98 (24 June 2013), paras.19.20.
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(3) S. KANUCK, Sovereign Discourse on Cyber Conflict under International Law, Texas
Law Review, No. 88, 2010, P. 1571.

(4) M. N. SCHMITT, Reaction: Cyberspace and International Law: the Penumberal Mist of
Uncertainty, 126 HLR F., 2013, PP. 176: 176.

(5) Islands of Palmas (Netherlands v US) (1928) 2 RIAA 829, 838, the provision is:
"Sovereignty in the relations between States signifies independence. Independence in regard
to a portion of the globe is the right to exercise therein, to the exclusion of any other State, the
functions of a State".

(6) C. FORCESE, Pragmatism and Principle: P. R., PP. 67, 80.
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(1) A. SCHWABACH, Internet and the Law: Technology, Society, and Compromises,

ABCCLIO, California, 2"., edn., 2014, P. 57.

(2) M. N. SCHMITT, L. VIHUL, Tallinn Manual 2.0 on the International Law Applicable to

Cyber Operations, P. R., P. 12.

¢ e Aoaal) dralal) ¢y Sy o jlaall sliine (Y 6 Jadl calall Jsadl o a8l (i gaf (g3l Ao /3 (T
XY YV a VAV,

-393 -



Al (e (YA) oy alall 82 )5 Ll Wil g el g ¢ 50 Caye o sSil LghnDln (520 o Cagigll
ol Cpallaall DA (e I3 Al 5y T g il sall Jandl daSaal i)
(Ao s Fwall o alud) @By ) pueal) Gunadl) Sl jlan gy 1dsY) allaal)
ot 99 ipas alud) g () paeal) Qusatl) o gl JAUS (lSa) (gt Jylad 1 AU Gullaal)
J¥) llaall

A9 (s giaal) Ao ) prad) Qi) Sl laa gy

Jzd 293 ) il Cadlial g edai g yiKI b aladiuly et Joall Gla jlas el
A3 s Al basial) el dakiie ciagd LS dlgdde s i ) AV e g dgide sl adiall
(sl il 5 siunall e 5 ¢l Ga Lo Jlanil ilasan e 5Ly ol 5 0aY) (ulna
el Ay iy el Guailly dlia @l e e gl gl afaill MSaT may il
Adull g g dll JA

Js¥ g A
(o sad) Queadill gl A jlaa

35 eJsal (oans Loy s i) 3 el sl sl (mm - all 13a OIS (e (g
fl sl e elld g dgalady o g3 a8 dlgrle  Jsall aainall 2

V4% ale (RB-47) «(U-2) ¢Sy o) (il Adadd g3 (i) aill g 2 Y of

Al) el iy () oLV V4T Gle (U-2) 4y ey 5yl Lala <o il
308l 4l ) o8 Eumy ) il e 31 el 1aa AiSy ) ol Al A g & e Cua db )y ghaiall
By VAT e g 1907 ple sl g ¢ sl SIS (g0 Gt plems g MY e
Caald  callaiily 43 gl Y (353 il Lall »da cuils "Francis Gary Powers" Lkl
il Lan Ledaliuly Capd ) Q8 V4T ale gle e JY) By ey Sue Claglae gan g saailly
il Jite ) gilely cagali) 358 (31a

uulasu;ujuaaﬁm&)awu}&\d.uej u.u_a.ua_\ﬂ(u 2) 4o jlan 3 08 A
uJLj‘LHL@.AwLJLS;\G_AuW\w}LH\LM\mj‘ l_g_a.ia)}.uu_maujewa.d\

u\)@\juuu\qu“_,;ju\uyuuuajmjw&mxducueﬁutswum
Ja ase JLud . mﬁueq\du\_j_\u\uuu}ﬂ\mjsudt_@_u\ A ellia LS 13 5 el sall

(1) Office of the Dir. of the Cent. Intelligence Agency, Memorandum for Brigadier Gen.
Andrew J. Goodpaster, U-2 Overflight of the Soviet Bloc (Aug. 18, 1960) (declassified Aug.
17, 1999), available at:
http://www.eisenhower.archives.gov/research/online_documents/u2_incident.html. 15/3/2020.
(2) C. FORCESE, Spies Without Borders, P. R., P. 203.
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U.N. Security Council, Official Records, 15" year, (UN Doc $/4314, 19 May 1960, 157);
Union of Soviet Socialist Republics, Draft Resolution Concerning Alleged Aggressive Acts by
the United States Air Force Against the Soviet Union, UNSC Doc S/4321(23 May 1960, not
adopted).

(1) U.N. Security Council, Official Records, 15th Year, 1960, Document S/4328.

(2) Soviet Notes of July 11, 15, Department of state Bulletin, Volume XL III, July 4-
December 26, 1960, PP 164, 210, 211.

(3) U.S. Note of 18" July 1960, Department of State Bulletin, August 8, 1960, pp. 209, 210;
N.Y. Times, July 13, 1960, P.I, C. 8; January 26 1961 p. 1, C 3; March4 1961 P.1, C. 3.

(4) U.N. Securlty CounC|I Official Record, 150 year, 880" to 883" Meetlngs (July 22-26,
1960), Docs. S/P. V 880- 883 and Docs. S/4384 S/4385; S/4406; S/4409/Rev.1.
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(1) G. DYER, Australia’s Surveillance of East Timor too Shameful to Share, P. R., Website.
(2) Oral Proceedings, Verbatim Record 2014/1, Case Concerning Questions Relating to the
Seizure and Detention of Certain Documents and Data (Timor-Leste v Australia), CR 2014/1
(2014) 15-16.
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Rule No. (14) of the Tallinn Manual 2: Internationally wrongful cyber acts A State bears

international responsibility for a cyber-related act that is attributable to the State and that
constitutes a breach of an international legal obligation.
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(5) Rule No. (15) Tallinn Manual: Attribution of cyber operations by State organs: Cyber

operations conducted by organs of a State, or by persons or entities empowered by domestic
law to exercise elements of governmental authority, are attributable to the State.
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another State are attributable to the latter when the organ is acting in the exercise of elements
of governmental authority of the State at the disposal of which it is placed.
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(1) ICTR, Prosecutor v. Jean-Paul Akayesu, Case No. ICTR-96-4-T, Judgment, 2 September

1998, paras. 443 — 631. _

(2) ICTY, Prosecutor v. Kunarac, Kovac and Vukovic, Case 1T-96-23 & 1T-96-23/1-A,

Judgment (Appeals Chamber), 12 June 2002, para. 148. )

g%) ICTY Appeal Chamber, Prosecutor v. Tadic, s upra note 18, at para. 229; ICTY Trial
hamber, Prosecutor v Krnojelac , IT-97-25,A'ud ment, 15 Mar. 2002, at para. 88.

(4) Rule No. (84) of Tallinn Manual 2: Individual criminal responsibility for war crimes

Cyber Qg_erations may amount to war crimes and thus give rise to individual criminal

responsibility under international law.
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