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Abstract

mmcbaﬁmﬁcwmﬁlgﬂﬁposiﬁwsaﬁmgmiveseﬁ'mﬁHWManl
ﬁwﬁsofpmitivcseﬁeas and avoid negative effects of IT on intemal control over financial
eporin n corporations generally, and in Saudi listed companies particularly.

This study s based on SUIVEY, ie qwﬁonnairesforanmnbﬂ'ofintemalmditarsin
Wmmkjyadhcitytoachiwe‘ﬂlereseamhobjecﬁves.Inaddﬂion,itisbasedondmksmdy
from literature TEViEW.

mmwmrwwdwﬂmppoﬂsmunﬂMOvaﬁnﬂxﬂdwpmngdﬁ
beknwavoiderrm'sandnﬁm. Underl'l',inwmalcontmloverﬁnancialreporﬁngsystanbecame

mwcﬂ’ecﬁve,}lenw,ﬂhdpsauainhgmcopﬁmmmbﬁaﬂmofmewaﬂabkmmfm
ahieving organizational targets. UnderIT,thmaresomediﬁiaﬂtto changesystemparmnetersandto
New technology will cost corporations a lot,

update current systems for using new technologies.
under IT, internal control over financial

because it needs special skills, hardware and software. Hence,
seporting system needs more monitoring and maintenance.

The study recommends, for gefting benefits of positives effects of IT on internal control over

ﬁmmii'lfel"’“fll’c’»i’tiSnewssar:;'toum:l’l‘intht:inieldofintenmloommloverﬁuanr:izllreporting
manual controls due to

eflcively. In additon, it s necessary Temoviog duplicatod legacy
implementation of automated controls. However, for avoiding negative
overﬁﬂandnlreporﬁng,,itismommymmgmuicwdmofsyﬁmmdmmgmmmme
cost that related to using IT.
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PART ONE: INTRODUCTION

1.1. Preface: '
Today's Information Technology (IT) within business sector around the wey d

plays an important role in all fields. However, internal control of financial reporting jg
considered one of the most important fields that related to IT. Under IT, Interna]
control of financial reporting is different from internal control of financial reporting
under traditional position. Under IT internal control of financial reporting needs more
requirements and involves some strengths, weaknesses, challenges, opportunities and
threats.

1.2, Résearch Problem:

Generally, internal control of financial reporting under IT in the KSA is an
important Accounting issue. This is due to the importance of the Saudi stock market

in relation to international stock markets. Therefore, internal control of financial

reporting under IT has positives and negatives effects. So, it is necessary to examine

the determinants of these effects (impact) either positive or negative within internal

control over financial reporting. Internal control over financial reporting has long



13 Res earCh Questlons:

[ the terms of the research problem, this research inclydeg the fo]lowing

tions:
ques
. Wht are the positives and negatives effects of IT o internal contro] oyer

pancial reporting in corporations in the Kingdom of Saudi Arabia?
g, How canl get benefits of positives effects and avoid negative effects of IT op

internal control over financial reporting in corporations in the Kingdom of Saudj

Arabia?

1.4, Research Objectives and Its Importance:

To explain how the two research questions are related to the research
problems, this research aims at achieve two main objectives as follows:

» The first objective is concerned with explaining the positives and negatives
effects of IT on internal control over financial reporting in corporations generally.

» The second objective is concerned with explaining how can get benefits of
positives effects and avoid negative effects of IT on internal control over financial
Teporting 11;( corporations generally, and in Saudi listed companies particularly.

Therefore, the importance of this research lies in dealing with an important
ad interesting of research. This due to the hecessity of determining the positives and
legatives effects of IT on internal control over financial reporting in corporations and
how can get benefits of positives effects and avoid negative effects of IT on internal

%utrol over financi] reporting in corporations.

L5, Reseqrey, Methbdologl’

I order 1o achieve the research objective, the current research depends on the
"eical approach i reviewing the literature in order to explain the positives and
gei::;lez(flf% of IT on internal control over financial reporting in corporations in

M the Saudj corporations in particular. In addition, a survey was

| gy
Eﬁ Rfyadhqedt;based On questionnaires sent to employees in Saudi listed companies in
City.



1.6 Revearch Structure:

This papet is structured along the following lines: Part One, relateq
Introduction, describes the research problem, the research questions, the researc
objectives and importance, the research methodology, and structure of the research,
Part Two is related to previous studies. Part Three is related to the Conceptyg
Outlines of the Study. Part Four is related to the empirical study, Part Fiye

provides a Summary, Conclusions, and recommendations.

PART TWO: PREVIOUS STUDIES

There are many studies that are related to the impact of information

technology on internal control of financial reporting; such as the following studies:

1- XIAO, DYSON & POWELL?’s Study (1996)

"The Impact of Information Technology on Corporate Financial Reporting: A
Contingency Perspective"

This study aims at investigating the impact of information technology on
corporate financial reporting. Its general assumptions are that the impact of IT on
different aspects of corporate financial reporting (CFR) varies and the degree and
pattern are contingent upon environmental, organizational, and managerial
characteristics. Hypotheses have been developed to expand the framework. An
cvaluation of the framework against criticisms of the contingency theory of
organizations (CTO) shows that it avoids several much criticized problems although
care must be taken to ameliorate other pitfalls. According to this study, previous
studies investigating information technology (IT) impact on accounting suffer from a
lack of theoretical guidance. An examination of the nature of IT, financial information

and CFR indicates that the evaluation of IT impact on CFR requires a general, flexible
and adaptive framework.
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o Elam & Sharbatoghlie (2001)

s Auditing: the Audit of the Future"

Io

i business transactions. According to Rezace, Elam g
st0 :

b Busines Reporting Language (XBRL) will soop pe
Bd b software which would allow op-
and reP¢

the Internet) on business practiceg d
o and and the progegg f .
comme O recording ang

Sharbatoghie (2001)

built intg accounting

. .

. f oW Ine real-time Preparation, publication,

cxaminaﬁom and extraction of financial information, Thus, outside independent
3 en

i should use continuous, electronic auditing when most financial informatjop,

s only in electronic form under real-time accounting systems, Continuous
diing and s implications for independent auditors, including intemal contro]
«onsiderations and audit procedures, are described and analyzed.

3-Yang & Guan’s Study (2004)

«The Evolution of IT Auditing and Internal Control Standards in Financial
Statement Audits: The Case of the United States”

According to Yang & Guan’s study (2004), the rapid escalation of technology
and the use of computers in business practice result in more information technology
(IT) auditing and internal control standards and guidelines to assist auditors in their
roles and responsibilities. Several organizations, such as the American Institute of
Certified Public Accountants (AICPA), the International Federation of Accountants
and the Information Systems Audit and Control Association (ISACA), have issued
standards in this area to be observed by their members in performing an IT audit. This
Paper traces the evolution of US IT auditing and internal control standards in financial
Statement audits and discusses their significance for the auditing profession. This
Sudy primarily focuses on the discussion of the IT audit standards issued by the
AICPA and ISACA. As the use of computers in business data processing gets more
Widespread and the integration of IT in business processes gets more intricate.

The researchers expect to see more pronouncements of IT audit standards in
e future, So, the study recommended that auditors should well understand ﬂlﬁ.ie
Pronouncements,  standards and guidelines when  performing i L

=28 .



& Jomes and Xiao's Study (2004)
. ial Reporting oa the Internet by 2010:
Fﬂ:; e 'e;ﬂ: #e fnal results of a Delphi study mto corporate financig,
—— b}'-Zﬁliﬁ-. Twenty UK experts in accounting and the Internet repmenhng
p— smdiors. regulators, reporting companies and users participated in g,
smdy_ A three-dimensional conceptual framework was adopted consisting of the ol
+f the Internet (Le. problem solver or problem creator), the determinant of change
=chnological determinism.  non-technological  determinism  or  contingency
cerspective). and the pace of change (conservatism, gradualism or radicalism). The
comsensus view was that the financial reporting package would evolve into a core of
z=neral purpose, standardized information (in both the hard copy and Internet version)
wogether with 2 noncore of general purpose and customized information. Radical
changes suggested by prior studies such as real-time reporting and disclosure of raw
émﬂmw,amwﬂxempackag&Auditomwﬂlbereacﬁve and
mmwglhtmswiﬂadoptaminhnaﬁstappmach. The fundamental dilemma
of financial reporting in the Internet environment will be between standardization and
..

a Consensus View"

5- Ge & McVay’s Study (2005)

“The Disclosure of Material Weaknesses in Internal Control after the Sarbanes-
Oxley Act”

This paper focuses on a sample of 261 companies that disclosed at least one

material weakness in internal contro] i their SEC filings after the effective date of the

descriptive material weakness disclosures




come tax accounts. In our statistical analysis, we f
s We find

d in

Joriv® e s is positively associated wi : that disclosi

it weaknes ed with business complexity Sing
9maents 1nd foreien currency), negatively associated with firp, , (tz.g., multiple
of™ negatively associat i “¢ (e.g., market
capita“”““on)’ and negatively associated with fimm profitability (e.g, ropy

ol ; .9 0n
assets)'
(. Bovees M. et al. (2005)
. 1 Reporting and Auditing Agent with

“Finallc'al R P P & Net KﬂﬂWledge (FRAANK) and
” psible Business Reporting Language (XBRL)”
¢

This Paper describes the development and applications of FRAANK—
pinancial Reporting and Auditing Agent with Net Knowledge. The prototype of
FRAANK presented here provides automated access to, and understanding and
egration of, rapidly changing financial information available from various sources
on the Internet. In particular, FRAANK implements intelligent parsing to extract
socounting qumbers from natural-text financial statements available from the SEC
EDGAR repository. FRAANK develops an “understanding” of the accounting
qumbers by means of matching the line-item labels to synonyms of tags in an XBRL
xonomy. As a result, FRAANK converts the consolidated balance sheet, income
flows into XBRL-tagged format. Based on

approach toward the evaluation and improvement

statement, and statement of cash

FRAANK, we propose an empirical
of XBRL taxonomies and for identifying and justifying needs for specialized
onomy fit to the historical data, i.., the quarterly and

set of 10 - K SEC filings, we evaluate

success rate in extracting and tagging the
1. The evaluation

taxonomies by assessing a tax
annual EDGAR filings. Using a test
FRAANK's performance by estimating its
line items using the year 2000 C&I XBRL Taxonomy, Version

results show that FRAANK is an advanced research prototype that can be useful in
also integrates the accounting numbers with

lable on the Internet, such as timely stock
, and calculates important financial ratios

various practical applications. FRAANK
other financial information publicly avai
Quotes and analysts' forecasts of earnings

and other financial-analysis indicators

197 -



7. KPMG’s Study (2005)

i jal Reporting: .
nAssessing Internal Control over Financial Reporting: A Gyjg "

Implementing"
The purpose of this study is to provide an approach that managemen; May

consider for assessing, documenting, and reporting on Internal Control over Financiy
Reporting (ICOFR) in conformance with the requirements of the revised OMp
Circular A-123, Management’s Responsibility for Internal Control, Appendix A. The
framework for the assessment is Standards for Internal Control in the Federal
Government, issued by the U.S. Government Accountability Office (GAO) i
November 19991 (and outlined in the Circular). These standards, frequently referred
to as the “Green Book,” are based on the Integrated Framework of Internal Control
issued by the Committee of Sponsoring Organizations (COSO) of the Treadway
Commission.

According to this study, management should tailor its approach based on the
agency’s specific policies, practices, and resources. However, if the assessment is to
reflect the necessary rigor, and the Circular’s and Appendix’s objectives are to be met,

certain elements in the approach should be carefully considered imperative.

8- Chen, M., C. Tseng, and J. Chang, (2005)

“A Survey Investigation into the Use of the Internet among Accounting Firms”
The research aims to explore the internet applications of accounting firms in
Taiwan. Data were collected through questionnaire surveys of 595 CPA firms selected
randomly from the registered list of the CPA Association of Taiwan, of which 73 out
of 84 questionnaires returned were effective for analysis. How would accounting

firms take advantage of the internet to enhance working effectiveness and efficiency,
expanding business and assisting clients, are discussed in this paper.

The study found that the main reasons for accounting firms implementing the

Internet were for sharing internal resources, enforcing communication with clients and
cost saving,

while the major usage of internet was in database research, documenting
and fi

le transmission. Results of analysis about firms after applying the internet,

whether internally or externally, were all positive. Differences in internet

establishment and level of usage produced different effects on accounting firms.

-28 -



Jayanthi, (2005)

.wammm .
¥ mmittee Quality and Internal Control: an Empirical Anafysis

.-Audiic" o
- sudy examines the assocuatlo'n b('—,tween audit committee quality and the
of corporte internal control. While information on the quality of intemg]
| i oot generally available, companies changing auditors are required 1o
T nternal control problems that were pointed out by their predecessor
g The empirical results are based on a comparison of companies disclosing
b sgernal control problems with a control sample of companies changing auditors
i 10 disclosing internal control problems. Audit committee quality is measured in
yee dimensions: its size, its independence, and its expertise. The interal control
problems are observed at two levels of increasing seriousness: reportable conditions
ad material weaknesses. The sample time period precedes the effective dates of
ecent policy changes regarding audit committees.
The results of the study indicated that independent audit committees and audit
committees with financial expertise are significantly less likely to be associated with
the incidence of internal control problems. This is true for both levels of internal
control problems. The resulis are consistent with recent policy emphasis on audit

committee independence and expertise.

@

10- Noorvee’s Study (2006)

"Evaluation of the Effectiveness of Internal Control over Financial Reporting"

This study aims at evaluation of the effectiveness of intenal control over

financial reporting in Estonian companies. To assess the control components, a

questionnaire s developed based on COSO internal control framework for small and

medium-sized companies. In addition, interviews carried out with some companies.
This study revealed that the need of effective of internal control framework to

help companies and organizations to achieve their objectives has grown during the
st years. This study revealed, also, there are some weaknesses and some strengths
the study

"*garding the effectiveness of internal control over financial reporting in
Sample,

=29 -



The study recommended the companies to eliminate or reduction o
0 the

weaknesses detected during the study, and developing their strep afhs
< It

recommended, also, establishing an internal audit function within each company,

11- Bates, H. and B. Waldrup, (2006)

«The Effect of Teaching Technology on the Performance and Attitudes of

Accounting Principles Students”

The research question examined in this paper is whether PowerPoint

presentations significantly increase student performance and attitudes in the principles

of accounting course. The results display no significant statistical differences in either

student performance or attitudes between those sections taught using PowerPoint and

those taught using the traditional method. Improvements in computer technology and

audio-video equipment have allowed accounting faculty to significantly change the

way accounting information is delivered to students. Presentation software, such as

PowerPoint, allows faculty to build well-designed slides that would be impossible
with the traditional chalk, blackboard and overhead method.

12- Weidenmier and Ramamoorti’s Study (2006)

wResearch Opportunities in Information Technology and Internal Auditing"

This paper presents research opportunities in the area of information

internal audit function. Given the pervasive

use of IT in organizations and the new requirements of the Sarbanes-Oxley Act of

technology (IT) within the context of the

2002, internal audit functions must use appropriate technology to increase their
d internal audit research questions for

efficiency and effectiveness. We develop IT an
the internal audit function-risk

three govemance—related activities performed by

assessment, control assurance, and compliance assessment of security and privacy.

13- Doyle, Ge & McVay’s Study (20072)
“Determinants of Weaknesses in Internal Control over Financial Reporting™,
firms d::ics)siud; etxfﬂl.mlines determinants of weaknesses in internal control for 779
il et e weaknesses from August 2002 to 2005. The study finds 2t
smaller, younger, financially weaker, more complex, growing

-30 -
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aD*¥ 1
oo fic pmblans are healthy financially but have
b peci . complex, diversified. angd

"“db vealed that the d i

mmm ist ith mm\mmedmthesi’eﬁﬁcmsonfor
.1 weakness, consistent with each fi : . _

ge T e \: challenges. firm facing their own unique set of

;;szﬂ“‘] contro

4 Doyles Ge & McVay’s Study (2007b)
sccrusls Quality and Internal Control over Financial Reporting”

This study examines the relation between accruals quality and internal controls
ssing 705 firms that disclosed at least one material weakness from August 2002 to
November 2005 and find that weaknesses are generally associated with poorly
matedaoaua]sﬂnatarenotrealizedascashﬂows. Further, we find that this
rclation between weak internal controls and lower accruals quality is driven by
weakness disclosures that relate to overall company-level controls, which may be
more difficult to *“audit around.”

The study revealed that there is no such relation for more auditable, account-
specific weaknesses.

The study results are robust to the inclusion of firm characteristics that proxXy
for difficulty in accrual estimation, known determinants of material weaknesses, and

corrections for self-selection bias.

15- Ling-fang’s Study (2007)
“Influences and Countermeasures of Computerized Accounting on Modern
Auditing”

According to Ling-fang’s study (2007), long with the popularization of
computerized accounting in recent years, many companies no matter big or small have
built their own computerized accounting system .1 China. This new accounting
system s iffecent foomm tho fraditional ane, and the change will ring some inflsecss
ad risks on the auditing. Therefore, it is urgent for auditors to take some

COuntermeasures at present.
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16- Hollis, Daniel, & William’s Study (2007)
“Accounting Information Systems”

This study used internal control deficiency (ICD) disclosures Prior ¢,
mandated internal control audits to investigate economic factors that expose firmg ¢,
control failures and managements’ incentives to discover and report control problemg
It found that, relative to non-disclosers, firms disclosing ICDs have more complex
operations, recent organizational changes, greater accounting risk, more auditor
resignations and have fewer resources available for internal control. Regarding
incentives to discover and report internal control problems, ICD firms have more prior
SEC enforcement actions and financial restatements, are more likely to use a

dominant audit firm, and have more concentrated institutional ownership.

17- Hoitash, Udi; Hoitash, Rani and Bedard, Jean C. (2009)
"Corporate Governance and Internal Control over Financial Reporting: A
Comparison of Regulatory Regimes"'

This study examines the association between corporate governance and
disclosures of material weaknesses in internal control over financial reporting. It
studied this association using material weaknesses reported under Sarbanes Oxley
Sections 302 and 404, deriving data on audit committee financial expertise from

automated parsing of member qualifications from their biographies.
The study found that a lower likelihood of disclosing Section 404 material

weaknesses is associated with relatively more audit committee members having
accounting and supervisory experience, as well as board strength. Further, the nature
of material weaknesses varies with the type of experience. However, these
associations are not detectable using Section 302 reports. It also found that material
weaknesses disclosure is associated with designating a financial expert without
accounting experience, or designating multiple financial experts. The study concluded
that board and audit committee characteristics are associated with internal control
quality. However, this association is only observable under the more stringent

requirements of Section 404.

b o



Accofding to above-mentioned studies, we can find that each study co
Vers one

S o of the impact of information technology on internal control of financial
g 0% put not &l aspects. In addition, we can find that there are positive and
wP‘;ﬁve ffects of information technology on internal control of financial reportin

08  these effects either positive or negative are considered very important. Thui'

P (ecessary to manage these effects in order to rationalize the decision-making
I ) . i3
gs for attaining the optimal exploitation of the available resources and achieving

S, especially under the current financial crisis. Therefore, the current study aims

" xplaining the impact of information technology on internal control of financial

eporting; and how can get benefits of positives effects and avoid negative effects with

gpplication to the Kingdom of Saudi Arabia.

PART THREE: THE CONCEPTUAL OUTLINES OF THE STUDY
In this part the researcher deals with the concepts and main subjects that

related to his research, as follows:
3.1- The Nature of Internal Control over Financial Reporting

Internal controls are policies, plans, and procedures implemented by a firm to
achieve three objectives: a) to ensure the efficiency and effectiveness of operations, b)

to protect the assets of the organization, c) and o comply with applicable laws and

regulations (see for example: Committee of Sponsoring Organizations of the

Treadway Commission (COSO), 1992 & Hall 2001).
affected by the Board of directors designed to

provide reasonable assurance regarding the achievement of objective in the following

College System [KCT CS], 2007):

Internal controls are processes,

categories (Kentucky Community and Technical
o Effectiveness and efficiency of operations.
* Reliability of financial reporting.
« Compliance with applicable laws and regulations.
3 nskI: Sl:“ﬂd be noted that no system of internal controls is expected to eliminate
depmm;m, 150,. a .strong system of internal controls does not ensure that the
s objectives will be met. Thus, the term “reasonab

in the ”
definition of internal controls located above- However,

le assurance” as noted
it forms & solid

-33-



foundation in helping a department get where it wants to go, avoiding pitfalls ang
surprises along the way.

Prior to Sarbanes-Oxley, many studies such as Kinney and McDanie| (1989)
examine characteristics of 73 firms that correct previously reported quarterly earnings
from 1976 to 1985. The researchers posit that a restatement implies a breach in the
firm's internal control system, and find that both firm size and firm profitability are
negatively associated with these restatements in univariate tests. Moreover DeFong
and Jiambalvo (1991) examine 41 firms with prior period adjustments from 1977 to
1988 and use firm size as a proxy for the strength of a firm's internal controls. While
firm size is weakly negatively associated with prior period adjustments in univariate
tests, they find that firm size is not a statistically significant variable in their
multivariate regression analysis. However, McMullen et al. (1996) proxy for weak

internal control with both SEC enforcement actions and corrections of previously
reported earnings. Their focus is on whether weak internal control firms voluntarily
report on internal control. They find that small firms with weak internal control are
less likely than other small firms to provide voluntary reports on internal control.

The 2002 Sarbanes-Oxley Act requires managers to assess and attest to the
internal financial controls and the IT controls within the firm. Therefore, assessing

internal financial controls and IT controls has become an important and necessary task

for auditors and management.

In the midst of rising concerns about accounting scandals, the 2002 Sarbanes-
Oxley Act section 404 requires management to assess and attest to the effectiveness
and completeness of the internal control structure. Specifically, Section 404 of SOX
requires management to assess and attest to their organization’s internal controls over
financial reporting in an internal control report that is filed with the annual report.
Furthermore, this law makes managers personally liable for the internal control
structure within the firm. This act’s section also requires that the external auditors
report on management’s internal control assessment,

Internal control over financial reporting is defined as a process designed by, or
under the supervision of the entity’s principal executive and principal financial
officers, or persons performing similar functions, and effected by the entity’s

governing board, management and other personnel, to provide reasonable assurance

i34 -



5 reliability of financial reporting and the preparation of financia]
cia

regumcnw (o external purposes in accordance with generally accepted accounting
. _ ok

sur - (GA AP) and includes those policies and procedures that (Montana
prm

yerations Manual (MOM), 2007):
op

pertain t0 the maintenance of records that in reasonable detail accurately and
airly reflect the transactions and dispositions of the assets of the entity;

. Provide reasonable assurance that transactions are recorded as necessary to

permit preparation of financial statements in accordance with generally

accepted accounting principles, and that receipts and expenditures of the entity
are being made only in accordance with authorizations of management and
directors of the entity; and
« Provide reasonable assurance regarding prevention or timely detection of

unauthorized acquisition, use or disposition of the entity’s assets that could

have a material effect on the financial statements

According to (Montana Operations Manual (MOM), 2007), this definition
reflects certain fundamental concepts:

» Internal control is a process. It is a means to an end, not an end in itself.

» People are what make internal control work. Internal control is not just the
policies and procedures contained in an accounting manual. Personnel play an
important role in making internal control happen.

» No matter how well designed and operated, internal control can provide only

reasonable (not absolute) assurance that all agency objectives will be met.

When designing and implementing internal control activities, managers should
consider the following four basic principles (Montana Operations Manual (MOM),
2007);

* Internal control should benefit, rather than hinder, the organization. Internal
control policies and procedures are not intended to limit or interfere with an
agency’s duly granted authority related to legislation, rule-making or other
discretionary policy-making.

Internal control should make sense within each agency’s unique operating

environment,
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e Internal control is not a set of stand-alone practices. Internal control is Woven

into the day-to-day responsibilities of managers and their staff.

o Internal control should be cost effective.

Internal control is not a separate, static system. Instead, it should be viewed ag

a continuous series of actions and activities that are interwoven throughout an entity’s

operations. In a sense, internal control is management control built into the entity as

part of its infrastructure to help managers run the entity and achieve their goals on an
ongoing basis.

In its Auditing Standard 2 (AS 2), the Public Company Accounting Oversight
Board (PCAOB) defined Internal Control over Financial Reporting (ICOFR) as: “a
process designed by management to provide reasonable assurance regarding the
reliability of financial reporting and the preparation of financial statements in
accordance with GAAP”. ICOFR is a subset of internal control specific to financial
reporting objectives. It does not encompass the elements that relate to the
effectiveness and efficiency of a company’s operations or a company’s compliance
with applicable laws and regulations, with the exception of compliance with the
applicable laws and regulations directly related to the preparation of financial
statements (PCAOB, Auditing Standard No. 2, 2004).

The PCAOB’s definition requires ICOFR to provide reasonable assurance
regarding the reliability of financial reporting and the preparation of financial
statements. Reasonable assurance represents a high level of assurance, but it is not
absolute. It recognizes that, even when ICOFR is effective, misstatements may occur,
being neither prevented nor detected on a timely basis.

In deciding whether the ICOFR is effective, Auditing Standard 2 requires that
a company’s management and its independent auditor consider the likelihood and
magnitude of a potential misstatement.

The PCAOB requires that management and auditors base their assessment of
the effectiveness of the company’s ICOFR on a suitable, recognized control
framework. AS 2’s performance and reporting directions are based on the 1992
framework published by the Committee of Sponsoring Organizations (COSO) of the

Tread way Commission, “Internal Control—Integrated Framework.” Most companies

- 36 -



internal control framew )
opted e Cc0OSO | | ork as a basis for thej, assessment of
W powever many companies are using the Control Objectiyes for Informatiop,

FR; .
[CORelated Technology (COBIT) framework as the basis for assessing contro] for
od

inform _ .
If 8 material weakness in ICOFR exists, management and the auditor must

ude that JCOFR is not effective. All identified material weaknesses that exist at
¢t be disclosed in the reports on ICOFR. Deficiencies that are less than

tion system management.
el

conc
ol end MU

. aknesses are required to be disclosed to the audit committee or the board

matefial we

of directors,
The SEC requires management to disclose the following information in its

report on ICOFR (SEC, 2003):
« A statement of management’s responsibility for establishing and maintaining
adequate ICOFR;
» A statement identifying the framework used by management to evaluate the
effectiveness of ICOFR;

« Management’s assessment of the effectiveness of the company’s ICOFR as of

and management may disclose them in its report on ICOFR.

the end of its most recent fiscal year, including an explicit statement as to
whether that control is effective, and disclosure of any material weakness
identified;

* A statement that the registered public accounting firm that audited the
financial statements has also issued an attestation report on management’s
internal control assessment.

On the other hand, if the auditor found material weakness in ICOFR and
Management did not, the auditor must issue an adverse opinion on management’s
sessment of the effectiveness of ICOFR. '

The auditor must also report on its independent assess
0 £ : :
" ICOFR. The auditor may issue onme of three opinions, depending on this
assessment-

ment of the effectiveness

> An unqualified opinion on the assessment of the effectiveness of ICOFR if

there were no material weaknesses in ICOFR, or ICOFR was effective;
> An adverse opinion on the assessment of the effectiveness of ICOFR if there

Are one or more material weaknesses in ICOFR; or



> A disclaimer if management has in any way restricted the auditor’s scope
of
work needed to assess the effectiveness of ICOFR.

The auditor's report on the audit of internal control over financial reporting
must include the following elements (The PCAOB, 2007)

A title that includes the word independent ;

A statement that management is responsible for maintaining effective
internal control over financial reporting and for assessing the
effectiveness of internal control over financial reporting;

An identification of management's report on internal control;

A statement that the auditor's responsibility is to express an opinion on
the company's internal control over financial reporting based on his or
her audit;

A definition of internal control over financial reporting as stated in
paragraph A5;

A statement that the audit was conducted in accordance with the
standards of the Public Company Accounting Oversight Board (United
States);

A statement that the standards of the Public Company Accounting
Oversight Board require that the auditor plan and perform the audit to
onable assurance about whether effective internal control

obtain reas

over financial reporting was maintained in all material respects;

A statement that an audit includes obtaining an understanding of
ancial reporting, assessing the risk that a
testing and evaluating the design and
al control based on the assessed risk,

cedures as the auditor considered

internal control over fin
material weakness exists,
operating effectiveness of intern
and performing such other pro
necessary in the circumstances;

A statement that the auditor believes the audit provides a reasonable
basis for his or her opinion;

A paragraph stating that, because of inherent limitations, internal

control over financial reporting may not prevent Of detect
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misstatements and that projections of any evaluation of effectiveness
! % )

future periods are subject (o the risk that controls may becorme

inadequate because of changes in conditions, or that the degree of
compliance with the policies or procedures may deteriorate; |
e The auditor's opinion on whether the company maintained, in 4lf
material respects, effective internal control over financial reporting as

of the specified date, based on the control criteria;

e The manual or printed signature of the auditor's firm;

e The city and state (or city and country, in the case of non-(J.S.
auditors) from which the auditor's report has been issued; and

o The date of the audit report.

3.2- The Effect of Information Technology on Internal Control

First of all, there are many definitions of internal control, as it affects the
various constituencies (stakeholders) of an organization in various ways and at
different levels of aggregation. COSO defines internal control as, “a process,
influenced by an entity’s board of directors, management, and other personnel, that is
designed to provide reasonable assurance in the effectiveness and efficiency of
operations, reliability of financial reporting, and the compliance of applicable laws
and regulations” http://www.mmb.state.mn.us/coso-definitions. The auditor evaluates
the organization’s control structure by understanding the organization’s five
interrelated control components. They include
(thttp://coso.org/documents/Internal%20Control-Integrated%20Framework.pdf)

* Control Environment Provides the foundation for the other components.
Encompasses such factors as management’s philosophy and operating style.

* Risk Assessment Consists of risk identification and analysis.

* Control Activities Consists of the policies and procedures that ensure
employees carry out management’s directions. Types of control activities an
organization must implement are preventative controls (controls intended to
stop an error from occurring), detective controls (controls intended to detect if
an error has occurred), and mitigating controls (control activities that can
mitigate the risks associated with a key control not operating effectively).
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e Information and Communication Ensures the organization obtains Pertinen
I

information, and then communicates it throughout the organization,

Monitoring and reviewing the output generated by control activities gng
conducting special evaluations.

In addition to understanding the organization’s control components, YOu must
also evaluate the organization’s General and Application controls. There are three
audit risk components which are control risk, detection risk and inherent risk.

The use of IT affects the fundamental manner in which transactions are
initiated, recorded, processed, and reported. In a manual accounting Information
systems (AIS), a corporation uses manual procedures to record transactions in a paper
format. Internal controls are also manual and may include such procedures as
approvals and reviews of activities, reconciliations and follow-up of reconciling
items.

Alternatively, computerized AIS use automated procedures to initiate, record,
process and report transactions. As a result, records are stored in electronic formats
that may replace paper documents. Controls for computerized AIS generally consist
of a combination of automated controls (e.g., controls embedded in the computer
programs) and manual controls. The manual controls may be independent of IT; they
may use information produced by IT; or they may be limited to monitoring the
information systems and automated controls and handling exceptions. The mix of
manual and automated controls will vary with the nature and complexity of a
corporation’s use of IT American Institute of Certified Public Accountants (AICPA),
1990). ~

Controls under IT are specific activities performed by persons or systems
designed to ensure that business objectives are met. They are a subset of an
enterprise's internal control. Its objectives relate to the confidentiality, integrity, and
availability of data and the overall management of the IT function of the business
enterprise. These controls are often described in two categories: IT general controls
and IT application controls. The first category includes controls over the IT
environment, computer operations, access to programs and data, progrfim
development and program changes. Whereas, the second category refers to transaction

1 . . " ols
processing controls, sometimes called "Input-processing-outpu controls. IT confr
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Tech?
which Jefines a variety of IT general controls and It a

: pplicati
rcCommerlded evaluation approaches. IT departments 101 control objectiyes and

_ inc :
formation Officer, OTporations are often Jog by

a Chief In 4 who is responsible for ensuring effective |
echnology controls are utilized (the Sarbanes-Oxley Act of Yo ctive information
,2002),

3.3- Internal Control over Financial Reporting under IT

SOX requires the chief executive and chief financial officers :
companies to a-ttest to the accuracy of financial reports (Section 302) an(;f pub?m
public companies t0 establish adequate internal controls over financial rerzq:ize
(Section 404). Passage of SOX resulted in an increased focus on IT controls al: ‘rhesg
support financial processing and therefore fall into the scope of man;gement‘z
assessment of internal control under Section 404 of SOX (Sarbanes-Oxley Section
404, 2004).

The control objectives for IT framework may be used to assist with SOX
compliance, although the control objectives for IT are considerably wider in scope.
The 2007 SOX guidance from the Public Company Accounting Oversight Board
(PCAOB)http://en.wildnedia.org/wiki/lnformation technology _controls - cite_note-0
and Securities and Exchange Commission (SEC) state that IT controls should only be

part of the SOX 404 assessment (o the extent that specific financial risks are
s the scope of IT controls required in the

part of the entity's SOX 404 top-down risk
C, 2007). In addition,
es the IT
the SOX

addressed, which significantly reduce
assessment. This scoping decision is

assessment (PCAOB, Auditing Standard No. 5, 2007 & SE
Statements on Auditing Standards No. 109 (AICPA, SAS109, 2006) discuss
risks and control objectives pertinent to 2 financial audit and is referenced by

gl.lidance.

IT controls that typically fall un

include (Sarbanes-Oxley Section 404, 2004):
action processing) control procedures that
There aré typically

financial reporting risks.

der the scope of a SOX 404 assessment may

e Specific application (trans
directly mitigate identified
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a few such controls within major applications in each financia] Proces
)

such as accounts payable, payroll, general ledger, etc, The focuys jg of
"key" controls (those that specifically address risks), not on the entire
application,

* IT general controls that support the assertions that Programs functiop,

as intended and that key financial reports are reliable, primarily Change

control and security controls;

IT operations controls, which ensure that problems with

processing are
identified and corrected.

Specific activities that may occur to support the assessment of the key controls

above include (Sarbanes-Oxley Section 404, 2004):

v Understanding the organization’s internal contro] program and its

financial reporting processes.

Identifying the IT systems involved in the initiation, authorization,
processing, summarization and reporting of financial data;

Identifying the key controls that address specific financial risks;
Designing and implementing controls designed to mitigate the

identified risks and monitoring them for continued effectiveness;
Documenting and testing IT controls;



iy i gned with a business process that gives rise to financial reports
ports. While

genﬁ T systems 0perating within ¢ rati
many 1T S¥ orporations, Sarbanes-QOx|
~Oxley compliance

there a - 2 . -
aly focuses O those that are associated with a significant account or related buys;
o usiness

proc = L
snagament to signl
m

4 mitigate specific material financial risks. This focu i
$ on risk enables

ficantly reduce the scope of IT general control testing in 2007

elative 0 prior years-

PART FOUR: THE EMPIRICAL STUDY

1- [ntroduction: .
This part explains the methodology and procedures used in conducting the

epirical part of the study, achieving its objectives. As mentioned in Part , this study

4ims to achieve two main objectives as follows:
» The first obj

effects of IT ont internal control over financial reporting in corporations generally.

ective is concerned with explaining the positives and negatives

» The second objective is concerned with explaining how can get benefits of

positives effects and avoid negative effects of IT on internal control over financial

reporting in corporations generally, and in Saudi listed companies particularly.

For achieving these objectives, this study is trying to answer the following

questions:
A. What are the positives and negatives effects of IT on internal control over

financial reporting in Saudi listed companies?
B. How can get benefits of positives effects
internal control over financial reporting in Saudi listed companies?

The researcher chose to carry out questionnaires with some employees from
Saudi listed companies in Riyadh city only, because the headquarters of banks are in
Riyadh city,

The questionnaire in th

to collect general information about the respondents, such as

positions, and their qualifications (education and experiences).
to determine the dimensio

fhwded into four items. Section two aimed
Information technology in Saudi listed companies. This section was divided

and avoid negative effects of IT on

is study consisted of four sections. Section One aimed
their names, their
This séction was
ns of applied

into four
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items. Section three aimed to determine the dimensions of internal contro] gye;
financial reporting System in Saudi listed companies. This section was divided int,
four items. Section Four aimed to determine the relationship between internal contro]
of financial reporting system and information technology in Saudi listed companies,
This section was divided into four items. Regarding the questionnaire layout (see The
Research Appendix).

To measure the validity of the research instrument used in this study and
confirm clarity of the items and their relevance to their scales and sections, the
following steps were undertaken:

+ Copies of questionnaire were distributed to twelve of the teaching staff in King
Saud University, most of them Egyptians.

¢ A letter was given to these twelve assessors indicating the nature and the aim of
the questionnaire and telling them that they were not asked to respond to the
items, but to judge whether or not the items met the necessary criteria.

2- Presenting of the Survey Results:
Frequency distributions and qualitative analysis are used to describe the

respondents and the outcomes of study with them, as follows:
2-1- General Information:

According to the collected data, the majority of respondents have got a
Bachelor’s Degree in Business Administration (in the field of accounting). One of the
respondents has got a B.S Chemical engineering. Four of respondents, representing
nearly 10% of the sample (42), have got higher studies (Masters Degree in the field of
accounting or MBA). A number of respondents have also got professionél certificates,
such as qualifications CA (UK) ACA (Canada) CIA (USA) CISA (USA), CPA (USA),
SOCPA (KSA), CMA, FRM, and CFA. In addition, some respondents work as a
Senior Internal Auditor, and other work as a Manager of Internal Auditing. This means that
all respondents work in the field of accounting and finance and might be expected to
be knowledgeable about the study topic, through their qualifications and experience in
the field of the current study. One of the respondents is Fellow Member of the Institute
of Chartered Accountant of Pakistan.
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Regarding the number of experiences years in the field of acc
ounting and

iing around 82% of respondents have experiences from 5 to less 10

udieee” . years. 16 ¢

: spondents have experiences more than 10 years and 2% of respondents ]: .

8 ents have

experience ,
2 good experience In the field of the current study.

¢ less than 5 years. This reflects that the maj ority of respondents w ks and
orks an

2.2- The pimensions of Applied Information Technology:

According to the collected data, some respondents (around 17%) mentioned
ihat they have SAP system as a financial reporting system, whereas some respondents
(around 40%) mentioned that they have Oracle system as a financial reporting system,
and these systems applied since more than 5 years. In addition, the majority of
respondent update their systems every 5 years. However, some respondents (around
43%) mentioned that they have compﬁterized system with different applications.

2-3- The Dimensions of Internal Control over Your Financial

Reporting System

According to the collected data, the majority of respondents mentioned that
the computer processing directly related to the timely production of financial reports
... Whereas, some of them mentioned that the computer processing indirectly related
to the timely production of financial reports. The majority of respondents mentioned
that there no known significant deficiencies or material weaknesses where a
technology solution is pending. According to some respondents, the main dimensions
of internal control over financial reporting system include:

¢ Manual Preventive Controls

« Automated Preventive Controls
e Manual Detective Controls

e Automated Detective Controls

According to other respondents, the main dimensions of internal control over

financia] reporting system include:
¢ System Access control
e Build-In Internal control Checks
* Security checks
* Integration with Risk Assessment
_ 45 -



* Policies and Procedures

* Authorities and Responsibilities

* Management Philosophy and Operating Style
2-4- The Relationship between Internal Control of Your Financiy
Reporting System and Information Technology

All respondents mentioned that there are positive and negative effects of
internal control of your financial reporting system under new information technology,
Positive effects include (according to some respondents):

* Error free Automated Controls Applied Consistently without fail
* Continuous Controls

Whereas, negative effects include (according to the respondents):

Entry of additional data mandated by input forms
¢ Difficult to change system parameters

*

However, they mentioned that they can you get benefits of positives effects of
IT on internal control over financial reporting by:

* Using the results of these automated controls.

* Removing duplicated legacy manual controls due to implementation of
automated controls.

In addition they mentioned that they avoid negative effects of IT on internal
control over financial reporting by:

¢ Educate data entry folks about the benefits of entry of additional data
in ERP systems

¢ Conduct through system testing during implementation to ensure

parameters are appropriate for the organization so that parameter
changes will be needed very rarely.

To avoid negative effects of IT on internal control over financial reporting

some respondent mentioned by:

i)  Restricted access of systems as per the delegated authority matrix through
system build access control.

1)  Logging Unauthorized system access

Attempts and reporting to the appropriate
authority.

- 46 -



om the data prospect, following are some control, which

2 ma G
il osiive effects of IT ¥ be build-in using
Completeness checks - controls that ensure 3]
4 from initiation to completion. records were processed
,  Validity checks - controls that ensure only valid data s in t
processed. put or
v Identiﬁcatu_)n - cpntro]s that ensure all users are unj
irrefutably identified. 1quely and
y  Authentication - controls that provide an authentication Lo
the application system. mechanism in

v/ Authorization - controls that ensure only approved business users have
access to the application system.,

v Input controls - controls that ensure data integrity fed from upstream
sources into the application system.

i) Public availability of the financial statements needs to be controlled through

system based time management systems for FA-Issue by appropriate
authority.

v)  five components of internal control: control environment, risk assessment,
control activities, information and communication and monitoring, should be
in place to achieve financial reporting and disclosure objectives

The majority of respondents agreed with that the complexity of the IT
environment has a significant effect on the risks of misstatement and the controls
implemented to address those risks. They also agreed with the use of IT leads to
positives effects more than negative effects on internal control over financial
®eporting, However, all respondent agreed with that all sensitive information should
Protect by operators 1D/ Password.

On the other hand, the majority of respondents agreed with that the company
Is dependent on user-developed applications, which are used to initiate, authorize,
®ord, process, and report the results of business operations. They also disagreed with
ﬂ_lat Computer systems tend to be centralized in a single location, and there are &

Mited numbey of interfaces between systems. |
However, the majority of respondents were neutral with t hat Data inputs can
® readily Compared or reconciled to system outputs. They also were neutral with that

“Ompany typically uses the packaged software without programming
Tdificatiop,
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3- Discussion of Survey Results

After presentation of the data collected by questionnaires, it is necessary ¢,
analyze these data, to discuss the results. Thus, this section will discuss the findings of
the survey, focusing particul i 1 i
financial :::porting sf/stl:)em mdmi;);oza:l:nie:::;:li:)f i:eczv eel:-a:l tem'al contr-OI i
of Saudi Arabia. SO e

As set out in this part, all corporations in corporations in the Kingdom of
Saudi Arabia use IT, and this usage has several effects on their internal control over
financial reporting system. Some of these effects are positive, such as: IT supports
internal control over financial reporting system, and it helps to avoid errors and
mistakes. In addition, under IT, internal control over financial reporting system
became more effective. Hence, IT helps attaining the optimum exploitation of the
available resources for achieving organizational targets.

On the other hand, there some negative effects, such as: there are some
difficult to change system parameters and to update current systems for using new
technologies. In addition, new technology will cost corporations a lot, because it
needs special skills, hardware and software. Hence, under IT, internal control over
financial reporting system needs more monitoring and maintenance.

This means that the first research question that related to what are the
positives and negatives effects of IT on internal control over financial reporting in
corporations in the Kingdom of Saudi Arabia companies has been done.

However, getting benefits of positives effects of IT on internal control over
financial reporting can be done by using IT in the field of internal control over
financial reporting effectively. In addition, it is necessary removing duplicated legacy
manual controls due to implementation of automated controls.

On the other hand, avoiding negative effects of IT on internal control over
financial reporting can be done by using restricted access of systems. In addition, it is
necessary to make reduction in the cost that related to using IT on interal control
over financial reporting.

This means that the first research question that related to how -can get benefits

of positives effects and avoid negative effects of IT on internal control over financial

reporting in corporations in the Kingdom of Saudi Arabia has been done.
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? An.r FIVE: CONCLUSION AND RECOMMENDATIONS:

(. Summary’
The core of this paper has involved an examination of the relationship between
B ternal control over financial reporting with application to corporation in the
0

(iogdo™ of Saudi Arabia.
This research aimed at achieves two main objectives as follows:

 The first objective is concerned with explaining the positives and negatives
offects of IT on internal control over financial reporting in corporations generally.
5 The second objective is concerned with explaining how can get benefits of
positives offects and avoid negative effects of IT on internal control over financial
reporting in corporations generally, and in Saudi listed companies particularly.
For achieving these objectives, this paper divided into five parts, as follows:
part I stated the general framework of the study, the research problem, its

questions, its objectives and importance, and its methodology. The structure of the
research was also presented.

In Part IL, the researcher presented some of the previous studies that related to
the research topic.

In Part III, the conceptual outline of the study was shown. The review
covered the nature of internal control over financial reporting, the effect of
information technology (IT) on internal control, and the internal control over financial
reporting under IT.

In Part IV, the researcher explained the methodology applied in his empirical
work, He stated the research approach and the research instrument. Validity of the
research instrument, and the study sample was presented. The administration of the
research instrument (questionnaire) in the main study was presented. The data
analysis procedure used was also explained in this part. The data collected by
Questionnaires were presented, analyzed and discussed.
recommendations, and

In Part V, research summary, conclusions,

Iec .
ommendations for further research were presented.
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5.2- Conclusions:
The conclusions of this research include:

e IT supports internal control over financial reporting system, ang it
helps to avoid errors and mistakes.

o Under IT, internal control over financial reporting system became
more effective. Hence, IT helps attaining the optimum exploitation of
the available resources for achieving organizational targets.

e Under IT, there are some difficult to change system parameters and to
update current systems for using new technologies.

e New technology will cost corporations a lot, because it needs special
skills, hardware and software. Hence, under IT, internal control over

financial reporting system needs more monitoring and maintenance.

5-3- Recommendations:
The recommendations of this research are as follows:

e For getting benefits of positives effects of IT on internal control over

financial reporting, it is necessary to use IT in the field of internal

control over financial reporting effectively.
For getting benefits of positives effects of IT on internal control over

financial reporting, it is necessary removing duplicated legacy manual
controls due to implementation of automated controls.

For avoiding negative effects of IT on in_ternal control over financial
reporting it is necessary using restricted access of systems.

For avoiding negative effects of IT on internal control over financial

reporting, it is necessary to make reduction in the cost that related to

using IT.
5-4- Recommendations for Further Research:

A number of topics merit further investigation. These include:

e The Impact of Information Technology on Internal Control over

Financial Reporting under international standards: a comparison study.
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A P roposed approach for getting benefits of positives eff;
ects and

avoiding negative effects of

reporting.

IT on internal control over financial
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1he Research Appendix

Questionnaire for

Studying the Impact of Information Technology
Internal f]ontrol over Financial Reporting ip i
Corporations in the Kingdom of Saudi Arabia

Dear Sir

My research is focused on analyzing and explaining the positives ang

negatives effects of information technology on the internal control over financia]
reporting in corporations in the Kingdom of Saudi Arabia. I would be very
grateful if you could participate in this questionnaire (or other persons who may be
related to financial reporting processes in your company). It will take 10-15 minutes
to complete.

Your response will be treated with complete confidentiality and will be
used only for academic research purposes.

Finally, I would like to take this opportunity to thank you for spending

your valuable time in answering the questions in this survey, and for your professional

opinions and suggestions.

Sincerely
Dr Saleh H. Alshinifi
Chairman of the accounting Department
College of Business Admipistration
King Saud University
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part (A) General Information:
a

Name (optional) e

s 1 O o
G LT P ——
- —— 2 2 it
- ot o ot
- 0 i .
-

1

,_,...--—-'-""’

% Academic qualifications

o e e

,.—"“" sl
”-,_.-d—"" T

ces years in the field of accounting, business and finance
From 5 to less than 10 years ore than 1) years

4 Number of experien
Less than 5 years

part (B): The Dimensions of Applied Information Technology:
1- What is the nature of your financial reporting system?

O Computerized system with different applications

] Integrated system, such as Oracle, SAP, ... soon

[] Other system, please SPECILY ..vvrvrrersceecumrarinnmrnnennsnirinrnessiacns

2- For how long you apply your current system?
Less than 3 years From 3 to less than 5 years fore than 5 years

3- Do you update your current system?

[]Yes
[ JNo
4- If yes, how many times do you update your current system?
annually every 3 years pvery 5 years

ns of Internal Control over Your Financial Reporting
production of financial

Part (C): The Dimensio
System:

1- Is the computer processing directly
reports??

] Yes

[JNo

2- Is the computer processing indirectly
Ieports??

[ Yes

O No

related to the timely
related to the timely production of financial

3- Are there known significant deficiencies of material weaknesses where a

technology solution is pending??
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[] Yes
[INo

4- What is the main the dimensions of your internal control over your financial re

Porting
system?

---------------------------------------------------------------------------------------------------------------

- - .
------------------------------------------------------------------------------------------------------------

--------------------------------------------------------------------------------------------
--------------------------------------------------------------------------------------------------------------
---------------------------------------------------------------------------------------------------------------

---------------------------------------------------------------------------------------------------------------

Part (D): The Relationship between Internal Control of Your Financial
Reporting System and Information Technology:
- Are there any positive effects of internal control of your financial reporting system
under new information technology?
[:l Yes D No
- If yes, please specify

---------------------------------------------------------------------------------------------------------------
---------------------------------------------------------------------------------------------------------------

------------------------------------------------------------------------------------

---------------------------------------------------------------------------------

2- Are there any negative effects of internal control of your financial reporting System
under new information technology?

[1 Yes I No
- If yes, please specify

------------------------------------------------------------------------------------------------------
----------------------------------------------------------------------------------------------------

-------------------------------------------------------------------------------

------------------------------------------------------------------------------

3- How can get benefits of positives effects and avoid negative effects of IT on
internal control over financial reporting in corporations?
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wha
N/eu/‘ % “Satement. RESTERR
Db - Data i e

/s// a . inputs can be readily compared or
reconciled to system outputs

// b- The company typically uses the
packaged software without programming

Wmodiﬁcation

// ¢ The company is dependent on
user-developed applications, which are
used to initiate, authorize, record, process,

| and report the results of business

| _’,J operations "

[ d- Computer systems tend to be

f centralized in a single location, and there
are a limited number
of interfaces between systems

\

by operators ID/ Password
g- The use of IT leads to positives effects
more than negative effects on internal

| |
o The complexity of the IT environment

has a significant effect on the risks of
misstatement and the controls

implemented to address those risks
information should protect

f- All sensitive

control over financial reporting.
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