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The effect of Cybersecurity Disclosure in the Financial Reports
on Stock Prices and Stock Volumes
A Comparative Study in the Information Technology Sector
Dr. Tarek Abdelazeem Youssef Alrashedy Dr. Dalia Adel Abbass Elsayed
Assistant Professor — Accounting Assistant Professor — Accounting
Faculty of Commerce — Damietta University
Abstract

This research aims at determining the nature of cybersecurity risk disclosure
and the related risk management programs in thr financial reports of Eguptian
Listed Companies in the Information Technology sector as it is one of the most
affected sectors from cyber attaks and cyber crimes according to the Egyptian
National Cybersecurity Strategy (2017-2021) and then comparing this to the
nature of cybersecurity disclosure and the resulting effects on stock prices and
stock volumes for the most affected American Listed Companies after the

issuance of disclosure guidelines by Securities and Exchange Commision (SEC)
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in 2018 and the general framework of cybersecurity risk disclosure by American

Institute of Certified Public Accountants (AICPA) in 2017 .

Results show the weak cybersecurity risk disclosure in Egyptian Listed
Companies in the Information Technology sector compared to their American
counterparts and the resulting negative effects on the stock prices and stock
volumes. So, the first research hypothesis is rejected that there is no significant
effect for disclosing cybersecurity risks on stock prices, and the second research
hypothesis is rejected that there is a significant positive effect of cybersecurity risk
disclosure on stock volumes, and the third research hypothesis is accepted that
there is a significant difference in th nature of cybersecurity risk disclosure

between Listed Egyptian and American Listed companies.

Important recommendations include issuance of Cybersecurity risk disclosure
guidelines by the Egyptian Stock Exchange and the General Authority of Financial
Control and the Central Bank of Egypt to help companies in disclosing
cybersecurity risks and their management. Also, the IASB shall issue a

cybersecurity risk disclosure and management standard.

Keywords: Cyberattacks — Cybersecurity — Cybersecurity Risk Disclosur —

Cybersecurity Risk Management, Netflix — Facebook.
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