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Abstract

Considering what the world is experiencing today, and to prevent the virus from spreading
at the workplace, more and more organizations are turning to remote work. Nevertheless,
governments had put preventive measures to avoid crowds, and keep safe distance to limit

the spread of the new Coronavirus (COVID-19).

During crises and epidemics governments seek to use measures to allow shareholders to
express their opinions in the fastest and easiest possible way. Furthermore, the companies’
dedication to face challenges is considered one of the main elements for their survival under
these current circumstances. In addition, technological developments enabled investors to

receive more convenient services via the Internet.

Electronic voting is considered to be the ideal solution in such difficult times that the legal and
economic world are going through nowadays. As the world continue to search for alternative
legal solutions to change the legal concepts entrenched in our minds for ages. We must keep
pace with the necessities imposed by this current era through applying technology in all fields,
accepting the fact of physical distance and recognizing the importance of electronic presence

imposed by the global events that the whole world is going through today. Among the axes
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of today’s revolution and the rapid development of information technology applications,
that produced many modern technologies, on top of which is Blockchain technology, the

technology that changed the economic concepts.

key words: Blockchain, Electronic voting, Electronic attendance, Technology applications,

Smart voting.
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¢ )Votlng is a method to make a collective decision or express an opinion among a group or a meeting or electorates. As

a problem-solving approach, it provides a straightforward and convenient way to make a decision according to a number
of opinions especially when there are multiple choices. Voting is usually following debates and discussions, it ranges from
boardroom voting, classroom voting to national election. During voting, the person to be elected is the candidate of an
election, and the person who casts a ballot for their chosen candidate is voter. Usually, the voter can vote in accordance
with the list of candidates or vote for any other persons he/her prefers. Voting ballots must be unsigned and marked by
the voters in private booths so that no one else can find out for whom a citizen is voting. Since the 17th century, voting
has been the usual mechanism by which modern representative democracy has operated therefore, it is one of the most
fundamental characteristics of human democracy with continuous efforts made throughout human history to improve
the processes, mechanisms and methods involved to conduct voting in a verifiable, transparent and accessible manner.
The advent of= =Information and Communication Technologies (ICT), has brought renewed emphasis on using ICT to
facilitate voting processes primarily to enable transparency and accessibility. J. Gobel, H. Keeler, A. Krzesinski, P. Taylor,
Bitcoin blockchain dynamics: The selfish-mine strategy in the presence of propagation delay, Perform. Eval. 104 (2016)
23-41, [Online].

©http://ourworldindata.org access on 3/4/2020.

19Gritzalis, D.A.: Principles and requirements for a secure e-voting system. Computer. Secure. 21(6), 539-556 (2002)

UD“Traditional paper voting suffers from low efficiency, high cost and unintentional errors; thus, it has gradually been
replaced by electronic voting (e-voting) system which owns outstanding advantages and meets the development trend in
modern society. Since its first use as punched-card ballots in 1960’s, e-voting systems have achieved remarkable progress
via the internet technologies with a range of terminologies used such as e-voting (using a machine in a polling station),
digital voting (use of electronic devices such as voting machines) and i-voting (using web browser to cast vote). Users of
e-voting are voters and election authorities. The voter can submit his/her votes electronically to the election authorities
from any location via e-voting. The election authorities are responsible for collecting votes from voters.” Kashif
Mehboob Khan, Junaid Arsha, Muhammad Mubashir Khan, Future Generation Computer Systems, Available online 9
November 2019.
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(9«At present, the main means of voting are raising hands, paper-based voting, online voting. The application scenarios
of hands-up voting are extremely limited and have many limitations, such as the high degree of relevance between voting
content and personal interests, voters are easily affected by the surrounding environment. Paper voting is simple and
economic, but there are two main problems. On the one hand, paper voting is not suitable for larger voting, otherwise the
accuracy of voting cannot be guaranteed; on the other hand, paper voting mainly depends on the procedural security of
executing officials. In this process, collusion corruption easily occurs, which is contrary to the original intention of voting.
More or less, there exists some problems in the application scenarios of voting, such as the data is not open, opaque,
votes fraudulent and arbitrary changes in the results.” Shuai Xiao, Xu An Wang, Wei Wang, and Han Wang, Survey on
Blockchain-Based Electronic Voting Springer Nature Switzerland AG 2020L. Barolli et al. (Eds.): INCoS 2019, AISC 1035,
Pp. 559-567, 2020.
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19<A typical e-voting model consists of three roles an election committee, voters and a centralized voting system. An
election committee publishes an election activity which usually includes multiple candidates through the centralized system.
A large number of voters who have an eligible identity could cast ballots through the centralized voting system, while the
election committee will then finish the ballot counting. A centralized voting system acts as a bulletin board to broadcast
voting activity and collect all the ballots, which actually plays a role as a centralized database. Different cryptographic
techniques have been proposed to establish e-voting systems, such as mix-net, blind signature, homomorphic encryption,
group signature, ring signature, etc.” Liu, J.K., Wei, V.K.,, Wong, D.S.: Linkable spontaneous anonymous group signature
for Ad Hoc groups. In:Wang, H., Pieprzyk, J., Varadharajan, V. (eds.) ACISP 2004. LNCS, vol. 3108, pp. 325-335. Springer,
Heidelberg (2004).

" Rockwell, Bitcongress — process for block voting and law, 2019.

9«Electronic voting is a new online voting system based on cryptography technology. Voters can vote conveniently on
the Internet through computers or mobile devices. The final voting results can be automatically anonymously counted by
the central server. These systems make the whole voting process interconnected, which greatly improves the efficiency of
organizing, collecting ballots and counting the results of ballots compared with traditional voting, and ensures the fairness

and openness of the voting process.” Shuai Xiao, Xu An Wang, Wei Wang, and Han Wang, Survey on Blockchain-Based
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'B. Shahzad, J. Crowcroft, Trustworthy electronic voting using adjusted blockchain technology, IEEE Access 7 (2019)
24477-24488.

(22

W oV gl 22 e Oloslabl dalail oo cgid el 3] 655k chasdl pulis dama™
'Bonneau Joseph, Felten Edward, Miller Andrew, A. Narayanan, S. Gold, Bitcoin and Cryptocurrency Technologies,
Princeton, 2015.
@Norton, J.: Blockchain Easiest Ultimate Guide to Understand Blockchain (2016)
9K M. Khan, J. Arshad, M.M. Khan, Secure digital voting system based on blockchain technology, Int. J. Electron. Gov.

(24
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Res. 14 (1) (2018) 53-62.

#7 Agora, Bringing our voting systems into the 21st century in Whitepaper version 0.1 (2018)

@ Rosenfeld M. Analysis of bitcoin pooled mining reward systems 2011 arXiv: 11124980
@)Swan, M. Blockchain: Blueprint for a New Economy; O’Reilly Media: Newton, MA, USA, 2015.
4 elo sllg Oloslab) 4 631, doxdlSo Gl ¥+ VA did WO (035 053Nl (e (V) 03 Balb) § (oloslsb) dSadl) iy, zerl )™
dal=lly dolsd) C)M‘ lgws <L€.L1.3 Lo.é OYlasVlg C)chlx.U JQLJ Lg,&.sg d=e ZLE.J)A Qgi.) C,\Lnglxu (s.bs 5‘| 5}.@?‘3“ OR a.cw»
lade dousciud] CJLaMb..Jlg ddg) Olagl=ll ulg.uug
®Y“Blockchain, and similar concepts, can be seen as a distributed, verifiable and immutable ledger, where records are
grouped together in blocks. These blocks are then appended to a list of blocks and replicated throughout the distributed
peer to- peer network it operates on. Each block includes a set of references to itself and to the previous block in the
list, hence the name of blockchain. The references result from applying cryptographic hash functions to each block and,
due to its one-way operation, guarantees integrity of the block. The original version of blockchain uses SHA-256 hash
functions. These hash functions are also used has an agreement protocol between peers, also referred to as mining, that
makes the overall system secure but very inefficient. The use of specialized hardware, known as mining platforms, created
to handle the work of processing transactions is a reality. These mining platforms accelerate the multiple hash computation
required to confirm each block, also known as proof of work (PoW), in hope of being the first to do so and of collecting
the respective reward.” Norton, J, Op. cit.
®2“Nathan Fish, Arizona Edges to Front of States Eyeing Blockchain Technology, Cronkite News (Arizona PBS), 2017.
https://cronkitenews.azpbs.org/2017/08/15/arizonaedges-to-front of-states-eyeing-blockchain-technology.”
“'De la Rosa, J.L.; Gibovic, D.; Torres, V.; Maicher, L.; Miralles, F.; El-Fakdi, A.; Bikfalvi, A. On Intellectual Property

in Online Open Innovation for SME by means of Blockchain and Smart Contracts”. “In Proceedings of the 3rd Annual
World Open Innovation Conference WOIC, Barcelona, Spain, 15-16 December 2016.

IJDJL 1366



RRPPRE DS A5 e (S g

L9y eb) OULLI Busld)

Isldl) Jouset) dlalud] dsad asly SLS 51 0,8 sy Y ey dinad 51 43550 dals S99 pusd [las
33 Il Glily 8usld Al Jguds (8umg) okl Lo paicdl day yhay OULI JLsd] 9ymes (il
LS o] Yo o BlASY) Jumitad) (e 0550 309 pustl) LB e 548

Joll) s gadsy (Il ol ddlegl=bl of dsslbl) Jeo¥l Jad ddlie din o Joldl umy LS
ISun sy dusgas)l Olasdls )18 Gl ygam s Ul dolod] e (Blockchain) (ods
dsls Braad dgz ] dolodl 090 (GosSIY) Cogatll) dogsSIY Al 3uss o Cao ealud]
3819 e Blasdlg dlalsl] dowo (po 3asx] (Blockchain) (i Jold) duds ye uomlul) (56 Cus
Mime de) 558 § iS5 ol Dlow Glat Led pamdl lpdsy o

5855 Bgw plladl Blis ol Codill dslve (o1 Y ™ BLYIg oL dejsll dSadl ol ,855 LS
JWls (55 Jeldl e 6,21 Bude IS § grudl go diwline & 555 Jsbd) D=l dseucd] Hsall s
il dlpwy 5395 UM (3o Onedsiidl glgil gazd dble @8l (i3 Il puds Uiy llo né OsSy
s @ Q] deldl 99 Sleglabls mludl Jolss (s Ulsds

e Olighill o S sus) gl @ity pols diSE 4l o (55 Joldl) OB «ldl ody)
(5 08) puly dg,mbl LI Oluadl] § Buwaz ot Gulul Domwo 28 8 toleliall (o wasll
.(Fin Tech)

ol 8131 Lol 0550 O (5509 cellawy (95 B rblen At §T Il cpalucald (15 Jsldl) o
ol ) dlalee ol (oym09 sl amY Couss lgd S 8ye JS & clitns 9] 8350 9] Cuguad
Ll Jluy¥ls Gl 53] g oLl Gl «ums OMalelbl ol Slas] o (e Sds & Sasly Bye
8Ll 5] eodall 5T LB 5] SLLJL (Sl o sLaill (155 Jold) duss L3S,aW) 53m9 (o
Adlasly madl SN e dime (Blockchain) a5 doldl duis mblil cpeslucl) Jgos &1l

M aleb el (3 oll) Ay oot duad Il SMalsebly Slaglsell el Sl of pasal aldas o)
Ollusdl Jow o Logs Mzoashl Byl ASin G9iuy d3S,h Sblusd] Jow 9 dog sSIY)

®"Norton J, op. cit.

®“Anyone can change its copy of the blockchain, but convincing others to work on it is very complex. The rule is to
always adopt the longest chain, the one where more participants have worked on and continue to do so. In order to alter
the distributed blockchain, one needs to have more computational power than the remaining nodes. At least more than
50% of the mining computational power must be under control of the attacker in order to, eventually, produce a longer
chain with altered blocks.” Norton J, op. cit.

®9Caitlin Moon, “Blockchain 101 for Lawyers Part 1, Law Technology News, Jan. 10, 2017, see. http://www.
lawtechnologytoday. org/2017/01/blockchain-101-for-lawyers-part-1/;&Part II,” “Law Technology News, www.
lawtechnologytoday.org/2017/01/blockchainlawyers-101-part-2”.

mHuang, H.; Chen, X.; Wu, Q.; Huang, X,; Shen, J. Bitcoin-based fair payments for outsourcing computations of fog
devices. Future General. Computer. Syst. 2016.

®¥Swan, M.: Blockchain: Blueprint for a New Economy. O’Reilly Media Inc., Sebastopol (2015)

®”“Modern financial accounting is a double-entry system—a system of recordkeeping that allows firms to maintain records
of what the firm owns and owes and what the firm has earned and spent over any given period of time. Triple-entry

accounting refers to the idea that transactions on the blockchain are essentially accounting entries that are cryptographically
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sealed, preventing tampering and enabling near-real-time auditing.” Accounting for Management, Double entry system of
accounting - history, definition, explanation, advantages and disadvantages | Accounting for Management (2017).
“Nathan Fish, op. cit.

“One prominent example in this space is Ripple, a company that has designed a protocol similar to Bitcoin for routing
payments and settling funds. Designed to simplify interbank payments at the infrastructure level, Ripple has end users
in the financial industry, including banks, governments, and clearinghouses. Ripple, Executive Summary for Financial

»

Institutions 2 (2015). “https://ripple.com/files/ripple_executive_summary.pdf [https://perma.cc/ W83S-8XSF]
#“Electronic voting solutions is yet another step in the ongoing path of technological evolution and processes
dematerialization. Governments and public administrations that promote the use of an EVS expect efficiency and
economic gains. The EVS must maintain some key characteristics of more traditional ballot systems. Vote secrecy is such
a key characteristic, in most cases. In other words, independently of the voting systems being electronic or not, some
requirements must exist. Some requirements are even imposed by law, such as constitutional principles present in several
countries.” Jo"ao Alves and Ant’onio Pinto, On the Use of the Blockchain Technology in Electronic Voting Systems,
Springer Nature Switzerland AG P. Novais et al. (Eds.): ISAmI 2018, AISC 806, pp. 323-330, 2019.

“)Chow, S.S.M., Liu, J.K., Wong, D.S.: Robust receipt-free election system with ballot secrecy and verifiability. In: NDSS,
vol. 8, pp. 81-94 (2008).

“Generality means that every voter has the right to participate in an electoral process. - Freedom means that the election
process must ensure that it occurs without any violence, coercion, pressure or any other manipulative intervention

that may be inflicted on the voter by a third party. EVS assumes an important role here, guaranteeing the voters are
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incoercible. - Equality, a democracy pillar, means that all candidates, or parties, are equally qualified to be elected and

that voting rights are equal among all voters. — Secrecy means that no one should be able to know the vote of another
person. This requirement, in particular, may not be present in all types of elections. There are scenarios were elections
are made by a show of hands. - Directness, in traditional voting systems, means that there shouldn’t be intermediaries
in the voting process. - Democracy means that an EVS must respect the requirements of traditional electoral systems.
However, additional requirements must also be met due to the nature of electronic voting. These requirements relate to
the preservation of attributes and properties, such as transparency, accountability, security, accuracy and legitimacy of the
system. Voters should be able to understand how elections are conducted. Gritzalis, D.A.: Principles and requirements for
a secure e-voting system. Computer. Secure. 21(6), 539-556 (2002)

“ibid.

“9K. Dalia, R.P.Y.A. Ben, H. Feng, A fair and robust voting system by broadcast, in: 5th International Conference on
E-voting, 2012.

“M. Shakiba, A. Doostari, M. Mohammadpourfard, ESIV: an end-to-end secure internet voting system[J]. Electron.
Commer. Res., 1-32 (2017)

“’”Wang, K.-H., Mondal, S.K., Chan, K., Xie, X.: A review of contemporary e-voting: requirements, technology, systems
and usability. Data Sci. Pattern Recognit. 1(1), 31-47 (2017)
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“)Gritzalis, op. cit.

©B. Shahzad, op. cit.
®Y“Concerns on security of Internet and privacy of communication have been grown. The security of data transmission
cannot be guaranteed, and attackers can easily invade the system, tamper with or even destroy the voting results thus,
it is naturally to be suspicious of the trustworthiness of the voting result.; the risk of leakage of voters’ personal privacy
information; various risks such as data loss, document damage, official bribery and supplier’s party-building and private
operation in electronic voting system; the voting results are totally centralized, and voters cannot verify whether their
voting results are correct. More importantly, double-voting is always unavoidable in most voting schemes, but there are no
high-efficiency operations to check whether it happens. Finally, if a malicious voter casts twice, effective ways are needed
to trace back to this voter without the cooperation of other parties.” N. Kshetri, J. Voas, Blockchain-Enabled E-Voting.
IEEE Software. 35, 95-99 (2018).
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® Anonymity needed by e-voting cannot meet by encryption alone. For example, a vote should not be traceable back

to the voter in e-voting. E-voting uses computers, mobile devices, and internet to accomplish the whole vote procedure,
which is a research field of cryptography with the basic of encryption and signature algorithms. Encryption schemes
and signature mechanisms are generally applied to preserve voter’s privacy. To check the double-casting while achieving
anonymity, linkable group signature and linkable ring signature can be used as tools to link any two ballots sent by an
identical voter, but they need considerable exponent calculations which are inefficient to implement link ability quickly.
Furthermore, to find out who casts twice, Tracing-by-Linking group signature, linkable threshold ring signature, traceable
ring signature can realize the function of traceability. However, these related implementations are impractical since these
schemes involve complicated constructions and massive computations. In order to track a misbehaving voter, the group
manager in the general group signature schemes is capable of opening all members’ signatures while increasing the risk
of privacy breach. Other related threshold can trace a ballot and its owner, but they need to introduce additional trusted
parties to join in. How to design a more secure and practical e-voting system has becoming a popular topic in the area of
industry and information security. A. Kiayias, T. Zacharias, B. Zhang, An efficient E2E verifiable E-voting system without
setup assumptions. IEEE Secure. & Priv. 15(3), 14-23 (2017). E. Ahene, C. Jin, F. Li, Certificateless deniably authenticated
encryption and its application to e-voting system(J]. Telecommun. Syst. 70, 1-18 (2018).
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D<A reliable certification procedure for hardware and software must exist. The entire infrastructure, as well as any

system functionality, must be identified and registered. All operations (authentication, recording of votes, etc.) must be
monitored, while preserving the confidentiality of voters. The infrastructure must be open for inspection by authorized
bodies. Voters, parties and candidates must be assured that there has been no malpractice. Adequate system security must
be ensured, simple and easy to use. Moreover, from the user standpoint, additional requirements can also be identified.
The participation in the voting process should be confirmed. Ability for consciously non-valid vote should be provided
for. Only eligible voters should be able to vote. Each eligible voter should be able to vote only once. No voter should be
able to duplicate or change his or another person’s vote. The voter should be able to verify that his vote is considered in
the final tally. Voters should be able to have indiscriminate access to the voting infrastructure. Registration, authentication
and voting procedures should be visibly distinct. Votes should be validated separately and independently from voter
authentication. No intermediaries should be involved in the voting process (i.e. no person can be authorized to vote for
another person). Each and every ballot should be recorded and counted correctly.” Jo"ao Alves et al., op. cit.
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®"The participation in the voting process should be confirmed. Ability for consciously non-valid vote should be provided
for. Only eligible voters should be able to vote. Each eligible voter should be able to vote only once. No voter should be
able to duplicate or change his or another person’s vote. The voter should be able to verify that his vote is considered in
the final tally. Voters should be able to have indiscriminate access to the voting infrastructure. Registration, authentication
and voting procedures should be visibly distinct. Votes should be validated separately and independently from voter
authentication. No intermediaries should be involved in the voting process (i.e. no person can be authorized to vote for
another person). Each and every ballot should be recorded and counted correctly. Jo"ao Alves et al., op. cit.
®Y At present, there are many problems in electronic voting system, such as duplicate voting, fraudulent voting, privacy
disclosure and data security. Combining with the characteristics of decentralization, traceability, untouchable modification
and anonymity of blockchain technology, block chain technology is adopted as the accounting database of voting system
in the voting system, and the pre-designed voting protocol can be automatically executed through intelligent contracts to
ensure the electronic voting system. Blockchain enhances the level of transparency as compared to traditional electronic
voting system, primarily due to its decentralized nature. It bears the tendency to preclude many conventional ways of
fraud which are very common in the manual or traditional electronic voting system. Furthermore, it is computationally
infeasible to change any of the blocks, due to the highly complex formal problem solving required thereby significantly
reducing the risk of vote manipulation. Although blockchain introduces a range of benefits to e-voting domain, a number

of challenges remain as observed in attempts to conduct blockchain-based e-voting in New South Wales and Estonia.”

IJDJL 1372



RRPPRE DS A5 e (S g

oepludl Jlo de] 85906 by 3ol 1ing (“VlesYl Jgue & IR dliad of eolunl) 3oy
CNgradll 10ugd 48 deyall JlesY) dsuds e Gyl (0 lgiSaid dewlio San § JbosY) Uiz (gauag
Al 0oty glozzVl § doddll )l dadlis wis BI0Y) pulzs slas] Clseiul Loy 4 Go LS
Slel S8l 8yls) § pealudl &S)lie ddeld o oy o9 dad 3315l SULI olio Slolayl b
lgzidlin 8)5,00 095 I Skl Zyols dolll dimazdl Jlosl Jguz slas] § §dl opealunll ¢ il
OB &l Js G sSIY Cugadl ddas § (iS5 Jeld! LS pluseial UM oo dilig LA 3Lsly
§ gloazVl ol JbosYl Jlgus Juasty 8801 pol oo didels SST 0550 Bow gealudl plle]
pealadl psy OF e a5 Il dads pe Gl 1ie § 8,8l Oluul] 4359 Bgsl® 8),4L) welshl
IEMe s Frnds Aggw ST 1oV ad (383 Joldl &S UM oo JlosYl Jslasg Olaizad) ells fe MY
OB daSeo toolih Lads plad¥ly ddlaidl tgolid

Blosd 48 W 55 Il dSs e dlys]s Mlaslisil U8 demesdl Jlos] Jgue dlus] o Eu
Bow I Skl ol le I535Sas 48 doyubl LLadll Gle coat Bouw CYsIAbl Y dlds gualusl
Olegdgn a8lig pailzlin puasy )oYl pulzms clasy Dlos Wl LS Mgds Cogaly lyradle o
CBo)l (o gt 3929 pds Ol dule (35 M1 Y eVl Usdz me (185 Jold) duls ne doyde 55
JosYI Jgaz & 83ls)l SBlukl 0585 Ol g Masliy LB I Olyludzadl e 0,1 sy disd
Sho udd dpolas] Dleog delsd] dmasd] Jos) Gudasy (peasdl o ddussg LYl Hudy dously
ol daus <l (po 8y10Y) (udome usl Gl SVl Jgue § doyudl Sludl & § doludl lauds & il
i BLAYI 51 Bl JlesYI Jgaz G 8ylgl) k] s Ss2m Y9 MVl s b e <l
D0Ladl JWiS) pds o 55T asse J] glozz¥l diob 03 ol

B usy e i OF Y] V] Easlse & ) GBadas ey Jlosll Jgaz deyin S5 ¢ ol i
sl Jd @5 CBgy JlesYl Ugluz zols] oy Cuo 383 Joldl duds se Cugatll O 13] Erguml
slasil C8g lade Cogadly Seidl G Busas Jlesl g)ls] &S] dre ygan ¥ G oYl ez

Kashif Mehboob Khan , Junaid Arsha, Muhammad Mubashir Khan, Future Generation Computer Systems, Available
online 9 November 2019.
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79«An e-voting system may be broadly classified into two types facilitating: (i) remote user interaction and (ii) voting

station engagement. Remote user interaction: This model facilitates a voter to vote from any remote location utilizing
a pre-verified identity such as a card or login credentials. Consequently, a person can vote from their home using their
smartphone or computer to register to vote using a software or a web application. This voting model relies on cutting edge
technological advancements to provide secure and easy method to use alternative to traditional voting system thereby
helping to reduce human errors. Furthermore, voters can be provided a feedback that their vote is counted thereby
improving the trust of the voter as well as verifiability and non-repudiation. A number of initiatives in this regard have=
=been adopted indicating challenges with respect to security and correctness of the vote such as those identified by.
Voting station engagement: This e-voting model includes scenarios where a voter can vote through a polling station where
electronic voting systems such as DRE are deployed to facilitate the voting process. Typically, such machines are connected
to the Internet to aid the overall voting process. A major advantage of DRE machines is the significant reduction in the
cost as it avoids using ballot papers. A number of initiatives have been adopted by different governments across the world
to implement such e-voting model such as Estonian i-vote system and Norwegian i-voting.” E. M. of Foreign Affairs,
Estonian internet voting system, 2019.
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s )
Bitcoin transactions are considered pseudo-anonymous as only wallet addresses are used in transactions and not the

(88)cc

identifiers of the people behind each transaction. However, upon discovery of who owns the wallet, anyone can view all
transactions with that address. To introduce anonymity, solutions like Zerocoin started to appear. Zerocoin is an extension
to the bitcoin protocol that enables fully anonymous currency transactions. These services are also known as bitcoin
laundry services . Takabatake et al. in proposed the use of Zerocoin as a basis for an EVS. Doing so, the transparency,
integrity and anonymity requirements are resolved. The transparency and integrity due to the distributed and public
nature of the blockchain. The anonymity with the use of Zerocoin. This solution, however, is not completely anonymous
because the IP address of public nodes can be known. Moreover, it is not clear if registration, authentication and voting

procedures are separated.” De Balthasar, T., Hernandez-Castro, J.: An analysis of bitcoin laundry services. In: Nordic
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Conference on Secure IT Systems, pp. 297-312. Springer (2017)
®)In 2017, Ayed envisaged a new electronic voting system that could be used in local or national elections. This blockchain-
based system would be secure, reliable and anonymous, and would increase the number of voters and the credibility of the
government. Firstly, the author reviews the typical electronic voting systems currently used in several countries, analyses
the shortcomings and security problems of these systems, and then introduces the new blockchain-based electronic voting
system from definition to system requirements and implementation process. However, this system has limitations. The
ideal state envisaged by the author is that voters use security devices to vote, but even if the system is very secure, hackers
still have the ability to vote with malicious software installed on the voter’s device beforehand or arbitrarily tamper with
the voting results. In addition, if the user votes incorrectly, the system will not be able to modify. That is to say, users can
only vote once.” Ayed, A.B.: A conceptual secure blockchain-based electronic voting system. Int. J. Netw. Secur. Appl.
(IJNSA) 9(3), 1-9 (2017)
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“Domestic scholars also make use of the technical advantages of blockchain to make up for the shortcomings of

electronic voting and put forward many schemes. Among them, literature proposes a board electronic voting system based
on coalition blockchain to solve the anonymity of voting= =and the strict requirement of participant identity in small-
scale voting scenarios. Smart contract is used to replace the traditional trusted third party institutions; the identity access
mechanism of digital certificates is used to ensure the legitimate identity of the voters involved; and the voting protocol
is designed by using elliptic curve blind signature technology to satisfy the anonymity of voting. In addition to these
electronic voting protocols, many electronic voting applications on blockchain have been widely used. These applications
basically use blockchain as a ballot box, so they still need to rely on third-party organizations to protect the privacy of
voters. Dong, Y., Zhang, D., Han, ., et al.: Board electronic voting system based on alliance blockchain. J. Netw. Inf. Secur.
(12) (2017).

©)“In recent years, with the popularity of encrypted digital money, such as Bitcoin, many scholars have paid attention
to blockchain and its underlying accounting technology. The essence of blockchain is an open and transparent database
ledger technology, which records all transaction information. Its characteristic is that it can provide the characteristics
of decentralization, non-tampering, open and transparent without third-party intermediaries. At present, researchers at
home and abroad use blockchain technology to carry out a lot of research and application. In the field of electronic voting,
there are also many schemes combining blockchain technology.” Yong, Y., Feiyue, W.: Development status and prospect
of block chain technology. J. Autom. 42(4), 481-494 (2016)

®ISwan M., op. cit.
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®9«Anyone can change its copy of the blockchain, but convincing others to work on it is very complex. The rule is to always

adopt the longest chain, the one where more participants have worked on and continue to do so. In order to alter the

distributed blockchain, one needs to have more computational power than the remaining nodes. At least more than 50%

of the mining computational power must be under control of the attacker in order to, eventually, produce a longer chain
with altered blocks. Jo™ao Alves et al., op. cit.
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199<Bjstarelli et al. proposed an EVS based on Bitcoin. It comprises 3 phases: pre-voting, voting and post-voting. The
resulting implementation is completely decentralized as you can vote without any intermediaries. All votes can be verified
by anyone who reads this public ledger. This solution can only be applied when voter anonymity is not a requirement. Un
coercibility, confidentiality and neutrality are also not satisfied. Once a vote is cast, it is broadcasted to the peer-to-peer
network and, by not being confidential, it can influence future voters.” Bistarelli, S., Mantilacci, M., Santancini, P., Santini,
F.: An end-to-end votingsystem based on bitcoin. In: Proceedings of the Symposium on Applied Computing - SAC 2017,
pp. 1836-1841 (2017).
19<Jason and Yuichi proposed another EVS based on Bitcoin. It consists in using the Bitcoin Protocol in conjunction with
a blind signature scheme . Blind signatures enable that a third party can attest for the contents of data (a vote) without
having access to the data. These solutions enables anonymity in voting but requires the usage of cryptocurrency to cast
a vote.” Jason, P.C., Yuichi, K.: E-voting system based on the bitcoin protocol and blind signatures. TOM 10 (1), 14-22
(2017).
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19<Blockchain has enabled the development of a decentralized trustworthy environment for diverse application domains,
from cryptocurrency to electronic voting system, banking and finance industry to supply-chain management, and from
health care to blockchain-based identities, such as passport and e-residency. Within this context, leveraging cryptographic
fundamentals underpinning blockchain technology, the cost of illegitimate record tampering is higher than reproducing
these records thereby achieving tamper-resistant auditing of information. Kashif Mehboob Khan, op. cit.

29>The first system based on this technology was Bitcoin, which enables users to securely transfer the currency (bitcoins)
while eliminating the need to trust a centralized regulator. Ethereum is another blockchain-based system that can also
be used for the cryptocurrency. Unlike Bitcoin, Ethereum has the ability to use a smart contract, which is a common
agreement between two or more parties. It stores information, processes inputs and writes outputs thanks to its predefined

functions. Buterin, V., et al.: A next-generation smart contract and decentralized application platform. White paper (2014).
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