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Abstract—blockchain is a new direction for data
protecting. The main idea behind using blockchain
technology for hidden data is dividing data into small
parts and store each part in block. The data block is
related to the previous by hash code which makes the
chain. Blockchain techniques are suitable for large
and small amount of data. Since sensors collect much
data all the time and send to receivers over edge
computing devices, which have limited resources,
researchers start to use blockchain as a light technique
for protecting data transmission over the internet.
Sensor communication over the internet platform
called internet of things platform. In this paper we
show some previous work of blockchain technigques
based IOT platform. In addition challenges and future
direction will be discussed.

Keywords: Internet of Things (1oT), Security in IoT,
Privacy, Block chain

I. INTRODUCTION

Internet of Things (loT) technology is used in
different devices to interconnect each other and
transfer data over the Internet for the purpose of
remote control automatically. 10T leads to the
creation and improvement of operations in the field
of activities that contribute to increasing business,
increase profitability and new opportunities for
enterprises in activities related to solutions and
innovations [1]. However, IOT platform faces many
challenges.

One of challenges that faces the loT platform is data
protection issue. Because the specifications of 10T
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platform are very limited, IOT needs special
techniques for data confidentiality. Traditional
security approach are not suitable for 10T platform,
because they need high powered resources.
Blockchain technology is based on dividing data and
make relation between the generated parts before
applying any encryption or protection algorithm. This
reduces time complexity and does not need high
specifications. Thus, blockchain is used on 10T
platform.

we present, in Section 2, overviews covering loT
technology . in Section 3, we present and discuss
Blockchain technology ,its functions, nodes, and
types. In Section 4, presents related work of
blockchain for 1oT.

Il. INTENET OF THINGS STRENGTH AND
CHALLENGES

Internet of things (l1oT) is a network of heterogeneous
devices, which are connected to each other and to the
Internet. The architecture of 10T varies depending on
the application where it has been employed. There are
different types of loT architectures, the three-layer
architecture consisting of perception, network and
application layers, is one of them and considered to be
efficient, reliable, and the easiest to implement. The
devices in the perception layer generate data and
forward it to the next network layer via a sink node.
From the network layer, the data are transferred to the
cloud where it is analyzed and stored. Based on these
data, various applications/services can be provided to
the users as shown in fig 1.
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Fig 1. Basic three layer architectural framework of
loT

A. Strength of 1oT

Due to the network of devices, a person can
access data irrespective of their location making
it convenient for people to use. When
communications  are not  transparent,
inefficiencies are caused, but with a network of
interconnected devices, better communication is
possible, because transferring data packets over
connected network save time and money[5]. loT
not only helps to save time and money but
achieve automation- the most important aspect
in today’s tech-life where all the tasks can be
achieved without human intervention, with
increasing quality of services.

B. Challenges in loT

Some of the major 10T challenges include security
issues, privacy issues, performance and scaling, and
interoperability. These challenges are discussed in this
section as follows:

» Security: Existing security mechanisms are not
enough for reliable loT application. Some of the
challenges that are experienced while designing a
secure loT system are poor design, security
adaptation, policy maintenance, and communication
medium.

There are many security issues that can affect the loT
environment. As every layer is codependent on each
other, identifying the security problems at every layer
is critical as shown in Fig .2.
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Fig 2. 10T security challenges

* Privacy: 10T has the potential to improve the quality
of people's lives. However, the nature of the data (10T
users' location and movements, health conditions, and
purchasing preferences, so on.) collected by loT
devices has serious privacy concerns.

« Interoperability: Heterogeneity has been a great
challenge in distributed systems, as a variety of
networks, hardware, different operating systems, and
programming languages have to be in the same
system.

* Performance and scaling: A scalable system with
high performance continues to work effectively even
when the number of resources and users are increased.

111. BLOCKCHAIN: TECHNIQUES AND
IMPLEMENTATION

Blockchain is a distributed ledger technology (DLT)
in which an append-only secure ledger database is
shared and updated by all nodes/members, in a peer-
to-peer  (P2P) network. The  participating
nodes/members each store a copy of the ledger. BC
technology offers a way of recording transactions or
any digital interaction in a secure, transparent,
resistant, auditable, and efficient way. The secure and
decentralized property of BC has made it a strong
field in the advancement of various fields of research
such as loT and artificial intelligence (Al).

A. Functioning of the Blockchain

To implement Blockchain technology, a P2P network
needs to be created with the devices (users) that are
interested to communicate through blockchain. Each
participating device is referred to as a node. Two keys
are generated for each node: namely, public and
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private keys. As the name implies, public key is
acknowledged to all and private key is undisclosed,
and is used by a user to produce a signature. In short,
asymmetric cryptography is used to accomplish the
security demand of the information. Private keys need
to be kept protected to avoid possible misuse or
tampering of data on a blockchain[ 7].

A node initiates the transaction and signing it with
private key, then publishes it in the network for
getting verified by the peer nodes. These verification
methods used are known as consensus algorithms, and
vary in different blockchain platforms, depending on
the design objectives. After verification from peers,
miner collects the transaction to create a block and
that block gets appended to the blockchain with
timestamp and unique ID (i.e. hash) to avoid further
alterations[7]. Newly added block gets linked up with
the earlier block using its hash and upcoming block
will establish link with this block and so on as shown
in Fig 3[8]
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B. Consensus protocols

Consensus protocol is considered the heart of
Blockchain technology because they maintain the
integrity and security of the blockchain network, they
ensure that no malicious transactions or changes can
be made to the BC itself. It is a protocol by which
network nodes of the blockchain arrive to a standard
agreement on current records state of the ledger.
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Different  blockchain platforms use different
algorithms to reach the consensus and all of them
differ in their operation and execution. Figure 4 shows
the list of most popular consensus protocols used in

different blockchain . platforms.
Most popular consensus alporithms
Delegated
Proofof ~ Proofof  Proofof  Proofof  Proofof
Work(PoW) Stake(PoS)  Authorty  Elapsed Stake

(PoA)  Time(PoET)  (DPoS)

Fig 4. Consensus protocols

C. Types of Blockchain

There are three blockchain (BC) types: public, private,
and permissioned(hybrid) BC. In public BC, anyone
can join the BC network without the approval of third
parties. Anyone can act as node or as miner. In private
BC, however, network access is restricted. It is a
closed network in which only authorized nodes can
maintain consensus, and the owner can control access
of the nodes in the network[7]. Permissioned BC is a
hybrid version of public and private BCs. It is not
entirely open and is partially decentralized. As shown
in table |

D. Blockchain nodes

A node is a device on a BC network. The BC nodes
are distributed through a network, which are capable
of carrying out a variety of tasks. The survival of any
BC network is dependent on these nodes. The BC
node can be general computer or other types of
hardware devices having network connectivity, so it
can be connected to the Internet with valid IP
addresses. The main roles of a node are to store,
process, and validate transactions that have occurred
on the BC. Nodes are mainly of two types: full nodes
and partial nodes. A full node stores the complete
ledger locally. partial nodes store only the BC
transactions, which are necessary and relevant to their
operation.
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IV. RELATED WORK OF BLOCKCHAIN FOR
10T

Rresearchers proposed a variety of new loT
architectures combined with characteristics of the
blockchain including the application of the smart
contract , distributed technology and the data
integrity of blockchain . Also The advantages of
blockchain are consolidating the IoT, there are many
security problems in loT that need to be solved
urgently. Table Il shows the features and challenges
of blockchain in 10T applications.

Decentralized systems such as Blockchain and smart
contracts have been regarded as a potential means of
addressing these problems. The authors designed
Blockchain that requires low computational costs for
smart city infrastructure. All 10T devices’
communications on a P2P Blockchain networks are
tagged as transactions and securely stored in Cloud
storage. Ali et al. [5] implemented a Blockchain-
based behavioral verification system for smart-1oT.
The system demonstrated a degree of trust level for
the external devices that want to join the smart home
network. Blockchain was deployed in the loT
behavior controller system to store, track, and identify

There are many applications of 10T using Blockchain
such as smart home devices. A smart city is referred
to as an interconnected network consisting of
computer servers, system administrations and other
equipment such as loT devices for capturing and
processing all forms of data generated by city
dwellers. Thanks to the nature of loT devices, the
design of smart cities infrastructure remains
challenges, including  ensuring  anonymity,
completeness, and bottleneck issues.

loT devices to safeguard IoT devices from malicious
attacks. Sensor level filter has been utilized to prevent
the malicious sensor from joining the network. Lee et
al.[6] developed a Blockchain-based smart home
architecture to solve the problems of the existing
centralized smart home network and face future
attacks against the smart Gateway. They used
Ethereum Blockchain to make sure the smart home
data was authenticated and confidential. Singh et al.
[4] proposed a smart home appliance management
and controlling system utilizing Proof of Authority
consensus mechanism of the Blockchain.

Table I: Types of Blockchain

Public Blockchain

Private Blockchain

Permissioned
Blockchain

Aim Used to solve efficiency, security | Mostly used in database management and | Operate under the leadership of a
problems  with traditional financial | for tasks to a single company, by setting up | group. But no entity having access
institutions. groups and participants who can verify the | to the Internet can involve in

transactions internally. transaction verification.

Type Open and decentralized Restricted Controlled and

restricted(hybrid)

Operation anyone can join the BC network without | network access is restricted. It is a closed | It is not entirely open and is
the approval of third parties. Anyone can | network in which only authorized nodes can | partially decentralized. .
act as a simple node or as miner. maintain consensus, and the owner can

control access of the nodes in the network.
Features Transactions are anonymous and Existence of state compliance of data | Reduced transaction costs and

transparent, secured by game
theoretic mechanisms, with  no
infrastructure costs.

privacy rules, but there is a risk of security
breaches like ina centralized system.

data redundancies, and replaces
legacy systems ,and simplifying
document handling
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Table II: Features and challenges of Blockchain in 10T applications

Features challenges
Decentralization The trade-off between power consumption, performance, and security
c Reduced Cost Compromising between concurrency and throughput
g Greater Transparency 10T device connectivity issue
g High Security Limited scalability
Data Privacy Handling Big data in the Blockchain
Improved Traceability Compromising between transparency and privacy
Table 111: Blockchain in 10T applications: some of smart cities/home studies
Authors | Blockchain | Access | Scalable | Tools/Simulator Contributions Remarks
type control
Ali et | PrB X X Tensorflow and A behavior capturing, and verification | Performance on
al.[3] Keras procedures in Blockchain supported smart- | the Blockchain
libraries loT system were introduced. has not been
Blockchain was deployed in the IoT | conducted.
behavior controller system to store, track,
and identify l1oT devices to safeguard loT
devices from malicious attacks
Lee et PrB X N Mininet, Amazon | A Blockchain-based smart home network | The Gateway is
al.[4] EC2, Ethereum architecture was proposed to overcome | vulnerable to a
Bridge, Truffle recent problems in current centralized | point of failure
development security network architecture and combat | and no approach
suite future attacks on the smart homes | was designed to
Gateway. tackle this
problem
Singhet | CoB N N, Cooja and The Blockchain technology was used in a | Blockchain
al.[2] Netsim, smart home network to manage system | configuration and
Amazon EC2 transactions and adopted green Cloud | simulators have
computing, which hosts a green broker to | not described
minimize the environmental impact in detail.
of the model

1IV. CONCLUDING REMARKS

Internet of things technology is the future of
connecting different devices, places and organizations
for data analysis and device control. So, researchers
turn to develop communication security for 10T. In
the environment of the loT, the number of
heterogeneous terminal connections and the amount
of data transmission are very large. The entry of
blockchain can solve the existing problems of loT
security. In this paper we, show the previous work in
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