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Abstract— Peoples’ biometrics, such as fingerprints, are
unique , as a result it can be used in many evidence
security requests, such as employees’ registration gate,
crime investigation, and revealing smart phones. The
security of fingerprints is very critical in protecting the
peoples’ identity. In this research, a cancelable
fingerprint recognition system is proposed. The
proposed system is based on comprising four biometrics
in a unified biometric template for each person using
Discrete Cosine Transform (DCT) compression. This
unified biometric template is encrypted with different
convolution kernels produced by chaotic Baker map in
different domains. The Integer Wavelet Transform
(IWT) and the Discrete Wavelet Transform (DWT) are
used to create different transformations of the
fingerprint. In case a transformed fingerprint is
compromised, the biometric fingerprint transformation
is reorganized with another transformation. A
comparative study between different transform-domains
in the occurrence of attacks shows the authority of
encryption in the DWT domain with different keys. Both
Equal Error Rate (EER) and Area under Receiver
Operating Characteristic (AROC) curve are used for
performance evaluation revealing high performance of
the proposed system.

Keywords: Biometrics, Fingerprint recognition, Cancelable
biometrics, IWT,DWT.

1. Introduction

In recent years, the usage of human biological data, such as
face, iris, and fingerprint biometrics, has seen an
exponential progress in every aspect of our daily life. The
fingerprint biometrics has the greatest developed technology
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and has a high user acceptance rate [1]. The problem is that,
is the dependence on a single verification biometric, which
reduces the trustiness of the verification results. Hence,
there is a need to use multiple biometrics for trusted
verification results [2-5].

For more security of the biometrics, cancelable biometrics is
used. This cancelable biometrics can be easily replaced
without the need to modification of the system at all. The
trend of cancelable biometrics is a promising trend towards
more protected biometric systems [6-7]. So, in this paper we
offered the cancelable approach to generate a fingerprint
based non-invertible system for secure recognition. Multiple
biometrics can be acquired for the same person and used for
verification with a majority voting scenario to ensure trusted
verification results. So, there is a need to save all biometrics
in a secure way, which allows authentication from each of
them, afterwards. The storage of multiple biometrics
consumes storage space. Hence, there is a need for some
sort of compression to save this storage space, while
keeping the discrimination ability of subjects.

Different convolution kernels produced by chaotic Baker
map in different domains. The Integer Wavelet Transform
(IWT) and the Discrete Wavelet Transform (DWT) are used
to generate the different transformations. In case a
transformed fingerprint is compromised, the biometric
fingerprint is updated with another transformation. The
proposed system protects the original fingerprint from
stealing or tampering. Furthermore, the matching process is
done in the encrypted format which prevents the attacker
from stealing the fingerprint data during the decryption
process.



The rest of the paper is organized as follows: Section 2
discusses the related works. Section 3 presents the proposed
cancelable recognition scheme. Section 4 presents the
simulation results. Finally, Section 5 presents the
concluding remarks.

2. Related Work

There are some works have been presented to generate
fingerprints cancelable biometrics. Wang and Hu offered a
blind cancelable fingerprint recognition system based on
creating binary strings for pair-minutiae vectors, and the use
of their frequency samples for identification [8]. This
approach is suitable for smart cards as an example of
resource-limited applications. It was evaluated over
FVC2002 DB1, DB2, and DB3 databases by the way of
achieving good results.

Wang et al. presented an approach for cancelable
fingerprints based on the segmentation of the fingerprint
pattern into local zones and the deployment of a Fourier-like
transform to change the guides of all minutiae inside the
same local zone [9]. This methodology does not need
fingerprints record-keeping. It get gaining in recognition on
four different standard databases with Equal Error Rates
(EERS) in the lost token situation ranging from 0.19% to
9%.

Wang et al. also presented a cancelable fingerprint biometric
system based on the Hadamard transform applied on the
binary design of the fingerprint minutiae [10]. The
Hadamard transform is applied on the Fourier transform of
binary series representing the biometric to generate complex
vectors, while protective the distance between the vectors
predictable prior to the application of the transform. This
approach achieved EERs ranging from 1% to 5% on
different standard databases. Some attempts have also been
presented for fingerprint and finger-vein cancelable multi-
biometric systems [11].

Zhe Jin et. al. presented a fingerprint protection technique to
protected the fingerprint minutiae [12]. By combining
Randomized Graph-based Hamming Embedding (RGHE),
their method supports a minutiae descriptor, dubbed as
minutiae vicinity decomposition (MVD) to infer a lot of
randomized geometrical invariant features together with
irregular projection. The randomized MVD discrimination is
then improved by explicit Minutia Vicinities Collection
structure ,then it will be installed into a Hamming space by
methods for the Graph-based Hamming Embedding. They
performed their experiment on the FVC2002-DB1 and
FVC2002-DB2 and FVC2004-DB1 and FVC2004-DB2
databases, and obtained EER of 4.36%, 1.77%, 24.71%, and
21.825%.

Wang et al. presented an alignment free cancelable
biometric scheme for fingerprints [13]. They used curtailed
circular convolution to produce transformed template. First,
fingerprint images are recorded according to the singular
points. Then, curtailed convolution is applied by multiplying
discrete Fourier transformation (DFT) of two series. They
performed their experiment on the DB1, DB2 and DB3 of
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FVC2002 database and achieved EER of 2%, 3% and
6.12%, respectively.

Priyanka Das et. al. presented an alignment-free fingerprint
hashing algorithm centered on comprising a minimum
distance graph of the inter-minutia minimum distance
vectors initiating from the core point as a feature set [14].
Matching of hashes has been activated using an equivalent
search algorithm. They completed their experiment on the

FVC2002-DBla and FVC2002-DB2a databases, and
obtained EER of 2.27%.
3. Proposed Cancelable Fingerprint Recognition

Scheme

The basic idea of the proposed cancelable system is to
compress four biometric images together into a single
biometric template and encrypt this template as shown
by utilizing 2-D chaotic Baker map in different
transform domains, spatial, (IWT) and (DWT). Only,
the first quartile of the DCT of each image is kept.
Some sort of rotation is performed on these quartiles,
and then they are arranged into a new DCT plane
comprising information from all biometrics. The
obtained new DCT plane is inverted to time domain to
get a mixed image from all biometrics. This image is
further encrypted for security purposes .The proposed
framework comprises of two main stages; the enrolment
stage and the authentication stage as shown in Fig. 1(a)
and (b), respectively.

3.1 Enrollment Stage

In the enrollment stage, a unified biometric template is
acquired and then encryption is performed by convolution
with a random kernel that is generated with chaotic Baker
map encryption of another image [15-17]. The objective of
the random convolution process is to hide the details of the
features through the convolution process. The resulting
encrypted templates can be saved in a database and then
used to validate the user’s identity. If the system database is
compromised, it is possible to generate a different
convolution kernel to get a different encrypted fingerprint. If
an attacker tries to reconstruct an individual’s fingerprint
from the compromised database, he needs to know the
convolution kernel used in the enrollment stage. Moreover,
the attacker essentially has to perform image de-convolution
to retrieve the original fingerprint, which is extremely
difficult without knowing the user’s PIN, the used encrypted
algorithm and also the size of the convolution kernel.
Hence, this is considered a high level of security and
protection for the fingerprints.

3.2

In the authentication stage, the user presents the PIN.
This PIN is used to generate the convolution kernel,
which is used to encrypt the user’s fingerprint. The
resulting encrypted fingerprint is then correlated with
the encrypted fingerprint templates in the database, and
the resulting correlation outputs are examined to
perform authentication. The correlation values are used
to express the similarity between a test fingerprint and
the fingerprints in the database.

Authentication Stage
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Fig. 1. The two stages for the proposed cancelable fingerprint recognition scheme.

Fig. 4: Samples of encrypted training fingerprints by equivalent Kernels.
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The higher the score, the higher is the similarity
between fingerprints [18-20]. Accessing of the system
is granted only if the score for a test user is higher than
a certain threshold known as the Equal Error Rate
(EER), which is estimated at the intersection of the
impostor and genuine distributions. At the intersection
point between these distributions, the incorrect reject
and incorrect accept errors are equal [21-23].

Genuine user’s score ought to dependably be higher than the
scores of impostor users. But it is not always true that the
fingerprint with the highest correlation is the correct
fingerprint. For example, if the fingerprint scanned to the
system does not belong to the database, the system will
falsely identify the fingerprint of highest correlation as the
correct one. To solve this problem, an EER value should
separate between accepted values and non-accepted values
and this should be made before checking for the fingerprint
with highest correlation. Since the fingerprint in the previous
example does not belong to the database in the first place,
the resulted correlation should be low. The EER value puts a
minimum value for acceptable correlation. If the highest
correlation is less than the threshold, the system will not
recognize the fingerprint (not in the database). If the value of
the correlation is higher than the threshold, then the system
will output the fingerprint with the highest correlation as the
identified one. If impostor fingerprint generates a score that
is higher than the score of a genuine one, the impostor
fingerprint will be falsely accepted as a genuine fingerprint.
On the other hand, if a genuine fingerprint has a correlation
score lower than the threshold, then the genuine fingerprint
will be falsely rejected. In the proposed fingerprint
recognition system, the test data consists of both impostor
and genuine fingerprints. Hence, the correlation scores of
each fingerprint would be somehow distributed around a
certain mean value. So, the probability distribution of the
correlation metric is used to represent the score distribution
of impostor and genuine fingerprints. We have Probability of
True Distribution (PTD) which is the probability distribution
of the correlation between the true fingerprints with the
encrypted fingerprints and the Probability of False
Distribution (PFD) of the correlation scores resulting in the
authentication stage.

4. Simulation Results

In order to evaluate the performance of the proposed
scheme, we have worked on 20 images acquired randomly
from standard fingerprint images taken from the Fingerprint
Verification Competition (FVC2002) database (DB1, DB2,
DB3, DB4) and(F\VC2004) database (DB1, DB2) [24]. Also
databases of faces, iris, and palmprints are used. The used
databases in these experiments are ORL database for faces
[25], CASIA-V3 for iris [26], CASIA-V1 for palmprint
[27]. Four different biometrics assumed to belong to the
same person are used to generate a unified biometric
template for that person. Samples of fingerprints from the
database are shown in Fig. 2.

In the enrollment stage, each user enters his own PIN, and
this generates the equivalent kernel to be convolved with the
fingerprint. Figure 3 shows the kernel output. The resulting
20 encrypted biometric fingerprints are saved in the system
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database. Figure 4 shows samples of the encrypted database
fingerprints.

In the authentication stage, two fingerprints have been
tested. One belongs to a genuine user and the other belongs
to an impostor user. In the two cases, the test users enter the
PIN and generate the random convolution kernel and two
encrypted test fingerprints have been presented. It is
assumed that, the impostor user knows the right PIN for any
genuine user to test the degree of security of the system. The
correlation coefficients are calculated between each of the
two encrypted fingerprints and the 20 encrypted
fingerprints. Accessing the system is granted only if the
score for the test fingerprint is higher than the EER value
with an error probability. The probability of correct
detection can be easily obtained from the error probability,
100 - (error probability) %. The lower the error probability,
the better is the system performance. We plot the curves of
the two metrics, PTD and PFD for the proposed encryption
scheme in different domains to determine the threshold
(EER) value and error probability as shown in Fig. 5 to Fig.
9.
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Fig. 5: Impostor and genuine distributions using the circular
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Fig. 6: Impostor and genuine distributions using the
IWT encryption.
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Fig. 7: Impostor and genuine distributions using the IWT

domain encryption with different keys.
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Fig. 8: Impostor and genuine distributions using the
DWT encryption.
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Fig. 9: Impostor and genuine distributions using the
DWT encryption with different keys.

4.1 Comparison between the Proposed
Fingerprint Recognition Scheme Outputs in
Different Transform Domains.

The performance efficiency of the proposed cancelable
biometric scheme is evaluated through calculating the EER,
the lower the EER value, the more efficient the security of
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the system. The FPR is defined as the probability that a
genuine attempt is incorrectly identified as an un-genuine
one (incorrect reject). The FNR is the probability that an un-
genuine attempt is incorrectly identified as a genuine one
(incorrect accept). The ROC curve is a parametric relation
between the True Positive Rate TPR(T) and the False
Positive Rate FPR(T) with T as a varying discrimination
threshold parameter [21-22]. In this paper we will use the
ROC curve for performance evaluation of biometric
systems. This is indicated in Fig. 10 to Fig. 14.
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Fig. 10: ROC curve for the circular encryption.
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Fig. 11: ROC curve for the IWT encryption.
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Fig. 13: ROC curve for the DWT encryption.
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Table 1 gives a comparison between the proposed
fingerprint recognition scheme outputs in different
transform domains from a numerical perspective
considering the mean of genuine and impostor patterns,
EER, the error probability, and the authentication time. It is
clear from Table (1) that; the DWT domain with different
keys succeeds in achieving high performance with a larger
degree of security.
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In addition, from Fig.15 to Fig.19 shows the ROC curves in
the presence of noise at different levels. The results show
that the noise effect at moderate noise levels is acceptable
and tables from 2 to 6 give the numerical values extracted
from the sensitivity-to-noise study with the different noise
levels.
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Fig. 15: ROC curves for the circular encryption in the
presence of Gaussian noise.

Table 2: Evaluation metrics for the circular encryption in the
presence of noise.
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Table 5: Evaluation metrics for the DWT encryption in the
presence of noise.
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Fig. 17: ROC curves for the IWT encryption with different
keys in the presence of Gaussian noise.
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Fig. 19: ROC curves for DWT encryption with different
keys in the presence of Gaussian noise.

Table 6: Evaluation metrics for the DWT encryption with
different keys in the presence of noise.

Noise variance EER AROC
0.01 0.4545 0.9779
0.02 0.3535 0.8765

Finally, a comparison between the proposed cancelable
fingerprint recognition scheme (using DWT domain with
different keys) and some of the state-of-the-art schemes is
given in Table 7. These results reveal the
superiority of the proposed scheme.

5. Conclusion

This paper offered a multi-biometric security system that
depends on merging different biometrics for the same
person based on the DCT and encrypting the composite
image generated using different convolution kernels
produced by chaotic Baker map in different domains. This
system performs the authentication directly in the encrypted
domain (i.e., no compelling reason to decrypt the images
during authentication). This helps to guard against any type
of attacks, where the attacker might try to steal the
decrypted image during the authentication stage, as would
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be the case in standard recognition. Moreover, if a
transformed version of the fingerprint is leaked, we can
simply replace it the fingerprint in another transform
domain.

The effect of the chaotic map in different domains on the
threshold value, error probability, and the authentication
time has been studied in detail. A comparison between all
the transformations used in this paper was demonstrated,
and the effect of noise on the proposed system has been
studied. The DWT transform with different keys has the
smallest error probability among all encryption domains and
confirm lowest EER values, and highest AROC values
compared to other transforms. Hence, the cancelable
biometric system using the DWT domain transform with
different keys has the best performance. Also simulation and
comparison results obtained for the fingerprint cancelable
biometric scheme ensure low EER values, and high AROC
values compared to other traditional schemes. We can come
to a conclusion that it is possible to identify the person from
the biometrics involved in the proposed security system with
high recognition rates even in the presence of channel
degradation effects.



Table 1: The encryption domain effect.

robability of I
. mean of . P v Authentication
Domain genuine impostor EER Error probability correct Time (Sec)
patterns patterns detection
Spatial domain 0.1030 0.8660 0.0033 1% 99% 0.281733
IWT domain 0.2303 0.9897 0.0304 1% 99% 0.553501
IWT domain
with different 0.2291 0.9897 0.0271 1% 99% 0.476315
keys
DWT domain 0.2303 0.9897 0.0027 1% 99% 0.279902
DWT domain
with different 0.1291 0.9897 0 0.9% 99.1% 0.274335
keys
Table 7: Comparison of EER for different encryption algorithms.
EER(%)
Method FVvC2002 FVC2004
DB1 DB2 DB3 DB4 DB1 DB2
Hadamard transform [10] 1 2 5.2 - - -
Non-invertible randomized graph- 4.36 1.77 - - 24.71 21.825
based Hamming embedding [12]
Curtailed circular convolution[13] 2 3 6.12 - - -
Minimum -distance graph [14] 2.27 3.97 - - - -
Proposed scheme using DWT domain with 0 0.4 1 0.6 1 0.8
different keys
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