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Abstract

This study aimed to develop the performance of internal auditing in
Egyptian business organizations to confront cybersecurity risks, by
using the Agile Approach, as one of the modern development
approaches, in addition to presenting a set of proposals that illustrate
the method and stages of applying agile internal audit to confront
cybersecurity risks, and exploring the extent of Egyptian business
organizations’ readiness to apply this approach. The study was
conducted through a survey of the opinions of 127 usable responses
including senior management, information technology officials,
internal auditors in Egyptian business organizations, and researchers
from university professors. Using the Kruskal-Wallis test, it was found
that there are no significant differences between the opinions of the
study groups regarding the continuous increase in cybersecurity risks
and its effects at the level of business organizations and at the national
level, and there are no significant differences between the opinions of
the study groups regarding the inadequacy of traditional internal audit
performance in confronting cybersecurity risks and the reasons for
this deficiency. Moreover, the absence of significant differences
between the opinions of the study groups regarding the possibility of
developing the performance of the internal audit through the use of the
agile approach to confront cybersecurity risks.

Keywords: Cybersecurity, Cybersecurity risks, Internal Audit, Agile
Approach, Agile Internal Audit.
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