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Abstract

The importance of the study by identifying the framework of the
internal audit mechanism appears as an essential tool for conducting
corporate governance audits, The COBIT framework was adopted in the
first release on the basis of the audit component and over time its
frameworks were updated to the fifth edition to keep pace with the IT
world with the ever-changing business, so the fifth edition of the
framework became the actual framework for the implementation of
audits and for risk assessment and for other purposes as it includes
different approaches for the audit process.

In addition to considering the role of the internal audit mechanism
for risk management as one of the most important roles in the
organization as it operates in its first line of defense and provides
comprehensive coverage of all potential risks, therefore the audit process
iIs documented under the supervision of the executive management
because failure in the design, management and review of risk
management functions may lead to Exposure to physical business risks
and not giving sufficient priority to efforts to reform risks and the
increased cost of mitigating them and eliminating their consequences,
therefore regular internal audit reviews of risk management are the main
defense component and prevent model fluctuations.

The auditors responsible for the risk management evaluation
increasingly face many obstacles as a result of the increase in technologies
and their development. Therefore, the auditors aim to benefit from the
best practices during the implementation of the review process through
the framework of COBIT 5 because when it comes to risk that means the
threat, including a risk of negative consequences or opportunity
represents a risk of positive consequences.

Keywords : IT Governance, COBIT 5 Framework, Internal Audit
Mechanism, Risk Management.
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