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Legal Protection of the Right to Privacy of Genetic Data«:
A Comparative Analytical Study
Abstract:
If the processing of individuals' genetic data is of benefit in

some areas of treatment and scientific research, nevertheless it has
unwanted effects, represented by compromising the trustworthiness
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of the human body and the privacy of its genetic and hereditary
information that distinguishes it from others. Therefore, the right to
confidentiality of individuals' hereditary genetic data and to
prevent others from violating it as sensitive data and not to process
it without their prior consent is one of the most important legal
guarantees for its protection in the Egyptian Personal Data
Protection Law No. 151 of 2020 and the comparative laws in
France and America..

This study is addressing and dealing with these issues by
following both analytical and comparative approaches. The
research outline is of two chapters. The first chapter deals with the
nature of the right to the privacy of genetic data, whereas the
second is devoted to studying the legal guarantees to protect the
right to genetic privacy.

This study concludes with some findings and recommendations,
the most important of which is the Egyptian legislator's call to
define genetic data and obligate companies that will be operating in
the future in collecting and processing genetic data to maintain its
confidentiality and obtain the approval of its owners, and the
recommendation to issue a law to regulate genetic analysis.

Key words:

Genetic privacy- genetic information- confidentiality- prior
consent- genetic analysis- genetic data.
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Ciera Gonzalez, GENETIC PRIVACY: LATE TO THE THIRD PARTY, 18
Colo. Tech. L.J. 423 (Colorado Technology Law Journal) 2020,N, 424, P.2.
Available at

https://ctlj.colorado.edu/wp-content/uploads/2020/08/5-Gonzalez_06.25.20.pdf,
last visited: 26/10/2020 7:48 PM.
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pénal 2014. 487, obs. Girault; RSC 2014. 595, obs. Danet.
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(8) B. Perbal, «les données personnelles et la propriété du soi». Theése de
doctorat de droit, a I'Université Cote d'Azur (ComUE), 2018
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Lawrence O. Gostin et al., Virus Sharing, Genetic Sequencing, and Global
Health Security, 345 Sci. Mag. 1295, 1295-96 (2014),
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(10) B. Perbal, Données et Informations Génétiques: un flou sémantique et
scientifique préjudiciable a leur protection juridique, Parution: vendredi 16 aoft
2019.
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(20) L'article 4, § 1, définit la notion de données a caractére personnel comme
«toute information se rapportant a une personne physique identifiée ou
identifiable». Est réputée étre une «personne physique identifiable» une
personne physique qui peut é&tre identifiée, directement ou indirectement,
notamment par référence a un identifiant, tel qu'un nom, un numéro
d'identification, des données de localisation, un identifiant en ligne, ou a un ou
plusieurs éléments spécifiques propres a son identité physique, physiologique,
génétique, psychique, économique, culturelle ou sociale.

(21) Art 4-13 Le Reglement Général sur la Protection des Données de 2016
(RGPD) «données génétiques», les données a caractére personnel relatives aux
caractéristiques génétiques héréditaires ou acquises d'une personne physique
qui donnent des informations uniques sur la physiologie ou I'état de santé de
cette personne physique et qui résultent, notamment, d'une analyse d'un
échantillon biologique de la personne physique en question

(22) Art 3—a “genetic test means cytogenetic and molecular genetic tests to
determine hereditary characteristics of human genetic material or
characteristics of human genetic material acquired during the embryonic phase,
and all other laboratory tests whose immediate purpose is to provide such
information about genetic material;
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I. FALQUE-PIERROTIN «Avant-propos de la présidente» in Les données
génétiques p8. Point CNIL La documentation frangaise (2017).
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(25) Déclaration internationale sur les données génétiques humaines adoptée
par la Conférence générale de I'UNESCO (2003). Données génétiques
humaines: informations relatives aux caractéristiques héréditaires des individus,
obtenues par Il'analyse d'acides nucléiques ou par d'autres analyses
scientifiques.

radsall 13 Lady e DleY! 13gd dunyal) dan il -l
https: //unesdoc.unesco.org/ark:/48223/pf0000133171 ara.page=50

Blia 100 delull oY Yo JA/T 1 @ilsall Gusedll 5Ly Hal
(26) D. Thouvenin, «Génétique et protection de la personne: identifier les
personnes, identifier les maladies», dans les actes du colloque franco-allemand
d’étudiants et de chercheurs sur la bioéthique tenu le 8 mars 2002, et que 1’on
peut consulter a 1’adresse suivante, www.dfh-ufa.org/franz.bioethik.orgé T.
Lemmens et L. Austin, «Les défis posés par la réglementation de [’utilisation
de I’information génétiquey, Isuma, no 2, 2001, p.28.
(27) Lawrence O. Gostin, Genetic Privacy, 23 j.L. Med. & Ethics,P.320 (1995),
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https://scholarship.law.georgetown.edu/cgi/viewcontent.cgi?article=1751&cont
ext=facpub, Last visited: 26/10/2020, at 9:43 AM.

(28) See, leRoy Walters& Julie Gage Palmer, The Ethics of Human Gene
Therapy 100-01 (1997).,
https://www.researchgate.net/publication/275002285_The Ethics of Human_
Gene _, Last visited: 26/10/2020, at 9:47 AM.
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(29) Guy Gugliotta, Bar Codes for the Body Make It to the Market, wash. Post,
June 21, 1999, at Al.
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(31) Lawrence. Gostin and James G. Hodge, Jr., Genetic Privacy and the Law
An End to GENETICS EXCEPTIONALISM, Jurimetrics Journal
Fall, 1999,
https://www.researchgate.net/publication/11005058 Genetic_Privacy_and_the

Law_An_End to_Genetics_Exceptionalism, Last visited 19-10-2020, at 2:14
PM.
(32) See, e.g., Pate v. Threlkel, 661 So. 2d 278, 282 (Fla. 1995)
https://www.courtlistener.com/opinion/1 143283/pate-v-threlkel/, Last visited:
26/10/2020, at 10:06 AM.
(physicians owe a duty to warn of genetic risks [carcinoma] to family members,
which is satisfied by telling the patient that she should inform them); Safer v.
Estate of Pack, 677 A.2d 1188, 1192 (N.J. App. Div. 1996) (physician has a
duty to warn reasonably foreseeable third parties at risk of genetic disorders
[colon cancer] which may require a doctor to notify others despite breaches of
patient confidentiality).
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General Data Protection Regulation, 2018 O.J. (L 127), https://gdpr-info.eu
(accessed Apr. 15, 2019). See generally Edward S. Dove,The EU General Data
Protection Regulation: Implications for International Scientific Research in the
Digital Era, 46 J.L. MED.&ETHICS, 1013-30.(2018).

(35) Ibid,Anita L. Allen, Privacy in Health Care, in 4 ENCYCLOPEDIA OF
BIOETHICS, P.2067.
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Ellen Wright Clayton, Barbara J Evans, James W Hazel, Mark A Rothstein.The
law of genetic privacy: applications, implications, and limitations, Journal of
Law and the Biosciences, Volume 6, Issue 1, October 2019, Pages 1-
36, https://academic.oup.com/jlb/article/6/1/1/5489401, last visited 20-10-2020,
at 8:36 PM.
(38) BarthaMaria Knoppers &Madelaine Saginur,The Babel of Genetic Data
Terminology, 23NATUREBIOTECH. 925 (2005) (discussing the numerous
terms used to describe measures to protect genetic information).
https://www.researchgate.net/publication/7678484 The Babel of Genetic_Dat
a_Terminology, last visited 20-10-2020, at 8:46PM.
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William J. Winslade, Confidentiality, in 1 ENCYCLOPEDIA OF BIOETHICS
at 452 (Warren Thomas Reich ed., 1995)
http://course.sdu.edu.cn/G2S/eWebEditor/uploadfile/20120826202224001.pdf.
last visited 20-8-2020, at 8:39 PM.
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Ryan Brooks,U.S. Privacy Laws: State-Level Approaches to Privacy
Protection, available,

https://blog.netwrix.com/2019/08/27/data-privacy-laws-by-state-the-u-s-
approach-to-privacy-protection/ last visited, 28-8-2020,at 1:13PM.
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See 45 C.F.R. pt. 164 (2018) (security and privacy provision of the HIPAA
Privacy Rule). See, generally Sharona Hoffman& Andy Podgurski, In Sickness,
Health and Cyberspace: Protecting the Security of Electronic Private Health
Information, 48 B.C. L. REV. 331 (2007)
https://lawdigitalcommons.bc.edu/cgi/viewcontent.cgi?article=2354&context=b
clr, last visited, 28-8-2020,at 8:53 PM.; Nicolas P. Terry & Leslie P. Francis,
Ensuring the Privacy and Confidentiality of Electronic Health Records, 2007
U.ILL. L. REV 681 (2007)
https://www.illinoislawreview.org/wp-content/ilr-
content/articles/2007/2/Terry.pdf, last visited, 28-8-2020, at 8:55 PM.
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Katherine Drabiak-Syed, Lessons From Havasupai Tribe v. Arizona State
University Board of Regents: Recognizing Group, Cultural, and Dignitary
Harms as Legitimate Risks Warranting Integration into Research Practice, 6 J.
Health & Biomedical L. 175, 215 (2010),
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€%20(2).pdf, last visited, 28-8-2020,at 8:56 PM.
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Carolyn Y. Johnson, 23andMe Gets FDA Approval to Report Breast Cancer
Risk Without a Doctor, Wash. Post: Wonkblog (Mar. 6, 2018),

https://www.washingtonpost.com/news/wonk/wp/2018/03/06/23andme-gets-

fda-approval-to-report-breast-cancer-risk-without-a-
doctor/?utm_term=.50feb0830d95. Last visited 19-10-2020, at 4:42 PM.
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Sarah Zhang, Big Pharma Would Like Your DNA, The Atlantic (July 27,
2018),
https://www.theatlantic.com/science/archive/2018/07/big-pharma-dna/566240,
last visited 19-8-2020, at 5:37 PM.
Oo S Tadeg Undee Sl dpmcally dpdall LB dladl O Gladl ey —(£0)
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hb&\ [K¥Y 6_\9 L_i_pé) Ctm Y4 U AREEA s\L cg._\_..t:\kn QL_@)AB &_sk“ 423 ‘.\:u)ﬁ }j
http://site.iugaza.edu.ps/aharbeed/files/2016/09/¢

Sas 0:VY Aol (Yo Y JA/E il V) 5Ly A

(46) Sara Renee Savage, Characterizing the Risks and Harms of Linking
Genetic Information to Individuals, 15 IEEE SECURITY & PRIVACY 14, 16
(2017),
https://www.computer.org/csdl/magazine/sp/2017/05/msp2017050014/13rRUx
ly9ce, last visited 27-10-2020, at 4:12 PM
(47) Jennifer Kulynych & Henry T. Greely, Clinical Genomics, Big Data, and

Electronic Medical Records: Reconciling Patient Rights with Research When
Privacy and Science Collide, J.L. & BIOSCIENCES 94 (2017)
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https://www.ncbi.nlm.nih.gov/pmc/articles/PMC5570692/ Last visited 19-10-

2020, at 9:05 PM.

; Mark A. Rothstein, Is DE identification Sufficient to Protect Health Privacy in

Research?, 10 AM. J. BIOETHICS 3 (2010)

https://www.ncbi.nlm.nih.gov/pmc/articles/PMC3032399/ Last visited 19-8-

2020, at 9:05 PM.

(¢M) Ferrié. SCARLETT-MAY, Le droit a 1 ' autodétermination de la personne

humaine, Essai en faveur du renouvellement des pouvoirs de la personne sur
son corps: RDLF 2016, chron. n°10,

http://www.revuedlf.com/theses/le-droit-a-lautodetermination,

Last visited 19-8-2020, at 9:08 PM.
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Safer v. Estate of Pack, 677 A.2d 1188 (N.J. Super. Ct. App. Div.), cert.
denied, 683 A.2d 1163 (N.J. 1996). See N.J. REV. STAT. § 10:5-47 (2018).

il Gandll @il e il o e duyad) Bl RS0 dmand) (e L) Aaiy Canals
il e Gaghlall a8 Al Bulie (55 8
American Society of Human Genetics Social Issues Subcommittee on Familial

Disclosure, Professional Disclosure of Familial Genetic Information, 62AM.
JJHUM.GENETICS 474, 474 (1998).

https://www.ncbi.nlm.nih.gov/pmc/articles/PMC1376910/pdf/9537923.pdf,
Last visited 19-10-2020, at 1:45 PM.

Sacld) g JS& banst oSer U daall Glosbedll pagead ulae jsia s oSl
The Standards for Privacy of Individually Identifiable Health ('isagadll
Glasleall e Jlal je 2iSl Hba Je paill & Information (“Privacy Rule”)

real) cpana) (8 sl
See also,Mark A. Rothstein, Tarasoff Duties after Newtown, 42 J.L.MED. &

ETHICS 104 (2014). https://bluewatsons.tumblr.com/post/64607741789/mark-
a-rothstein-tarasoff-duties-after-newtown, Last visited 19-10 2020, at 1:48 PM.
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Pl L agianyel caddl) Jiadl ol cpalinge (e mpa 3 o Alse (50 Sl
See. Mark A. Rothstein, Reconsidering the Duty to Warn Genetically At-Risk
Relatives, 19 GENETICS MED. 285, 288-9 (2018).

https://www.researchgate.net/publication/322875399 Reconsidering_the duty
_to_warn_genetically_at-risk_relatives, Last visited 19-8-2020, at 1:50 PM.
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(50) CEDH, Pretty contre Royaume-Uni, 29 avril 2002, req. n° 2346/02, JCP
G, 2002, I, 157, obs. F. Sudre; Ph. Malaurie; RTD civ., 2002, p. 482, obs.
J. Hauser; p. 858, obs. J.-P. Marguénaud; RTDH, 2003, p. 71, note O. de
Schutter; JCP G, 2003, 11, 10062, note C. Girault; Gaz. Pal. 2002, doctr. 1244,
note E. Chvika; Méd. et Dr. 2003, p. 98, note H. Narayan-Fourment;
CEDH, K.A. et A.D. contre Belgique, 17 février 2005, req. n°42758/98 et
45558/99; JCP G 2005, 1, 159, obs. F. Sudre; RTD civ 2005, p. 341, note. J-P.
Marguénaud; RDP 2006, p. 806, obs. M. Levinet; LPA ler aout 2006, p. 1, Ph.

Malaurie.
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(51) H.Stoeklé, N. Forster, M. Turrini, PhCharlier, Ch. Hervé7, J-F
Deleuze,,G.Vogt, La propriét¢ des données génétiques De la donnée a
I’information, médecine/sciences 2018; 34: 1100.sur.
https://www.medecinesciences.org/en/articles/medsci/pdf/2018/13/msc180081.
pdf, 5-8-2020. 4;36 PM.

(52) Stoekle HC, Mamzer-Bruneel MF, Vogt G, Herve C. 23andMe: a new
two-sided data-banking market model. BMC Med Ethics 2016; Mar 31;17:19,
https://pubmed.ncbi.nlm.nih.gov/27059184/ Last visited 11-9-2020, at 9:14
PM.

(53) Orsi F, Moatti J. Dun droit de propriété intellectuelle sur le vivant aux
firmes de génomique: vers une marchandisation de la connaissance scientifique
sur le génome humain. Economie Prévision 2001,P. 123,.
https://www.persee.fr/docAsPDF/ecop_0249-

4744 2001 num_150 4 6355.pdf, Last visited 19-8-2020, at 12:51 PM.
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-Barbara J. Evans, Much Ado About Data Ownership, 25 Harv. J.L. & Tech.
69, 90-92. (2011).
http://jolt.law.harvard.edu/articles/pdf/v25/25Harv]LTech69.pdf, Last visited
19-10-2020, at 1:02 PM. See, Richard A. Spinello, Property Rights in Genetic
Information, Article in Ethics and Information Technology - February 2004,
p4,
https://link.springer.com/article/10.1023/B:ETIN.0000036157.14807.b0, Last
visited 10-9-2020, at 1:05 PM.
(55) See, e.g., Julie E. Cohen, Examined Lives: Informational Privacy and the
Subject as Object, 52 Stan. L. Rev. 1373, 1379 (2000)
https://scholarship.law.georgetown.edu/cgi/viewcontent.cgi?article=1819&cont
ext=facpub, Last visited 19-10-2020, at 1:14 PM.¢ Paul M. Schwartz, Property,
Privacy, and Personal Data, 117 Harv. L. Rev. 2056, 2056 (2004)
https://poseidon01.ssrn.com/delivery.php?ID=28611606500200209107100407
21080200970230570710550630051251051130221191020050&EXT=pdf, Last
visited 19-9-2020, at 1:18 PM.
(56) David F. Partlett, Misuse of Genetic Information: The Common Law and
Professionals’ Liability, 42 Washburn L.J. 489, 497 (2003)
https://poseidon01.ssrn.com/delivery.php?ID=8851010960711230651,
Last visited 19-9-2020, at 1:20 PM.
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(57) Marc A. Rodwin, Patient Data: Property, Privacy & the Public Interest, 36
Am. J.L. & Med. 586, 589 (2010) (arguing for public ownership and
stewardship of health databases);
https://poseidon01.ssrn.com/delivery.php?ID=3391190170680861010, Last
visited 19-9-2020, at 1:23 PM.

(58) See, e.g., Laura Maria Franciosi & Attilio Guarneri, The Protection of
Genetic Identity, 1 J. Civ. L. Stud. 139, 186 (2008)
https://poseidon01.ssrn.com/delivery.php?ID=93702711802500708900881101
05&EXT=pdf, Last visited 19-10-2020, at 1:25 PM. ¢Natalic Ram, DNA by the
Entirety, 115 Colum. L. Rev. 873, 906-10 (2015),
https://poseidon01.ssrn.com/delivery.php?ID=8320890930271271021071099&
EXT=pdf, Last visited 19-9-2020, at 1:25 PM.

(59) OECD, Data-Driven Innovation: Big Data for Growth and Well-Being
195-197 (2015).
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Thomas M. Burton, Jonathan D. Rockoff & Ron Winslow, Obama Announces
$215 Million Precision-Medicine Genetic Plan, Wall St. J. (Jan. 30, 2015),

https://www.wsj.com/articles/obama-to-lay-out-215-million-precision-
medicine-plan-1422615602, Last visited 19-9-2020, at 1:21 PM.
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(61) Julie Hirschfeld Davis, President Weighs in on Data from Genes, N.Y.
Times, Feb. 25, 2016, at A15, https://www.pharmacist.com/article/president-
obama-weighs-data-genes-precision-medicine, Last visited 19-10-2020, at 1:36
PM.

(62) See Anya E.R. Prince, Comprehensive Protection of Genetic Information:
One Size Privacy or Property Models May Not Fit All, 79 Brook. L. Rev. 175,
195-98 (2013).

(63) See, e.g., Havasupai Tribe v. Ariz. Bd. of Regents, 204 P.3d 1063, 1066,
1073 (Ariz. Ct. App. 2008)
https://www.courtlistener.com/opinion/2626755/havasupai-tribe-v-arizona-bd-
of-regents/ Last visited 19-10-2020, at 1:39 PM).
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bl 138 e Gy Zliag Yo v £ Ll sl YY
P B0 R ARY A /PN AR 5Ly als http:/hrlibrary.umn.edu/arab/a003-2.html
celia Yoz Al
‘éi 63—_}:’}”{}“ u‘jjaﬂ\ o d‘s}u\l\ )3)}5\ 5%“_‘194‘595 u\.; .\:Lua“ df\.«a AR ) ‘Y A;A —(10)
S YA D Al e L o by gl Gallly Sludy) (st A8l e s i
Al g Yo Gils 29y dod £ gaddl 8 Lgady ) AalaY) ol e cdla
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J.-R. Binet, Ratification de la Convention d'Oviedo: la fin d'une longue attente:
JCP G 2012, p. 9.
(66) L'article 11 prévoit que “toute forme de discrimination a l'encontre d'une
personne en raison de son patrimoine génétique est interdite”.
(67) L'article 12 stipule quil ne pourra étre procédé a des tests prédictifs de
maladies génétiques ou permettant soit d'identifier le sujet comme porteur d'un
geéne responsable d'une maladie soit de détecter une prédisposition ou une

susceptibilité génétique a une maladie qu'a des fins médicales ou de recherche
médicale, et sous réserve d'un conseil génétique approprié”.
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(68) Selon l'article 13, “une intervention ayant pour objet de modifier le
génome humain ne peut €tre entreprise que pour des raisons préventives,
diagnostiques ou thérapeutiques et seulement si elle n'a pas pour but
d'introduire une modification dans le génome de la descendance”

(69) Art 21 “Le corps humain et ses parties ne doivent pas étre, en tant que tels,
source de profit”.

Tl 138 (e 13l el dea il e U gl (V1)
https://unesdoc.unesco.org/ark:/48223/pf0000133171_ara.page=50¢
asiall (Pley) 13a Cijad Dela YoV € deludl Yo Y V/YY rGalsd) i) Bl Al (810
sangll il agiall 3ay radl e aie Jg¥) salall LB Gus ¢l dlpadl el al,
il adl Gald e cJialiall agesing agial <o Calie ) Gl cdpiall 5yl 2l guead Zaully)
GA; (é}:za:l sg'_l‘\).ékﬂ LAJL 5‘3:1”&\ ‘Cu._.uk; scé)dun ?‘}QLH :ui u‘.‘c ¥ osalall Uaiig ‘”a:dmy\
Gl Lasd Lo Y cajp ST Do LYy Lamdall Ll Wy Cabise <0 Lie el 1y LIS
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F. Bellivier, L. Boudouard-Brunet, Ressources génétiques et patrimoine, in Le
droit saisi par la biologie: LGDJ 1996, n° 90, p. 179,
https://books.google.com.qa/books?id=7-
Brunet%2C%20Ressources%20g%C3%AM%C3%A9tiques%20et%20patrimo

in€%2C%20in%20Le%20droit%20saisi%20par%201a%20biologie&f=false,
Last visited 19-9-2020, at 1:40 PM.
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(77) Le Corre F, Chassang G, Rial-Sebbag E. Valorisation des éléments du
corps humain: biobanques, propriété et commercialisation. Rev Générale Droit
Meédical 2017:143.
(78) Noiville C, Supiot E. Big pharma, big data et recherche génétique en santé.
Rev Contrats 2015; 2:352
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(80) C. civ .16-4 “Nul ne peut porter atteinte a l'intégrité de I'espéce humaine.
Toute pratique eugénique tendant a l'organisation de la sélection des personnes
est interdite. Est interdite toute intervention ayant pour but de faire naitre un
enfant génétiquement identique a une autre personne vivante ou décédée.”.

(81) M. Fabre-Magnan et Ph. Moullier (ss dir.), La génétique, science humaine:
Belin, Débats, 2004, p.188-214, spécialement p. 193
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(82) BLOCH et DEPADT-SEBAG, L'identité génétique de la personne, entre
transparence et opacité, «Thémes et commentaires», Dalloz, 2007, p. 73.
(83) Code de la santé publique- Article R1131-20-1(83) C. civ., art. 16-10.—
CSP, art. L. 1131-1.
(84) C. civ., art. 16-10.— CSP, art. L. 1131-1
(85) J. Lederberg et E. Tatum, Reflections on Research and the Future of
Medicine: Columbia University Press, 1966.
https://science.sciencemag.org/content/154/3747/371.1,
Last visited 19-9-2020, at 2:05 PM.
(86) santé publ., art. L. 2151-2, al. 2 "La création d'embryons transgéniques ou
chimériques est interdite".
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https://rm.coe.int/090000168007cf99

Srac £0)) Aelldl (YaY L /ANY sl a1 5Ly Al

Art,13 “Une intervention ayant pour objet de modifier le génome humain ne

peut étre entreprise que pour des raisons préventives, diagnostiques ou

thérapeutiques et seulement si elle n'a pas pour but d'introduire une
modification dans le génome de la descendance”
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(88) Annas, L Glantz and P Roche, ‘Drafting the Genetic Privacy Act:
Science, Policy and Practical Considerations’ (1995) 23 Journal of Law,
Medicine and Ethics 360, 365.
https://onlinelibrary.wiley.com/doi/epdf/10.1111/].1748-
720X.1995.tb01378.x, Last visited 19-10-2020, at 2:08 PM.
(89) Elizabeth R. Pike, Securing Sequences: Ensuring Adequate Protections of
Genetic Samples in the Age of Big Data, 37 Cardozo L. Rev. 1977, 1980
(2016).
https://poseidon01.ssrn.com/delivery.php?ID=2&EXT=pdf, Last visited 19-10-
2020, at 2: 10 PM.
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(90) Georgel. Annas, Genetic Prophecy and Genetic Privacy-Can We Prevent
the Dream from Becoming a Nightmare? American Journal of Public Health,
85 (1995): 1196-97.
https://ajph.aphapublications.org/doi/pdfplus/10.2105/AJPH.85.9.1196,

Last visited 28-10-2020, at 12:43PM.

(91) Natalie Anne Stepanuk, Genetic Information and Third Party Access to
Information: New Jersey’s Pioneering Legislation as a Model for Federal
Privacy Protection of Genetic Information, 47 cath. U. L. Rev. 1105 (1998),
https://core.ac.uk/download/pdf/232605641.pdf, Last visited 19-10-2020, at

2:11PM.
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(92) E. Donald Shapiro & Michelle L. Weinberg, DNA Data Banking: The
Dangerous Erosion of Privacy, 38 clev. St. L. Rev. 455, 469 (1990).
https://engagedscholarship.csuohio.edu/cgi/viewcontent.cgi?article=1840&cont

ext=clevstlrev. Last visited 19-10-2020, at 2:13 PM.
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Lawrence. Gostin and James G. Hodge, Jr., Genetic Privacy and the Law An
End to GENETICS EXCEPTIONALISM, Jurimetrics Journal Fall, 1999.

https://www.researchgate.net/publication/11005058 Genetic_Privacy_and_the
_Law_An_End_to_Genetics Exceptionalism, Last visited 19-10-2020, at 2:14
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https://www.dailymedicalinfo.com/view-diseas%83%D8%B3-tay-sachs-
disease, Last visited 19-10-2020, at 12:52 PM.
(95) See, e.g., institute of Medicine, Assessing Genetic Risks 1 (Lori B.
Andrews et al. eds., 1994). https://www.ncbi.nlm.nih.gov/books/NBK236042/
Last visited 19-10-2020, at 4:28 PM.
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http://archives.lesechos.fr/archives/cercle/2016/01/29/cercle 148348.htm. (Last
visited 29-10- 2020-6:26 AM),
(128) P. CREQUY «Bientot tous rentiers grace a nos donnees personnelles?»
(2018) Mes Datas et Moi: I'Observatoire Edition du 11 mai.
https://www.mesdatasetmoi-observatoire.fr/article/bientot-tous-rentiers-grace-
a-nos-donnees-personnelles (Last visited 29-10- 2020-6:27AM); CALIMAQ
«Le RGPD interdit-il aux individus de «vendre» leurs donnees personnelles?»
S.I. Lex (2018) Edition du 12 mai, https://scinfolex.com/2018/05/12/le-rgpd-
interdit-il-aux-individus-de-vendre-leurs-donnees-personnelles/ Last visited 29-
10-2020-6:28 AM)
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(129) Art 5 Modifié par Ordonnance n°2018-1125 du 12 décembre 2018- art. 1
“Un traitement de données a caractére personnel n'est licite que si, et dans la
mesure ou, il remplit au moins une des conditions suivantes: 1° Le traitement,
lorsqu'il reléve du titre 11, a regu le consentement de la personne concernée,
dans les conditions mentionnées au 11 de l'article 4 et a l'article 7 du réglement
(UE) 2016/679 du 27 avril 2016 précédemment mentionné

(130)- Article 16-10, Code civil, “L'examen des caractéristiques génétiques
d'une personne ne peut étre entrepris qu'a des fins médicales ou de recherche
scientifique. Le consentement expres de la personne doit étre recueilli par écrit
préalablement a la réalisation de 1'examen, apres qu'elle a ét¢ dment informée
de sa nature et de sa finalité. Le consentement mentionne la finalité de
I'examen. Il est révocable sans forme et a tout moment”.
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Lol 13 bl ddplall (aheS Gasdl) ehal b 4ol

Gsise Ladd Gued 28 Gu il padd (Y oSef 4l e (1 5@ V1)) saldl pan (VYY)
b L @)l albed) skl o OB sl o il sl 06 o oS @) 4
elll DU laslaal) e Jpeanlly agilisy o uaill (e wgiKa aie dlla
Art. L. 1111-6 (L. no 2016-87 du 2 févr. 2016, art. 9) Toute personne majeure
peut désigner une personne de confiance qui peut étre un parent, un proche ou
le médecin traitant et qui sera consultée au cas ou elle-méme serait hors d'état
d'exprimer sa volonté et de recevoir l'information nécessaire a cette fin. Elle
rend compte de la volonté de la personne. Son témoignage prévaut sur tout
autre témoignage. Cette désignation est faite par écrit et cosignée par la
personne désignée. Elle est révisable et révocable a tout moment"
g isall (aidl gk Jsn a)
P.LOKIEC, La personne de confiance. Contribution a I'élaboration d'une théorie
de la décision en droit médical, RDSS 2006. 865
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(132) Art. R. 1131-4.A1.3” Lorsque la personne intéressée est un mineur ou un
majeur sous tutelle, le consentement est donné, dans les conditions du premier
alinéa, par les titulaires de l'autorité parentale ou le représentant 1égal. En outre,
le consentement du mineur ou du majeur sous tutelle est systématiquement
recherché s'il est apte a exprimer sa volonté et a participer a la decision”.

(133) Art 8- 2 Modifié par Ordonnance n°2018-1125 du 12 décembre 2018- art.
1 “ I.-La Commission nationale de l'informatique et des libertés est une autorité
administrative indépendante. Elle est 1'autorité de contrdle nationale au sens et
pour l'application du réglement (UE) 2016/679 du 27 avril 2016. Elle exerce les
missions suivantes:

2° Elle veille a ce que les traitements de données a caractére personnel soient
mis en ceuvre conformément aux dispositions de la présente loi et aux autres
dispositions relatives a la protection des données personnelles prévues par les
textes législatifs et réglementaires, le droit de I'Union européenne et les
engagements internationaux de la France”.
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(134) See.Tom L. Beauchamp & James F. Childress, Principles of Biomedical
Ethics 117-24 (5th ed. 2009) ¢Kenneth V Iserson, Principles of biomedical
ethic, June 1999, Emergency Medicine Clinics of North America 17(2):283-
306, ix (available on,
file:///C:/Users/tr.gomaa/Downloads/Principles of biomedical ethics%20(1).p
df, the last visited, 15-10-2020, on 6:20, AM

(135) The Belmont Report: Ethical Principles and Guidelines for the Protection
of Human Subjects of Research, at § C.I (1979)
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https://www.hhs.gov/ohrp/sites/default/files/the-belmont-report-
508c_FINAL.pdf. the last visited, 15-10-2020, on 6:48, AM

(136) 105 Basic right to consent to medical care- Schoendorff v. Society of
New York Hosp., 105 N.E. 92, 93 (N.Y. 1914),
https://biotech.law.Isu.edu/cases/consent/schoendorff.htm. the last visited, 15-
10-2020, on 6:48, AM

(137) According to the plaintiff, the operation caused her left arm to become
infected and gangrenous, resulting in the amputation of some of her fingers and
other complications. Id.

(138) See Valerie Gutmann Koch, A Private Right of Action for Informed
Consent in Research, 45 Seton Hall L. Rev. 173, 178-79 (2015).

(139) Salgov. Leland Stanford Etc. Bd. Trustees, 317 P.2d
170 (Cal. Ct. App. 1957), 317 P.2d at 181.
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(140) See, e.g., W. Berg et al., Informed Consent: Legal Theory and Clinical
Practice (2d ed. 2001)., at 250-51.

(141) 2 Trials of War Criminals Before the Nuremberg Military Tribunals
under Control Council Law No. 10, at 181-82 (1949) [hereinafter Nuremberg
Code].

(142) A few prewar ethical codes in countries including Prussia, Germany, and
the United States existed prior to the Nuremberg Code. See, Berg et al., W.
Berg et al., Informed Consent, Ibid, at 249-50.

(143) Trials of War Criminals Before the Nuremberg Military Tribunals under
Control Council Law No. 10, at 181-82 (1949) [hereinafter Nuremberg Code]
https://www.loc.gov/rr/frd/Military Law/pdf/NT war-criminals_Vol-
IL.pdf(Last visited 29-10-2020, at 6:43 AM)

(144) World Med. Ass’n, Declaration of Helsinki: Ethical Principles for
Medical Research Involving Human Subjects.(1964).
https://www.who.int/bulletin/archives/79(4)373.pdf ( Last visited 29-10-2020,
10:52 AM)

(145) The Belmont Report: Ethical Principles and Guidelines for the Protection
of Human Subjects of Research, at § C.I (1979)
https://www.hhs.gov/ohrp/sites/default/files/the-belmont-report-
508c_FINAL.pdf. the last visited, 15-10-2020, on 6:48, AM
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(146). See, e.g., Jay Katz, The Silent World of Doctor and Patient (1984);
Russell Korobkin, Autonomy and Informed Consent in Nontherapeutic
Biomedical Research, 54 UCLA L. Rev. 605, 610 (2007); Peter H. Schuck,
Rethinking Informed Consent, 103 Yale L.J. 899, 924 (1994).
https://digitalcommons.law.yale.edu/cgi/viewcontent.cgi?article=7534&context
=ylj ( Last visited 29-10-2020, 6:49 AM)
(147) General Requirements for Informed Consent, 45 C.F.R. § 46.116 (2005).
https://www.law.cornell.edu/cfr/text/45/46.116
(Last visited 29-10-2020, 10:54 AM)
(148) See, Similar requirements are imposed by the U.S. Food and Drug
Administration (FDA) on research relating to pharmaceutical products, 21
C.F.R. § 50.20 (2014)
https://www.accessdata.fda.gov/scripts/cdrh/cfdocs/cfcfr/cfrsearch.cfm?fr=50.2
0 (Last visited 29-10-2020, 10:57 AM), and on healthcare records pursuant to
the Health Insurance Portability and Accountability Act of 1996 (HIPAA).
Health Insurance Portability and Accountability Act of 1996, Pub. L. No. 104-
191, 110 Stat. 1936 (1996) (codified as amended in scattered sections of 18, 26,
29, and 42 U.S.C.).
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(149) Federal Policy for the Protection of Human Subjects, 80 Fed. Reg.
53,933 (Sept.8, 2015)
https://www.advamed.org/sites/default/files/resource/1036_12_7 20

of Human_Subjects_Policy.pdf (Last visited 29-10-2020, 11:00 AM )
. Nat’l Acads. Scis., Eng’g, & Med., Optimizing the Nation’s Investment in
Academic Research: A New Regulatory Framework for the 21st Century 167
(2016).
(150) Elizabeth R. Pike, Securing Sequences: Ensuring Adequate Protections of
Genetic Samples in the Age of Big Data, 37 Cardozo L. Rev. 1977, 1980
(2016).
http://cardozolawreview.com/wp-content/uploads/2018/08/PIKE.37.6.pdf,
(Last visited 29-10-2020, 2:16 PM).
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(151) Deborah Hellman, What Makes Genetic Discrimination Exceptional, 29
Am. J.L. & Med. 77, 88, (2003).

https://digitalcommons.law.umaryland.edu/cgi/viewcontent.cgi?article=2070&
context=fac_pubs, (Last visited 29-10-2020, 2:19 PM).

(152) Jennifer Lynch, DNA Collection is Not the Answer to Reuniting Families
Split Apart by Trump’s “Zero Tolerance” Program, Electronic Frontier Found.
(July 10, 2018),
https://www.eff.org/deeplinks/2018/07/dna-collection-not-answer-reuniting-

families-split-apart-trumps-zero-tolerance,last visited 19-10-2020, at 6:34 PM..
(153) Antonio Regalado, DNA Tests for IQ Are Coming, but It Might Not Be
Smart to Take One, MIT Tech. Rev. (Apr. 2, 2018),
https://www.geneticsandsociety.org/article/dna-tests-ig-are-coming-it-might-
not-be-smart-take-one, last visited 19-10-2020, at 7:18 PM.
(154) John P. Dever & James A. Dever, A Democracy of Users, 6 J.L. & Cyber
Warfare 8, 18(2017).

[ Yave ]




Aasas dsale Alaa (At 518N & gal) g cilad A} (B danadiia Alaa) 445 5ildl) Alaal)

(ISSN: 2537- 0758)

238 (e gl Bacliue (8 Ll gl 0585 o (90 (L Osilar A Labedld Cladle
L230al) illy  DAS (e )y Galnd b IS4

tdipad) Clibal) aladia) 48 paady aadl) o 5adl) axe - Y

Ol ciiiall agilily o Bl Gl iyl s o dllas) s
alatin) e aaaiy WSaill e agh)d e i agilily A)Le U 2)3Y) s
i by o U LAY (e Ciliaal) SN sl pens Lo Wle oS0 cagilily
LN e bl e3s e deasy Cige @31 (ag cctalilal o3a alaiu

Ll dadle L) e S B OsSin Aablsal) b Js) ) Lsen Le 1
CAally Ggialll o8 13 Eaad) Gl it 8 WSl A0l i Y Cay
s (0o Joa Baaas Cilagles (gng lgalatind 48K 428y Ao dgag (90 lgran
il B ) Al laglead) it of e celly S ALaYL Ldne Sl
Slastea @l A Ue e 1sidlgy oy (Glhaa (goeill Gamaall loedin ol 0l 5)uY)
cag dals

14 pgaal) Anial) clilud) AL — ¢

hlie e 1 g cllall aeld 4 pdlaal duall cllbdl g
Gl e 2l mend Gus thaggll clid) Ligra e OVl duasail
bl Lge olid] (Ko ¥ eV Lo oSl cllsgaall bl AL 5!

(155) Katherine Drabiak, Caveat Emptor: How the Intersection of Big Data and
Consumer Genomics Exponentially Increases Informational Privacy Risks, 27
Health Matrix 143, 167 (2017), at 143
https://scholarlycommons.law.case.edu/cgi/viewcontent.cgi?article=1605&cont
ext=healthmatrix. Last visited 19-10-2020, at 7:36 PM..

(156) Samuel D. Warren & Louis D. Brandeis, The Right to Privacy, 4 Harv. L.
Rev. 193, 218 (1890).

http://content.ebscohost.com/ContentServer.asp? EbscoContent=dGJyMMvI17E
Sep7c4zdnyOLCmsEiep7BSsa%2B4SLWWxWXS& ContentCustomer=dGJly
MPGptUiyrbNMuePfgeyx9Y vi5SucA& T=P&P=AN&S=R&D=asn&K=153850
37, Last visited 19-10-2020, at 7:39 PM
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(157) Fida K. Dankar et al., The Development of Large-Scale De-Identified
Biomedical Databases in the Age of Genomics--Principles and Challenges, 12
Hum. Genomics 19,1(2018),
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC5894154. Last visited 19-10-
2020, at 7:40 PM
(158) See,Gina Kolata, Web Hunt for DNA Sequences Leaves Privacy
Compromised, N.Y. Times (Jan.17,2013),
https://www.nytimes.com/2013/01/18/health/search-of-dna-sequences-reveals-
full-identities.html [https://perma.cc/U6ZL-UR49]; last visited 19-10-2020, at
6:27 PM.
(159) John Hickey, Advancement of Artificial Intelligence Opens Health Data
Privacy to Attack, Berkeley News (Dec. 21, 2018),
https://techxplore.com/news/2018-12-advancement-artificial-intelligence-
health-privacy.html, last visited 19-10-2020, at 6:23 PM.
(160) Jocelyn Kaiser, We Will Find You: DNA Search Used to Nab Golden
State Killer Can Home in on About 60% of White Americans, Sci. Mag. (Oct.
11, 2018, 2:00 PM), https://www.sciencemag.org/news/2018/10/we-will-find-
you-dna-search-used-nab-golden-state-killer-can-home-about-60-white,  (last
visited 19-10-2020, at 6:26 PM.
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(161) John Wilbanks, Portable Approaches to Informed Consent and Open
Data, inPrivacy, Big Data, and the Public Good: Frameworks for Engagement
234, 235 (Julia Lane et al. eds., 2014).
https://www.researchgate.net/publication/289235630_Portable_Approaches_to
Informed_Consent and_Open_Data, (last visited 29-10-2020, at 2:24 PM).
(162) 45C.F.R. pts. 160 & 164 (2003).
Gl Lad Alall @l duagadll &l ST 4 HIPAA duasad 332l o (e )l Lo
Cilastaall dauageads dilaial (5391 L8Y5lls Adlail) mslll (e el Gllia (8 cial) bl
¢ ki) Aaalls Aaleall
See. Ibid, OECD, Data-Driven Innovation: Big Data for Growth and Well-
Being 195-97 (2015) (identifying numerous possible candidates for data
ownership and concluding that ownership itself is an inapt construct for data).
See, e.g., Inst. of Med., Beyond the HIPAA Privacy Rule: Enhancing Privacy,
Improving Health Through Research 31 (Sharyl J. Nass et al. eds., 2009)
(concluding that “the [current] HIPAA Privacy Rule impedes important health
research,
file:///C:/Users/tr.gomaa/Downloads/Beyond the HIPAA Privacy Rule Enha
ncing_Privacy_Im.pdf, at,88-90. Last visited on 16-10-2020, at 1:53 PM.
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See, e.g., Inst. of Med., Beyond the HIPAA Privacy Rule: Enhancing Privacy,
Improving Health Through Research 31 (Sharyl J. Nass et al. eds., 2009)
https://www.researchgate.net/publication/254429594 Beyond the HIPAA Pri
vacy Rule Enhancing_Privacy Improving Health Through Research, (Last
visited 29-10-2020, at 2:44 PM).
(164) See45 C.F.R. §160.103 (2003) (defining “individually identifiable health
information”).
(165) Fed. Trade Comm’n, Privacy Online: Fair Information Practices in the
Electronic Marketplace 4 (2000), https://www.ftc.gov/reports/privacy-online-
fair-information-practices-electronic-marketplace-federal-trade-commission,
(Last visited 29-10-2020, at 2:47 PM).
(166) Ibid, General Requirements for Informed Consent, 45 C.F.R. § 46.116(a)
(2005).
(167) C. Heeney et al.,, Assessing the Privacy Risks of Data Sharing in
Genomics, 14 Pub. Health Genomics 17, 21-22 (2010)
https://www.researchgate.net/publication/42589405_Assessing_the Privacy Ri
sks of Data_Sharing_in_Genomics, (Last visited 29-10-2020, at 3:32 PM).;
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J.M. Oliver et al., Balancing the Risks and Benefits of Genomic Data Sharing:
Genome Research Participants’ Perspectives, 15 Pub. Health Genomics 106,
109 (2012), https://www.karger.com/Article/Pdf/334718, (Last visited 29-10-
2020, at 3:32 PM)

(168) In the United States, discrimination by health insurers and employers on
the basis of genetic information was made unlawful under GINA. Genetic
Information Nondiscrimination Act of 2008, Pub. L. No. 110-233, § 2(5), 122
Stat. 881, 882-83 (2008) (codified as amended in scattered sections of 29 and
42 US.C)

(169). See, e.g., Racial Integrity Act of 1924, S.B. 219, 1924 Gen. Assemb.
(Va. 1924).

https://www.encyclopediavirginia.org/racial_integrity laws_of the 1920s,
(Last visited 29-10-2020, at 3:34 PM)

(170) See, e.g., Katherine Drabiak-Syed, Lessons from Havasupai Tribe v.
Arizona State University Board of Regents: Recognizing Group, Cultural, and
Dignitary Harms as Legitimate Risks Warranting Integration into Research
Practice, 6 J. Health & Biomedical L. 175 (2010).on,
https://www.researchgate.net/publication/303837639 Lessons_fro
_into_Research_Practice. last visited 16-10-2020, at 5:56 A M.

(171) See Section I1.C (discussing deidentification and other exceptions under
existing federal regulations requiring informed consent for data-driven

research).
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(172) K. V. BROWN «What DNA Testing Companies' Terrifying Privacy
Policies Actually Meany (2017) Gizmodo Edition du 19 octobre
https://www.gizmodo.com.au/2017/10/what-dna-testing-companies-terrifying-
privacy-policies-actually-mean, (Last visited on 16- 10-2020,2:16 PM).

(173) 45 C.F.R. § 164.514(a) (2006) (“Health information that does not identify
an individual and with respect to which there is no reasonable basis to believe
that the information can be used to identify an individual is not individually
identifiable health information.”). Subsequent provisions discuss, at length, the
means by which individual health information can be deemed to be de
identified.

(174) H. KRETCHMER «Ancestry.com denies exploiting users' DNA» (2017)-
BBC News Edition du 25 mai http://www.bbc.com/news/business-40045942
(Last visited 29-10-2020, at 3:38 PM). «We do not share user data for research
unless the user has voluntarily opted-in to that sharing [ ] We always de-
identify data before it's shared with researchers, meaning the data is stripped of
any information that could tie it back to its owner»

(175) On trouve a ce jour dans cette liste, qui est revelatrice des interets de
23andMe, les universites de Chicago, Cambridge, Harvard, Stanford, les
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industries pharmaceutiques Alnylam Pharmaceuticals, Inc. Biogen, Genentech,
Pfizer, P&G beauty, ainsi que les organismes a but non lucratif Lupus Research
Institute, The Michael J. Fox Foundation, National Parkinson Foundation, et
Parkinson's Institute and Clinical Center.

(176) Communique de 23andMe le 14 septembre 2012
https://mediacenter.23andme.com/press-releases/23andme-opens-its-api-to-
developers/ (Last visited on 16- 10-2020, at 2:16 PM).

(177) Voir a ce sujet, K. SHERIDAN «The new Apple Watch, with FDA'
blessing, comes with EKG app» STAT 12 septembre 2018
https://www.statnews.com/2018/09/12/apple-watch-fda-(Last visited 29-10-
2020, at 3:41 PM).; Beatrice Arruabarrena. Le Soi augmente: les pratiques
numeriques de quantification de soi comme dispositif de mediation pour
I'action. Sciences de I'information et de la communication. These,
Conservatoire des Arts et Metiers (CNAM), Paris 28 novembre 2016.

(178) C. FARR «23andMe will no longer let app developers read your DNA
data» CNBC Disruptor/50 23 aout 2018.
https://www.cnbc.com/2018/08/23/23andme-i-two-weeks.html,
http://www.bbc.com/news/business-40045942 (Last visited 30-10-2020, 8:09

AM).
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(179) L. CLARK «How one coder used 23andMe to create a race wall around
the web» Wired 23 juillet 2015 2015 https://www.wired.co.uk/article/23andme-
api-blocks-based-on-race-gender, (Last visited 30-10-2020, 8:11 AM).

(180) Adam Doerr, Newborn Blood Spot Litigation: 70 Days to Destroy 5
Million Samples, Genomics L. Rep. (Feb.2, 2010),
https://theprivacyreport.com/2010/02/02/newborn-blood-spot-litigation-70-
days-to-destroy-5-million-samples, (Last visited 1-11-2020, 10:13AM).Peggy
Fikac, State to Destroy Newborns’ Blood Samples, Hous. Chron. (Dec. 22,
2009), https://perma.cc/Y2YW-DHBEF, (Last visited 1-11-2020, 10:10 AM).
(181) See Beleno v. Lakey, Order, No. SA-09-CA-188-FB, at 3 (W.D. Tex.
Sept. 17, 2009) (describing collection of infant blood samples from 2002
through 2009 when suit was initiated). https://casetext.com/case/beleno-v-
lakey, (Last visited 1-11-2020, 10:12 AM).

see Sonia M. Suter, Did You Give the Government Your Baby’s DNA?
Rethinking Consent in Newborn Screening, 15 Minn. J.L. Sci. & Tech. 729,

734-37 (2014),
[ FaAY ]




Aasas dsale Alaa (At 518N & gal) g cilad A} (B danadiia Alaa) 445 5ildl) Alaal)

(ISSN: 2537- 0758)

(i il dae Cpesd B BAE o2 andll gl cacla S
i M) b Jss desiall Glaly (il Gyl ani 3 el
ehal aellill oy Cilie aladiuly (s & Copaind dlgll o e ld) Cain
22 ehal o agiitlee o sl 05 (V) pandll JLES) s isad)
O pe ) el Comge Armgadll 8 agls S 5 (e eisad)

(JelY) clay Lidal JalKl lgeagien e Ao Algall gy (A dagig
gl Glos Ml cdddiod) Sa¥) 8 Lgaladnn dnlka) ol Gle olailly
gt (Ker Yy oo S Y cale aa )50

Plain) e AV aiag el A Gl dujlas Ao QS ABY) (e
SLsulila AL e slinel Joail I AAY Gle b 4l lgualia dilge 50 iyl
D @Sl e " Ll Ughl AN daals (F ofislll g
Gy paaiul Al i e Aie (Yo0) D) ool Lo Ggialdl ey (M il
skl bl Gl lis sy ehal e Ll e ) dissal) dlsal
pie Aai Y Ughl AN Aeals ginl deas 199 ple Jsbays (92
LA Jads Sl (e Aila)) Jane g linY A Jasly 35m

& anll ALall 0355 G gyl meall aladid & Ogialdl Said Gl aag
Al il ol ale il Lya) sagll Jalaily aleadl) @lly & Ly (a1 (bl

https://scholarship.law.umn.edu/cgi/viewcontent.cgi?article=1027 &context=mj
Ist, (Last visited 1-11-2020, 10:14 AM).

(182) See Michelle J. Bayefsky et al., Parental Consent for the Use of Residual
Newborn Screening Bloodspots: Respecting Individual Liberty vs Ensuring
Public Health, J. Am. Med. Ass’n, June 8, 2015, at E1, E2.

(183) Beleno, Order, No. SA-09-CA-188-FB at 2.

(184) Havasupai Tribe v. Ariz. Bd. of Regents, 204 P.3d 1063, 1066 (Ariz. Ct.
App. 200)

(185) See Michelle M. Mello & Leslie E. Wolf, The Havasupai Indian Tribe
Case--Lessons for Research Involving Stored Biologic Samples, 363 New
Engl. J. Med. 204, (2010). https://pubmed.ncbi.nlm.nih.gov/2053862, (Last
visited 1-11-2020, 10:23 AM).

(186) Havasupai, 204 P.3d at 1067.
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(187) Havasupai, 204 P.3d at 1069-70.
(188) See, e.g., Jennifer Couzin-Frankel, DNA Returned to Tribe, Raising
Questions About Consent, 328 Science 558, 558 (2010),
https://www.researchgate.net/publication/43354928 DNA_Returned to_Tribe
Raising_Questions_About_Consent, (Last visited 19-10-2020, 1:31 PM).
(189) See, Final NIH Genomic Data Sharing Policy, 79 Fed. Reg. 51,345,
51,347 (Aug. 28, 2014);
https://www.govinfo.gov/content/pkeg/FR-2014-08-28/pdf/2014-20385.pdf,
(Last visited 1-11-2020, 10:46 AM).
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(190) 264 F. Supp. 2d 1064, 1075 (S.D. Fla. 2003).
(191) The Common Rule currently applies only to living subjects. 45 C.F.R. §
46.102(f) (2015)
https://www.hhs.gov/ohrp/regulations-and-policy/regulations/common-
rule/index.html, (Last visited 1-11-2020, 11:04 AM).
(192) See, D. Gareth Jones & Maja 1. Whitaker, Speaking for the Dead: The
Human Body in Biology and Medicine 111-14 (2d ed. 2009), https://script-
ed.org/wp-content/uploads/2016/07/7-2-Mason.pdf, (Last visited 1-11-2020,
12:17 PM).
(193) See Béatrice Godard et al., Data Storage and DNA Banking for
Biomedical Research: Informed Consent, Confidentiality, Quality Issues,
Ownership, Return of Benefits. A Professional Perspective, 11 Eur. J. Hum.
Genetics S88, S94 (2003), https://www.nature.com/articles/5201114, (Last
visited 1-11-2020, 12:19 PM).
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(194) Nat’l Bioethics Advisory Comm’n, Research Involving Human
BiologicalMaterials: Ethical Issues and Policy Guidance 29 (1999), at 29.

(195) Final NIH Genomic Data Sharing Policy, 79 Fed. Reg. 51,345, 51,347
(Aug. 28,2014)
https://www.govinfo.gov/content/pkeg/FR-2014-08-28/pdf/2014-20385.pdf,
(Last visited 1-11-2020, 12:32 PM).; see also Jorge L. Contreras, NIH’s
Genomic Data Sharing Policy: Timing and Tradeoffs, 31 Trends in Genetics
55,55 (2015).,
https://poseidon01.ssrn.com/delivery.php?ID=33507411107401506710409912
108117009091 &EXT=pdf, (Last visited 1-11-2020, 12:33 PM).
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Lliey camaaly (pal elade aa gy Ui e cloglaall s3a Gaald) @ljls ¢ lilly ol e
0o SN aen Sha A e Dadall deadl o Gus ¢V (S Laslsadl Sisanll (581 35anl)
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Maninder Ahluwalia, Genetic privacy: We must learn from the story of
Henrietta Lacks, COMMENT 1 August 2020,
https://www.newscientist.com/article/2250449-genetic-privacy-we-, visited 22-
10-2020, 6:15 AM.
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(197) HELA CELLS AND UNJUST ENRICHMENT IN THE HUMAN

BODY

Annals of Health Law201221 Annals Health L. 223.

https://1.next.westlaw.com/Document/I6¢c18d5a628211e18b05fdf1ch%29,

(last visited 22-10-2020 6:19 AM).
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HgVEY]

Moore v. Regents of the Univ. of California, 249 Cal. Rptr. 494, (Cal. Ct. App.

1988), modified, 793 P.2d 479 (Cal. 1990), cert. denied, 499 U.S. 936 (1991).

(199) J. L. STUMP «Henrietta Lacks and the HeLa Cell: Rights of Patients and

responsibilities of Medical Researchers» The History Teacher (2014) Vol 48

Ne°l1 pl27

(200) J. LANDRY et al. «The genomic and transcriptomic landscape of a HeLa

cell line» G3 (Bethesda). 2013. P.1222,

https://www.g3journal.org/content/ggg/3/8/1213.full.pdf, (Last visited 30-10-

2020, 8:26 AM).
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(201) K. HUDSON, F.S COLLINS. «Family matters» Nature (2013) 500, 141-
142, https://www.nature.com/articles/500141a, (Last visited 30-10-2020, 8:29

AM).
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e o 358l (gasl Gmandl 0 s il asms (s e e 3SY
Yo 0a A degena sl @ dulud oy (ppaddl gyell Gasally el
e Aiga degana dpbeai Dilee @l L de ) QRN ) ag Alile B
A b Gihanl) algally Cuially eadl Galad e cupal ) cpazd Ve
Gosill paeall dldis (e il Iy coldinall "cpadipall’ 230 (& S Galiss
ey alliie) &5 (S gl (g 5 Aalall Gl Gy b Ly dage 05S5 o Jaing A
oo e Jeanidl (o5l dmes e A (o Waghal & S AW cadl
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(202) Golden State Transit Corp. v. City of Los Angeles Supreme Court of the
United States December 05, 1989 493 U.S. 103 110 S.Ct. 444.
https://www.law.cornell.edu/supremecourt/text/493/103, (Last visited 30-10-
2020, 8:32 AM).

See, CJ Guerrini, Should police have access to genetic genealogy databases?
Capturing the Golden State Killer and other criminals using a controversial new
forensic technique, PLOS Biology, October 2, 2018,
https://journals.plos.org/plosbiology/article?id=10.1371/journal.pbio.2006906,
(Last visited 30-10-2020, 8:37 AM).

(203) M. GAFNI, L. M. KRIEGER «Here's the «open source» genealogy DNA
website that helped crack the Golden State Killer case» (2018) Mercury News-
Bay Area News Group Edition du 26 avril
https://www.mercurynews.com/2018/04/26/ancestry-23andme-deny-assisting-
law-enforcement-in-east-area-, last visited 22- 10- 2020, 7:38 PM.
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(204) R. ROBBINS «The Golden State Killer case was cracked with a
genealogy website. What does that mean for genetic privacy?» (2018) STAT
Edition du 26 avril https:/www.statnews.com/2018/04/26/genealogy-golden-
state-killer-privacy/ last visited 22- 10- 2020, 7:38 PM.

(205) Pour memoire, «le code source est un texte qui represente les instructions
de programme telles qu'elles ont ete ecrites par un programmeur. il permet de
generer une representation binaire d'une sequence destructions - code binaire
— executables par un microprocesseur.»
https:/fr.wikipedia.org/wiki/Code_source, (Last visited 30-10-2020, 8:47AM).
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(206) «under certain circumstances, your information may be subject to
disclosure pursuant to a judicial or other government subpoena, warrant or
order, or in coordination with regulatory authorities». How 23andMe responds
to law enforcement requests for customer information
https://customercare.23andme.com/hc/en-us/articles/212271048-How-
23andMe-responds-to-law-enforcement- last, visited 23- 10- 2020, 6:01 PM.
(207) See, https://www.23andme.com/transparency-report/, last visited 23- 10-
2020, 6:01 PM.
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(208) See, https://www.ancestry.com/cs/transparency, (Last visited 30-10-
2020, 8:56 AM).

(209) «GEDmatch provides DNA and genealogical analysis tools for amateur
and professional researchers and genealogists. You will need to upload DNA
and/or genealogical (GEDCOM) data to make use of the tools here»
https://www.gedmatch.com/login1.php, last visited 23-10-2020.at 7:54 PM.

Uy zalipll 138 skt 23 28y el dalad) bl Jolil =l GEDCOM (Y +)
gleall Ll ale 6 130as ST IS8 patieng A oY) 3 sl sl g 5o LS
Gl cDlaw o Jsamnll o (&ads cladV) maly o Akl (e el g bl dolsy

S oand JS) ) 5yadn
https://ar.wikipedia.org/wiki/%D8%B9%D9%84%D9%85_%D8%A7%DAS,,
last visited 23-10-2020.at 8:07 PM.

[ raqy ]




Aasas dsale Alaa (At 518N & gal) g cilad A} (B danadiia Alaa) 445 5ildl) Alaal)

(ISSN: 2537- 0758)

sl b dalie eblily culS 1Y V) bl od Jie shal Ge &an o) il
L) bl

iayal) J8 e lede Endl eha) 5 A bl saels o K5all e Jals
coandl ehaY) 1 aavar 9 «GEDmatch adge Ao @l Jgagl Sa
G55 Ly s cadpall 130 8 Ly BlaaYl o Al (gosl) Gaeall e b oS
o @isall e il saninal leag Al el b GaY) @l ) ciliay 3
Aoy ULl o3 QI3 () jsgenll agilily 5ds DIA (e adl aapdat (e a2 )

Al 5,€ Adghae a4y Aalall CDLlial Loty aghy s et Jhady
Bl iy Gl Sl Lol el et DU uall 4355 el Y sed
b i Gl il g SN I Gedd Dl Jua¥) sae Lo )5l ol
Ll Ja¥) e Jsiid) (gooill Gmeall pmd 1)) sy tdeddll JLaY)
(Pl dilas ehab Fleadl jauS o ) 24818 Ll 2 Al libad) pla )yl
By 2l paea LieLaia¥) ) £l disell anaas 13K,

Ayl A juaal) Aggaa dubial) clibul) poad (e —Lil

ol Jhell ) clie) AulSa (530 Jon AT Vlsa Jisud) 14
Apad &l Ul Dlea G5 g oumil) (e —Aalall daliaall —FLl)

Lol 2D (e (Y1) sl cami 2@ (Jg¥) Jlgaadl e AU dually
aif e 55 gy 3 (GDPR) TVA/Y 01 ¥ sVl 3 i) dglea]
Vol clogladdl (gl cilpgaall lashed) o cilld) Llea fgolaa udass V'
st Oo CRESH & Aradd il o saand (Say ol 2ame and iy e
Gl ¥ ellily aaatll ALE a3l ol bl gaage waad lgme oSay Y Ay

(211) «Please acknowledge that you authorize this data to be made available for
comparisons in our public database: You will not be able to make comparisons
if it is not in the public databasey GEDMATCH Your DNA Guide: Comment
telecharger, derniere consulation 5 mai 2018,
https://www.yourdnaguide.com/ydgblog/2019/2/13/gedmatch, (Last visited 30-
10-2020, 9:03 AM).
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(212) The EU general data protection regulation 2016/679 (GDPR), Recital 26-
4 "he principles of data protection should therefore not apply to anonymous
information, namely information which does not relate to an identified or
identifiable natural person or to personal data rendered anonymous in such a
manner that the data subject is not or no longer identifiable"

(213) Selon la CNIL (CNIL, 19 mai 2020 ): "L’anonymisation est un traitement
qui consiste a utiliser un ensemble de techniques de maniére a rendre
impossible, en pratique, toute identification de la personne par quelque moyen
que ce soit et de maniére irréversible."

(214) Eric A. Caprioli et Isabelle Cantero, Les bonnes pratiques
d'anonymisation des données personnelles selon la CNIL, PUBLIE LE 22
OCTOBRE 2020 A 15H00,
HTTPS:/WWW.USINE-DIGITALE.FR/ARTICLE/LES-.N1019254,

(Last visited 30-10-2020, 9:18 AM).
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https://www.mdrscenter.com/%D8%A7%D9%84%D9%84%D8%A77%D8%

AA-gdpr/,(Last visited 30-10-2020, 9:40 AM).

(216) Deryck Beyleveld, Data Protection and Genetics: Medical Research and
the Public Good, (2007) 18 KLJ 275-289.p 276,
https://heinonline.org/HOL/LandingPage?handle=hein.journals/kingsclj18&div

=17&id=&page, (Last visited 30-10-2020, 9:47 AM).
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(217) Ch, Galichett L’ANONYMISATION DES DONNEES
PERSONNELLES SELON LE CONSEIL D’ETAT: ARRET
JCDECAUX DU 8 FEVRIER 2017,
https://www.village-justice.com/articles/anonymisation-des-donnees-
personnelles-selon-Conseil-Etat-arret-JCDecaux.,24541.html, (Last visited 30-
10-2020, 10:15 AM).

eBsall 138 5L ooy A8EY) o3¢l Lual) densll Ll g3 (YVA)
http://hrlibrary.umn.edu/arab/euhrcom.html.
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(219) See, eg. Lord Goff in AG v Guardian Newspapers (No 2) [1990] 1 AC
281 (HL) 282 in the context of confidentiality. See the European Court of
Human Rights' judgment in Z v Finland (1998) 25 EHRR 371, 406 in the
context of Art 8 of the ECHR.
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(220) controversial hecause the provision of the Directive that is being relied
upon (Art 8.3) does not list medical research as a medical purpose.
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Monica Rodriguez, You Discovered Your Genetic History. Is it Worth the
Privacy Risk?, Fortune (Sept. 10, 2018),
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(222) L. FAIR «DNA test kits: Consider the privacy implications» (2017)
Bureau of consumer Protection, FTC
https://www.consumer.ftc.gov/blog/2017/12/dna-test-kits-consider-privacy-
implications. ) last visited 25-10-2020, at 6:15 PM.

«Companies are advertising at-home DNA test kits that promise intriguing
insights into your past ("Where did my forebears come from?")- and your
future ("Do I have the genetic markers for certain medical conditions?")
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Voir A. MADRIGAL «Reading the Privacy Policies You Encounter in a Year
Would Take 76 Work Days» (2012) The Atlantic Edition du ler mars 2012,
https://www.theatlantic.com/technology/archive/2012/03/reading-the-privacy-
policies-you-encounter-in-a-year-would-take-76-work-days/253851/;)
last visited 25-10-2020, at 6:20 PM ‘K. WAGSTAFF «You'd need 76 Work
Days to Read All Your Privacy Policies Each Year» (2012) Time Edition du 6
mars
http://techland.time.com/2012/03/06/youd-need-76-work-days-to-read-all-your-
privacy-policies-each-year/ last visited 25-10-2020, at 6:22 PM
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(224) Voir par exemple M. GYMREK, et al. «Identifying personal genomes by
surname inference» Science (2013) 339: 321-324,
https://www.gwern.net/docs/genetics/2013-gymrek.pdf, last visited 25-10-
2020, at 6:34 PM.; P. OHM «Broken Promises of Privacy: Responding to the
Surprising Failure of anonymization» UCLA Law Review (2010) 57,
1701:1777, https://epic.org/privacy/reidentification/ohm_article.pdf, last visited
25-10-2020, at 7:05 PM ¢Y. ERLICH et al. Redefining genomic privacy: trust
and empowerment PLOS Biol (2014) 12,
file:///C:/Users/tr.gomaa/Downloads/pbio.1001983.pdf, last visited 25-10-2020,
at 7:15 PM.

(225) M. HUMBERT «De-anonymizing Genomic Databases Using Phenotypic
Traits» Proceedings on Privacy Enhancing Technologies (2015) 2: 99-114,
https://www.researchgate.net/publication/279830835 De-
anonymizing_Genomic_Databases Using_Phenotypic_Traits,

last visited 25-10-2020, at 7:18 PM.

(226) A. TANNER Exploring the Promise and Perils of Sharing Your DNA
(2016),

https://undark.org/2016/09/13/dna-ancestry-sharing-privacy-23andme/

last visited 25-10-2020, 7:25 PM.

(227) H. CHO, D.J. WU, B. BERGER «Secure genome-wide association
analysis using multiparty computation» Nat Biotechnol (2018),
https://pubmed.ncbi.nlm.nih.gov/29734293/ last visited 25-10-2020, 7:27 PM.
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(228) «Precision Medicine Initiative Cohort Programy initie par le President
Obama

(229) DNA & DNA Forensic Laboratories (US)- Industry Report | IBISWorld,
https://www.ibisworld.com/united-states/market-research-reports/dna-forensic-
laboratories-industry/ last visited 25-10-2020, 7:35 PM.
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