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24) JON, LOIS. Transparent Encryption and Separation of Duties for
Enterprise Databases - a Solution for Field Level Privacy in Databases,).
Temple Journal of Science, Technology & Environmental Law, Vol. 28, No.
49,2017,p 212.
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26) see: U.S. v. Andrus, 483 F.3d 711, 716 (10th Cir. 2007) (“United States v.
Kimoana, 383 F.3d 1215, 1222”).
27) CANIGLIA, JOHN ,Amazon-Related Apps Blamed for Some Verizon

Data Overages, Kansas Journal of Law & Public Policy, September 2016, p
11.

Bamg VL) i L sl 2014 G 37 &) Jus) sl e 3 sl (28
Communications Act, U.S.C. 2703 Sye¥) ¥ lat¥) Gslall (he 18 salally ccilasledl)

29) Schlabach ,Gabriel., Note, Privacy in the Cloud: The Mosaic Theory and
the Stored Communications Act, The Stanford Law Review. Volume: 67, 2015,

p 677.
[ )


https://casetext.com/case/us-v-kimoana#p1222

Lpa gl J sinal il pgiall g SN el Gl

sl 1) Jaaa

L sm dacal (8 JoaTE Jganall Citlgll 4uda of danyd i ol 48y sl
s o oS LS () el e 5l S qopall ks i) pge iy
sy Ll OIS Lallls (ddpnall 4825 ALEY) Jaa Jaby il adign 2p0an )
Jutialy iy Mgana) Calsel) a5y o(*)dninled) Aardl) A Jadiad L) Cany
Jganall Ciilgll 5yaioedd) eV Laty) L CSLI gualyl) cilage SIS (e bl
can Al o3a ang (Al aSlaall oo (s 5 caie Lujall Lislal) 2 1Y) as
()t gl Ll vie Jainall ued) jlas

Llaay) clilKals el olly 4l dassll dade ol Glaid) 13g) Lagg
Lgaladind GLSQY Sy cagile (apin Gl (S pdall @)y GlallSd o
Historical Cell Jsesall Ciilgll Jals sl o) danydll (aden cileadd sacli€
.(*) Site Data

Pla e paddll Alegleal) dpiagadll e CSLI alki 5)5dad (4aS3g
Lodie 4ie o jall tOWErSe Lyl z 5 ae Jsenall 4yl 8yaisall ¥ oatV)
o) calialgl) Ol paseat Jie clily (6l Ui 5l (o) Canlgll axdiiees Juy
cala ol ) claslaally bl Jisd caalgl) Al ) g SN 2l
T plasiul ol aae Byalie Al PR e Gl 230 aeodian jaT (gola
CSLI 4pylahl) cilagall alasialy

30) CANIGLIA, JOHN ,op, cit, p 17.

31) GULA, ELIZABETH, Comment, The Propriety of Probable Cause: Why
the U.S. Supreme Court Should Protect Historical Cell Site Data with a Higher
Standard, The Stanford Law Review. Volume 69, 2015. p 65.

32) CHAMBERLAIN, PATRICK, Note, Court Ordered Disclosure of
Historical Cell Site Data Location Information: The Argument for a Probable
Cause Standard, 66 WASH.& LEE L. REV. 1745, 1747 (2009).p 11.

33) GULA, ELIZABETH, , op. cit. p 71.
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34 ) CANIGLIA, JOHN, op. cit, p 13.
35) GULA, ELIZABETH, , op. cit. p 74.

Communications Act, U.S.C. 2703 ie¥) < Lai¥) 05l ose 18 52l (36

(Communications Act, 18 U.S.C. 2703(d). That Act provides that the
government may require the disclosure of certain telecommunications records
when "specific and articulable facts show[] that there are reasonable grounds to
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believe that the contents of a wire or electronic communication, or the records
or other information sought, are relevant and material to an ongoing criminal
investigation.”).

37) GULA, ELIZABETH, , op. cit. p 74.

38) Carpenter v. United States. (n.d.). Oyez. Retrieved December 31, 2019,
from https://www.oyez.org/cases/2017/16-402.
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43 ) United States v. Jones. (n.d.). Oyez. Retrieved December 28, 2019, from
https://www.oyez.org/cases/2011/10-1259. (Antoine Jones was arrested on Oct.
24, 2005, for drug possession after police attached a tracker to Jones's Jeep --
without judicial approval -- and used it to follow him for a month. A jury found
Jones not guilty on all charges save for conspiracy, on which point jurors hung.
District prosecutors, upset at the loss, re-filed a single count of conspiracy
against Jones and his business partner, Lawrence Maynard. Jones owned the
"Levels" nightclub in the District of Columbia. Jones and Maynard were then
convicted, but a three-judge panel of the U.S. Court of Appeals for the D.C.
Circuit ruled that the Supreme Court specifically stated in a 1983 case
regarding the use of a beeper to track a suspect that the decision could not be
used to justify 24-hour surveillance without a warrant..).

) (44
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personal data" means any information relating to an identified or "-Art. 2/a:

'jectidentifiable individual ('data sub

:1995/10/24 gyl sslall 1995 25ud 46 a8) ys¥) 4unsil) (e 2 33kl -
processing systems are designed to serve man; —Art. 2: Whereas data -
whereas they must, whatever the nationality or residence of natural persons
and freedoms, notably the right to privacy and respect their fundamental rights
—contribute to economic and social progress, trade expansion and the well

being of individuals

[ )


https://www.oyez.org/cases/2011/10-1259

dasaa dale Alas (A3 & gall g bl Al A danadia dlaa) 435 gilAl) dlaal)

(ISSN : 2537 - 0758)

b adl ) Gl Jad Aold) saliall 5,88 ol ¢ 3laid) 138 (rag
AaSaalls Aglasted) Apmgendll b (el Ga o Llaall ae i)l (g5inal
D il ol 4 @l il Gy Lo pSs 8 ind sastall LYl Ll
O Ll Calaaa) ol SO Joanall Cilgll il )y G ehiabs s
(P)casisall padally Cilanuy) daal Uaiiye Calgl)

Gilasteal) and o Caglaal) cyll Llal) daSadll o duadll s3a & Laadlallg
Cragad gl ae gl (sh agiall dug SN 5eaY) o dnaal
Grinall & Gl o il Caglaly ey Ll Y ebygies duenall dslastedl)
o (Y)Aeadl cpiely Lol L) ool e cabiay o))
AV dang s 8l L ccibide IS0 Al il G a8 (ssinal
= gina Y Al e agidl Jse de digra sl Glbbe i
Ay goad o e sl weiSa ¥ palad) alae of o Do) (ona
Gun oo Do sl 06 Oly oSN QS BelE ol ¢ laghaiil) Hsua sl lagl
FCidae daie) 538 Pl @l agald

il | G

Calgell aladi a1 alig Claglaally YLtV Linglyi€al alinall L) s
Clhaladl A8 e dig pSIY) cloiitall (s by cdaddl) caulsally ddganal)
e dagls (DA Garen elaailly 4l alaia) Jae  Sloadl) (il danddl)

45 ) The California Court of Appeal affirmed. No. D059840 (Cal. App., Feb. 8,
2013), App. to Pet. for Cert. in No. 13-132, pp. 1a-23a. The court relied on the
California Supreme Court's decision in People v. Diaz, 51 Cal. 4th 84, 119 Cal.
Rptr.3d 105, 244 P.3d 501 (2011), which held that the Fourth Amendment
permits a warrantless search of cell phone data incident to an arrest, so long as
the cell phone was immediately associated with the arrestee’s person. See id., at
93, 119 Cal.Rptr.3d 105, 244 P.3d, at 505-506.

46 ) the United States Supreme Court noted in Riley v. California, 573 U.S.
134 S. Ct. 2473, 2484 (2014.
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9. CANIGLIA, JOHN ,Amazon-Related Apps Blamed for
Some Verizon Data Overages, Kansas Journal of Law & Public
Policy, September 2016.

10. CHAMBERLAIN, PATRICK, Note, Court Ordered
Disclosure of Historical Cell Site Data Location Information: The
Argument for a Probable Cause Standard, 66 WASH.& LEE L.
REV. (2009.

11. GULA, ELIZABETH, Comment, The Propriety of Probable
Cause: Why the U.S. Supreme Court Should Protect Historical Cell

Site Data with a Higher Standard, The Stanford Law Review.
Volume 69, 2015.
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12. JON, LOIS. Transparent Encryption and Separation of
Duties for Enterprise Databases - a Solution for Field Level
Privacy in Databases,). Temple Journal of Science, Technology &
Environmental Law, Vol. 28, No. 49, 2017.

13. Orin, Kerr, Searches and Seizures in a Digital World (2005).
119 Harvard Law Review 531 (2005).

14. Schlabach ,Gabriel.,, Note, Privacy in the Cloud: The
Mosaic Theory and the Stored Communications Act, The Stanford
Law Review. Volume: 67, 2015.

15. SOLOVE, DANIEL, a Taxonomy Of Privacy, University of
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