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Social and cultural dimensions of electronic crimes in Egypt
(An analytical study of a group of cases in the maximum security prison in Gamasa -
Dakahlia Governorate)
Abstract

The researcher began the study by a theoretical presentation of two main
issues. The first issue is electronic crimes: their patterns and classifications. This issue
included information fraud crimes such as fraud and deception to transfer money and
stealing credit cards and the crimes against other persons such as electronic
extortion, defamation crimes, electronic retaliation, wiretapping or capturing
electronic messages, insulting and defamation.

As for the second issue, the researcher handled the most important
effective variables in the electronic crimes such as the subjective factors (the desire
to learn, the desire to become rich, self — achievement, electronic superiority and
the desire of revenge) and the objective factors (shifts in the social construction
process, globalization, social networks, the family and the nature of the
contemporary life of the family, education and criminal tendencies, the culture of
consumption and the increased ambition of youth, unemployment, the economic
pressures, the nature of the professions that provide the criminal opportunities and
the malfunction of the cultural values).

The study adopted the descriptive approach in order to reveal all the variables
related to the electronic crimes. As for the instruments of the study, the researcher
conducted a case study of a group of the prisoners from the high-security prison in
Gamasa, Dakahlia Governorate, for 22 criminals who have committed various types
of electronic crimes.

A conceptual framework was developed to investigate the subject of
the study. This conceptual framework included some theories such as the theory of
Anomi or non -standardization, the theory of opportunity structure by Cluard and
Ohlen and the theory of delinquent subculture and the theory of culture conflict by

Celine in order to explain the factors that lead to the various forms and patterns of
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electronic crimes. These theories have attempted to explain the criminal behavior by
relying on the social learning theories that frequently use the concepts of imitation,
the social role and differential exposure, all of which refer to the processes through
which a person learns the criminal behavior.

As for the results of the field study, the discussion of the results revealed
some important considerations:

1- The types of the electronic crimes varied according to the studied cases. There
were insulting, defamation, hacking bank accounts, stealing credit card,
threats and extortion via the Internet.

2- The most obvious motives for these crimes have been determined as being
greedy andthe desire to be rich and the desire to achieve materialistic
success, especially the crimes of hacking bank accounts, networks piracy,
stealing credit cards and electronic extortion.

3- Electronic crimes represent a threat to the national security of societies. One
of the most prominent motives - according to the results of the study - is the
desire of revenge.

Key Words: Electronic Crimes - Social Dimensions - Cultural Dimensions.

oall A 3 (i ) 2yl A8 5 T Lainl) Aa )
YYA



YooY (L) Ve VY e Lelaia) aglal) g cililuadU oY) A4S ddaa

W,
%‘4 ».»“"}

: Omsl Lia sl oy gud
datedd Il 3 5 390 P19 oo bl ki M 3,18) it

cecdnyy . b das
il - (gl st it sel] i / 535811 5yl oy Ll aisbyen o
AU Aa Jaadl Gl e il g Aty glaia) acdy 3o lua Jliuf diks g
el Aol dayall el g Lgaths o LS Gladl) 11a Lt o S

Rty Q‘Sﬂ’-e-"b-w A SN il £ gudasa (B (Alaa Giay 51 52) B Ltag
Aalglal Asdla ¢ sa

L] ss“ d.'lu l .‘i | !~='|-Ju

A v rq 3,{9«;.;;5/)

o8

oall A 3 (i ) 2yl A8 5 T Lainl) Aa )
AR



YoYe (L) Ve Y e Lelaia) aglal) g cililuadU oY) A4S ddaa

daany il Al LAE

sIL_9)

A aolucall MY sl dud) duatdf 3 giSal) BALLLY) Cuald
Al 33 £ 2l B guaial) daalay £laia¥) acd aY)
Ga Adany Al a2l 30l G $Y 3 (e Ade e Al
A 9 SN adl jad) (S0 ya
Gl Lia sald) oA g
) 00 PR VIS

[&d x5
Y OVAYNA

oall A 3 (i ) 2yl A8 5 T Lainl) Aa )
YA



YooY () Ve Y e Lo Laia¥) a glad) g cilaloaDU Gl aY) A4S Ao

tige el g by pa
dlgdal) Abblae — daany dufall LAd o

x \‘\.\J ](u
T W
J . o &

ol a3 (. A Y] a5 ReliaY) aY))
YA



YooY () Ve Y e Lo Laia¥) a glad) g cilaloaDU Gl aY) A4S Ao

sl a3 (i SN el AAED 5 e liaY ) )
YAY



