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Abstract: 

Security is becoming an important issue everywhere. Home 

security is becoming necessary nowadays as the possibilities of 

intrusion are increasing day by day. Safety from theft, leaking of 

raw gas and fire are the most important requirements of home 

security system for people. A traditional home security system 

gives the signals in terms of alarm. However, the GSM (Global 

System for Mobile communications) based security systems 

provides enhanced security as whenever a signal from sensor 

occurs, a text message is sent to a desired number to take 

necessary actions. This project mainly focuses on the security of a 

home when the user is away from the place. 

 

Index terms: ARDUINO, GSM, AT commands 

 

Introduction 

 

Home automation can offer many benefits and free the users 

from the burden of having to care if energy is being used 

rationally, if savings are taking place or if waste is being 

avoided. In this system Arduino is the heart of this system 

which takes control over whole the system process. Here a 

GSM module is used for sending and receiving the message. 

In this project, devices like fan, bulb, etc., are controlled using 

GSM Module. Arduino is a open source electronics 

prototyping platform based on flexible, easy-to-use hardware 

and software. It’s an open-source physical computing platform 

based on a microcontroller board, and a development 

environment for writing software for the board. Using GSM 

Module, we can make devices ON/OFF with just a simple 

SMS. Home automation is automation of the household 

activities. It may include centralized control of lighting, HVAC 

(heating, ventilation and air conditioning), appliances, and 

other systems, to provide improved convenience, comfort, 

energy efficiency and security [4]. Conventional security 

systems keep homeowners, and their property, safe from 

intruders by giving the indication in terms of alarm [7].  

The concept of home automation has been around for a long 

time and products have been on the market for decades [4]. 

Integrating the home systems allows them to communicate 

with one another through the home controller, thereby 

enabling single button and voice control of the various home 

systems simultaneously, in pre-programmed scenarios or 

operating modes [10]. Home automation for the elderly and 

disabled can provide increased quality of life for persons who 

might otherwise require institutional care. It can also provide a 

remote interface to home appliances or the automation system 

itself, via telephone line, wireless transmission or the internet, 

to provide control and monitoring via a smart phone or web 

browser [4]. In this project, a GSM modem (SIM900A) is 

selected to connect to a remote user via AT commands for 

sending and receiving SMS. Basically motion is detected in 

the web cam range and if found it will send photos to the user 

in the form of e-mails. It also monitors environmental 

variables (e.g. Temperature & light) continuously and 

information of any change in environment i.e. increase in 

temperature or decrease in light intensity is sent via SMS 

using GSM network. When the user replies in a specific 

format using SMS, the information is processed and proper 

actions are taken accordingly. For example if temperature 

increases to a specified limit, then an SMS is sent to the 

remote user regarding the situation. The user then replies for 

switching on the appliance as required.  

 

 

AT Commands 

AT commands are instructions used to control a modem. AT 

is the abbreviation of Attention. Every command line starts 

with "AT" or "at". That's why modem commands are called 

AT commands. Many of the commands that are used to 

control wired dial-up modems, such as ATD (Dial), ATA 



(Answer), ATH (Hook control) and ATO (Return to online 

data state), are also supported by GSM/GPRS modems and 

mobile phones. Besides this common AT command set, 

GSM/GPRS modems and mobile phones support an AT 

command set that is specific to the GSM technology, which 

includes SMS-related commands like AT+CMGS (Send SMS 

message), AT+CMSS (Send SMS message from storage), 

AT+CMGL (List SMS messages) and AT+CMGR (Read 

SMS messages). The starting "AT" is the prefix that informs 

the modem about the start of a command line. It is not part of 

the AT command name. For example, D is the actual AT 

command name in ATD and +CMGS is the actual AT 

command name in AT+CMGS.  

 

Methodology 

This project is divided into two modules for home security 

system. Fig.1 comprehensively explains the methodology 

followed in this paper. The first module uses web camera. 

Whenever there is a motion in front of the camera, it gives 

security alert by sending mail to the owner. The second 

module is designed such that it sends SMS which uses GSM 

Module, Arduino, sensors. This project mainly focuses on the 

security of a home when the user is away from the place. 

 Module1: 

The security system uses a web camera, installed in house 

premises, which is operated by Yawcam software installed on 

the PC and it uses Internet for communication. The camera 

detects motion of any person in front of the camera 

dimensions or camera range. The software communicates with 

the user via Internet network. Whenever there is a motion in 

front of camera or in its range, it captures pictures and to the 

user in the form of e-mail. The user will act accordingly and 

will give the command to open the door if he wishes to allow 

that person, through cell phone to SIM number fed in the 

GSM modem. The GSM modem will forward the command to 

Arduino to trigger the solenoid enabling the door to open and 

close.  

 Module2: 

The second security system is SMS based and uses GSM 

technology to send the SMS to the owner. The proposed 

system is aimed at the security of Home against Intruders and 

Fire. The system is made up of three components: sensors, 

GSM Module, Arduino to control the device. It consists of 

sensors like temperature sensor (LM 35), light sensor (LDR). 

Home appliances like LED lights and fans are also connected 

to make the home energy efficient. The proposed system is 

controlled by a Arduino. It collects information from the 

sensors, makes a decision and sends SMS to a corresponding 

number by using GSM modem (SIM 900A). If it finds any 

interruption in its sensors then Arduino will send a SMS to the 

home owner. In the same way, if the temperature is increased 

above certain point which is specified in the program, it 

switch ON the fan automatically and a SMS will be sent to the 

home owner ‘HIGH TEMPERATURE’ giving the indication. 

After the temperature falls below specified range it switches 

OFF the fan and sends an SMS to the user indicating 

controlled temperature. The LDR (Light Dependent Resistor) 

is used to sense the light in a room. If the light intensity is 

above specified level, it sends an SMS to the user indicating 

that light is ON. Then the user sends command to switch OFF 

the light to Arduino and accordingly lights will be turn ON or 

OFF. 

 

 

 

Block diagram: 

 

 

 

 

 

 

 

 

 

 

 

 

Fig.1 Block diagram of Arduino based home automation 

system 

Conclusion 

Different techniques for home automation system have been 

surveyed. Different author gives various techniques with 

block diagram, flowchart and their explanation with proper 

layout of successful execution with adequate strengths and 

weaknesses. All systems are designed in this surveyed papers 

are designed and tested practically. Main purpose of this 

method of implementation is that all systems are in hazardous 

condition, henceforth it is useful for old aged and handicapped 

persons and save electricity, time, money etc. 
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